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Survey of SMIP | npl enent ati ons

This meno is a survey of inplenentation status. |t does not specify an
official protocol, but rather notes the status of inpenmentation of
aspects of a protocol. It is expected that the status of the hosts
reported on will change. This information nmust be treated as a snapshot
of the state of these inplenentations.

From May to August 1983, | tested SMIP servers on the Internet to
see whet her they accepted connections fromthe Arpanet (a Cass A
network) and 1SI-Net (a C ass B network), whether they accepted the user
"postmaster" as a mmil recipient, and whet her a nonexi stent user was
i mediately rejected as a nail recipient.

The hosts from which the tests were conducted were | SI-VAXA on the
Arpanet (running 4.1bsd UNIX), and |ISI-MOE on |SI-Net (running 4.1a).
Internet hosts were tested at various tines throughout the |ast four
nonths. During the survey, | noted anonalies in a few dozen hosts’ SMIP
servers; exanples included a RSET command causi ng the server to cl ose
the connection, a VRFY POSTMASTER evoking a reply containing an illega
mai | box, and sone cases of inproper reply codes. These bugs were
reported and in nost cases pronptly fixed.

I would class three problens as significant because about 40 hosts
exhibit at |east one of them

1) Inreply to a RSET and/or a NOOP conmand, some servers reply
"200", which is never a legal reply code, instead of "250".
(See sections 4.2 and 4.3 of RFC 821.)

2) If a VRFY command occurs before a MAIL command, sone hosts
reply "554 Nested MAIL command". The end of section 4.1.1 of
RFC 821 states that a VRFY may occur anywhere in the session.

3) If amil transaction is started, with a sender and receiver
specified, and a RSET is issued before the text of the nessage
itself is collected, sone servers send a nessage to the sender
about being unable to deliver mail because no nessage was
collected. Wile RFC 821 doesn’'t rule this out, it certainly
is not consistent with the notion of resetting the transaction

In the table in the appendi x, the names and addresses of the hosts

tested were taken fromthe NI C host table of 17 August 1983. TACs and
echo hosts were not included in the survey.
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Here are the summari zed results of the survey:
483 hosts were tested

283 are clained by the host table to support SMIP

49 of those 283 (17% failed to pernmit a connection to be opened from
ei ther 1SI-VAXA or |SI-ME

51 hosts did not claimto support SMIP, but did allow a connection to
be opened fromat |east one of the two ISl test hosts.

285 hosts were connected to from | Sl -VAXA

170 hosts were connected to fromISI-MXE;, all 170 were connected to
from 1 Sl-VAXA as wel |

115 hosts out of the 285 (40%, therefore, could be connected to from
| SI - VAXA only.

69 of the 285 connectable hosts (24% returned a positive reply to the
conmand " VRFY postmaster”

162 hosts out of the 285 connectable hosts (57% inmmediately rejected
mai | addressed to a nonexistent user; that is, they gave an
"unknown user" reply to the comuand "RCPT TO <j gkxwzvb@ost >",
where "host" was the foreign host.

115 hosts out of the 285 (40% gave a positive acknow edgenent to a
RCPT command wi th a nonexi stent user

8 hosts (3% were never up during this part of the test.

121 hosts out of the 162 which imrediately reject mail to nonexistent
users (75% accepted mail for the recipient "postmaster". Thus,
42% (121 out of 285) of the connectable hosts do not imrediately
reject mail for "postnaster”.

Ref er ences:

RFC 821 Postel, J., "Sinple Mail Transfer Protocol"”, RFC 821, Network
Information Center, SRl International, Menlo Park, August 1982.
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APPENDI X

The hosts in this table are taken fromthe N C host table of
17 August 1983, with TACs and echo hosts onitted, and are grouped by
network. There are six result entries for each host:

Cl ai m SMIP + = the host table lists this host as supporting SMIP
- = such support is not listed

Ar panet + = a connection could be opened from I Sl -VAXA
- = no such connection could be opened

| SI - Net + = a connection could be opened from I Sl -MOE
- = no such connection could be opened

VRFY Post + = the command "VRFY postmaster" evoked a positive reply
- =it did not

RCPT Post + = the command "RCPT TO <post naster @ost>" elicited a

positive reply

- =it did not

Bad j gkx + = the command "RCPT TO <j gkxwzvb@ost>" elicited a

negative reply (i.e. unknown user)
it received a positive reply (i.e. recipient accepted)

ClaimArpa | SI- VRFY RCPT Bad
SMIP net Net Post Post jgkx Host nane Addr ess Not es
- - - - - - al ta-coma
- - - - - - sat net
- - - - - - et am expak
- - - - - - goonhi | | y- expak
- - - - - - t anum expak
- - - - - - sat net - si nk
- - - - - - et am noni t or
- - - - - - goonhi | I y-moni t or
- - - - - - t anum noni t or
- - - - - - rai sting
- - - - - - rai sting-nonitor
- - - - - - rai sting-expak
- - - - - - fucino
- - - - - - fuci no-noni t or

CoPoOO~AADDEAADRAARD®
COUNPOOOOODO000OOO00000R
COOOOEOOOOLOLOLeL00000
\‘
(o]

- - - - - - fuci no- expak 95

+ + + - + + bbncca 2

+ + + - + + bbncch 2

+ + + - + + bbnccc 2

+ + + - + + bbnccd 2

+ + - - + - bbnccg 3 b
+ + + - + + bbnccf 4
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ClaimArpa | SI- VRFY RCPT Bad

Not es
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ClaimArpa | SI- VRFY RCPT Bad
Post Post jgkx Host nane
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ClaimArpa | SI- VRFY RCPT Bad

SMIP net Net Post Post jgkx Host nane Addr ess Not es
- - - - - - i si-czar 10. 1. 98. 27
- - - - - - i si -mycroftxxx 10. 1. 99. 27
- - - - - - i si-cnr 10.1.124. 27
- - - - - - i si-ihm 10.1.125. 27
- + - - - + ar pa- dns 10.0.0. 28
+ - - - - - ar pa- pngll 10. 3. 0. 28
+ + + - + + brl 10. 0. 0. 29
+ + + - - + apg-1 10.1.0. 29
+ + - - + - cca- uni x 10.0.0.31
+ + + - - + cca-vns 10.1.0. 31
+ + + - + - par c- maxc 10.0.0.32
+ + - - + kestrel 10.3.0.32
- - - - - - nps 10. 0. 0. 33
. - - - - - f noc- secure 10.3.0.33
+ + - - + I bl - nmm 10.0.0.34
+ + - + + | bl -csam 10.1.0. 34
- - - - - - nosc- secure2 10.0.0. 35
+ + - - - + nosc-tecr 10.1.0. 35
- - - - - - nosc- secure3 10.3.0. 35
. - - - - - nosc-f 4 10.4.0. 35
- - - - - - coi ns-tas 10. 0. 0. 36
- - - - - - ci ncpacf!t-wm 10.1.0. 36
+ - + - pur due 10. 0. 0. 37
+ - - - - - bragg-stal 10.1.0. 38
- - - - - - bbn-psat-ig 10.2.0.40
+ + + - + + office-1 10.0. 0. 43
+ + + - + + office-2 10.1.0.43
+ + - - + + office-3 10.2.0.43
+ + - - + + office-7 10.3.0.43
+ + + - + - mt-xx 10.0.0. 44
- - - - - - mt-tstgw 10.2.0. 44
+ + + - + - mt-nc 10.3.0.44
+ + - - + ardc 10.1.0.45
- - - - - - col l'i ns-pr 10. 0. 0. 46
- - - - - - col li ns-gw 10.1.0. 46
- - - - - - okc- uni x 10. 3. 0. 46
- - - - - - wpaf b 10.0.0. 47
+ - - - - - wpaf b- af wal 10. 1. 0. 47
. . - - - - af wl 10.1.0.48
+ + + - + - bbnb 10.0.0. 49
+ + + - + - bbnc 10. 3. 0. 49
+ + + - + +  bbn-cl xx 10.4.0.49
+ + + + + + st-nic 10.0.0.51
- - - - - - Sri-stab 10.1.1.51
+ + - + + + srijoyce 10.1.4.51
+ + - - + + Sri-unix 10.2.0.51
- - - - - - sri-sta2 10.3.1.51
- - - - - - sri-prm 10.3.2.51
+ + + - + + ada-vax 10.0.0.52

+ + + + usc-isie 10.1.0.52
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ClaimArpa | SI- VRFY RCPT Bad
Post Post jgkx Host nane
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ClaimArpa | SI- VRFY RCPT Bad
Post Post jgkx Host nane
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ClaimArpa | SI- VRFY RCPT Bad

SMIP net Net Post Post jgkx Host nane Addr ess Not es
- + + - + - mt-rinso 18.10. 0. 88
- - - - - - rsre 25.8.0.0
+ + + - + - su-shast a 36.40.0. 192
+ + + + + + su- hnv 36. 40. 0. 193
+ + + + + + su-navajo 36. 40. 0. 203
+ + + + + +  su-whi tney 36.40. 0. 204
+ + + - + + su-gl aci er 36. 40. 0. 205
+ + - - - + su-star 36. 40. 0. 207
+ + + + + - su- car nel 36.40. 0. 212
+ + + + + + su-sierra 36. 40. 0. 213
+ - - - - - su- ar dvax 36. 45. 0. 85
+ - - - - su-safe 36.45.0. 86
+ + - - + + sri-tsca 39.128. 3.59
- - - - - - sri-rolm 45.0.32. 4
- + - + + + ucbar pa 46.0.0.4
- + - + + + ucbcad 46.0.0.5
. + - + - + ucbernie 46.0.0.6
. + - + + +  ucbronet 46.0.0.7
- + - + - + ucbesvax 46.0.0.9
+ + - + + +  uchvax 46.0.0. 10
- + - + + + ucbki m 46.0.0. 11
- + - + + +  ucbcal der 46.0.0.12
. + - + - + uchdali 46.0.0. 13
- + - + - + ucbmatisse 46.0.0.14
- + - + - + ucbnedea 46.0.0. 15
- + - + + + uchingres 46.0.0.19
+ + - + + + sac- vax 47.0.32.3
+ + - - + - ndr el 48.3.1.41
. + - + - + nta-vax 50.0.0.8
+ + - - + - chu-cs-i us 128. 2. 254. 128
+ + - - + - cmu- cs- vl si 128. 2. 254. 129
- - - - - - cnu-cs-psl 128. 2. 254. 130
+ + - - + - chu- cs-zog 128. 2. 254. 131
+ + - - + - chu-cs-g 128. 2. 254. 132
+ + - - + - cmu-cs-cad 128. 2. 254. 133
+ - - - - - cmu-cs-k 128. 2. 254. 136
+ + - - + - cnu-ri-fas 128. 2. 254. 138
+ + - - + - cmu- cs- spi ce 128. 2. 254. 139
+ + - - + - cmu- cs- gandal f 128. 2. 254. 140
+ - - - - - cmu-ri-leg 128. 2. 254. 141
+ + - - + - cmu-ri-isll 128. 2. 254. 143
- - - - - - CMU- CS- | 128. 2. 254. 144
+ + - - + - cmu- cs- speech 128. 2. 254. 145
- - - - - - Ccnu- Ccs- ps2 128. 2. 254. 146
+ + - - + - chu-cs-unh 128. 2. 254. 150
+ + - - + - cmu-ri-arm 128. 2. 254. 151
+ + - - + - cmu-ri-isl2 128. 2. 254. 152
+ + - - + - cnu-cs-cfs 128. 2. 254. 153
+ + - - + - cmu-cs-jk 128. 2. 254. 154
+ + - - + - cu- cs- pt 128. 2. 254. 155
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ClaimArpa | SI- VRFY RCPT Bad

SMIP net Net Post Post jgkx Host nane Addr ess Not es
+ + - - + - chu-cs-h 128. 2. 254. 156
+ + - - + - cnmu-ri-rover 128. 2. 254. 157
+ + - - + - denl 128.4.0.1
+ - - - - - dcn2 128.4.0.2
+ + - - + - dcn3 128.4.0.3
+ - - - - - dcn4 128.4.0.4
+ + - - + - dcnb 128.4.0.5
+ + - - + - dcn6 128.4.0.6
+ + - - + - dcn7 128.4.0.7
+ + - - + - dcn8 128.4.0.8 b
+ - - - - - dcn9 128.4.0.9
+ + - - + - fordl 128.5.0.1
+ + - - + - ford2 128.5.0.2
+ + - - + - ford3 128.5.0.3
+ + - - + - ford4 128.5.0.4
+ + - - + - ford-1ab 128.5.0.8
+ - - - - - f or d- vax 128.5.0.9
+ - - - - - ford-res 128.5.0.10
+ + - - + - ford-ecc 128.5.0.11
+ + - - + - ford-srl 128.5.0.12
+ + - - + - ford-ers 128.5.0.13
+ + - - + - f ord-eed 128.5.0. 14 b
+ + - - + - ford-foe 128.5.0. 15 b
+ + - - - + ford-wdl 1 128.5.32. 1
+ - - - - - ford-wdl 2 128.5.32.2
+ + - - - ford-wdl 3 128.5.32.3
+ - - - - - ford-wdl 4 128.5.32.4
+ + - - - + ford-wdl 5 128.5.32.5
- + - - - + ford-wdl 6 128.5.32.6
+ - - - - - dfvirl 128.7.0.1
+ - - - - - dfvlir2 128.7.0.2
+ - - - - - dfvlir3 128.7.0.3
+ - - - - - dfvlir7 128.7.0.7
+ + - - + - unmd1 128.8.0.1
+ + - - + - und?2 128.8.0.2
+ + - - + - und3 128.8.0.3
+ + - - + - cvl 128.8.0. 4
+ + - - + - unmd5 128.8.0.5
+ - - - - - und6 128.8.0.6
+ - - - - - unmd?7 128.8.0.7
+ - - + - und- csd 128.8.0.8
+ - - - - - und9 128.8.0.9
+ - - - - - unda 128.8.0.10
+ - - - - - undb 128.8.0. 11
+ - - - - - undc 128.8.0.12
+ - - - - - unmdd 128.8.0.13
+ - - - - - unde 128.8.0. 14
+ - - - - - undf 128.8.0. 15
- - - - - - i si -accut est 128.9.0. 24
- - - - - - isi-elvira 128.9.0.41
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ClaimArpa | SI- VRFY RCPT Bad
Post Post jgkx Host nane

SMIP  net
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si - hobgoblin
si - noe
si-trol
si-curly
si -shenp
si -zonbi e
si -xorn
si-vlsia
si-vlsib
si - dawn
si-rising
si - spanky
si-alfalfa
si-darl a
si - buckwheat
si-styme
si-farina
si-pete
si-froggi e
si -wab?2

si - randy
si-rag2
csnet - pur due
bbn- cvax
bbnv1

ucl -1sih
ucl -1 si
ucl -1 sim
ucl - I si
ucl -1 sij

ucl -Isik
ucl -t erm nal - gat eway
ucl - sam
ucl - pr obe
ucl -tg

ucl -cs

ucl -niftp
edn- host 1
brl - hep
ansaa
brl-voc
hel - ace
Sri-spam

W sc-rsch

w sc-db

W Sc-crys
cit-750

uw beaver

uw | unmpy
uwwal |y
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RFC 876

ClaimArpa | SI- VRFY RCPT Bad

SMIP  net
+ +
+ +
+ +
+ +
+ -
+ -
+ +
+ +
+ -
+
+ -

Not es

Net

Post Post jgkx Host nane Addr ess Not es
- + - uwj une 192.5.8.4

- + - uw- eddi e 192.5.8.6

+ + + utah-gr 192.5.12. 22
+ + + utah-sp 192.5.12.23
- - - nyu-cntl 1 192.5.15.5
- - - nyu- acf 2 192.5.15.9
- + + brl - bmd 192.5.21.1
- + + brl-vld 192.5.21.2
- - - brl -svg 192.5.21.3
- - - brl-tgr 192.5.21.4
- brl-vgr 192.5.21.6
- - - cor nel | - pvax 192.5.36.4

a) "VRFY postnmaster" gave an unknown user reply; all other negative
replies were because VRFY was not i npl enent ed.

b) No connection could be opened to this host during the test of
mai | i ng to nonexi stent users
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