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Abst ract
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format for the Society of Mtion Picture and Tel evi si on Engi neers
(SMPTE) ancillary space (ANC) data, as defined by SMPTE ST 291-1
SMPTE ANC data is generally used al ong with professional video

formats to carry a range of ancillary data types, including tine
code, C osed Captioning, and the Active Format Description (AFD).
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1. Introduction

This menmo describes a Real-tinme Transport Protocol (RTP) payl oad
format for the Society of Mtion Picture and Tel evi si on Engi neers
(SMPTE) ancillary space (ANC) data, as defined by SMPTE ST 291-1
[ST291]. ANC data is transmitted in the ancillary space of seria
digital video interfaces, the space outside of the active video
regi on of images intended for users to view. Ancillary space roughly
corresponds to vertical and horizontal blanking periods of cathode
ray tube type displays. ANC data can carry a range of data types,

i ncluding time code, C osed Captioning, and the Active Format

Descri ption (AFD).

ANC data is generally associated with the carriage of metadata within
the bit streamof a Serial Digital Interface (SD), such as the
standard definition (SD) Serial Digital Interface, the 1.5 G/s
Serial Digital Interface for high definition (HD) tel evision
applications, or the 3 Go/s Signal/Data Serial Interface (SMPTE ST
259 [ST259], SMPTE ST 292-1 [ST292], and SMPTE ST 424 [ ST424]).

ANC dat a packet payl oad definitions for a specific application are
specified by a SMPTE Standard, Reconmended Practice, Registered

Di scl osure Docunent, or by a docunent generated by anot her

organi zation, a conpany, or an individual (an entity). Wen a
payl oad format is registered with SMPTE, it is identified by a
regi stered data identification word.
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This meno descri bes an RTP payl oad that supports carriage of ANC data
packets that originate fromany | ocation within any SMPTE-defi ned SDI
signal. This payload al so supports the carriage of ANC data packets
that did not originate froman SDI signal. Sufficient information is
provided to enabl e the ANC data packets at the output of the decoder
to be restored to their original locations in the serial digita
video signal raster (if that is desired). An optional nedia type
paraneter allows for the signaling of carriage of one or nore types
of ANC data as specified by data identification (D D) and secondary
data identification (SDI D) words. Another optional media type
paraneter allows for the identification of the Video Payload ID
(VPI D) code of the source interface of ANC data packets.

Note that the Ancillary Data Flag (ADF) word is not specifically
carried in this RTP payload. The ADF nmight be specified in a
docunent defining an interconnecting digital video interface;
otherwi se, a default ADF is specified by SMPTE ST 291-1 [ ST291].

Thi s ANC data payl oad can be used by itself or used along with a
range of RTP video formats. |In particular, it has been designed so
that it could be used along with "RTP Payl oad Format for Unconpressed
Vi deo” [RFC4175] or "RTP Payl oad Format for JPEG 2000 Video Streans"
[ RFC5371] .

The data nodel in this docunent for the ANC data RTP payload is based
on the data nodel of SMPTE ST 2038 [ ST2038], which standardi zes the
carriage of ANC data packets in an MPEG 2 Transport Stream

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here.
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2. RTP Payl oad Format for SMPTE ST 291 Ancillary Data

An exanpl e of the format of an RTP packet containing SMPTE ST 291 ANC
data is shown bel ow

1 2 3
1234567890123456789012345678901
B e T e S e e s ol e T S S S S e S S T i St SR NI S
V=2| P| X| CC M PT | sequence number |
R o o i e e i i i T I TR SR S S S S e i i i N

ti mestanp |
B T i S ks a ai  E
synchroni zati on source (SSRC) identifier |

T T i S e i s st oI S e S e S il Tt S S R S S e S

Ext ended Sequence Number | Lengt h=32 |
T i T e T sl et i e S S S I S S S T
ANC_Count =2 | F | reserved |
T e i e e e S i S i i it I S R S R R S
d Li ne_Nunber =9 | Hori zontal Of fset | S| StreamNunm=0 |
B e T e S e e s ol e T S S S S e S S T i St SR NI S

Dl D | SDI D | Data_Count=0x84 |

+— 4+ T+ T+ T+ T+ + - +0O0O

B e i s o ST S o S i S S S i aTuits SIS S R S S
User _Data Words. ..

B T s i I S e i S i i S S e S

| Checksum Word | word_align

T T i S e i s st oI S e S e S il Tt S S R S S e S

| C Li ne_Number =10 | Hori zontal _Of f set | S| StreanNum=0

T i T e T sl et i e S S S I S S S T

| DI D | SDI D | Data_Count=0x105 |

B T s i I S e i S i i S S e S
User Data Wrds. ..

s S S i I S R R e h T Tk e S S S o T S

| Checksum Word | word_align |

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

|
-+

|

+

Figure 1. SMPTE Ancillary Data RTP Packet Format

In this exanple, two ANC data packets are present. The first has
four 10-bit User_Data Wrds, and the second has five 10-bit

User _Data W rds (note that few ANC data packets are this small; thus,
this exanpl e does not reflect actual defined ANC data packets and
does not specifically call out the DIDs and SDIDs). The ANC data
packets are located on lines 9 and 10 of the SDI raster.

The term "network byte order” in the payload format SHALL refer to

the Data Transmi ssion Order as defined in Appendix B of RFC 791
[ RFCO791] .
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RTP packet header fields SHALL be interpreted as per RFC 3550
[ RFC3550], with the follow ng specifics:

Ti mestanmp: 32 bits
The tinestanp field is interpreted in a simlar fashion to
RFC 4175 [ RFC4175] :

For progressive scan video, the tinestanp denotes the sanpling
instant of the frane to which the ANC data in the RTP packet

bel ongs. RTP packets MJST NOT include ANC data frommultiple
franes, and all RTP packets with ANC data bel onging to the sane
frane MUST have the same tinestanp.

For interlaced video, the tinestanp denotes the sanpling instant

of the field to which the ANC data in the RTP packet belongs. RTP
packets MJUST NOT include ANC data packets fromnultiple fields,
and all RTP packets belonging to the same field MJST have the sane
ti mest anp.

If the sanpling instant does not correspond to an integer val ue of
the clock, the value SHALL be truncated to the next |owest integer
with no ambiguity. Section 3.1 describes tinestanp clock rates.

Marker bit (M: 1 bit
The marker bit set to "1" indicates the |ast ANC data RTP packet
for a frame (for progressive scan video) or the | ast ANC data RTP
packet for a field (for interlaced video).

2.1. Payl oad Header Definitions
The ANC data RTP payl oad header fields are defined as:

Ext ended Sequence Number: 16 bits
The high-order bits of the extended 32-bit sequence nunber,
in network byte order. This is the same as the Extended
Sequence Nunber field in RFC 4175 [ RFC4175].

Length: 16 bits
Nunber of octets of the ANC data RTP payl oad, beginning with
the "C' bit of the first ANC packet data header, as an
unsi gned integer in network byte order. Note that al
word align fields contribute to the calculation of the Length
field.
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ANC Count: 8 bhits
This field is the count of the total number of ANC data
packets carried in the RTP payl oad, as an unsi gned integer
A single ANC data RTP packet payl oad cannot carry nore than
255 ANC dat a packets.

If nore than 255 ANC data packets need to be carried in a
field or frame, additional RTP packets carrying ANC data MAY
be sent with the same RTP tinestanp but with different
sequence nunbers. ANC Count of O indicates that there are no
ANC dat a packets in the payload (for exanple, an RTP packet
that carries no actual ANC data packets even though its
marker bit indicates the |last ANC data RTP packet in a field/
frame). |If the ANC Count is 0, the Length will also be 0.

F: 2 bits
These two bits relate to signaling the field specified by the
RTP tinmestanp in an interlaced SDI raster. A value of 0b0O
i ndicates that either the video format is progressive or that
no field is specified. A value of 0Obl0 indicates that the
timestanp refers to the first field of an interlaced video
signal. A value of 0Obll indicates that the timestanp refers
to the second field of an interlaced video signal. The value
0b01 is not valid. Receivers SHOULD i gnore an ANC data
packet with an F field value of 0b0l1 and SHOULD process any
ot her ANC data packets with valid F field values that are
present in the RTP payl oad.

Note that some nulti-stream SDI interfaces mght use multiple
interlaced signal streans to transmt progressive imges, in
whi ch case the "F" bits would refer to the field of the
interlaced streamused for transport of the ANC data packet.

reserved: 22 bits
The 22 reserved bits of value "0" followthe F field to
ensure that the first ANC data packet header field in the
payl oad begins 32-bit word-aligned with the start of the RTP
header to ease inplenentation

For each ANC data packet in the payload, the follow ng ANC data
packet header fields MJST be present:

C 1 bit
This flag, when set to "1", indicates that the ANC data
corresponds to the color-difference data channel (C. Wen
set to "0", this flag indicates either that the ANC data
corresponds to the luma (Y) data channel, that the ANC data
source is froman SD signal, or that the ANC data source has
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no specific luma or color-difference data channels. For ANC
data froma multi-streaminterface source, the C flag SHALL
refer to the channel of the streamused to transport the ANC
dat a packet. For situations where there is no SDI source, if
the ANC data type definition specifically requires the use of
the C or Y data channel, the C flag SHALL reflect that

requi renent.

Li ne_Number: 11 bits

This field contains the digital interface |line nunber that
corresponds to the location of the ANC data packet as an
unsi gned integer in network byte order

The foll owi ng special Line_Nunber values indicate that the
| ocation of the ANC data packet is in certain generic
vertical regions of the SDI raster:

W thout specific line location within the field or
franme

I
|
| On any line in the range fromthe second line after

| the Iine specified for switching, as defined in SMPTE
| RP 168 [RP168], to the last |line before active video,
| inclusive

I

I

I

On a line nunber |arger than can be represented in 11
bits of this field (if needed for future formats)

Note that the lines that are available to convey ANC data are
as defined in the applicable sample structure specification
(e.g., SMPTE ST 274 [ST274], SMPTE ST 296 [ST296], ITU-R

BT. 656 [ BT656]) and are possibly further restricted per SMPTE
RP 168 [ RP168].

In nmulti-streaminterfaces, this field refers to the Iine
nunber that an ANC data packet is carried on within a
particul ar data streamin the interface

Hori zontal Offset: 12 bits

T,
.
| Ox7FF
I

I

| Ox7FE
I

I

I

I

| 0x7FD
I
.
Edwar ds

This field defines the | ocation of the ANC data packet in an
SDI raster relative to the start of active video (SAV, a

di gital synchronizing signal present in SDI interfaces) as an
unsi gned integer in network byte order. A value of 0 neans
that the ADF of the ANC data packet begins i mediately
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following SAV. The horizontal offset from SAV is neasured in
terns of 10-bit words of the indicated data stream and data
channel .

The foll owi ng special Horizontal O fset values indicate that
the location of the ANC data packet is in certain generic
hori zontal regions of the SDI raster:

| Horizontal _ | ANC data packet generic horizontal |ocation |

| Ofset

OxXFFC

Edwar ds

Wt hout specific horizontal |ocation

Wthin horizontal ancillary data space (HANC) as
defined in SMPTE ST 291-1 [ST291]

(Start of Active Video) and EAV (End of Active Video)
markers of the serial digital interface

Hori zontal offset is larger than can be represented in
the 12 bits of this field (if needed for future
formats or for certain low frame rate 720p fornats)

|
|
|
|
Wthin the ancillary data space | ocated between SAV |
|
|
|
|
|
|

In nmulti-streaminterfaces, this field refers to the

hori zontal |ocation where an ANC data packet is placed on a
line carried within a particular data streamin the
interface.

Note that HANC data space will generally have higher |uma
sanmpl e nunbers than any sanples in the active digital |ine.
Al so note that SMPTE ST 296 [ST296] (1280 x 720 progressive
active images) image sanpling systems 7 and 8 (1280 x 720
progressive @24 fps and 1280 x 720 progressive @23.98 fps
respectively) have a |uma sanpl e nunber nmaxi mum of 4124. It
is unlikely that an actual inplenentation would have an ANC
dat a packet begin at a Horizontal O fset beyond 4091 (OxFFB)
in these formats; should that occur, the Horizontal O fset
val ue OxFFC can be used to signal a horizontal offset |arger
than can be represented in the field. Further note that the
12-bit field of Horizontal O fset is kept that size in this
meno to maintain easy conversion to/from SMPTE ST 2038

[ ST2038], which also has a 12-bit Horizontal O fset field.
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S (Data Stream Flag): 1 bit
This field indicates whether the data stream nunmber of a
nmul ti-stream data nmapping used to transport the ANC data
packet is specified. |If the Sbit is "0, then the StreanNum
field provides no guidance regarding the source data stream
nunber of the ANC data packet. |If the S bit is "1, then the
StreamNum field carries information regardi ng the source data
stream nunmber of the ANC data packet.

StreamNum 7 bits
If the S bit (Data StreamFlag) is "1, then the Streamum
field MUST carry identification of the source data stream

nunber of the ANC data packet. |If the data streamis
nunbered, then the StreanNum field SHALL carry the number of
the source data streammnus one. |If the source multi-stream

i nterface does not have nunbered data streans, the follow ng
nunbers SHALL be used in this field: "0 for link A data
streamand '1" for link B data stream For stereoscopic
multi-streaminterface formats that do not have nunbered
streans, the follow ng nunbers SHALL be used in this field:
"0" for left eye streamand '1' for right eye stream

Note that in nmulti-link SDI connections, the physical |ink
that a particular streamutilizes is typically specified by
the interface standard. Al so note that nunbering of data
streans is across the interface as a whole. For exanple, in
the SMPTE ST 425-3 dual-link 3 Gb/s interface, the data
streans are nunbered 1-4 with data streanms 1 and 2 on link 1
and data streanms 3 and 4 on link 2.

An ANC data packet with the header fields Line_Number of Ox7FF and
Hori zontal _Offset of OxFFF SHALL be considered to be carried w thout
any specific location within the field or frane.

For each ANC data packet in the payload, imediately after the ANC
dat a packet header fields, the following data fields MJST be present
with the fields DID, SDID, Data Count, User Data Wrds, and
Checksum Word representing the 10-bit words carried in the ANC data
packet, as per SMPTE ST 291-1 [ST291]:

DID: 10 bits
Data identification word

SDID: 10 bits
Secondary data identification word. Used only for a "Type 2"
ANC data packet. Note that in a "Type 1" ANC data packet,
this word will actually carry the data bl ock nunber (DBN)
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Data_Count: 10 bits
The I ower 8 bits of Data Count, corresponding to bits b7
(MBB; nost significant bit) through b0 (LSB; |east
significant bit) of the 10-bit Data_Count word, contain the
actual count of 10-bit words in User_Data Wrds. Bit b8 is
the even parity for bits b7 through b0, and bit b9 is the
i nverse (logical NOT) of bit b8.

User _Data Wbords: integer number of 10-bit words
User_Data Wbrds (UDW are used to convey information of a
type as identified by the DID word or the DI D and SDI D words.
The nunber of 10-bit words in the UDWis defined by the
Data Count field. The 10-bit words are carried in order
starting with the nost significant bit and ending with the
| east significant bit.

Checksum Word: 10 bhits
The Checksum Word can be used to determne the validity of
the ANC data packet fromthe DID word through the UDW It
consists of 10 bits, where bits b8 (MSB) through b0 (LSB)
define the checksum value and bit b9 is the inverse (logica
NOT) of bit b8. The checksumvalue is equal to the nine
| east significant bits of the sumof the nine | east
significant bits of the DID word, the SDID word, the
Data_Count word, and all User Data Wrds in the ANC data
packet. The checksumis initialized to zero before
cal cul ation, and any "end carry" resulting fromthe checksum
cal cul ation is ignored.

At the end of each ANC data packet in the payl oad:

word _align: bits as needed to conplete 32-bit word
Word_align contains enough "0" bits as needed to conplete the
last 32-bit word of an ANC data packet in the RTP payl oad.
If an ANC data packet in the RTP payl oad ends and is aligned
with a word boundary, there is no need to add any word
alignment bits. Wrd align SHALL be used even for the |ast
ANC dat a packet in an RTP packet. Word align SHALL NOT be
used if there are zero ANC data packets being carried in the
RTP packet .

When reconstructing an SDI signal based on this payload, it is

i mportant to place ANC data packets into the | ocations indicated by
the ANC data packet header fields C, Line_Nunmber and

Hori zontal _Offset, and also to follow the requirenents of Section 7
of SMPTE ST 291-1 [ST291], "Ancillary Data Space Formatting
(Component or Conposite Interface)”, which includes rules on the

pl acenent of initial ANC data into all owed spaces as well as the
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contiguity of ANC data packet sequences within those spaces in order
to assure that the resulting ANC data packets in the SDI signal are
valid. The optional nedia type paraneter VPID Code can inform
receivers of the type of originating SDI interface. For nulti-stream
originating interfaces, the StreanNumfield can provide informtion
regardi ng which stream an ANC data packet can be placed in to match
the ANC data location in the originating SD interface.

Senders of this payload SHOULD transmnit avail abl e ANC data packets as
soon as practical to reduce end-to-end |l atency, especially if the
receivers will be enbeddi ng the received ANC data packet into an SD
signal emission. One nillisecond is a reasonabl e upper bound for the
amount of tine between when an ANC data packet becones available to a
sender and the em ssion of an RTP payl oad containing that ANC data
packet .

ANC dat a packets with headers that indicate specific |ocation within
a field or frame SHOULD be sent in raster scan order, both in terns
of packing position within an RTP packet and in terns of transnission
time of RTP packets.

3. Payl oad Format Paraneters
This RTP payload format is identified using the "video/snpte291"
nedi a type, which is registered in accordance with RFC 4855
[ RFC4855]; the tenplate defined in RFC 6838 [ RFC6838] is used.

Note that the media type definition is in the "video" tree due to the
expected use of SMPTE ST 291 Ancillary Data along with video fornats.

3.1. Media Type Definition
Type name: video
Subt ype name: snpte291
Requi red paraneters:

Rat e:
RTP timestamp clock rate.

When an ANC data RTP streamis to be associated with an RTP
video stream the RTP tinestanp rates SHOULD be the sane to
ensure that ANC data packets can be associated with the
appropriate frane or field. Oherwi se, a 90 kHz rate SHOULD be
used.
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Not e that techni ques described in RFC 7273 [ RFC7273] can
provide a comon reference clock for multiple RTP streans
i ntended for synchroni zed presentation

Opti onal paraneters:

DI D_SDI D:
Data identification and secondary data identificati on words.

The presence of the DID SDID parameters signals that all ANC
dat a packets of this streamare of a particular type or types,
i.e., labeled with particular DIiDs and SDIDs. DI D and SDI D
val ues of SMPTE-regi stered ANC data packet types can be found
in the SMPTE Registry for Data Identification Wrd Assignments
[ SMPTE- RA] .

"Type 1" ANC data packets (which do not have SDI Ds defi ned)
SHALL be | abel ed with SDI D=0x00.

DI D and SDI D val ues can be registered with SMPTE as per SMPTE
ST 291-1 [ST291].

The absence of the DI D SDI D paraneter signals that

determ nation of the DID and SDI D of ANC data packets in the
payl oad can only be achi eved through direct inspection of the
ANC dat a packet fields.

The ABNF description of the DID SDID parameter is described in
Section 4.

VPI D_Code:
This integer paraneter specifies the Video Payl oad I D (VPI D)
code of the source interface of ANC data packets using the
value frombyte 1 of the VPID as defined in SMPTE ST 352
[ ST352]. The integer SHALL be nade with bit 7 of VPID byte 1
being the nost significant bit and bit 0 of VPID byte 1 being
the least significant bit. For exanple, 132 refers to SMPTE ST
292-1, 720-line video payloads on a 1.5 G/s (nom nal) seria
digital interface.

Encodi ng considerations: This nmedia type is framed and bi nary; see
Section 4.8 of RFC 6838 [ RFC6838].

Security considerations: See Section 7.
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Interoperability considerations: Data itens in snpte291 can be very
di verse. Receivers night only be capable of interpreting a subset
of the possible data itenms. Some inplenmentations mght care about
the Il ocation of the ANC data packets in the SDI raster, but other
i mpl enent ati ons mi ght not care.

Publ i shed specification: RFC 8331

Applications that use this nedia type: Devices that streamreal -tine
prof essi onal video, especially those that interoperate with | egacy
serial digital interfaces (SDl).

Addi tional |nformation:

Deprecated alias nanmes for this type: NA
Magi ¢ nunber(s): NA

File extension(s): NA

Maci ntosh file type code(s): NA

Person & email address to contact for further information:

T. Edwards <thonmas. edwar ds@ ox. con®
| ETF Payl oad Worki ng G oup <payl oad@etf. org>

I nt ended usage: COVMON

Restrictions on usage: This nedia type depends on RTP fram ng and
hence is only defined for transfer via RTP RFC 3550 [ RFC3550].
Transport within other framng protocols is not defined at this
time.

Aut hor: T. Edwards <thonms. edwar ds@ ox. con®

Change controller: The | ETF PAYLOAD Wrki ng G oup, or other party as
desi gnated by the | ESG

4. SDP Consi derations
The mappi ng of the above-defined payload format nedia type and its
paranmeters SHALL be done according to Section 3 of RFC 4855
[ RFC4855] .

o The type name ("video") goes in SDP "m=" as the nedia nane.
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o The subtype nane ("snpte291") goes in SDP "a=rtpnap" as the
encodi ng nanme, followed by a slash ("/") and the rate paraneter.

o The optional paraneters VPID Code and DI D _SDI D, when present, are
included in the "a=fmp" attribute line of SDP as a sem col on-
separated |ist of paraneter=val ue pairs.

DI D and SDI D val ues SHALL be specified in hexadecinmal with a "0x"
prefix (such as "0x61"). The ABNF as per RFC 5234 [RFC5234] of the
DI D _SDI D optional parameter SHALL be:

TwoHex = "0Ox" 1*2(HEXD G
DidSdid = "D D_SDI D={" TwoHex "," TwoHex "}"

For exanple, EIA 608 C osed Caption data woul d be signaled with the
par armet er DI D _SDI D={ 0x61, 0x02}. If a DI D SDID paraneter is not
specified, then the ANC data stream m ght potentially contain ANC
dat a packets of any type.

Multiple DID SDI D paraneters can be specified (separated by

sem colons) to signal the presence of multiple types of ANC data in
the stream DI D _SDI D={0x61, 0x02}; DI D_SDI D={ 0x41, 0x05}, for exanpl e,
signals the presence of EIA 608 C osed Captions as well as AFD/ Bar
Data. Miltiple DID SDI D parameters do not inply any particul ar
ordering of the different types of ANC data packets in the stream

If the optional paranmeter VPID Code is present, it SHALL be present
only once in the sem col on-separated list, taking a single integer
val ue.

A sanpl e SDP mapping for ANC data is as foll ows:

nrvi deo 30000 RTP/ AVP 112
a=rtpmap: 112 snpte291/ 90000
a=fnt p: 112 DI D_SDI D={ 0x61, 0x02}; DI D_SDI D={ 0x41, 0x05} ; VPI D_Code=132

In this exanple, a dynam c payl oad type 112 is used for ANC data.

The 90 kHz RTP tinestanp rate is specified in the "a=rtpnap" |ine
after the subtype. 1In the "a=fntp:" line, DD 0x61 and SDI D 0x02 are
specified (registered to EIA 608 Cl osed Caption Data by SMPTE), and
also DID 0x41 and SDI D 0x05 (registered to AFD/ Bar Data). The
VPI D Code is 132 (referring to SMPTE ST 292-1, 720-1ine video

payl oads on a 1.5 Gb/s serial digital interface).
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4.1. Gouping ANC Data Streanms with Gt her Media Streans

To indicate the association of an ANC data streamwith a particul ar
vi deo stream inplenenters MAY group the "ni |ines together using
Flow I dentification ("FID'") semantics as defined in RFC 5888

[ RFC5888] .

A sanpl e SDP mappi ng for grouping ANC data with video as described in
RFC 4175 [ RFC4A175] is as follows:

v=0

0=Al 123456 11 IN | P4 host.exanpl e. com

s=Pr of essi onal Networked Medi a Test

i =A test of synchronized video and ANC dat a

t=0 0

a=group: FID V1 ML

mevi deo 50000 RTP/ AVP 96

c=I N | P4 233.252.0. 1/ 255

a=rt pmap: 96 raw 90000

a=fnt p: 96 sanpling=YChCr-4:2:2; w dt h=1280; hei ght=720; dept h=10
a=md: V1

mevi deo 50010 RTP/ AVP 97

c=I N | P4 233. 252. 0. 2/ 255

a=rt pmap: 97 snpt e291/ 90000

a=fnmt p: 97 DI D_SDI D={0x61, 0x02}; DI D_SDI D={ 0x41, 0x05}
a=m d: ML

5. Ofer/Answer Mdel and Decl arative Consi derations
5.1. O fer/Answer Model

Receivers might wish to receive ANC data streans with specific

DI D_SDI D parameters. Thus, when offering ANC data streans using the
Session Description Protocol (SDP) in an O fer/Answer nodel

[ RFC3264], the offerer MAY provide a list of ANC data streans
available with specific DID SDID paraneters in the fntp line. The
answerer MAY (1) respond with all or a subset of the streanms offered
along with fnmtp lines with all or a subset of the DI D SDI D paraneters
of fered, (2) set the corresponding port nunmber to O to decline the
snpte291 streamif not in the sane nedia section as a correspondi ng
vi deo stream or (3) renove the corresponding payl oad type if the
snpt e291 streamis in the sane nedia section as a correspondi ng vi deo
stream There are no restrictions on updating DI D SDI D paraneters in
a subsequent offer.
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5.2. Declarative SDP Consi derations

For decl arative use of SDP, nothing specific is defined for this
payl oad format. The configuration given by the SDP MUST be used when
sendi ng and/or receiving nedia in the session

6. | ANA Consi derations

The nedia type "video/ snpte291" is defined in Section 3.1. |ANA has
regi stered "video/ smpte291" in the "Media Types" registry.

7. Security Considerations

RTP packets using the payload format defined in this specification
are subject to the security considerations discussed in the RTP
speci fication [ RFC3550] and in any applicable RTP profile such as
RTP/ AVP [ RFC3551], RTP/ AVPF [ RFC4585], RTP/ SAVP [ RFC3711], or RTP/
SAVPF [ RFC5124]. However, as "Securing the RTP Protocol Franmework:
Wiy RTP Does Not Mandate a Single Media Security Solution" [RFC7202]
di scusses, it is not the responsibility of an RTP payload format to
di scuss or nandate what solutions are to be used to neet the basic
security goals like confidentiality, integrity, and source
authenticity for RTP in general. This responsibility [ays on anyone
using RTP in an application. They can find guidance on avail abl e
security nechani sns and i nportant considerations in "Options for
Securing RTP Sessions" [RFC7201]. Applications SHOULD use one or
nore appropriately strong security mechanisms. The rest of this
section discusses the security inpacting properties of the payl oad
format itself.

To avoid potential buffer overflow attacks, receivers SHOULD val i date
that the ANC data packets in the RTP payl oad are of the appropriate
length (using the Data _Count field) for the ANC data type specified
by DID and SDID. Also, the Checksum Wrd SHOULD be checked agai nst
the ANC data packet to ensure that its data has not been damaged in
transit; note that the Checksum W rd is unlikely to provide a payl oad
integrity check in case of a directed attack

Sone receivers will sinply nmove the ANC data packet bits fromthe RTP
payl oad into SDI. It might still be a good idea for these "re-
enbedders” to performthe above-nentioned validity tests to avoid
downstream SDI systens from becom ng confused by bad ANC data
packets, which could be used for a denial-of-service attack

"Re- enbedders” into SDI SHOULD al so doubl e check that the Line_Number
and Horizontal O fset lead to the ANC data packet being inserted into
a legal area to carry ANC data in the SDI video bit stream of the

out put video format.
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