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Abstract

Thi s docunent describes nechanisns to optim ze the Address Resol ution
Prot ocol (ARP) and Nei ghbor Di scovery (ND) traffic in a Transparent

I nterconnection of Lots of Links (TRILL) campus. TRILL switches

mai ntain a cache of P/ Media Access Control (MAC) address / Data
Label bindings that are | earned from ARP/ND requests and responses
that pass through them |In many cases, this cache all ows an edge
Routing Bridge (RBridge) to avoid flooding an ARP/ ND request by
either responding to it directly or encapsulating it and unicasting
it. Such optimization reduces packet flooding over a TRILL canpus.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8302.

Li, et al. St andards Track [ Page 1]



RFC 8302 TRILL ARP/ ND Optini zation January 2018

Copyri ght Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

Li,

1. Introduction
1.1. Ternmnol ogy . .

2. ARP/ND Optim zation ReqU| rerrent and Sol utl on

3. | P/ MAC Address Mappings . Coe e

4 Handl i ng ARP/ NDY SEND Messages .

.1. SEND Consi derations .

.2. Address Verification . G

.3. Extracting Local Mapping Inf ormat| on for End- St ati on

| P/ MAC Addresses . . Ce e e e

4.4. Determn|ng How to Replyto ARP/ND S .

4.5. Determning How to Handl e the ARP/ ND Response -
Handl i ng of Reverse Address Resol ution Protocol (RARP)
Messages..

Handl i ng of DHCP Messages Co

Handl i ng of Duplicate IP Addresses .o

RBri dge ARP/ ND Cache Liveness and MAC |\/be K ty
Security Considerations . . .

9.1. Data-Pl ane-Based Consi derat| ons .

9.2. Directory-Based Consi derations .

9.3. Use of the Confidence Level Feature .

10. | ANA Consi derations .

11. References .

11.1. Normative Ref erences .
11.2. Informative References .
Acknowl edgnents .
Aut hors’ Addresses

o1 :
NN

©oNO

N~Noohkhoww

11
11

12
13
13
14
14
14
15
15
16
17
18

et al. St andards Track [ Page 2]



RFC 8302 TRILL ARP/ ND Optini zation January 2018

1.

1.1.

Li,

| ntroducti on

ARP [ RFC826] and ND [ RFC4861] nessages are normally sent by broadcast
and nulticast, respectively. To reduce the burden on a TRILL canpus
caused by these multi-destination messages, RBridges MAY inplenent an
"optimzed ARP/ND response”, as specified herein, when the target’s

| ocation is known by the ingress RBridge or can be obtained froma
directory. This avoids ARP/ND query and answer fl oodi ng.

Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

" SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

The abbreviations and term nology in [ RFC6325] are used herein. Sone
of these are |listed below for convenience along with sone additions:

APPsub- TLV ~ Appli cation sub- Type-Lengt h-Val ue [ RFC6823]

ARP Addr ess Resol ution Protocol [RFC826]

Canpus A TRILL network consisting of RBridges, |inks, and
possi bly bridges bounded by end stations and IP routers
[ RFC6325]

DAD Duplicate Address Detection [ RFC3756] [RFC5227]

Dat a Label VLAN or Fine-Gained Label (FQ)

DHCP Dynam ¢ Host Configuration Protocol. |In this docunent,
DHCP refers to both DHCP for |1Pv4 [ RFC2131] and DHCPv6
[ RFC3315]

ESADI End Station Address Distribution Information [ RFC7357]

FGL Fi ne- G ai ned Label [RFC7172]

I A Interface Address; a TRILL APPsub-TLV [ RFC7961]

I P I nternet Protocol, both IPv4 and | Pv6

VAC Medi a Access Control [RFC7042]

ND Nei ghbor Di scovery [ RFC4861]
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RBri dge A contraction of "Routing Bridge". A device
i mpl ementing the TRILL protocol
SEND Secure Nei ghbor Discovery [RFC3971]
TRI LL Transparent Interconnection of Lots of Links or Tunnel ed

Routing in the Link Layer [RFC6325] [RFC7780]
ARP/ ND Opti ni zati on Requirenment and Sol ution

| P address resolution can create significant issues in data centers
due to fl ooded packets, as discussed in [RFC6820]. Such flooding can
be avoi ded by a proxy ARP/ND function on edge RBridges as descri bed
in this docunent, particularly in Section 4. This section is a
general discussion of this problemand is not intended to be
nor mat i ve.

To support such ARP/ ND optim zation, edge RBridges need to know an
end station’s | P/ MAC address mappi ng through nmanual configuration
(managenent), control -pl ane nechani sns such as directories [ RFC8171],
or data-plane | earning by snoopi ng of nessages such as ARP/ ND
(including DHCP or gratuitous ARP messages).

When all the end station’s | P/ MAC address nmappi nhgs are known to edge
RBri dges, provisioned through managenent, or |earned via the contro
pl ane on the edge RBridges, it should be possible to conpletely
suppress fl ooding of ARP/ND nmessages in a TRILL canpus. Wen all end
station MAC addresses are simlarly known, it should be possible to
suppress unknown uni cast flooding by droppi ng any unknown uni cast
recei ved at an edge RBri dge.

An ARP/ ND optim zation mechani sm shoul d i nclude provisions for an
edge RBridge to issue an ARP/ND request to an attached end station to
confirmor update information and should allow an end station to
detect duplication of its |IP address.

Most of the end station hosts send either DHCP nessages requesting an
| P address or gratuitous ARP or Reverse Address Resol ution Protoco
(RARP) requests to announce thenselves to the network right after
they come online. Thus, the |ocal edge RBridge will imediately have
the opportunity to snoop and |l earn their MAC and | P addresses and
distribute this information to other edge RBridges through the TRILL
control -plane End Station Address Distribution Information (ESADI)

[ RFC7357] protocol. Once renpte RBridges receive this information
via the control plane, they should add | P-to-MAC mapping information
to their ARP/ND cache along with the ni ckname and Data Label of the
address information. Therefore, nost active IP hosts in the TRILL
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network can be | earned by the edge RBridges through either |oca

| earning or control-plane-based renpte learning. As a result, ARP
suppression can vastly reduce the network floodi ng caused by host ARP
| ear ni ng behavi or.

When conplete directory information is avail able, the default data-

pl ane | earni ng of end-station MAC addresses is not only unnecessary
but could be harnful if there is |learning based on frames with forged
source addresses. Such data-plane | earning can be suppressed because
TRILL al ready provides an option to disable data-plane |earning from
the source MAC address of end-station frames (see Section 5.3 of

[ RFC6325]) .

| P/ MAC Address Mappi ngs

By default, an RBridge [ RFC6325] [RFC7172] |earns egress nicknane
mappi ng i nformati on for the MAC address and Data Label (VLAN or FQ)
of TRILL data franes it receives and decapsul ates. No |P address
information is learned directly fromthe TRILL data frane. The |IA
APPsub- TLV [ RFC7961] enhances the TRILL base protocol by allow ng |IP/
MAC address nmappings to be distributed in the control plane by any
RBri dge. This APPsub-TLV appears inside the TRILL GENINFO TLV in
ESADI [RFC7357], but the value data structure it specifies may al so
occur in other application contexts. Edge RBridge Directory Assi st
Mechani sns [ RFC8171] nmke use of this APPsub-TLV for its push nodel
and use the value data structure it specifies in its pull nodel

An RBridge can easily know the | P/ MAC address mappi ngs of the |oca
end stations that it is attached to via its access ports by receiving
ARP [ RFC826] or ND [ RFC4861] nessages. |If the edge RBridge has
extracted the sender’s | P/ MAC address pair fromthe received data
frame (either ARP or ND), it nmay save the information and then use
the I A APPsub-TLV to link the I P and MAC addresses and distribute it
to other RBridges through ESADI. Then, the relevant renote RBridges
(normally those interested in the same Data Label as the origina
ARP/ ND nessages) al so receive and save such mappi ng information.
There are other ways that RBridges save | P/ MAC address mappings in
advance, e.g., inmporting themfromthe nmanagenment system and
distributing themby directory servers [ RFC38171].

The exampl es gi ven above show t hat RBridges m ght have saved an end
station's triplet of {IP address, MAC address, ingress nicknane} for
a given Data Label (VLAN or FG.) before that end station sends or
recei ves any real data packet. Note that such information m ght or

m ght not be a conplete [ist and might or might not exist on al

RBri dges; the information could possibly be fromdifferent sources.
RBri dges can then use the Flags field in an | A APPsub-TLV to identify
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if the source is a directory server or |ocal observation by the
sender. A different confidence |evel nmay also be used to indicate
the reliability of the mapping infornmation.

4. Handling ARP/ NDY SEND Messages

A native franme that is an ARP [ RFC826] nessage is detected by its

Et hertype of 0x0806. A native frame that is an ND [ RFC4861] is
detected by being one of five different | CMPv6 packet types. ARP/ND
is conmonly used on a link to (1) query for the MAC address
corresponding to an IPv4 or |Pv6 address, (2) test if an |IPv4/IlPv6
address is already in use, or (3) announce the new or updated info on
any of the follow ng: |Pv4/IPv6 address, MAC address, and/or point of
attachnent.

To sinplify the text, we use the following ternms in this section

1. |P address -- indicated protocol address that is normally an |Pv4
address in ARP or an | Pv6 address in ND.

2. sender’'s | P/IMAC address -- sender | P/ MAC address in ARP, source
| P address, and source link-layer address in ND

3. target’'s I P/MAC address -- target | P/ MAC address in ARP, target
address, and target |ink-layer address in ND

When an ingress RBridge receives an ARP/ NDY SEND nessage, it can
performthe steps described within the subsections below. In
particul ar, Section 4.4 describes the options for such an ingress
handl i ng an ARP/ ND nessage and, in the cases where it forwards the
nessage, Section 4.5 describes how to handl e any response that may be
returned due to the forwarded nessage.

Section 4.3 describes the extraction of address information by an
RBri dge from ARP/ ND nessages it handl es. Under some circumnstances,
this extraction nay pronpt verification with an end station

Section 4.2 describes an optional use of ARP/ND nessages origi nated
by RBridges to verify addresses or |iveness.

As described in Section 4.1, SEND nessages are not optim zed by the
mechani sns specified in this document but are snooped on
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4. 1.

4.2.

Li,

SEND Consi der ati ons

Secure Nei ghbor Discovery (SEND) [ RFC3971] is a nmethod of securing ND
that addresses the threats discussed in [RFC3756]. Typical TRILL
canpuses are inside data centers, Internet exchange points, or

carrier facilities. These are generally controlled and protected

envi ronnents where these threats are of |ess concern. Nevertheless,
SEND provi des an additional |ayer of protection

Secure SEND nessages require know edge of cryptographic keys.

Met hods of conmuni cating such keys to RBridges for use in SEND are
beyond the scope of this document. Thus, using the optimzations in
this docunent, RBridges do not attenpt to construct SEND nessages and
are generally transparent to them RBridges only construct ARP,

RARP, or insecure ND nessages, as appropriate. Nevertheless,

RBri dges inplementing ARP/ ND optim zation SHOULD snoop on SEND
nmessages to extract the addressing information that woul d be present
if the SEND had been sent as an insecure ND nessage and is stil
present in the SEND nessage.

Address Verification

RBri dges may use ARP/ND to probe directly attached or renpte end
stations for address or liveness verification. This is typically
nost appropriate in | ess-managed and/or higher-nobility environnments.
In strongly managed environnments, such as a typical data center,
where a central orchestration/directory system has conplete

addr essi ng know edge [ RFC7067], optinized ARP/ND responses can use
that knowl edge. In such cases, there is little reason for
verification except for debuggi ng operational problens or the like.
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4.3. Extracting Local Mapping Information for End-Station | P/ MAC
Addr esses

Edge RBridges extract and use information about the correspondence
bet ween | ocal end-station |IP and MAC addresses fromthe ARP/ND
nessages those end stations send, as described bel ow. An apparent
zero source | P address neans that the end station is probing for
duplicate I P addresses, and nessages with such a zero source IP
address are not used for the extraction of |P/ MAC address napping
i nf or mati on.

o If the sender’s IPis not present in the ingress RBridge’ s ARP/ND
cache, populate the information of the sender’s | P/ MAC address
mapping in its ARP/ND cache table. The ingress RBridge correl ates
its nicknane and that | P/ MAC address mapping i nformati on. Such a
triplet of {IP address, MAC address, ingress nicknanme} informtion
is saved locally and can be distributed to other RBridges, as
expl ai ned | ater.

o Else, if the sender’s |IP has been saved before but with a
di fferent MAC address mapped or a different ingress nickname
associated with the sane pair of |IP/MAC, the RBridge SHOULD verify
if a duplicate I P address has al ready been in use or an end
station has changed its attaching RBridge. The RBridge may use
different strategies to do so. For exanple, the RBridge m ght ask
an authoritative entity like directory servers or it m ght
encapsul ate and uni cast the ARP/ND nessage to the |ocation where
it believes the address is in use (Section 4.2). RBridge SHOULD
update the saved triplet of {IP address, MAC address, ingress
ni cknane} based on the verification results. An RBridge m ght not
verify an | P address if the network manager’s policy is to have
the network behave, for each Data Label, as if it were a single
[ink and just believe an ARP/ND it receives.

The ingress RBridge MAY use the | A APPsub-TLV [ RFC7961] with the
Local flag set in ESADI [RFC7357] to distribute any new or updated
triplet of {IP address, MAC address, ingress nicknane} information
obtained. |f a Push Directory server is used, such information can
be distributed as specified in [ RFC8171].
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4.4.

Li,

Determ ning How to Reply to ARP/ ND

The options for an edge RBridge to handle a native ARP/ND are given
bel ow. For generic ARP/ND requests seeking the MAC address
corresponding to an I P address, if the edge RBridge knows the IP
address and correspondi ng MAC, behavior is as in item(a), otherw se
behavior is as in item(b). Behavior for gratuitous ARP and ND
unsol i cited Nei ghbor Advertisenents (NAs) [RFC4861] is given in item
(c). And item (d) covers the handling of an Address Probe ARP query.
Wthin each lettered item it is an inplenmentation decision as to

whi ch nunbered strategy to use for any particul ar ARP/ND query
falling under that item

a. |If the nmessage is a generic ARP/ND request, and the ingress
RBri dge knows the target’s | P address and associ ated MAC address,
the ingress RBridge MJST take one or a conbination of the actions
below. 1In the case of SEND [ RFC3971], cryptography woul d prevent
a local reply by the ingress RBridge, since the RBridge would not
be able to sign the response with the target’'s private key, and
only action a.2 or a.5 is valid.

a.1l. Send an ARP/ND response directly to the querier, using the
target’s MAC address present in the ingress RBridge s ARP/
ND cache table. Because the edge RBridge m ght not have an
| Pv6 address, the source | P address for such an ND response
MUST be that of the target end station

a.2. Encapsul ate the ARP/ND/ SEND request to the target’s
Desi gnated RBridge and have the egress RBridge for the
target forward the query to the target. This behavior has
the advantage that a response to the request is
authoritative. |f the request does not reach the target,
then the querier does not get a response.

a.3. Block ARP/ND requests that occur for sonme tinme after a
request to the same target has been | aunched, and then
respond to the querier when the response to the recently
| aunched query to that target is received.

a.4. Reply to the querier based on directory informtion
[ RFC8171] such as information obtained froma Pul
Directory server or directory information that the ingress
RBri dge has requested to be pushed to it.

a.5. Flood the ARP/NDY SEND request as per [RFC6325].
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4.5.

Li,

b. If the nmessage is a generic ARP/ND/ SEND request and the ingress
RBri dge does not know the target’'s | P address, the ingress
RBri dge MUST take one of the followi ng actions. 1In the case of
SEND [ RFC3971], cryptography woul d prevent |ocal reply by the
i ngress RBridge, since the RBridge would not be able to sign the
response with the target’s private key; therefore, only action
b.1 is valid.

b.1. Flood the ARP/NIY SEND nessage as per [RFC6325].

b.2. Use a directory server to pull the information [ RFC8171]
and reply to the querier.

b.3. Drop the nessage if there should be no response because the
directory server gives authoritative information that the
address being queried is nonexistent.

c. |If the message is a gratuitous ARP, which can be identified by
the sanme sender’s and target’s "protocol" address fields, or an
unsol i cited Nei ghbor Advertisenment [ RFC4861] in ND/ SEND t hen

The RBridge MAY use an | A APPsub-TLV [ RFC7961] with the Loca

flag set to distribute the sender’s | P/ MAC address mappi ng

i nformati on. Wen one or nore directory servers are depl oyed and
conpl ete Push Directory information is used by all the RBridges
in the Data Label, a gratuitous ARP or unsolicited NA SHOULD be
di scarded rather than ingressed. QOherw se, they are either

i ngressed and fl ooded as per [RFC6325] or discarded dependi ng on
| ocal policy.

d. If the nmessage is an Address Probe ARP query [RFC5227], which can
be identified by the sender’s protocol (lIPv4) address field being
zero and the target’s protocol address field being the |Pv4
address to be tested or a Neighbor Solicitation for Duplicate
Address Detection (DAD) that has the unspecified source address
[ RFC4862], it SHOULD be handl ed as the generic ARP nessage as in
(a) or (b) above.

Det ermi ni ng How to Handl e the ARP/ ND Response

If the ingress RBridge Rl decides to unicast the ARP/ND request to
the target’s egress RBridge R2 as discussed in Section 4.4, itema.?2
or to flood the request as per itema.5 and [ RFC6325], then R2
decapsul ates the query and initiates an ARP/ND query on the target’s
link. [If and when the target responds, R2 encapsul ates and unicasts
the response to Rl, which decapsul ates the response and sends it to
the querier. R2 SHOULD initiate a link state update to inform al
the other RBridges of the target’s |ocation, Layer 3 address, and
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Layer 2 address, in addition to forwarding the reply to the querier
The update uses an | A APPsub-TLV [ RFC7961] (so the Layer 3 and Layer
2 addresses can be linked) with the Local flag set in ESAD [RFC7357]
or as per [RFC8171] if the Push Directory server is in use.

Handl i ng of Reverse Address Resol ution Protocol (RARP) Messages

RARP [ RFC903] uses the same packet format as ARP but different

Et hertype (0x8035) and opcode values. Its processing is simlar to
the generic ARP request/response as described in Section 4.4, itens
a. and b. The difference is that it is intended to query for the
target "protocol" (I1P) address corresponding to the target "hardware"
(MAC) address provided. It SHOULD be handl ed by doing a | ocal cache
or directory server |ookup on the target "hardware" address provided
to find a mapping to the desired "protocol" address.

Handl i ng of DHCP Messages

When a new y connected end station exchanges nessages with a DHCP

[ RFC3315] [ RFC2131] server, an edge RBridge should snoop them (mainly
the DHCPAck message) and store | P/ MAC address mapping information in
its ARP/ND cache and should al so send the information out through the
TRILL control plane using ESADI

Handl i ng of Duplicate | P Addresses

Duplicate | P addresses within a Data Label can occur due to an
attacker sending fake ARP/ ND nessages or due to human/configuration
errors. |If conplete, trustworthy directory information is avail abl e,
then, by definition, the IP location information in the directory is
correct. Any appearance of an IP address in a different place
(different edge RBridge or port) from other sources is not correct.

Wthout conplete directory information, the ARP/ND optim zation
function should support duplicate IP detection. This is critical in
a data center to stop an attacker from using ARP/ND spoofing to
divert traffic fromits intended destination

Duplicate | P addresses can be detected when an existing active | P/ MAC
address mapping gets nodified. Also, an edge RBridge may send a
query called a Duplicate Address Detection query (DAD- query) asking
about the IP address in question to the forner owner of that IP
address by using the MAC address fornerly associated with that IP
address. A DAD-query is a unicast ARP/ND nessage with sender |IP
0.0.0.0 in case of ARP (or a configurable |IP address per RBridge

call ed the DAD- Query source IP) and an |IPv6 Link Local Address in
case of NDwith the source MAC set to the DAD-querier RBridge' s MAC
If the querying RBridge does not receive an answer within a given
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time, it may be a case of nobility; in any case, the new I[P entry
will be confirmed and activated in its ARP/ND cache.

In the case where the former owner replies, a duplicate address has
been detected. 1In this case, the querying RBridge SHOULD | og the
duplicate so that the network adm ni strator can take appropriate
action.

It is an inplenmentation choice howto respond to a query for an
address that is duplicated in the network when authoritative
information is not available froma directory or configuration
Typically, the informati on nost recently snooped is returned.

RBri dge ARP/ ND Cache Liveness and MAC Mobility

A mai nt enance procedure is needed for RBridge ARP/ND caching to
ensure | P end stations connected to ingress RBridges are stil
active.

Sone |inks provide a physical-layer indication of link Iiveness. A
dynam ¢ proxy ARP/ND entry (one |earned from data-pl ane observati on)
MJUST be renoved fromthe table if the link over which it was | earned
fails.

Simlarly, a dynam c proxy ARP/ND entry SHOULD be flushed out of the
table if the | P/ MAC address mappi ng has not been refreshed within a
given age-time. The entry is refreshed if an ARP or ND nmessage is
received for the same | P/ MAC address mapping entry fromany | ocation
The |1 P/ MAC address mapping informati on Ageing Tiner is configurable
per RBridge and defaults to 3/4 of the MAC address | earni ng Agei ng
Ti mer [ RFC6325].

For exanple, end station "A" is connected to edge-RBridgel (RB1) and
has been learned as a local entry on RBL. |If end station "A" noves
to sone other location (MAC/ Virtual Machine (VM Mbility) and gets
connected to edge-RBridge (RB2), after |learning on RB2's access port,
RB2 advertises this entry through the TRILL control plane, and it is
| earned on RB1 as a renote entry. The old entry on RB1 SHOULD get
repl aced, and all other edge-RBridges with end-station service
enabl ed for that Data Label should update the entry to show
reachability from RB2 instead of RB1

If an ARP/ND entry in the cache is not refreshed, then the RBridge
connected to that end stati on MAY send periodic refresh nessages
(ARP/ ND "probes") to that end station, so that the entries can be
refreshed before they age out. The end station would reply to the
ARP/ ND probe, and the reply resets the corresponding entry age-timer.
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9. 1.

Li,

Security Considerations

There are generally two nodes of |earning the address information
that is the basis of ARP/ND optinization: data-plane node and
directory node. The data-plane node is the traditional bridge
address learning [ EEE802.1Q that is also inplenented in TRILL

swi tches [ RFC6325] and is discussed in Section 9.1. The directory
node uses data obtained froma directory [ RFC8171] and is di scussed
in Section 9.2. The TRILL confidence-level feature, which can help
arbitrate between conflicting address information, is discussed in
Section 9. 3.

RBri dges should rate Iimt ARP/ND queries injected into the TRILL
canpus to limt some potential denial-of-service attacks.

Dat a- Pl ane- Based Consi der ati ons

General | y speaki ng, when ARP/ND optinization is operating in the
dat a- pl ane node, the information | earned by RBridges is the sane as
that which is | earned by end stations. Thus, the answers generated
by RBridges to the query nmessages being optim zed are generally those
that woul d be generated by end stations in the absence of

optim zation, and the security considerations are those of the
under | yi ng ARP/ ND pr ot ocol s.

RBri dges that snoop on DHCPack nessages respond to ARP/ND nmessages in
essentially the same way that the end stations sending those DHCPack
messages woul d. Thus, for security considerations of ARP/ ND

optim zation for DHCP nessages that may be snooped, see the Security
Consi derations sections of [RFC3315] and [ RFC2131].

Unl ess SEND [ RFC3971] is used, ARP and ND nessages can be easily
forged. Therefore, the | earning of | P/ MAC addresses by RBridges from
ARP/ ND i s hackable, but this is what is available for data-plane

| earning without SEND. See "SEND Consi derations”, Section 4.1.

Since end stations conmunicate with edge RBridges using Ethernet,
some security inprovenents could be obtained by the use of

[ EEE802. 1AE] between end stations and edge RBridges. Such |ink
security is beyond the scope of this document and woul d i npose
requi rements on edge stations, while TRILL is generally designed to
operate with unnodified, TRILL-ignorant end stations.
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9. 3.
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ARP/ ND address mapping information | earned locally at an RBridge can
be distributed to other RBridges using the TRILL ESADH protocol that
can be secured as specified in [RFC7357]. (ESADI is also used for
Push Directories with flags in the data indicating whether data cones
froma directory or fromdata-plane learning, as well as froma
confidence |level (see Section 9.3).)

Di rectory-Based Consi derations

ARP/ ND optim zation can be based on directory information [ RFC8171].
If the directory information is known to be trustworthy and conpl ete,
then trustworthy responses to ARP/ND queries can be entirely based on
this information. This bounds the danage that forged ARP/ND nessages
can do to the local |ink between end stations and edge RBridges. (In
TRILL, such a "link" can be a bridged LAN.)

O course, there can al so be inconplete and/or unreliable directory
address mapping data. The network adm ni strator can configure their
TRILL canpus to use such directory data in place of data-pl ane-

| earned data. Alternatively, such directory data can be used al ong
wi th data-pl ane-learned data arbitrated by the confidence |evel as
di scussed in Section 9. 3.

Use of the Confidence Level Feature

An RBridge can use the confidence level in | A APPsub-TLV information
received via ESADI or Pull Directory retrievals to determine the
configured relative reliability of |IP/ MAC address mapping information
fromthose sources and fromlocally | earned address information

Push Directory information is sent via ESADI, which can be secured as
provided in [RFC7357]; Pull Directory information can be secured as
provided in [RFC8171]. The inplenentation decides if an RBridge wll
distribute the I P and MAC address mappi ngs received fromlocal native
ARP/ ND nmessages to other RBridges in the same Data Label, and with
what confidence |level it does so. Thus, the inplenenter can, to some
extent, cause sources that they know are nore reliable to dom nate
those they know to be less reliable. How the inplenenter deternines
this is beyond the scope of this docunent.

| ANA Consi der ati ons

Thi s docunent does not require any | ANA acti ons.
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