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1. | nt roducti on

Today’ s environnment of rapidly evolving security threats highlights
the need to autonmate the sharing of security information (such as
posture information) while protecting user information and the
systens that store, process, and transnmit this information. Security
threats can be detected in a nunber of ways. The Security Automation
and Continuous Mnitoring (SACM charter focuses on how to coll ect
and share this information based on use cases that involve posture
assessment of endpoints.

Scal abl e and sustai nabl e col |l ection, expression, and eval uation of
endpoint information is foundational to SACM s objectives. To secure
and defend a network, one must reliably determ ne what devices are on
the network, how those devices are configured froma hardware

per spective, what software products are installed on those devices,
and how those products are configured. W need to be able to
deternine, share, and use this information in a secure, tinely,

consi stent, and aut onated manner to perform endpoi nt posture
assessnents.

Thi s docunent focuses on describing the requirenments for facilitating

the exchange of posture assessnment infornation in the enterprise, in
particular, for the use cases as exenplified in [ RFC7632].
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As proposals are evaluated for SACM standardi zati on, the docunents
descri bi ng each proposal are expected to include a section that
descri bes how the enunerated requirenents are addressed.

Thi s docunent uses term nol ogy defined in [ TERVG]
1.1. Requirenents Language

Use of each capitalized word within a sentence or phrase carries the
foll owi ng meani ng during the SACM W5 s protocol selection process:

MUST - indicates an absol ute requirenent

MUST NOT - indicates sonething absolutely prohibited

SHOULD - indicates a strong recomendati on of a desired result
SHOULD NOT - indicates a strong reconmendati on agai nst a result
MAY - indicates a willingness to allow an optional outcone

When the words appear in | ower case, their natural |anguage neani ng
i s used.

2. Requirenents

Thi s docunent defines requirenments based on the SACM use cases
described in [RFC7632]. This section describes the requirenents used
by SACMto assess and compare candi date data nodel s, interfaces, and
protocols. These requirements express characteristics or features
that a candidate protocol, infornmation nodel, or data nodel nust be
capabl e of offering to ensure security and interoperability.

Mul tiple data nodels, protocols, and transfers nay be enployed in a
SACM environnent. A SACM transfer protocol is one that runs on top
of transport-layer protocols such as TCP/IP or internet-I|ayer
protocol s such as HITP, carries operations (requests/responses), and
noves data

SACM wi | | define an architecture and i nformati on nodel focused on
addressing the needs for determ ning, sharing, and using posture

i nformati on securely via posture information providers and posture

i nformati on consunmers. Wth the informati on nodel defining assets
and attributes to facilitate the gui dance, collection, and assessnent
of posture, tasks that should be considered include:

1. Asset Cassification: Map the target endpoint and/or the assets
on the target endpoints to asset classes. This enables
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identification of the attributes needed to exchange information
pertaining to the target endpoint.

2. Attribute Definition: Define the attributes desired to be
coll ected fromeach target endpoint. For instance, organizations
will want to know what software is installed and its critica
security attributes such as patch |evel.

3. Policy Definition: This is where an organi zati on can express its
policy for acceptable or problematic val ues of an endpoi nt
attribute. The expected values of an endpoint attribute are
determ ned for | ater conparison against the actual endpoint
attribute values during the evaluation process. Expected val ues
may include both values that are good as well as val ues that
represent problens, such as vulnerabilities. The organization
can al so specify the endpoint attributes that are to be present
for a given target endpoint.

4. Information Collection: Collect information (attribute val ues)
fromthe target endpoint to popul ate the endpoi nt data.

5. Endpoi nt Assessnent: Evaluate the actual val ues of the endpoint
attributes against those expressed in the policy. (An evaluation
result may becone additional endpoint data.)

6. Result Reporting: Report the results of the evaluation for use by
ot her components. Exanples of the use of a report would be
addi ti onal eval uation, network enforcenent, vulnerability
detection, and |icense managenent.

2.1. Requirenments for SACM

Many depl oynment scenarios can be instantiated to address the above
tasks and the use cases defined in [RFC7632]. To ensure
interoperability, scalability, and flexibility in any of these

depl oynments, the follow ng requirenments are defined for proposed SACM
st andar ds:

G 001 (Solution Extensibility): The information nodel, data nodels,
protocol s, and transfers defined by SACM MJST be designed to all ow
support for future extensions. SACM MUST allow for both
st andardi zed and proprietary extensions.

1. The information nodel and programmatic interfaces (see G012 for
one exanpl e) MJST support the ability to add new operations
whi | e mai ntai ni ng backwards conpatibility. SACM defined
transfer protocols MJIST have extensibility to allow themto
transfer operations that are defined in the future.
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2. The query |l anguage MJST allow for general inquiries as well as
expression of specific attributes or relationships between
attributes; the retrieval of specific information based on an
event or on a continuous basis; and the ability to retrieve
specific pieces of information, specific types or classes of
information, or the entirety of avail able information.

3. The information nodel MJUST acconmpbdate the interoperable
additi on of new data types and/or schenas.

G 002 (Interoperability): The data nodels, protocols, and transports
MUST be specified with enough details to ensure interoperability.

G 003 (Scalability): SACM needs to support a broad set of depl oynent
scenarios. The data nodels, protocols, and transports have to be
scal abl e unl ess they are specifically defined to apply to a speci al -
pur pose scenari o, such as constrained devices. A SACMtransfer
protocol standard SHOULD include a section on scalability
consi derations that addresses the nunber of endpoints and anount of
information to which it can reasonably be expected to scale.

Scal ability nust be addressed to support:

* Large nessages: It is possible that the size of posture
assessment information can vary froma single assessnent that is
small in size to a very |large nessage or a very |arge set of
assessnments (up to nultiple gigabytes in size).

* Large nunber of nessages per second: A deploynent nmay involve
many rapid or simnultaneous events that require processing,
generating many nessages per second.

* Large nunber of providers and consuners: A deploynment nay consi st
of a very large nunmber of endpoints requesting and/ or producing
posture assessment information.

* Large nunber of target endpoints: A deploynent may be nmmnagi ng
information of a very |large nunber of target endpoints.

G 004 (Versatility): The data nodel, protocols, and transports nust
be suitably specified to enable inplementations to fit into
di fferent depl oynment nodel s and scenarios, including considerations
for inplenmentations of data nodels and transports operating in
constrai ned environments. Separate solutions nay be necessary to
neet the needs of specific deploynent nodel s and scenari os.

G 005 (Information Extensibility): Non-standard (inplementation-

specific) attributes MIST be supported. A nethod SHOULD be defined
for preventing collisions fromoccurring in the nam ng of al
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attributes independent of their source. For interoperability and
scope boundary, the informati on nodel MJST define the nmandatory set
of attributes.

G 006 (Data Protection): To protect the information being shared,
SACM conponents MJST protect the integrity and confidentiality of
data in transit (end to end) and data at rest (as information is
stored in repositories). Mechanisnms for this protection are
unspeci fi ed but should include industry best practices. These
mechani sns are required to be available (i.e., all data-handling
conponents nust support them but are not required to be used in al
cases.

G 007 (Data Partitioning): A nethod for partitioning data MJUST be
supported to acconmodat e consi derations such as geographic,
regul atory, operational requirenents, overlay boundaries, and
federation (where the data may be collected in nultiple |ocations
and either centralized or kept in the local region). Were
replication of data is supported, it is required that nethods exist
to prevent update | oops.

G 008 (Versioning and Backward Conpatibility): Announcenment and
negoti ati on of versions, inclusive of existing capabilities (such as
transfer protocols, data nodels, specific attributes within data
nodel s, standard attribute expression sets, etc.) MJST be supported.
Negoti ati on for both versioning and capabilities is needed to
accommodate future growh and ecosystens with m xed capabilities.

G 009 (Information Discovery): There MJST be nechani sns for
conponents to discover what infornation is avail able across the
ecosystem (i.e., a nmethod for catal oging data available in the
ecosystem and advertising it to consunmers), where to go to get a
specific piece of that information (i.e., which provider has the
i nformation), and what schemas are in use for organizing the
informati on. For exanple, a method can be provided by which a node
can | ocate the advertised information so that consuners are not
required to have a priori know edge to find avail able information.

G 010 (Target Endpoint Discovery): SACM MJUST define the means by
whi ch target endpoints may be di scovered. The use case in

Section 2.1.2 of [RFC7632] describes the need to di scover endpoints
and their conposition.

G 011 (Push and Pull Access): Three nmethods of data access MJST be
supported: a Pull nodel, a solicited Push nodel, and an unsolicited
Push nodel. All of the methods of data access MJST support the
ability for the initiator to filter the set of posture assessnent
information to be delivered. Additionally, the provider of the
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i nfornmati on MUST be able to filter the set of posture assessnent

i nformati on based on the perm ssions of the recipient. This
requirement is driven by the use cases in Sections 2.1.3 and 2.1.4
of [ RFC7632].

G 012 ( SACM Component Interface): The interfaces by whi ch SACM
conponents conmuni cate to share endpoint posture informati on MIUST be
wel |l defined. That is, the interface defines the data nodel, SACM
transfer protocols, and network transfer protocols to enable SACM
conponents to conmuni cate

G 013 (Endpoint Location and Network Topol ogy): The SACM
architecture and interfaces MUST allow for the target endpoint
(network) location and network topology to be nodel ed and
under st ood. \Where appropriate, the data nodel and the interfaces
SHOULD al | ow for discovery of the target endpoint |ocation, network
t opol ogy, or bot h.

G 014 (Target Endpoint ldentity): The SACM architecture and

i nterfaces MJST support the ability of conponents to provide
attributes that can be used to conpose an identity for a target
endpoint. These identities MAY be conposed of attributes from one
or nore SACM conponents.

G 015 (Data Access Control): Methods of access control nust be
supported to acconmodat e consi derations such as geographic,
regul atory, operational, and federations. Entities accessing or
publ i shing data MJUST identify thenmsel ves and pass access policy.

2.2. Requirenments for the Architecture
Followi ng are the requirements for the SACM architecture:

ARCH- 001 (Component Functions): At the sinplest abstraction, the
SACM architecture MJIST represent the core conmponents and interfaces
needed to performthe producti on and consunpti on of posture
assessnent information.

ARCH 002 (Scal ability): The architectural conponents MJST account
for a range of deploynents, fromvery small sets of endpoints to
very | arge depl oynents.

ARCH 003 (Flexibility): The architectural conponents MJST account
for different deployment scenarios where the architectural
conponents may be inpl enented, depl oyed, or used within a single
application, service, or network, or may conprise a federated
system
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ARCH 004 (Separation of Data and Managenent Functions): SACM MJST
define both the configuration and managenment of the SACM data nodel s
and protocols used to transfer and share posture assessnent
i nf or mati on.

ARCH- 005 (Topology Flexibility): Both centralized and decentralized
(peer-to-peer) infornmati on exchange MJST be supported. Centralized
dat a exchange enabl es use of a conmon data fornat to bridge together
dat a exchange between diverse systems and can | everage a virtua
data store that centralizes and offloads all data access, storage,
and mai ntenance to a dedicated resource. Decentralized data
exchange enabl es sinmplicity of sharing data between relatively
uni form systens and between small nunbers of systens, especially
within a single enterprise domain. The fact that a centralized or
decentralized depl oynent is used SHOULD be invisible to a consumer.
However, there may be cases where the producer chooses to include
that information due to consuner preference.

ARCH 006 (Capability Negotiation): Announcenent and negoti ation of
functional capabilities (such as authentication protocols,
aut hori zati on schemes, data nodels, transfer protocols, etc.) MJST
be supported, enabling a SACM component to make inquiries about the
capabilities of other conponents in the SACM ecosystem

ARCH 007 (Rol e-Based Aut horization): The SACM architecture MJST be
capabl e of effecting rol e-based authorization. Distinction of
endpoi nts capabl e of and authorized to provide or consune
information is required to address appropriate access controls.

ARCH- 008 (Cont ext-Based Authorization): The SACM architecture MJST
be capabl e of effecting context-based authorization. Different
policies (e.g., business, regulatory, etc.) mght specify what data
may be exposed to, or shared by, consumers based on one or nore
attributes of the consuner. The policy mght specify that consuners
are required to share specific information either back to the system
or to adm nistrators.

ARCH 009 (Tinme Synchronization): Actions or decisions based on time-
sensitive data (such as user |ogon/logoff, endpoint connection/
di sconnecti on, endpoint behavior events, etc.) are all predicated on
a synchroni zed understanding of time. The SACM architecture MJUST
provide a nechanismfor all conmponents to synchronize tinme. A
nmechani sm for detecting and reporting tinme discrepanci es SHOULD be
provided by the architecture and reflected in the infornmation nodel
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2.3. Requirenments for the Information Mde

The SACM i nformation nodel represents the abstracted representation
for posture assessnment information to be comruni cated. SACM data
nodel s nust adhere to and conply with the SACM i nfornmati on nodel
The requirenents for the SACM i nfornati on nodel include:

| M 001 (Extensible Attribute Vocabulary): The information nodel MJST
define a mnimum set of attributes for conmmunicating posture
information, to ensure interoperability between data nodels.
(I'ndi vidual data nodels may define attributes beyond the mandatory-
to-inplenment mninmumset.) The attributes should be defined with a
cl ear mechanismfor extensibility to enable data nodels to adhere to
SACM s required attributes as well as allow for their own
extensions. The attribute vocabulary should be defined with a clear
mechani smfor extensibility to enable future versions of the
i nformati on nodel to be interoperably expanded with new attri butes.

| M 002 (Posture Data Publication): The information nodel MJST all ow

for the data to be provided by a SACM conponent either solicited or
unsolicited. No aspect of the information nodel shoul d be dependent
upon or assume a Push or Pull nodel of publication

| M 003 (Data Mbdel Negotiation): SACMs information nodel MJST all ow
support for different data nodels, data nodel versions, and

di fferent versions of the operations on the data nodels and transfer
protocols. The SACM i nformati on nodel MJST include the ability to
di scover and negotiate the use of a particular data nodel or any
dat a nodel

| M 004 (Data Model ldentification): The information nodel MJST
provide a neans to uniquely identify each data nodel. The
identifier MJUST contain both an identifier of the data nodel and a
version indicator for the data nodel. The identifiers SHOULD be
deconposabl e so that a custoner can query for any version of a
specific data npdel and conpare returned val ues for ol der or newer
than a desired version.

| M0O0O5 (Data Lifetinme Managerment): The informati on nodel MJST
provide a neans to allow data nodels to include data lifetine
managenment. The information nodel nust identify attributes that can
all ow data nodels to, at mninmnum identify the data’s origination
time and expected tinme of next update or data longevity (how | ong
the data should be assunmed to still be valid).

| M 006 (Singularity and Modul arity): The SACM i nformation nodel MUST

be singular (i.e., there is only one information nodel, not nultiple
alternative informati on nodels from which to choose) and MAY be
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2.

4.

nodul ar (a conjunction of several subconponents) for ease of

mai nt enance and extension. For exanple, endpoint identification
could be an independent subcomponent of the information nodel, to
simplify updating of endpoint identification attributes.

Requi renents for the Data Mdel

The SACM i nfornmati on nodel represents an abstraction for "what"

i nformati on can be conmuni cated and "how' it is to be represented and
shared. It is expected that as applications may produce posture
assessment information, they may share it using a specific data
nodel. Simlarly, applications consum ng or requesting posture
assessment information may require that it be based on a specific
data nodel. Thus, while there may exist different data nodels and
schemas, they should adhere to the SACM informati on nodel and neet
the requirenents defined in this section

The specific requirements for candi date data nodel s i ncl ude:
DM 001 (El ement Association): A SACMinformation nodel consists of a

set of SACMinfornation nodel elenents. A SACM data nodel MJST be
derived fromthe SACMinformati on nodel. A SACM data nodel consists

of a set of SACM data nodel elenents. |In this derivation, a SACM
dat a nodel el enment MAY map to one or nore SACM i nformati on node
el ements. In addition, a SACM data nodel MAY include additiona

data nodel elenents that are not associated with any SACM
i nformati on nodel el ements.

DM 002 (Data Model Structure): The data nodel can be structured

ei ther as one single nodule or separated into nodul es and subnodul es
that allow for references between them The data nodel structure
MAY reflect structure in the information nodel but does not need to.
For exanple, the data nodel m ght use one nodule to define

endpoi nts, and that nodule m ght reference other nodul es that
descri be the various assets associated with the endpoint.
Constraints and interfaces mght further be defined to resolve or
tolerate ambiguity in the references (e.g., the sane | P address used
in two separate networks).

DM 003 (Search Flexibility): The search interfaces and actions MJST
include the ability to start a search anywhere within a data node
structure and the ability to search based on patterns ("wi |l dcard
searches") as well as specific data el enents.

DM 004 (Full vs. Partial Updates): The data nmodel SHOULD i nclude the
ability to allow providers of data to provide the data as a whole or
when updates occur. For exanple, a consumer can request a ful
update on initial engagenent, then request to receive deltas
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(updates containing only the changes since the | ast update) on an
ongoi ng basis as new data is generated.

DM 005 (Loose Coupling): The data nodel SHOULD allow for a | oose
coupli ng between the provider and the consuner, such that the
consuner can request information w thout being required to request
it froma specific provider, and a provider can publish information
wi t hout having a specific consuner targeted to receive it.

DM 006 (Data Cardinality): The data nmodel MJUST describe their
constraints (e.g., cardinality). As posture information and the
tasks for collection, aggregation, or evaluation could conprise one
or nore attributes, interfaces and actions MJST all ow and account
for such cardinality and for conditional, optional, or nandatory
attributes.

DM 007 (Data Model Negotiation): The interfaces and actions in the
dat a nodel MJST include capability negotiation to enable discovery
of supported and avail able data types and schenas.

DM 008 (Data Origin): The data nmodel MJST include the ability for
consunmers to identify the data origin (provider that collected the
dat a) .

DM 009 (Origination Tinme): The data nodel SHOULD al |l ow t he provider
to include the information’s origination tine.

DM 010 (Data Generation): The data nodel MJST allow the provider to
i nclude attributes defining how the data was generated (e.g., self-
reported, reported by aggregator, scan result, etc.).

DM 011 (Data Source): The data nodel MJST all ow the provider to
include attributes identifying the data source (target endpoint from
whi ch the data was collected), e.g., hostname, domain (DNS) name, or
applicati on narme.

DM 012 (Data Updates): The data nodel SHOULD allow the provider to
i nclude attributes defining whether the information provided is a
delta, partial, or full set of information.

DM 013 (Multiple Collectors): The data nodel MJIST support the
collection of attributes by a variety of collectors, including
internal collectors, external collectors with an authenticated
relationship with the endpoint, and external collectors based on
networ k and ot her observers.

DM 014 (Attribute Extensibility): Al of the use cases in Section 2
of [RFC7632] describe the need for an attribute dictionary. Wth

Cam W nget & Lorenzin I nf or mati onal [ Page 11]



RFC 8248 SACM Requi renent s Sept ember 2017

SACM s scope focused on posture assessnent, the data nodel attribute
col l ection and aggregati on MJST have a wel | -understood set of
attributes inclusive of their neaning or usage intent. The data
nodel MJST include all attributes defined in the information node
and MAY include additional attributes beyond those found in the
information nodel. Additional attributes MJUST be defined in
accordance with the extensibility framework provided in the

i nformati on nodel (see | M001).

DM 015 (Solicited vs. Unsolicited Updates): The data nodel MJST
enable a provider to publish data either solicited (in response to a
request froma consuner) or unsolicited (as new data i s generated,
wi thout a request required). For exanple, an external collector can
publish data in response to a request by a consuner for information
about an endpoint, or it can publish data as it observes new
i nformati on about an endpoint, w thout any specific consuner request
triggering the publication; a conpliance-server provider may publish
endpoi nt posture information in response to a request froma
consuner (solicited), or it may publish posture information driven
by a change in the posture of the endpoint (unsolicited).

DM 016 (Transfer Agnostic): The data nodel MJST be transfer
agnostic, to allow for the data operations to | everage the nost
appropriate SACM transfer protocol

2.5. Requirenents for Data Mydel Operations

Posture informati on data adhering to a data nodel must al so provide
interfaces that include operations for access and production of the
data. Operations requirenents are distinct fromtransfer
requirenents in that operations requirenents are requirements on the
application performng requests and responses, whereas transfer

requi renents are requirements on the transfer protocol carrying the
requests and responses. The specific requirements for such
operations include:

OP-001 (Time Synchroni zation): Request and response operations MJST
be tinestanped, and published information SHOULD capture tinme of
publication. Actions or decisions based on tine-sensitive data
(such as user | ogon/logoff, endpoint connection/disconnection,
endpoi nt behavi or events, etc.) are all predicated on a synchronized
understanding of time. A nethod for detecting and reporting tine
di screpanci es SHOULD be provi ded.

OP-002 (Collection Abstraction): Collection is the act of a SACM
conponent gathering data froma target endpoint. The request for a
data item MJST include enough information to properly identify the
itemto collect, but the request shall not be a command to directly
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execute nor be directly applied as argunments to a command. The
purpose of this requirenent is primarily to reduce the potentia
attack vectors but has the additional benefit of abstracting the
request for collection fromthe collection method, thereby allow ng
nore flexibility in how collection is inplenmented.

OP-003 (Coll ection Conposition): A collection request MAY be
conposed of nultiple collection requests (which yield collected

val ues). The desire for multiple values MJST be expressed as part
of the collection request, so that the aggregati on can be resol ved
at the point of collection without having to interact with the
requestor. This requirenment should not be interpreted as preventing
a collector fromproviding attributes that were not part of the
original request.

OP-004 (Attribute-Based Query): A query operation is the act of
requesting data froma provider. Query operations SHOULD be based
on a set of attributes. Query operations MJST support both a query
for specific attributes and a query for all attributes. The use
case in Section 2.1.2 of [RFC7632] describes the need for the data
nodel to support a query operation based on a set of attributes to
facilitate collection of information such as posture assessnent,

i nventory (of endpoints or endpoint components), and configuration
checkli st.

OP-005 (Information-Based Query with Filtering): The query operation
MUST support filtering. The use case in Section 2.1.3 of [RFC7632]
descri bes the need for the data nodel to support the means for the
information to be collected through a query nechanism Furthernore,
the query operation requires filtering capabilities to allow for
only a subset of information to be retrieved. The query operation
MAY be a synchronous request or asynchronous request.

OP-006 (Operation Scalability): The operation resulting froma query
operation MJIST be able to handle the return and receipt of |arge
amounts of data. The use case in Section 2.1.4 of [RFC7632]
descri be the need for the data nodel to support scalability. For
exanpl e, the query operation may result in a very large set of
attributes as well as a large set of targets.

OP-007 (Data Abstraction): The data nodel MUST all ow a SACM
conponent to conmuni cate what data was used to construct the target
endpoint’s identity, so that other SACM conponents can determ ne
whet her they are constructing an equival ent target endpoint (and its
identity) and whether they have confidence in that identity. SACM
conponents SHOULD have interfaces defined to transmt this data
directly or to refer to where the information can be retrieved.

Cam W nget & Lorenzin I nf or mati onal [ Page 13]



RFC 8248 SACM Requi renent s Sept ember 2017

OP-008 (Provider Restriction): Request operations MJST include the
ability to restrict the data to be provided by a specific provider
or a provider with specific characteristics. Response operations
MUST include the ability to identify the provider that supplied the
response. For exanple, a SACM consuner should be able to request
that all of the data conme froma specific provider by identity
(e.g., Provider A) or froma provider that is in a specific |ocation
(e.g., in the Boston office).

2.6. Requirements for SACM Transfer Protocols

The term "SACM transfer protocol"” is intended to be distinguished
fromunderlying transport- and internet-|layer protocols such as TCP/
| P or operating at an application-layer protocol such as HTTP. The
SACM transfer protocol is focused on noving data and perform ng
necessary access control operations; it is agnostic to the data node
operations.

The requirenents for SACM transfer protocols include:

T-001 (Multiple Transfer Protocol Support): SACMtransfer protocols
wi Il vary depending on the depl oyment nodel that relies on different
transfer-1layer requirements, different device capabilities, and
system configurations dealing with connectivity. For exanple, where
posture attributes nmay be collected directly froman endpoi nt using
the Network Endpoi nt Assessnment (NEA) nodel [RFC5209], different
transports nmay be defined to collect them using Posture Transport
Prot ocol for Extensible Authentication Protocol Tunnel Methods (PT-
EAP) [RFC7171] or Posture Transport Protocol over TLS (PT-TLS)

[ RFC6876], dependi ng on the depl oynent scenari o.

T-002 (Data Integrity): SACMtransfer protocols MJST be able to
ensure data integrity for data in transit.

T-003 (Data Confidentiality): SACMtransfer protocols MJST be able
to support data confidentiality. SACMtransfer protocols MJST
ensure data protection for data in transit (e.g., by encryption) to
provide confidentiality, integrity, and robustness agai nst protocol -
based attacks. Note that while the transfer MJST be able to support
data confidentiality, inplementations MAY provide a configuration
option that enables and disables confidentiality in depl oynments.
Protection for data at rest is not in scope for transfer protocols.
Data protection MAY be used for both privacy and non-privacy
scenari os.

T-004 (Transfer Protection): SACMtransfer protocols MJST be capable
of supporting rmutual authentication and replay protection
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T-005 (Transfer Reliability): SACMtransfer protocols MJST provide
reliable delivery of data. This includes the ability to perform
fragmentation and reassenbly and to detect replays. The SACM
transfer may take advantage of reliability features in the network
transport; however, the network transport nmay be unreliable (e.qg.
UDP), in which case the SACMtransfer running over the unreliable
network transport is responsible for ensuring reliability (i.e., by
provi sions such as confirmations and retransnits).

T-006 (Transfer-Layer Requirenents): Each SACM transfer protoco
MJST clearly specify the transport-layer requirements it needs to
operate correctly. Exanples of itens that nmay need to be specified
i ncl ude connectivity requirenents, replay requirenents, data |ink
encryption requirenments, and/or channel -bindi ng requi renments. These
requi renents are needed in order for deploynments to be done
correctly.

T-007 (Transfer Protocol Adoption): SACM SHOULD, where reasonably
possi bl e, | everage and use existing | ETF transfer protocols versus
defini ng new ones.

3. | ANA Consi derations
Thi s docunent does not require any | ANA acti ons.
4. Security Considerations

Thi s docunent defines the requirements for SACM As such, it is
expected that several data nodels, protocols, and transfer protocols
may be defined or reused from al ready-exi sting standards.

To address security and privacy considerations, the data nodel
protocol s, and transports nust consider authorization based on
consumer function and privileges, to only allow authorized consuners
and providers to access specific information being requested or
publ i shed.

To enabl e federation across nmultiple entities (such as across
organi zati onal or geographi c boundaries), authorization nust also
extend to infrastructure el enents thenselves, such as centra
control l ers, brokers, and data repositories.

In addition, authorization needs to extend to specific information or
resources available in the environment. |n other words,

aut horization is based on the subject (the information requestor),
the provider (the information responder), the object (the endpoint
the information is being requested on), and the attribute (what piece
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of data is being requested). The nethod by which this authorization
is applied is unspecified.

SACM s charter focuses on the workfl ow orchestration and the sharing
of posture information for inproving the efficacy of security
applications such as conpliance, configuration, assurance, and ot her
threat and vulnerability reporting and renedi ation systens. Wile
the goal is to facilitate the flow of information securely, it is

i mportant to note that participating endpoints nay not be cooperative
or trustworthy.

4.1. Trust between Provider and Requestor

The information given fromthe provider to a requestor may cone with
different | evels of trustworthiness given the different potentia
depl oyment scenarios and conpromi se at the provider, the requesting
consumer, or devices that are involved in the transfer between the
provider and requestor. This section will describe the different
consi derations that nmay reduce the |level of trustworthiness of the

i nformati on provided.

In the information transfer flow, it is possible that some of the
devi ces may serve as proxies or brokers and, as such, may be able to
observe the comuni cations flowi ng between an information provider
and requestor. Wthout appropriate protections, it is possible for
these proxies and brokers to inject and affect man-in-the-mddle
attacks.

In general, it is common to distrust the network service provider

unl ess the full hop-by-hop comruni cati ons process flowis well
understood. As such, the posture information provider should protect
the posture information data it provides as well as the transfer it
uses. Simlarly, while there may be provi ders whose goal is to
openly share its information, there may al so be provi ders whose
policy is to grant access to certain posture information based on its
busi ness or regulatory policy. |In those situations, a provider my
require full authentication and authorization of the requestor (or
set of requestors) and share only the authorized information to the
aut henti cated and aut horized requestors.

Beyond distrusting the network service provider, a requestor nust

al so take into account that the information received fromthe

provi der may have been comuni cated through an undeterm ned network
conmuni cati ons system That is, the posture information nay have
traversed through many devi ces before reaching the requestor. SACM
speci fications should provide the means for verifying data origin and
data integrity and, at mnimum provide endpoint authentication and
transfer integrity.
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A requestor may require data freshness indications, both know edge of
data origination as well as tine of publication, so that it can nake
nore infornmed decisions about the rel evance of the data based on its
currency and/or age.

It is also inportant to note that endpoint assessment reports,
especially as they may be provided by the target endpoint, nay pose
untrustworthy information. The considerations for this are described
in Section 8 of [RFC5209].

The trustworthiness of the posture information given by the provider
to one or many requestors is dependent on several considerations.
Sone of these include the requestor requiring:

o Full disclosure of the network topology path to the provider(s).
o Direct (peer-to-peer) comunication with the provider
o Authentication and authorization of the provider

o Either or both confidentiality and integrity at the transfer
| ayer.

o Either or both confidentiality and integrity at the data | ayer.
4.2. Privacy Considerations

SACM i nformati on may contain sensitive informati on about the target
endpoint as well as revealing identity information of the producer or
consunmer of such information. Simlarly, as part of the SACM

di scovery nmechanism the capabilities and roles (e.g., SACM
conponents enabl ed) advertised by the endpoint nmay be construed as
private information.

In addition to identity and SACM capabilities information disclosure,
the use of tinestanps (or other attributes that can be used as
identifiers) could be further used to determine a target endpoint or
user’s behavioral patterns. Such attributes may al so be deened
sensitive and may require further protection or obfuscation to neet
privacy concerns. That is, there may be applications as well as

busi ness and regul atory practices that require that aspects of such

i nformati on be hidden fromany parties that do not need to know it.

Data confidentiality can provide sone |evel of privacy but may fal
short where unnecessary data is still transnmitted. |In those cases,
filtering requirements at the data nodel such as OP-005 nust be
applied to ensure that such data is not disclosed. [RFC6973]
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provi des gui delines that SACM protocols, information nodels, and data
nodel s shoul d fol |l ow.
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