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Abst ract

Thi s docunent anal yzes common security threats to the Optim zed Link
State Routing Protocol version 2 (OLSRv2) and describes their
potential inpacts on Mbile Ad Hoc Network (MANET) operations. It

al so anal yzes which of these security vulnerabilities can be
mtigated when using the mandatory-to-inplement security nechani sns
for OLSRv2 and how the vulnerabilities are mtigated.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc8116
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1

| ntroducti on

The Optinized Link State Routing Protocol version 2 (OLSRv2)

[ RFC7181] is a successor to OLSR [ RFC3626] as a routing protocol for
Mobil e Ad Hoc Networks (MANETs). OLSRv2 retains the same basic
algorithns as its predecessor; however, it offers various

i mprovenents, e.g., a nodular and flexible architecture all ow ng

ext ensions (such as for security) to be devel oped as add-ons to the
basi ¢ protocol. Such building bl ocks and nodul es include [ RFC5148],
[ RFC5444], [RFC5497], [RFC6130], [RFC7182], [RFC7183], [RFC7187],

[ RFC7188], [RFC7466], etc.

The devel opnents reflected in OLSRv2 have been notivated by increased
real -worl d depl oynment experiences, e.g., fromnetworks such as
FunkFeuer [ FUNKFEUER], and the requirenments to be addressed for
continued successful operation of these networks. Wth participation
in such networks increasing (the FunkFeuer community network has,
e.g., roughly 400 individual participants at the tine of publication
of this docunent), operating under the assunption that participants
can be "trusted" to behave in a non-destructive way, is naive. Wth
depl oyment in the wider Internet, and a resultant increase in user
nunbers, an increase in attacks and abuses has foll owed necessitating
a change in recommended practices. For exanple, SMIP servers, which
were initially available for use by everyone on the Internet, require
aut hentication and accounting for users today [ RFC5068].

As OLSRv2 is often used in wireless environments, it is potentially
exposed to different kinds of security threats, some of which are of
greater significance when conpared to wired networks. As radio
signals can be received as well as transmtted by any conpatible

wi rel ess device within radio range, there are commonly no physica
constraints on the conformati on of nodes and conmuni cation |inks that
make up the network (as could be expected for wired networks).

A first step towards hardeni ng agai nst attacks disrupting the
connectivity of a network is to understand the vulnerabilities of the
routing protocol managi ng the connectivity. Therefore, this docunent
anal yzes OLSRv2 in order to understand its inherent vulnerabilities
and resilience. The authors do not claimconpl eteness of the

anal ysis but hope that the identified attacks, as presented, forma
meani ngf ul starting point for devel opi ng and depl oyi ng increasingly
wel | - secured OLSRv2 networks.

Thi s docunent describes security vulnerabilities of OLSRv2 when it is
used wi thout the mandatory-to-inplenment security nechani sns, as
specified in Section 23.5 of [RFC7181]. It also analyzes which of
these security vulnerabilities can be mtigated when using the
mandat ory-t o-i npl enent security mechani sns for OLSRv2 and how t he
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vulnerabilities are mtigated. This separation is inportant since,
as explicitly stated in [ RFC7181]:

Any depl oyment of OLSRv2 SHOULD use the security mechani sm
specified in [RFC7183] but MAY use anot her nechanismif nore
appropriate in an OLSRv2 deploynent. For exanple, for |onger-term
OLSRv2 depl oynents, alternative security nechanisns (e.g.

rekeyi ng) SHOULD be consi der ed.

Mor eover, this document is al so based on the assunption that no
addi ti onal security nechani smsuch as IPsec is used in the IP |ayer,
or other nechanisns on |ower |layers, as not all MANET depl oynents may
be able to accommodate such comon protection nmechanisns (e.qg.
because of linited resources of MANET routers).

As NHDP is a fundanmental conponent of OLSRv2, the vulnerabilities of
NHDP, di scussed in [RFC7186], also apply to OLSRv2.

It should be noted that nany OLSRv2 inplenentations are configurable,
and so an attack on the configuration system (such as [ RFC7939] and

[ RFC7184]) can be used to adversely affect the operation of an OLSRv2
i mpl enent ati on.

1.1. OLSRv2 Overview

OLSRv2 contains three basic processes: nei ghborhood di scovery,
Mul tipoint Relay (MPR) selection, and Link State Advertisenents
(LSAs). They are described in the sections below with sufficient
details to all ow el aboration of the analyses in this document.

1.1.1. Nei ghborhood Di scovery

Nei ghbor hood di scovery is the process whereby each router discovers
the routers that are in direct comunication range of itself (1-hop
nei ghbors) and detects with which of these it can establish

bi di rectional communi cation. Each router sends HELLO nessages
periodically, listing the identifiers of all the routers from which
it has recently received a HELLO nmessage as well as the "status" of
the link (heard or verified bidirectional). A router A receiving a
HELLO message from a nei ghbor router B, in which B indicates it has
recently received a HELLO nessage from A, considers the link A-Bto
be bidirectional. As B lists identifiers of all its neighbors inits
HELLO nessage, A learns the "nei ghbors of its neighbors" (2-hop

nei ghbors) through this process. HELLO nessages are sent
peri odi cally; however, certain events may trigger non-periodic
HELLGs. OLSRv2 [RFC7181] uses NHDP [ RFC6130] as its nei ghborhood
di scovery nechanism The vulnerabilities of NHDP are anal yzed in

[ RFC7186] .
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1.1.2. MPR Sel ection

Mul tipoint Relay (MPR) selection is the process whereby each router
is able to identify a set of relays for efficiently conducting

net wor k- wi de broadcasts. Each router designates, fromanong its

bi di recti onal nei ghbors, a subset (the "MPR set") such that an
OLSRv2-specific nmulticast nessage transmtted by the router and

rel ayed by the MPR set can be received by all its 2-hop nei ghbors.
MPR sel ection is encoded in outgoi ng NHDP HELLO nmessages.

In their HELLO nmessages, routers may express their "willingness” to
be selected as an MPR using an integer between 0 and 7 ("will never"
to "will always"). This is taken into consideration for the MPR
calculation and is useful, for exanple, when an OLSRv2 network is
"planned". The set of routers having selected a given router as an
MPR is the MPR sel ector set of that router. A study of the MPR

fl oodi ng al gorithm can be found in [ MPR- FLOODI NG .

1.1.3. Link State Advertisenent

Link State Advertisenment (LSA) is the process whereby routers
determ ne which link state information to advertise through the
network. Each router nust advertise, at |east, all |inks between
itself and its MPR selectors in order to allow all routers to

cal cul ate shortest paths. Such LSAs are carried in Topology Contro
(TC) messages, which are broadcast through the network using the MPR
fl oodi ng process described in Section 1.1.2. As a router selects

MPRs only from anmong bidirectional neighbors, links advertised in TC
are al so bidirectional and routing paths cal cul ated by OLSRv2 contain
only bidirectional links. TCs are sent periodically; however,

certain events nay trigger non-periodic TCs.
1.2. Link State Vul nerability Taxonormy
Proper functioning of OLSRv2 assunes that:

o each router signals its presence in the network and the topol ogy
information that it obtained correctly;

o each router can acquire and maintain a topol ogy nap that
accurately reflects the effective network topol ogy; and,

o that the network converges, i.e., that all routers in the network
will have sufficiently identical topology naps.

An OLSRv2 network can be disrupted by breaking any of these

assunptions, specifically that (a) routers may be prevented from
acquiring a topology map of the network, (b) routers may acquire a
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topol ogy map that does not reflect the effective network topol ogy,
and (c) two or nore routers may acquire inconsistent topol ogy nmaps.

1.3. OLSRv2 Attack Vectors

Besi des "radi o jamm ng", attacks on OLSRv2 consist of a conprom sed
OLSRv2 router injecting apparently correct, but invalid, contro
traffic (TCs, HELLOs) into the network. A conprom sed OLSRv2 router
can either (a) advertise erroneous information about itself (its
identification and its willingness to serve as an MPR), henceforth
called identity spoofing, or (b) advertise erroneous information
about its relationship to other routers (pretend existence of |inks
to other routers), henceforth called Iink spoofing. Such attacks may
di srupt the LSA process by targeting the MPR fl oodi ng nechani sm or by
causing incorrect link state information to be included in TCs,
causing routers to have inconplete, inaccurate, or inconsistent

topol ogy maps. In a different class of attacks, a conprom sed OLSRv2
router injects control traffic designed so as to cause an in-router
resource exhaustion, e.g., by causing the algorithns cal cul ating
routing tables or MPR sets to be invoked continuously, preventing the
internal state of a router from converging, which depletes the energy
of battery-driven routers, etc.

2. Term nol ogy

Thi s document uses the term nology and notation defined in [ RFC5444],
[ RFC6130], and [RFC7181]. Additionally, it defines the follow ng
ter m nol ogy:

Conprom sed OLSRv2 router: An attacker that eavesdrops on the
network traffic and/ or generates syntactically correct O.LSRv2
control messages. Control nessages emtted by a conpronised
OLSRv2 router may contain additional information or omt
i nformati on, as conpared to a control nessage generated by a non-
conprom sed OLSRv2 router |ocated in the sane topol ogi cal position
in the network.

Legitimate OLSRv2 router: An OLSRv2 router that is not a conpronised
OLSRv2 router.

3. Topol ogy Map Acquisition

Topol ogy Map Acquisition relates to the ability for any given router
in the network to acquire a representation of the network
connectivity. A router that is unable to acquire a topology map is

i ncapabl e of cal culating routing paths and participating in
forwardi ng data. Topol ogy map acqui sition can be hindered by (i) TCs
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not being delivered to (all) routers in the network, such as what
happens in case of flooding disruption, or (ii) in case of "jamming"
of the conmunication channel

The janm ng and floodi ng di sruption due to identity spoofing and |ink
spoofing have been discussed in [ RFC7186].

3.1. Attack on Jittering

OLSRv2 incorporates a jittering mechanism a random but bounded,
del ay on outgoing control traffic [RFC5148]. This nmay be necessary
when link layers (such as 802.11 [| EEE802. 11]) are used that do not
guarantee collision-free delivery of frames and where jitter can
reduce the probability of collisions of frames on | ower |ayers.

In OLSRv2, TC forwarding is jittered by a val ue between 0 and

MAX JITTER  In order to reduce the nunber of transm ssions, when a
control nessage is due for transm ssion, OLSRv2 piggybacks all queued
nessages into a single transm ssion. Thus, if a conprom sed OLSRv2
router sends nany TCs within a very short tine interval, the jitter
time of the attacked router tends towards 0. This renders jittering
ineffective and can lead to collisions on the link |ayer.

In addition to causing nore collisions, forwarding a TCwith little
or no jittering can nake sure that the TC nessage forwarded by a
conprom sed router arrives before the nessage forwarded by |egitinmate
routers. The conprom sed router can thus inject malicious content in
the TC. for exanple, if the message identification is spoofed, the
legitimate message will be discarded as a duplicate nessage. This
preenptive action is inportant for some of the attacks introduced in
the follow ng sections.

3.2. Hop Count and Hop Limt Attacks

The hop count and hop limt fields are the only parts of a TC that

are nodified when forwarding; therefore, they are not protected by

integrity check mechani snms. A conprom sed OLSRv2 router can nodify
ei ther of these when forwarding TCs.

3.2.1. Modifying the Hop Limt

A conprom sed OLSRv2 router can decrease the hop linmt when
forwarding a TC. This will reduce the scope of forwarding for the
nessage and may | ead to sone routers in the network not receiving
that TC. Note that this is not necessarily the same as not relaying
the message (i.e., setting the hop Iimt to 0), as is illustrated in
Figure 1.
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Figure 1. Hop Limt Attack

A TC arrives at and is forwarded by router A such that it is received
by both B and the malicious X. X can forward the TC wi thout any
delay (including without jitter) such that its transm ssions arrive
before that of B at C Before forwarding, it significantly reduces
the hop limt of the nessage. Router C receives the TC, processes

(and forwards) it, and narks it as already received -- causing it to
di scard further copies received fromB. Thus, if the TCis forwarded
by C, it has a very low hop limt and will not reach the whol e

net wor k.

3.2.2. Modifying the Hop Count

A conprom sed OLSRv2 router can nodify the hop count when forwarding
a TC. This may have two consequences: (i) if the hop count is set to
the maxi num val ue, then the TC will be forwarded no further or (ii)
artificially mani pulating the hop count may affect the validity tine
as cal cul ated by recipients, when using distance-dependent validity
times as defined in [ RFC5497] (e.g., as part of a Fish Eye extension
to OLSR2 [OLSR-FSR] [OLSR- FSR-Scal ing]).

v_time(3hops)=9s v_time(4hops)=12s v_ti me(5hops) =15s

| A]-- ... -->| B| ------- > | X |---------- > C

Figure 2: Different Validity Tines Based on the Distance in Hops

In Figure 2, router A sends a TCwith a validity tinme of 9 seconds
for routers in a 3-hop distance, 12 seconds for routers in a 4-hop

di stance, and 15 seconds in a 5-hop distance. |If X is a conproni sed
OLSRv2 router and nodifies the hop count (say, by decreasing it to

3), then Cwill calculate the validity tine of received informtion
to 9 seconds -- after which it expires unless refreshed. If TCs from
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A are sent less frequently than that up to 4 hops, this causes |inks
advertised in such TCs to be only internmittently available to C

4. FEffective Topol ogy

Link state protocols assunme that each router can acquire an accurate
topol ogy map that reflects the effective network topology. This
inplies that the routing protocol is able to identify a path froma
source to a destination, and this path is valid for forwardi ng data
traffic. |If an attacker disturbs the correct protocol behavior, the
per cei ved topol ogy map of a router can permanently differ fromthe
ef fective topol ogy.

Consi der the exanple in Figure 3(a), which illustrates the topol ogy
map as acquired by router S. This topology nap indicates that the
routing protocol has identified that for S, a path exists to Dvia B
which it therefore assumes can be used for transmtting data. If B
does not forward data traffic fromsS, then the topology map in S does
not accurately reflect the effective network topology. Rather, the
effective network topology fromthe point of view of S would be as
indicated in Figure 3(b): Dis not part of the network reachable from
router S

(a) (b)
Figure 3: Incorrect Data Traffic Forwarding

Sone of the attacks related to NHDP, such as nmessage timing attacks
and indirect channel overloading, are discussed in [ RFC7186]. O her
threats specific to OLSRv2 are further detailed in this section

4.1. Incorrect Forwarding

OLSRv2 routers exchange information using |ink-Ilocal transm ssions
(link-local multicast or linmted broadcast) for their contro
nmessages, with the routing process in each router retransnmitting
recei ved nmessages destined for network-wi de diffusion. Thus, if the
operating systemin a router is not configured to enable forwarding,
this will not affect the operating of the routing protocol or the
topol ogy map acquired by the routing protocol. It will, however,
cause a di screpancy between the effective topol ogy and the topol ogy
map, as indicated in Figures 3(a) and 3(b).
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This situation is not hypothetical. A commpn error seen when
depl oyi ng OLSRv2- based networ ks using a Linux-based conputer as a
router is to neglect enabling I P forwarding, which effectively
becomes an accidental attack of this type.

4.2. \Wrnhol es

A wormhol e, depicted in the exanple in Figure 4, may be established
bet ween two col | aborating devices that are connected by an out-of -
band channel. These devices send traffic through the "tunnel" to
their alter ego, which "replays” the traffic. Thus, routers D and S
appear as if direct neighbors and are reachable fromeach other in 1
hop through the tunnel, with the path through the MANET bei ng 100
hops | ong.

i S i—--— ....100-hop-long path ... -——i D

1- hop path via wornhol e

Figure 4. Wrnholing between Two Col | aborating Devi ces Not
Participating in the Routing Protoco

The consequences of such a wornmhole in the network depend on the

det ai | ed behavi or of the wornmhole. |If the wornhole relays only
control traffic, but not data traffic, the same considerations as in
Section 4.1 apply. If, however, the wornmhole relays all traffic

(control and data alike), it is identical, connectivity wise, to a
usable link - and the routing protocol will correctly generate a
topol ogy map reflecting the effective network topol ogy. The
efficiency of the topol ogy obtained depends on (i) the wormhol e
characteristics, (ii) how the wornmhole presents itself, and (iii) how
pat hs are cal cul at ed.

Assumi ng that paths are calculated with unit cost for all Iinks,

i ncluding the "link" presented by the wornmhole, if the rea
characteristics of the wormhole are as if it were a path of npore than
100 hops (e.g., with respect to delay, bandw dth, etc.), then the
presence of the wormhole results in a degradation in performance as
conpared to using the non-wornmhole path. Conversely, if the "link"
presented by the wornhol e has better characteristics, the wormhol e
results in inproved performance.
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If paths are cal cul ated using non-unit-costs for all links, and if
the cost of the "link" presented by the wormhole correctly represents
the actual cost (e.g., if the cost is established through

nmeasur enments across the wormhole), then the wornhole may, in the

wor st case, cause no degradation in performance or, in the best case,
i nprove performance by offering a better path. [|f the cost of the
"“l'ink" presented by the wormhole is nisrepresented, then the sane
consi derations as for unit-cost |inks apply.

An additional consideration with regard to wormholes is that they may
present topologically attractive paths for the network; however, it
may be undesirable to have data traffic transit such a path. An
attacker could, by virtue of introducing a wornhole, acquire the
ability to record and inspect transiting data traffic.

4.3. Sequence Nunber Attacks

OLSRv2 uses two different sequence nunbers in TCs to (i) avoid
processi ng and forwardi ng the sane nessage nore than once (Message
Sequence Numnber) and to (ii) ensure that old information, arriving
late due to, e.g., long paths or other delays, is not allowed to
overwite nore recent information generated (Advertised Nei ghbor
Sequence Number (ANSN)).

4.3.1. Message Sequence Nunber

An attack may consist of a conprom sed OLSRv2 router spoofing the
identity of another router in the network and transmtting a | arge
nunber of TCs, each with different Message Sequence Nunbers.
Subsequent TCs with the sanme sequence nunbers, originating fromthe
router whose identity was spoofed, would hence be ignored unti
eventual |y information concerning these "spoofed" TCs expires.

4.3.2. Advertised Nei ghbor Sequence Number (ANSN)

An attack may consi st of a conprom sed OLSRv2 router spoofing the
identity of another router in the network and transmitting a single
TC with an ANSN significantly larger than that which was | ast used by
the legitimate router. Routers will retain this [arger ANSN as "the
nost recent information" and di scard subsequent TCs with | ower
sequence nunbers as being "ol d".
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4.4. Indirect Janm ng

Indirect janming is an attack in which a conpromi sed OLSRv2 router

is, by its actions, causing legitimate routers to generate inordi nate
amounts of control traffic, thereby increasing both channe

occupation and the overhead incurred in each router for processing
this control traffic. This control traffic will be originated from
legitimate routers; thus, to the wider network, the nalicious device
may remai n undet ect ed.

The general mechani sm whereby a nalicious router can cause indirect
jammng is for it to participate in the protocol by generating

pl ausi bl e control traffic and to tune this control traffic to in turn
trigger receiving routers to generate additional traffic. For
OLSRv2, such an indirect attack can be directed at the nei ghborhood
di scovery nechani sm and the LSA mechani sm respectively.

One efficient indirect janmng attack in OLSRv2 is to target contro
traffic destined for network-wide diffusion. This is illustrated in
Fi gure 5.

The malicious router X selects router A as an MPR at tine tO in a
HELLO. This causes X to appear as MPR selector for A and,
consequently, A sets X to be advertised in its "Nei ghbor Set" and

i ncrenents the associ ated "Adverti sed Nei ghbor Sequence Nunber"
(ANSN). Router A must then advertise the Iink between itself and X
in subsequent outgoing TCs (t1l), also including the ANSN in such TCs.
Upon X having received this TC, it declares the link between itself
and A as no longer valid (t2) in a HELLO (indicating the link to A as
LOST). Since only symetric links are advertised by OLSRv2 routers,
A will (upon receipt hereof) renove X fromthe set of advertised

nei ghbors and increment the ANSN. Router A will then, in subsequent
TCs, advertise the renmining set of advertised neighbors (i.e., with
X renoved) and the correspondi ng ANSN (t3). Upon X having received
this information in another TC fromA, it may repeat this cycle,
alternating advertising the link A-X as "LOST" and as "MPR'.
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broadcast TC ANS={ } TC. ()
(X-A) ANSN ANSNH++ ANSN
| Al | Al | Al | Al
- _i_ - _i_
| | | |
| select | | i ndicate
| as MPR | | as LOST |
x| x| x| x|
to 11 t2 t3

Description: The malicious X flips between |link status MPR and LOST.

Figure 5: Indirect Janming in Link State Advertisenent

Routers receiving a TC nessage will parse and process this nessage,
specifically updating their topol ogy map as a consequence of
successful receipt. |If the ANSN between two successive TCs fromthe

same router has incremented, then the topol ogy has changed and
routing sets are to be recalculated. This has the potential to be a
conputationally costly operation

A conprom sed OLSRv2 router may chose to conduct this attack agai nst
all its neighbors, thus maxinm zing its disruptive inpact on the
network with relatively little overhead of its own: other than
participating in the nei ghborhood di scovery procedure, the

conprom sed OLSRv2 router will nonitor TCs generated by its neighbors
and alternate the advertised status for each such nei ghbor between
"MPR' and "LOST". The conpronised OLSRv2 router will indicate its
willingness to be selected as an MPR as 0 (thus avoi ding sel ection as
an MPR) and may ignore all other protocol operations while stil
remai ni ng effective as an attacker

The basi c operation of OLSRv2 enpl oys periodi c nmessage eni ssions, and
by this attack it can be ensured that each such periodic nessage wl|
entail routing table recalculation in all routers in the network.

If the routers in the network have "triggered TCs" enabled, this
attack nay al so cause an increased TC frequency. Triggered TCs are
intended to allow a (stable) network to have relatively | ow TC

eni ssion frequencies yet still allow link breakage or |ink emergence
to be advertised through the network rapidly. A m ni mum nessage
interval (typically much smaller than the regul ar periodi c nessage
interval) is inposed to rate-limt worst-case nmessage enissions.
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This attack can cause the TC interval to permanently beconme equal to
the m ni mum nessage interval. [RFC7181] proposes as default that the
m ni mum TC i nterval be 0.25 x TC_I NTERVAL ( TC_ | NTERVAL being the

maxi mum i nterval between two TC nmessages fromthe sane O.SRv2
router).

Indirect janming by a conprom sed OLSRv2 router can thus have two
effects: (i) it may cause increased frequency of TC generation and
transm ssion, and (ii) it will cause additional routing table
recalculation in all routers in the network.

5. Inconsistent Topol ogy

| nconsi stent topol ogy maps can occur by a conprom sed OLSRv2 router
enpl oying either identity spoofing or |link spoofing for conducting an
attack against an OLSRv2 network. The threats related to NHDP, such
as identity spoofing in NHDP, |link spoofing in NHDP, and creating

| oops, have been illustrated in [RFC7186]. This section mainly
addresses the vulnerabilities in [ RFC7181].

5.1. ldentity Spoofing

Identity spoofing can be enployed by a conpronm sed OLSRv2 router via
t he nei ghbor hood di scovery process and via the LSA process. Either
of them causes inconsistent topology maps in routers in the network.
The creation of inconsistent topol ogy maps due to nei ghborhood

di scovery has been discussed in [RFC7186]. For OLSRv2, the attack on
the LSA process can al so cause inconsistent topol ogy maps.

An inconsistent topology map nmay occur when the conprom sed OLSRv2
router takes part in the LSA process by selecting a neighbor as an
MPR, which in turn advertises the spoofed identities of the
conprom sed OLSRv2 router. This attack will alter the topol ogy maps
of all routers of the network.
A--B--C--D--E--F--X
(X spoofs A)

Description: A conpronised OLSRv2 router X spoofs the identity of A,
| eading to a wongly perceived topol ogy.

Figure 6: Ildentity Spoofing
In Figure 6, router X spoofs the address of router A. If X selects F

as an MPR, all routers in the network will be infornmed about the |ink
F-A by the TCs originating fromF. Assuming that (the real) A

Cl ausen, et al. I nf or mati onal [ Page 15]



RFC 8116 OLSRv2 Threats May 2017

selects B as an MPR, the link B-A will also be advertised in the

net wor k.

When cal cul ating paths, B and C will calculate paths to A via B, as
illustrated in Figure 7(a); for these routers, the shortest path to A
isviaB Eand Fwll calculate paths to Avia F, as illustrated in

Figure 7(b); for these routers, the shortest path to Ais via the
conprom sed OLSRv2 router X, and these are thus disconnected fromthe

real A D wll have a choice, as the path calculated to Avia Bis
of the sane length as the path via the conprom sed OLSRv2 router X,
as illustrated in Figure 7(c).

In general, the followi ng observations can be nade:

o The network will be split in twd, with those routers closer to B
than to X reaching A whereas those routers closer to X than to B
will be unable to reach A

o Routers beyond B, i.e., routers beyond 1 hop away fromA, wll be

unable to detect this identity spoofing.

The identity spoofing attack via the LSA procedure has a higher

i npact than the attack on the nei ghborhood di scovery procedure since
it alters the topology maps of all routers in the network and not
only in the 2-hop nei ghborhood. However, the attack is easier to
detect by other routers in the network. Since the conproni sed OLSRv2
router is advertised in the whole network, routers whose identities
are spoofed by the conprom sed OLSRv2 router can detect the attack
For exanple, when A receives a TC fromF advertising the link F-A it
can deduce that some entity is injecting incorrect link state
information as it does not have F as one of its direct neighbors.

(X spoofs A)

A<---- B<----C E---->F ---->X
(a) Routers B and C (b) Routers E and F
A<---B<---C<=---D--->E--->F---->X

(X spoofs A)
Description: These paths appear as cal cul ated by the different
routers in the network in presence of a conprom sed OLSRv2 router X,
spoofing the address of A

Figure 7: Routing Paths towards A
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As the conprom sed OLSRv2 router X does not itself send the TCs, but
rather, by virtue of MPR selection, ensures that the addresses it
spoofs are advertised in TCs fromits MPR selector F, the attack may
be difficult to counter. Sinply ignoring TCs that originate fromF
may al so suppress the link state information for other, legitinate,
MPR sel ectors of F.

Thus, identity spoofing by a conpronised OLSRv2 router, participating
in the LSA process by selecting MPRs only, creates a situation
wherein two or nore routers have substantially inconsistent topol ogy
maps: traffic for an identified destination is, depending on where in
the network it appears, delivered to different routers.

5.2. Link Spoofing

Li nk spoofing is a situation in which a router advertises non-

exi sting links to another router (possibly not present in the
network). Essentially, TCs and HELLOs both advertise links to direct
nei ghbor routers with the difference being the scope of the
advertisenent. Thus, |ink spoofing consists of a conprom sed OLSRv2
router reporting that it has neighbors routers that are either not
present in the network or are effectively not neighbors of the
conprom sed OLSRv2 router.

It can be noted that a situation simlar to |link spoofing nay occur

temporarily in an OLSR or OLSRv2 network wi thout conprom sed OLSRv2
routers: if A was, but is no nore, a neighbor of B, then A may stil

be advertising a link to B for the duration of the time it takes for
t he nei ghbor hood di scovery process to determ ne this changed

nei ghbor hood.

In the context of this docunment, link spoofing refers to a persistent

situation where a conprom sed OLSRv2 router intentionally advertises
links to other routers for which it is not a direct neighbor

Cl ausen, et al. I nf or mati onal [ Page 17]



RFC 8116 OLSRv2 Threats May 2017

5.2.1. Inconsistent Topol ogy Maps Due to Link State Advertisenents

Figure 8 illustrates a network in which the conpromi sed OLSRv2 router
X spoofs links to an existing router A by participating in the LSA
process and including this non-existing link in its advertisenents.

A---B---C---D--- E--- F--- G--- H--- X
(X spoofs the link to A)

Description: The conprom sed OLSRv2 router X advertises a spoofed
link to Ainits TCs; thus, all routers will record both of the Iinks
X-A and B-A

Fi gure 8: Link Spoofing

As TCs are fl ooded through the network, all routers will receive and
record information describing a link XXAin this link state
information. |f A has selected router B as an MPR, B will |ikew se
flood this link state information through the network; thus, al
routers will receive and record information describing a |link B-A

VWhen cal culating routing paths, B, C, and Dwll calculate paths to A
via B, as illustrated in Figure 9(a); for these routers, the shortest
path to Ais via B. F and Gwll calculate paths to Avia X as
illustrated in Figure 9(b); for these routers, the shortest path to A
is via X, and these are thus disconnected fromthe real router A. E

wi Il have a choice: the path calculated to Avia Bis of the sane
length as the path via X, as illustrated in Figure 9(b).
A<---B<---C<---D F--->G--->X--->A

(a) Routers B, C, and D (b) Routers F and G
A<---B<---C<---D<---E--->F--->G--->X--->A

(c) Router E
Description: These paths appear as cal cul ated by the different
routers in the network in the presence of a conprom sed OLSRv2 router
X, spoofing a link to router A

Figure 9: Routing Paths towards Router A
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In general, the follow ng observations can be nade:

o The network will be separated in two: routers closer to B than X
will reach A whereas routers closer to X than B wll be unable to
reach A.

o Routers beyond B, i.e., routers beyond 1 hop away fromA, wll be

unable to detect this |ink spoofing.
6. Mtigation of Security Vulnerabilities for OLSRv2

As described in Section 1, [RFC7183] specifies a security nechani sm
for OLSRv2 that is nandatory to inplenent. However, deploynents may
choose to use different security mechanisns if nore appropriate
Therefore, it is inmportant to understand both the inherent resilience
of OLSRv2 agai nst security vulnerabilities when not using the

mechani sns specified in [RFC7183] and the protection that [RFC7183]
provi des when used in a depl oynment.

6.1. Inherent OLSRv2 Resilience

OLSRv2 (even when used w thout the mandatory-to-inplenment security
mechani sns in [RFC7183]) provides sone inherent resilience against
part of the attacks described in this docunment. |In particular, it
provides the follow ng resilience:

0 Sequence nunbers: OLSRv2 enpl oys nessage sequence nunbers, which
are specific per the router identity and nessage type. Routers
keep an "information freshness" nunber (ANSN) increnmented each
time the content of an LSA froma router changes. This allows
rejecting both "old" information and duplicate nessages, and it
provi des some protection against "nessage replay". However, this
al so presents an attack vector (Section 4.3).

o Ignoring unidirectional l|inks: The nei ghborhood di scovery process
detects and admits only bidirectional links for use in MPR
sel ection and LSA. Janming attacks nmay affect only reception of
control traffic; however, OLSRv2 will correctly recognize, and
ignore, such a link that is not bidirectional

o Message interval bounds: The frequency of control nmessages, with

m nimumintervals inposed for HELLO and TCs. This may limt the
i mpact froman indirect janming attack (Section 4.4).
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6.

o Additional reasons for rejecting control nmessages: The OLSRv2
specification includes a list of reasons for which an incom ng
control message should be rejected as nal formed -- and all ows that
a protocol extension may recogni ze additional reasons for OLSRv2
to consider a nmessage malformed. Together with the flexible
nessage format [ RFC5444], this allows addition of security
nmechani sns, such as digital signatures, while renmaining conpliant
with the OLSRv2 standard specification

Resilience by Using RFC 7183 with OLSRv2

[ RFC7183] specifies nmechanisns for integrity and replay protection
for NHDP and OLSRv2 using the generalized packet/ nmessage fornat
described in [ RFC5444] and the TLV definitions in [RFC7182]. The
specification describes howto add an Integrity Check Value (ICV) in
a TLV to each control nessage, providing integrity protection of the
content of the nessage using Hashed Message Aut hentication Code
(HVAC) / SHA-256. In addition, a tinmestanp TLV is added to the
nessage prior to creating the ICV, enabling replay protection of
nessages. The docunent specifies how to sign outgoing nessages and
how to verify inconing nmessages, as well as under which circunstances
an invalid message is rejected. Because of the HVMAC/ SHA-256 ICV, a
shared key between all routers in the MANET is assuned. A router
without valid credentials is not able to create an I CV that can be
correctly verified by other routers in the MANET; therefore, such an

incorrectly signed nessage will be rejected by other MANET routers,
and the router cannot participate in the OLSRv2 routing process
(i.e., the malicious router will be ignored by other legitinate

routers). [RFC7183] does not address the case where a router with
valid credentials has been conprom sed. Such a conprom sed router
will not be excluded fromthe routing process, and other neans of
detecting such a router are necessary if required in a depl oynent:
for exanple, using an asymmetric key extension to [ RFC7182] that
all ows revocation of the access of one particular router.

In the follow ng sections, each of the vulnerabilities described

earlier in this document will be evaluated in ternms of whether OLSRv2
with the mechanisnms in [ RFC7183] provides sufficient protection
against the attack. It is inplicitly assumed in each of the

foll owi ng sections that [RFC7183] is used with OLSRv2.
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6.2.1. Topology Map Acquisition

Attack on Jittering: As only OLSRv2 routers with valid credentials
can participate in the routing process, a malicious router cannot
reduce the jitter tinme of an attacked router to 0 by sendi ng many
TC nessages in a short tinme. The attacked router would reject al
the i ncom ng nessages as "invalid' and not forward them The sane
applies for the case where a nmalicious router wants to assure that
by forcing a O jitter interval, the nessage arrives before the
same nessage forwarded by legitimte routers.

Modi fying the Hop Limt and the Hop Count: As the hop Iimt and hop
count are not protected by [RFC7183] (since they are nmutable
fields that change at every hop), this attack is still feasible.

It is possible to apply [ RFC5444] packet-1level protection by using
| CV Packet TLV defined in [RFC7182] to provide hop-by-hop
integrity protection -- at the expense of a requirenent of

pai rwi se trust between all nei ghbor routers.

6.2.2. Effective Topol ogy

Incorrect Forwarding: As only OLSRv2 routers with valid credentials
can participate in the routing process, a malicious router wll
not be part of the topology of other legitimte OLSRv2 routers.
Therefore, no data traffic will be sent to the malicious router
for forwarding.

Wor mhol es:  Since a wormhol e consists of at |east two devices
forwarding (unnodified) traffic, this attack is still feasible and
undet ectabl e by the OLSRv2 routing process since the attack does
not involve the OLSRv2 protocol itself (but rather |ower |ayers).
By using [RFC7183], it can at |east be assured that the content of
the control nessages is not nodified while being forwarded via the
wor mhol e.  Moreover, the tinmestanp TLV assures that the forwarding
can only be done in a short tine wi ndow after the actual TC
nessage has been sent.

Message Sequence Number: As the nessage sequence nunber is included
inthe ICV calculation, OLSRv2 is protected against this attack

Adverti sed Nei ghbor Sequence Number (ANSN): As the ANSN is included
inthe ICV calculation, OLSRv2 is protected against this attack

I ndirect Janming: Since the control nessages of a malicious router

will be rejected by other legitimate OLSRv2 routers in the MANET,
this attack is mtigated.

Cl ausen, et al. I nf or mati onal [ Page 21]



RFC 8116 OLSRv2 Threats May 2017

6.2.3. Inconsistent Topol ogy

Identity Spoofing: Since the control messages of a malicious router
will be rejected by other legitimate O.SRv2 routers in the MANET,
a router without valid credentials may spoof its identity (e.qg.
| P source address or nessage origi nator address), but the nessages
will be ignored by other routers. As the nandatory nechanismin
[ RFC7183] uses shared keys anobngst all MANET routers, a single
conprom sed router may spoof its identity and cause harmto the
network stability. Renoving this one malicious router, once
detected, inplies rekeying all other routers in the MANET.
Asymetric keys, particularly when using identity-based signatures
(such as those specified in [ RFC7859]), may give the possibility
of revoking single routers and verifying their identity based on
the ICVitself.

Li nk Spoofing: Simlar to identity spoofing, a malicious router
wi thout valid credentials may spoof links, but its contro
nessages will be rejected by other routers, thereby nitigating the
attack.

I nconsi stent Topol ogy Maps Due to LSAs: The sane considerations for
i nk spoofing apply.

6.3. Correct Depl oynent

Q her than inplenmenting OLSRv2, including appropriate security
mechani sns, the way in which the protocol is deployed is also

i mportant to ensure proper functioning and threat mitigation. For
exanpl e, Section 4.1 discussed considerations due to an incorrect
forwardi ng-policy setting, and Section 4.2 discussed consi derations
for when intentional wornholes are present in a depl oynent.

7. Security Considerations

Thi s docunent does not specify a protocol or a procedure but reflects
on security considerations for OLSRv2 and for its constituent parts,

i ncluding NHDP. The docurent initially analyses threats to topol ogy
map acquisition, with the assunption that no security mechani sm
(including the mandat ory-to-inpl enent nechani sns from [ RFC7182] and
[RFC7183]) is in use. Then, it proceeds to discuss how the use of

[ RFC7182] and [RFC7183] mtigate the identified threats. Wen

[ RFC7183] is used with routers using a single shared key, the
protection offered is not effective if a conpronised router has valid
credenti al s.
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