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Abst ract

The process of producing today’'s Internet technol ogies through a
culture of open participation and diverse collaborati on has proved
strikingly efficient and effective, and it is distinctive anpng
standards organi zations. During the early years of the IETF and its
ant ecedent, participation was al nost entirely conposed of a snal
group of well-funded, Anerican, white, male technicians,
denonstrating a distinctive and chall engi ng group dynamic, both in
managenment and in personal interactions. |In the case of the |ETF,
interaction style can often contain singularly aggressive behavi or,
often including singularly hostile tone and content. G oups with
greater diversity nmake better decisions. btaining nmeaningfu
diversity requires nore than generic good will and statenents of
principle. Mny different behaviors can serve to reduce parti ci pant
diversity or participation diversity. This docunent discusses |ETF
participation in terns of the nature of diversity and practical

i ssues that can increase or decrease it. The docunment represents the
aut hors’ assessnents and recommendati ons, follow ng genera

di scussions of the issues in the | ETF

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statement about its value for

i mpl enentati on or deployment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7704.
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1. Introduction

Thi s docunent di scusses | ETF participation, in terns of the nature of
di versity and practical issues that can increase or decrease it. The
topic has received recent discussion in the | ETF, and the docunent
represents the authors’ assessments and recomrendations about it, in
the belief that it is constructive for the |ETF and that it is
consonant with at |east some of the |ETF community’s participants.

The I nternet Engineering Task Force [IETF] grew out of a research
effort that was started in the late 1960s, with central funding by
the US Departnent of Defense Advanced Research Projects Agency (ARPA,
| ater DARPA) enploying a collection of research sites around the
United States, and including sone participation by groups of the US
mlitary. The comunity was originally restricted to participation
by menbers of the funded research groups. |In the 1980s,

partici pati on expanded to include projects funded by other agencies,
nost notably the US National Science Foundation for its NSFNet
effort. At around the tinme the |ETF was created in its current form
in the late 1980s, participation in the group becane fully open
permitting attendance by anyone, independent of funding, affiliation
country of origin, or the like.

Beyond the obvi ous effects of the resulting technol ogy that we now
enj oy, the process of producing today' s Internet technol ogi es through
a culture of open participation and diverse collaboration has proved
strikingly efficient and effective, and it is distinctive anong
standards organi zations. This culture has been sustained across many
changes in participant origins, organizational structures, economc
cycles, and formal processes. However, maintenance of the IETF s

ef fectiveness requires constant vigilance. As new participants join
the IETF mix, it is increasingly easy for the |ETF s operation to
gradual |y i nvoke nodel s from other environments, which are nore
established and nore famliar, but often are |less effective.

Historically, participation in the IETF and its antecedent was al nost
entirely conmposed of a small group of well-funded, Anerican, white,
mal e technicians. No matter the intentions of the participants, such
a narrow denographi ¢ denonstrated a distinctive group dynamc, both

i n managenment and in personal interactions, that persists into the
current | ETF. Aggressive and even hostil e discussion behavior is
quite common. In terns of managenent, the | ETF can be significantly
i n-bred, favoring selection of those who are already well-known. O
course, the pool of candidates from which sel ections are nmade suffer
classic limtations of diversity found in many engi neering
environnents. Still, there is evidence and perception of selection
bi as, beyond this.
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In the case of the IETF, the style of interaction can often
denonstrate singularly aggressive behavior, including singularly
hostil e tone and content. |n nost professional venues, such behavi or
i s deemed hi ghly unprofessional, or worse. Wthin the | ETF, such
behavi or has had | ong-standing tol erance. Criticizing soneone’s
hostility is dism ssed by saying that’'s just the way they are, or
that soneone el se provoked it, or that the person is generally well-
i ntentioned. Further, anyone expressing concern about the behavior
is typically adnonished to be |less sensitive; that is, a recipient of
an attack who then conplains is often criticized or dism ssed.

As the | ETF opened its doors to participation by anyone, its

denogr aphi cs have predictably noved towards nuch greater variety.
However, the group culture has not adapted to accommopdate these
changes. The aggressive debating style and the tol erance for
personal attacks can be extrenmely off-putting for participants from
nore polite cultures. And, the managenent sel ection processes can
tend to exclude sone constituencies inappropriately.

Recently, nenmbers of an informal |ETF wonen’s interest group, called
"systers", organized a quiet experinment, putting forward a | arge
nunber of women candi dates for nanagenent positions, through the

| ETF' s "NomCont process. NonmComis itself a potentially diverse
group of | ETF participants, chosen at random from a pool of recent
neeting attendees who offer their services. Hence, its problemtic
choices -- or rather, om ssions -- could be seen as reflecting | ETF
cul ture generally.

Over the years, some wonen have been chosen for | ETF positions as
aut hors, working group chairs, area directors, Internet Architecture
Board [| AB] nmenbers, and | ETF Administrative Oversight Commttee
[1ACC] nembers. However, the results of the systers experinent were
not encouraging. In spite of their recruiting a disproportionately
hi gh nunber of feral e candi dates, not a single one was sel ected.

Al t hough any one candi date mght be rejected for entirely legitimte
reasons, a pattern of rejection this consistent suggested an

organi zational bias. The results were presented at an | ETF pl enary,
and they engendered significant |ETF soul -searching, as well as
creation of a group to consider diversity issues for the |IETF
[Div-DT] [Div-Di scuss].

Q her activities around that sanme tinme al so engendered | ETF

consi derati on of unacceptabl e behaviors, generally classed as
harassment. This resulted in the |ESGs issuing a formal |ETF anti -
harassment policy [Anti-Harass].
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2.

2.

Changi ng an organization’s culture is difficult and requires not only
conmitrment to the underlying principles, but also vigilant and

sustai ned effort. The |IESG has taken essential first steps. Wat is
needed i s goi ng beyond the position papers and expression of ideals,

into continuing education of the entire conmmunity, and i medi ate and

substantive response to unacceptabl e behavi ors.

Concer ns
1. Diversity

Diversity concerns the variability of a group’s conposition. It can
reasonably touch every conceivabl e participant attribute. It

i ncludes task-related attributes, such as know edge and experience,
as well as the usual range of "identified class" attributes,

i ncluding race, creed, color, religion, gender and sexua
orientation, but also extends to all manner of beliefs, behaviors,
experiences, preferences, and econom c status.

The factors affecting the quality of group decision-making are
conpl ex and subtle, and are not subject to precise specification
Neverthel ess, in broad terns, groups with greater diversity nake
better decisions [Kellogg]. They performbetter at diverse tasks
both in terns of quantity and quality, and a great deal of research
has found that heterogeneity often acts as a conduit for ideas and

i nnovation [WseCrowd] [Horowitz] [Stahl] [Joshi]. The inplicit
assunptions of one participant might not be considerations for

anot her and m ght even be unknown by still others. And, different
partici pants can bring different bases of know edge and different
styles of analysis. People with the sane background and experience
will all too readily bring the sane ideas forward and subject themto
the sane analysis, thus dimnishing the Iikelihood for new i deas and
nmet hods to enmerge, or underlying problens to be noted.

However, a desire to diligently attend to group diversity often | eads
to nechanical, statistical efforts to ensure representation by every
identified constituency. For snaller populations, |like the | ETF and
especially for its snmall nanagenment teans, this approach is
counterproductive. First, it is not possible to identify every
single constituency that nmight be relevant. Second, the group size
does not permt representation by every group. Consequently, in
practical terns, legitinate representation of diversity only requires
nmeani ngf ul variety, not slavish bookkeeping. In addition, without
care, it can lead to the negative effects of diversity where

deci sion-making is slowed, interaction decreased, and conflict

i ncreased [Horowitz].
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Pragmatically, then, concern for diversity nmerely requires serious
attention to satisfying two requirenents:

Partici pant Diversity: Deci si ons about who is allowed into the
group require ensuring that the sel ection process encourages
varying attributes anong nenbers. That is, this concerns
variety in group denographics.

Participation Diversity: Achi eving effective generation of ideas
and reviews within a group requires ensuring that its
di scussi ons encourage constructive participation by all menbers
and that the views of each nmenber are considered seriously.
This, then, concerns group dynam cs.

In other words, |ook for real variety in group conposition and rea
variety in participant discussion. This will identify a greater
variety of possible and practical solutions.

ot ai ni ng nmeani ngful diversity requires nore than generic good wll
and statenments of principle. The challenges, here, are to actively:

o Encourage constructive diversity
o Work to avoid group dynamcs that serve to reduce diversity

o Wik to avoid group dynamics that serve to dimnish the benefits
of diversity

o Rempbve those dynam cs when they still occur

It al so requires education about the practicalities of diversity in
an open engineering environment, and it requires organizationa
processes that regularly consider what effect each decision night
have on diversity.

Exanmpl es abound:

o Formally, an | ETF working group makes its decisions on its nailing
list. Since anyone can join the list, anyone with access to the
Internet can participate. However, working groups al so have
sessions at the thrice-annual | ETF face-to-face neetings and m ght
al so hold interimnmeetings, which are face to face, by tel ephone,
or by video conference. Attendance at these can be chall engi ng.
Getting to a face-to-face neeting costs a great deal of noney and
time; renote participation often incurs tine-shifting that
i ncludes very early or very late hours. So, increased working
group reliance on meetings tends to exclude those with |ess
funding or less travel tinme or nore structured work schedul es.
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2.

o Vigorous advocacy for a strongly held technical preference is
conmon in engineering comunities. O course it can be healthy,
since strong support is necessary to pronote success of the work.
However, in the IETF this can be manifest in two ways that are
problematic. One is a personal style that is overly aggressive
and serves to intimdate, and hence unreasonably gag, those with
other views. The other is a group style that prematurely enbraces
a choice and does not pernit a fair hearing for alternatives.

o Predictably, engineers value engineering skills. When the task is
engineering, this is entirely appropriate. However, many of the
| ETF's activities, in support of its engineering efforts, are |ess
about engi neering and nore about human and organi zati ona
processes. These require very different skills. To the extent
that participants in those processes are primarily considered in
terns of their engineering prowess, those who are instead stronger
in other, relevant skills will be undervalued, and the diversity
of expertise that the | ETF needs will be |ost.

o | ETF standards are neant to be read, understood, and inplenented
by people who were not part of the working group process. The
gi st of the standards also often needs to be read by managers and
operators who are not engineers. |ETF specifications enjoy quite
a bit of stylistic freedomto contain pedagogy, in the service of
these audi ence goals. However, the additional effort to be
instructional is significant, and active participants who al ready
understand and enbrace the technical details often decline from
maki ng that effort. W rse, that effort is also needed during the
speci fication devel opment effort, since nmany participants m ght
| ack the background or superior insight needed to appreciate what
is being specified. Yet the IETF s mantra for "rough consensus"

is exactly about the need to recruit support. 1In fact, the
process of "educating" others often uncovers issues that have been
m ssed.

Har assnment and Bul | yi ng

Many different behaviors can serve to reduce participant diversity or
participation diversity. One class of efforts is based on overt
actions to marginalize certain participants by intimdating theminto
silence or departure. Intimdation efforts divide into two styles
warranting distinction. One is harassnment, which pertains to biased
treatnment of denographic classes. A nunber of identified classes are
usual |y protected by law, and community understandi ng that such

bi ased behavi or cannot be tol erated has progressively inmproved.
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Qher intimdation efforts are tailored to targeted individuals and
are generally | abeled bullying [Har-Bul] [Wrkplace] [Signs]
[Escal ated] [Prevention]. The nature and extent of bullying in the

wor
It

kpl ace is wi dely underestimated, m sunderstood, and m shandl ed.
is described as follows in a WkiHow article [w kiHowj:

...[Blehavior directed at an enployee that is intended to degrade,
humi i ate, enbarrass, or otherw se underm ne their performance..
[T] he sure signs of a bully that signify nmore than a sinple

m sunder st andi ng or personal disagreement... mght include:

* Shouting, whether in private, in front of colleagues, or in
front of customers

*  Name-calling

* Belittling or disrespectful comments

* EXcessive nmonitoring, criticizing, or nitpicking sonmeone’s work
* Deliberately overl oadi ng soneone with work

* Underm ni ng soneone’s work by setting themup to fai

* Purposefully withholding i nformati on needed to performa job
efficiently

* Actively excluding soneone from normal workpl ace/staff room
conversations and meki ng soneone feel unwel cone

addition, the TimField Foundation [Bully-Ser] lists the traits of
serial bully", paraphrased bel ow

Jekyll and Hyde nature -- Dr Jekyll is 'charm ng’ and
"charismatic’; 'Hyde' is ’'evil

Exploits the trust and needs of organi zations and individuals, for
personal gain

Convincing liar -- Makes up anything to fit their needs at that
noment

Damages the health and reputations of organizations and
i ndi vidual s

Reacts to criticismw th Denial, Retaliation, Feigned Victinood
[ Def ensi ve], [ MB-M suse]
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o Blanes victins
o Apparently inmune fromdisciplinary action
o Mwves to a new target when the present one burns out

Whet her directed at classes or individuals, intimdation nethods used
can:

0o Seemrelatively passive, such as consistently ignoring a nmenber
o Seemmld, such as with a quiet tone or |anguage of condescension

0o Be quite active, such as aggressively attacking what is said by
the partici pant

o Be disingenuous, nmasking attacks in a passive-aggressive style

If tolerated by others, and especially by those managi ng the group,
these methods create a hostile work environment [Dealing].

VWhen public harassnment or bullying is tolerated, the hostile
environnent is not only for the person directly subject to the
attacks.

The harassnent al so serves to intimdate others who observe that
it is tolerated. It teaches themthat m sbehaviors will not be
hel d account abl e.

The IETF' s Anti-Harassnent Policy [Anti-Harass] uses a single termto
cover the classic harassment of identified constituencies, as well as
the targeted behavior of bullying. The policy's text is therefore
conpr ehensi ve, defining unacceptabl e behavi or as "unwel come hostile
or intimdating behavior." Further, it declares: "Harassnent of this
sort will not be tolerated in the IETF." An avenue for seeking
remedy when harassnent occurs is specified as a designated

Orbudsper son.

Uni fied handling of bullying and harassnent is exenplified in the
policies of many different organi zations, notably including those
with widely varying nmenbership, even to the point of open,
international participation, simlar to that of the | ETF. Exanples
i ncl ude:

Scout s Canada
Bul | yi ng/ Har assnent Policy [ SC Cybul ]
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| EEE:
Code of Conduct [ EEE-Cybul]

Facebook:
Conmuni ty Standards [F-H Cybul ]

Li nkedl n:
"Be Nice" in Linkedln Professional Community Cuidelines
[ L- H Cybul ]

YouTube:
Har assnment and cyberbul | ying [ Y-H Cybul ]

Net Hui :
Kaupapa and code of conduct [ Net Hui ]

GeekFem ni sm
Conference anti-harassnent: Adopting a policy [ GeekFem nisni

In fact, there is a view that harassment is nmerely a form of
bul l yi ng, given the sanme goal of undermining participation by the
target:

Sexual harassnment is bullying or coercion of a sexual nature..
[ Wki - SexHar ass]

The I ETF has a long history of tolerating aggressive and even hostile
behavi or by participants. So, this policy signals a formal and

wel come change. The obvious challenge is to nake the change real
noving the IETF froma culture that tolerates -- or even encourages
-- interpersonal m sbehaviors to one that provides a safe,

prof essi onal, and productive haven for its increasingly diverse
comuni ty.

Her e agai n, exanpl es abound, to the present:

o Anongst long-tinme coll eagues, acceptable interpersonal style can
be whatever the coll eagues want, even though it might look quite
of f-putting to an observer. The problem occurs when an | ETF
partici pant engages in such behaviors with, or in the presence of,
ot hers who have not agreed to the social contract of that
rel ationship style and m ght not even understand it. For these
ot hers, the behavior can be extrenely alienating, creating a
di sincentive against participation. Yet, in the |ETF, it is
conmon for participants to feel entitled to behave in overly
fam liar or aggressive or even hostile fashion that m ght be
accept abl e anongst col | eagues, but is destructive with strangers.
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o The instant a coment is nade that concerns any attribute of a
speaker, such as their notives, the nature of their enployer, or
the quality of their participation style, the interaction has

noved away fromtechnical evaluation. 1In many cultures, all such
utterances are intimdating or offensive. |In an open

prof essional participation environnent, they therefore cannot be
permtted.

o As a matter of personal style or nonentary enthusiasm it is easy
to indulge in condescending or dism ssive comentary about
someone’ s statements. As a discussion technique, its function is
to attenpt to reduce the target’s influence on the group. Wether
nonverbal (such as rolling one’'s eyes), paternalistic (such as
noting the target’s naivete), or overtly hostile (such as
i mpugning the target’s notives), it is an attenpt to marginalize
the person rather than focus on the merits of what they are
saying. It constitutes harassnent or bullying.

3. Constructive Participation

The goal of open, diverse participation requires explicit and ongoi ng
organi zati onal effort, concerning group access, engagenent, and
facilitation.

3.1. Access

Aiding participants with access to | ETF materials and di scussions
nmeans that it is easy for themto:

0 Know what exists

o Find what is of interest

0 Retrieve docunments or gain access to discussions
0 Be able to understand the content

After materials and discussions are |located, the primry neans of
making it easy to access the substance of the work is for statenents
to be made in | anguage that is clear and explanatory. Witers and
speakers need to carefully consider the |ikely audi ence and package
statenents accordingly. This often nmeans taking a nore tutoria
approach than one mght naturally choose. |In speech, it neans
speaking nore deliberately, a bit nore clearly and a bit nore slowy
than needed with close coll aborators. Wen |anguage is cryptic or
filled with linguistic idiosyncrasies and when speech is too fast, it
is dramatically | ess accessible to a diverse audi ence.

Crocker & O ark I nf or mati onal [ Page 11]



RFC 7704 Di versity & Conduct November 2015

3. 2.

3. 3.

3. 4.

Cro

Engagenent

Once content is accessible, the challenge is to garner diverse
contribution for further devel opment. Engagenment neans that it is
easy for constructive participants to be heard and taken seriously
t hrough constructive interaction

Wthin the | ETF, the nbst comon chall enge is choosing how to respond
to cooments. The essence of the | ETF is maki ng proposal s and

of fering corments on proposal s; disagreenment is common and often
heal t hy, dependi ng upon the manner in which di sagreenent is pursued.

Facilitation

In order to obtain the best technol ogy, the best ideas need first to
be harvested. Processes that pronote free-ranging discussion, tease
out new i deas, and tackle concerns should be pronoted. This will
also run to:

0o Encouraging contributions fromtimd speakers
o Showing warnmth for new contributors

o Preventing dom nance by, or blind deference to, those perceived as
the nore senior and authoritative contributors

o Actively shutting down derogatory styles

It is inportant that participants be facilitated in tendering their
own ideas readily so that innovation thrives.

Bal ance

There is the larger challenge of finding balance between efforts to
facilitate diversity versus efforts to achieve work goals. Efforts
to be inclusive include a degree of tutorial assistance for new
partici pants. They also include sone tol erance for participants who
are less efficient at doing the work. Further, not everyone is
capabl e of being constructive, and the burdens of acconmobdati ng such
fol k can easily become onerous.

As an exanple, there can be tradeoffs with neeting agendas. There is
conmon pushback on havi ng wor ki ng group neetings be a succession of
presentations. For good efficiency, participants want to have just
enough presentation to frane a question, and then spend face-to-face
time in discussion. However, "just enough presentation" does not
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| eave nmuch room for tutorial comentary to aid those new to the
effort. Meeting tinme is always too short, and the prinmary
requirement is to achieve forward progress.

3.5. | ETF Track Record

The IETF' s track record for making its techni cal docunents openly
available is notably superb, as is its official policy of open
participation in mailing lists and neetings. |Its track record with
management and process docunentation is nore varied, partly because
these cover overhead functions, rather than being in the main |line of
| ETF work and, therefore, expertise. So, they do not always get
diligent attention. Factors include the inherent challenges in doing
managenment by engi neers, as well as challenges in maki ng managenent
and process docunents usabl e for non-experts and non-native English
speakers.

On the surface, the IETF' s track record for open access and
engagenent therefore | ooks astonishingly good, since there is no
"menber shi p", and anyone is permitted to join IETF mailing lists and
attend | ETF nmeetings. Indeed, for those with good funding, tine for
travel, and skills at figuring out the I ETF culture, the record
really does qualify as excellent.

However, very real challenges exist for those who have fundi ng,

| ogi stics, or language limtations. |In particular, these inpede
attendance at neetings. Another challenge is for those fromnore
polite cultures who are alienated by the style of aggressive debate
that is popular in the I ETF.

3.6. Avoiding Distraction

For any one participant, some other participant’s contributions m ght
be consi dered problematic, possibly having little or no val ue.

Worse, some contributions are in a style that excites a personal
negative reaction

The manner chosen for responding to such contributions dramatically
affects group productivity. Attacking the speaker’s style or notives
or credentials is not useful, and primarily serves to distract

di scussion frommatters of substance. 1In the face of such chall enges
and anong the many possi ble ways to pursue constructive exchange,

gui dance i ncl udes:

o Ilgnore such contributions; perhaps soneone el se can produce a

producti ve exchange, but there is no requirenent that anyone
respond.
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0 Respond to the content, not the author; in the extrene, literally
i gnore the author and nerely address the group about the content.

o Ofer better content, including an explanation of the reasons it
is better.

The essential point here is that the way to have a constructive
exchange about substance is to focus on the substance. The way to
avoid getting distracted is to ignore whatever is personal and
irrelevant to the substance.

4. Responses to Unconstructive Participation

Sonetimes problematic participants cannot reasonably be ignored.
Their behavior is too disruptive, too offensive, or too damaging to
group exchange. Any of us mght have a nonment of excess, but when
the behavior is too extreme or represents a pattern, it warrants
intervention.

A common view is that this should be pursued personally, but for such
cases, it rarely has nuch effect. This is where | ETF managenent
intervention is required. The | ETF now has a reasonably rich set of
pol i ci es concerning probl ematic behavior. So, the requirement is
nerely to exercise the policies diligently. Depending on the
details, the working group chair, mailing |ist noderator,
Orbudsperson, or perhaps | ETF Chair is the appropriate person to
contact [MLists] [Anti-Harass].

The chal l enge, here, is for both managenent and the rest of the
conmunity to collaborate in communi cating that harassnment and
bullying will not be tolerated. The formal policies nmake that
decl aration, but they have no neani ng unl ess they are enforced.

Abusi ve behavior is easily extinguished. Al it takes is comunity
resol ve.

5. Security Considerations

The security of the IETF s role in the Internet comunity depends
upon its credibility as an open and productive venue for

col | aborative devel opment of technical docunents. Mre diverse
scrutiny leads to increased rigor, so the quality of technica
docunents will potentially inprove. The potential for future | ega
l[iability in the various jurisdictions within which the | ETF operates
also indicates a need to act to reinforce behavioral policies with
specific attention to workpl ace safety.
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