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Abst ract

Thi s docunent defines a portion of the Managenent |Information Base
(MB) for use with network managenent protocols in the Internet

conmmunity. In particular, this specifies objects for nanagi ng
virtual nmachines controlled by a hypervisor (a.k.a. virtual machine
noni tor).

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7666

Asai, et al. St andards Track [ Page 1]



RFC 7666 Virtual Machine Monitoring MB Cct ober 2015

Copyri ght Notice

Copyright (c) 2015 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent defines a portion of the Managenent |nformation Base
(MB) for use with network nanagenment protocols in the Internet
conmunity. In particular, this specifies objects for nanaging
virtual machines controlled by a hypervisor (a.k.a. virtual nmachine
nonitor). A hypervisor controls nultiple virtual machines on a
singl e physical machine by allocating resources to each virtua
machi ne using virtualization technologies. Therefore, this MB
nodul e contains information on virtual nachines and their resources
controlled by a hypervisor as well as information about a

hypervi sor’s hardware and software
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The design of this MB nodul e has been derived from product-specific
M B nodul es -- namely, a M B nodul e for nanagi ng guests of the Xen
hypervi sor [Xen], a MB nodule for managi ng virtual nachines
controll ed by the VMvare hypervi sor [VMvare], and a M B nodul e usi ng
the libvirt programmng interface [libvirt] to access different
hypervi sors. However, this MB nodule attenpts to generalize the
nmanaged objects to support other inplenmentations of hypervisors.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. The Internet-Standard Managenent Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Overview and Objectives

Thi s docunent defines a portion of MB for the managenent of virtua
nmachi nes controlled by a hypervisor. This MB nodul e consists of the
managed objects related to system and software infornmation of a
hypervisor, the list of virtual nachines controlled by the

hypervi sor, and information of virtual resources allocated to virtua
machi nes by the hypervisor. This docunment specifies four specific
types of virtual resources that are common to nmany hypervi sor

i npl enentati ons: processors (CPUs), nenory, network interfaces
(NICs), and storage devices. These nanaged objects are independent
of the fanilies of hypervisors or operating systems running on
virtual nachi nes.
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Figure 1: An Exanple of a Virtualization Environnent

On the common inpl ementations of hypervisors, a hypervisor allocates
virtual resources from physical resources: virtual CPUs, virtua
menory, virtual storage devices, and virtual network interfaces to
virtual nmachines as shown in Figure 1. Since the virtual resources
allocated to virtual machines are managed by the hypervisor, the MB
obj ects are nmanaged at the hypervisor. |In case that the objects are
accessed through the SNWP, an SNWP agent is |aunched at the
hypervi sor to provide access to the objects.

The obj ects are managed fromthe vi ewpoi nt of the operators of
hypervi sors, but not the operators of virtual machines; that is, the
objects do not take into account the actual resource utilization on
each virtual machine but rather the resource allocation fromthe
physi cal resources. For exanple, vnNetworklflndex indicates the
virtual interface associated with an interface of a virtual machine
at the hypervisor, and consequently, the 'in’ and 'out’ directions
denote 'froma virtual machine to the hypervisor’ and 'fromthe
hypervi sor to a virtual machine’, respectively. Mboreover,

vt or ageAl | ocat edSi ze denotes the size allocated by the hypervisor
but not the size actually used by the operating systemon the virtua
machi ne. This neans that vnttorageDefinedSi ze and

vt or ageAl | ocat edSi ze do not take different val ues when the

vt or ageSour ceType is ' block’ or 'raw
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The objectives of this docunent are the followi ng: 1) this docunent
defines the M B objects common to many hypervisors for the nanagenent
of virtual machines controlled by a hypervisor, and 2) this docunent
clarifies the relationship with other MB nodul es for nanagi ng host
conput ers and network devi ces.

4., Structure of the VMM B Mdul e

The M B nodule is organi zed into a group of scalars and tables. The
scal ars bel ow ' vimHypervi sor’ provi de basic information about the
hypervi sor. The "vnilable lists the virtual machines (guests) that
are known to the hypervisor. The 'vnCpuTable' provides the mapping
table of virtual CPUs to virtual machines, including CPU tinme used by
each virtual CPU. The ’'vnCpuAffinityTable' provides the affinity of
each virtual CPU to a physical CPU. The ’'vnfst orageTabl e’ provides
the list of virtual storage devices and their mapping to virtua
machines. |In case that an entry in the 'vnttorageTable’ has a
correspondi ng parent physical storage device managed in

"vntt orageTabl e’ of HOST- RESOURCES-M B [ RFC2790], the entry contains
a pointer 'vnftorageParent’ to the physical storage device. The
"vimNet wor kTabl e’ provides the list of virtual network interfaces and
their mapping to virtual machines. Each entry in the
"viNet wor kTabl e’ al so provides a pointer ’'vimNetworklflndex’ to the
corresponding entry in the "ifTable’ of IF-MB [RFC2863]. In case
that an entry in the 'vimNet workTabl e’ has a correspondi ng parent
physi cal network interface managed in the 'ifTable’ of IF-MB, the
entry contains a pointer 'vnNetworkParent’ to the physical network

i nterface.
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Not at i on:
R +
| vhiperState | : Finite state; the first line presents the
| "vnper State’, and the second |line presents a
R + notification generated if applicable.
+ - - - - - -+
| vmOperState | : Transient state; first line presents the
| | "vnmper State’, and the second line presents a
+ - - - - - -+ notification generated if applicable.
! . Notification; a text followed by the synbol "!"
denotes a notification generated.
Fom e e e oo oo - + + - - - - - - - -+ S +
| suspended(6) |<--| suspending(5) | | paused(8) |
| !'vnBuspended | | !'vnBuspending | | !'vmPaused |
oo + + - - - - - - - -+ T +
| N N
| | |
v | |
e T £y pepup F<e oo + + - - - - - - -+
| resunming(7) |--> running(4) |<-------------- > mgrating(9) |
| !'vrmResuming | | 'vrRunning | | 'vimM grating |
B S S + + - - - - - - -+
| N N
| | |
| I + |
| | |
v v v
+ - - - - - - - - -+ Fom e e e e oo - +
| shuttingdown(10) |[--------- > shutdown(11) |
| !vnBhutti ngdown | | !vnBhut down |
S o +
" |
| v !vmDel et ed
R LT + +------ - -+ (Deleted from
| crashed(12) | | preparing(3) | vnirabl e)
| !vnCrashed | | |
oo + + - - - - - - - -+

Figure 2: State Transition of a Virtual Machine
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The 'vmAdni nState’ and 'vnOper State’ textual conventions define an
adnmi nistrative state and an operational state nodel for virtua

machi nes. Events causing transitions between nmajor operationa

states will cause the generation of notifications. Per virtua
machi ne (per-VM notifications (vmRunni ng, vnthutdown, vmPaused,
viBuspended, vnCrashed, vnDel eted) are generated if

vimPer VMNot i fi cati onsEnabled is true(1l). Bulk notifications

(vmBul KRunni ng, vnBul kShut down, vnBul kPaused, vnBul kSuspended,

vnBul kCrashed, vnBul kDel eted) are generated if

viBul kNot i fi cati onsEnabled is true(l). The overview of the
transition of 'vnOperState’ by the wite access to 'vmAdmi nState’ and
the notifications generated by the operational state changes are
illustrated in Figure 2. The detailed state transition is sunmarized
in Appendix A. Note that the notifications shown in this figure are
per-VM notifications. In the case of Bulk notifications, the prefix
'vm is replaced with 'vnmBul k’

The bul k notification nechanismis designed to reduce the nunber of
notifications that are trapped by an SNVP manager. This is because
the number of virtual machi nes managed by a bunch of hypervisors in a
data center possibly becones several thousands or nore, and
consequently, many notifications could be trapped if these virtua
machi nes frequently change their administrative state. The per-VM
notifications carry nore detailed information, but the scalability is
a problem The notification filtering nmechani sm described in

Section 6 of RFC 3413 [RFC3413] is used by the nanagenent
applications to control the notifications.

5. Relationship to Gher MB Mdul es

The HOST- RESOURCES- M B [ RFC2790] defines the M B objects for nanagi ng
host systens. On systens inplenenting the HOST- RESOURCES-M B, the
obj ects of HOST- RESOURCES-M B i ndi cate resources of a hypervisor

Sone objects of HOST- RESOURCES-M B are used to indicate physica
resources through i ndexes. On systens inplenenting

HOST- RESOURCES- M B, the ' vnCpuPhysl ndex’ points to the processor’s
"hrDevi celndex’ in the 'hrProcessorTable'. The ’'vnttorageParent’

al so points to the storage device's 'hrStoragelndex’ in the

" hr St or ageTabl e’

The I F-M B [ RFC2863] defines the M B objects for managi ng network
interfaces. Both physical and virtual network interfaces are
required to be contained in the "ifTable’ of IF-MB. The virtua
network interfaces in the "ifTable’ of IF-MB are pointed fromthe
"viNet wor kTabl e’ defined in this docunent through a pointer
"viNet wor kl fIndex’. In case that an entry in the ’'vnNetworkTabl e
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has a correspondi ng parent physical network interface nanaged in the
"ifTable’ of IF-MB, the entry contains a pointer ’'vnNetworkParent’
to the physical network interface.

The objects related to virtual switches are not included in the MB
nodul e defined in this docunent though virtual sw tches MAY be placed
on a hypervisor. This is because the virtual network interfaces are
the | owest abstraction of network resources allocated to a virtual
machi ne. Instead of including the objects related to virtual

swi tches, for exanple, |EEE8021-BRIDGE-M B [| EEES8021- BRI DGE-M B] and

| EEE8021- Q BRI DGE-M B [ | EEE8021- Q BRI DGE- M B] coul d be used.

The other objects related to virtual machi nes such as nmanagenent |P
addresses of a virtual nachine are not included in this MB nodul e
because this M B nodul e defines the objects comon to general

hypervi sors, but they are specific to some hypervisors. They nmay be
i ncluded in the entlLogical Tabl e of ENTITY-M B [ RFC6933] .

The SNMPv2-M B [ RFC3418] provides an object 'sysOhjectlD that
identifies the network nanagenent subsytem and an object 'sysUpTi ne’
that reports the uptine of the network managenent portion of the
system The HOST- RESOURCES-M B [ RFC2790] provi des an object

"hr Systenmptinme’ that reports the uptinme of the host’s operating
system To conpl enent these objects, the new 'vnHvUpTi me’ obj ect
reports the tinme since the hypervisor was last re-initialized, and
the new ’'vmbvQbject|I D provides an identification of the hypervisor
sof t war e.

6. Definitions
6.1. VMMB
VM MB DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE, Ti meTi cks,
Counter64, Integer32, mb-2
FROM SNWPv2- SM
OBJECT- GROUP, MODULE- COVPLI ANCE, NOTI FI CATI ON- GROUP
FROM SNWPv2- CONF
TEXTUAL- CONVENTI ON, PhysAddress, TruthVal ue
FROM SNWPv2-TC
SnnpAdmi nStri ng
FROM SNWVP- FRAVMEWORK- M B
UUI Dor Zer o
FROM UUI D- TC-M B
I nterfacel ndexOr Zero
FROM | F-M B
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| ANASt or ageMedi aType
FROM | ANA- STORAGE- MEDI A- TYPE- M B

vimM B MODULE- | DENTI TY
LAST- UPDATED "2015101200002" -- 12 Cctober 2015
ORGANI ZATI ON "I ETF Operations and Managenent Area Working G oup"
CONTACT- | NFO
"WG Emmi |l : opsawg@etf.org
Mailing list subscription info:
https://ww.ietf.org/ mailmn/listinfo/opsawg

H rochi ka Asai
The University of Tokyo

7-3-1 Hongo
Bunkyo- ku, Tokyo 113-8656
Japan

Phone: +81 3 5841 6748
Enmai | : panda@uongo. w de. ad.jp

M chael MacFaden
VMnar e | nc
Emai | : nTt m@maar e. com

Juer gen Schoenwael der

Jacobs University

Campus Ring 1

Bremen 28759

Ger many

Emai | : j.schoenwael der @ acobs-uni versity. de

Keiichi Shim

[1J Innovation Institute Inc.
3- 13 Kanda- Ni shi ki cho

Chi yoda- ku, Tokyo 101-0054
Japan

Enmai |l : keiichi@ijlab. net

Ti na Tsou

Huawei Technol ogi es (USA)

2330 Central Expressway

Santa C ara, CA 95050

United States

Enmai | : tina.tsou. zouti ng@uawei . conf

DESCRI PTI ON

"This MB nodule is for use in managi ng a hypervi sor and
virtual machines controlled by the hypervisor
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Copyright (c) 2015 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the
Sinplified BSD License set forth in Section 4.c of the

| ETF Trust’'s Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)."

REVI SI ON "201510120000Z" -- 12 Cctober 2015
DESCRI PTI ON
"The initial version of this MB, published as
RFC 7666."
2= { mb-2 236 }
vimNot i fications OBJECT IDENTIFIER ::= { voMB 0 }
vmbj ect s OBJECT IDENTIFIER ::={ vhrMB 1 }
viConf or mance OBJECT IDENTIFIER ::={ vhMB 2 }
-- Textual conversion definitions
Vi rtual Machi nel ndex ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"A uni que value, greater than zero, identifying a
virtual nmachine. The value for each virtual machine
MUST remain constant at |east fromone re-initialization
of the hypervisor to the next re-initialization."

SYNTAX I nteger32 (1..2147483647)
Vi rt ual Machi nel ndexOr Zero :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON

"This textual convention is an extension of the
Vi rt ual Machi nel ndex convention. This extension permits
the additional value of zero. The neaning of the val ue
zero is object-specific and MIST therefore be defined as
part of the description of any object that uses this
syntax. Exanples of the usage of zero mght include
situations where a virtual nachine is unknown, or when
none or all virtual machines need to be referenced."”
SYNTAX I nteger32 (0..2147483647)

Vi rtual Machi neAdm nState ::= TEXTUAL- CONVENTI ON
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STATUS current
DESCRI PTI ON
"The adm nistrative state of a virtual machine:

runni ng( 1) The adm nistrative state of the virtua
machi ne indicating the virtual machine
is currently online or should be brought
onl i ne.

suspended(2) The administrative state of the virtual
machi ne where its nenory and CPU execution
state has been saved to persistent store
and will be restored at next running(1l).

paused( 3) The adm nistrative state indicating the
virtual nachine is resident in nenory but
is no |longer scheduled to execute by the
hyper vi sor.

shut down( 4) The adm nistrative state of the virtua
machi ne indicating the virtual machine
is currently offline or should be
shutting down."
SYNTAX | NTEGER {

runni ng(1l),

suspended(2),

paused( 3),

shut down( 4)

}

Vi rtual Machi neQper State :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The operational state of a virtual nmachine:

unknown( 1) The operational state of the virtua
nmachi ne i s unknown, e.g., because the
i mpl ementation failed to obtain the state
fromthe hypervisor.

ot her (2) The operational state of the virtua
machi ne indicating that an operationa
state is obtained fromthe hypervisor, but
it is not a state defined in this MB
nodul e.

preparing(3) The operational state of the virtua
machi ne indicating the virtual machine is
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runni ng(4)

suspendi ng(5)

suspended( 6)

resum ng(7)

paused( 8)

m grating(9)
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currently in the process of preparation
e.g., allocating and initializing virtua
storage after creating (defining) the
virtual machi ne.

The operational state of the virtua
nmachi ne indicating the virtual nmachine is
currently executed, but it is not in the
process of preparing(3), suspending(5),
resumng(7), mgrating(9), and

shutti ngdown(10).

The operational state of the virtua
machi ne indicating the virtual nmachine is
currently in the process of suspending

to save its nmenmory and CPU execution
state to persistent store. This is a
transient state fromrunning(4) to
suspended(6) .

The operational state of the virtua
machi ne indicating the virtual nmachine is
currently suspended, which nmeans the
menory and CPU execution state of the
virtual nmachine are saved to persistent
store. During this state, the virtua
machi ne is not schedul ed to execute by
the hypervisor.

The operational state of the virtua
nmachi ne indicating the virtual nmachine is
currently in the process of resum ng

to restore its menmory and CPU execution
state frompersistent store. This is a
transient state from suspended(6) to
runni ng(4).

The operational state of the virtua
machi ne indicating the virtual nmachine is
resident in menmory but no | onger
schedul ed to execute by the hypervisor

The operational state of the virtua
machi ne indicating the virtual nmachine is
currently in the process of migration
fronmto anot her hypervi sor

shutti ngdown(10)
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The operational state of the virtua
machi ne indicating the virtual nachine is
currently in the process of shutting
down. This is a transient state from
runni ng(4) to shutdown(11).

shut down( 11) The operational state of the virtua
machi ne indicating the virtual nachine is
down, and CPU execution is no |onger
schedul ed by the hypervisor and its
menory is not resident in the hypervisor.

crashed(12) The operational state of the virtua
machi ne indicating the virtual nachine
has crashed. "
SYNTAX | NTEGER {

unknown( 1),

ot her (2),

preparing(3),

runni ng(4),

suspendi ng(5),

suspended(6),

resum ng(7),

paused( 8),

m grating(9),

shutti ngdown(10),

shut down( 11),

crashed(12)

}
Vi rtual Machi neAut oSt art ::= TEXTUAL- CONVENTI ON
STATUS current

DESCRI PTI ON
"The autostart configuration of a virtual machine:

unknown( 1) The autostart configuration is unknown,
e.g., because the inplenmentation failed
to obtain the autostart configuration
fromthe hypervisor.

enabl ed( 2) The autostart configuration of the
virtual machine is enabled. The virtua
nmachi ne shoul d be automatically brought
online at the next re-initialization of
t he hypervisor.

di sabl ed( 3) The autostart configuration of the
virtual machine is disabled. The virtua
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nmachi ne shoul d not be autonatically
brought online at the next
re-initialization of the hypervisor."

SYNTAX | NTEGER {

unknown( 1),

enabl ed( 2),

di sabl ed(3)

}
Vi rt ual Machi nePersi stent ::= TEXTUAL- CONVENTI ON

STATUS current
DESCRI PTI ON

"This val ue indicates whether a virtual machine has a
persi stent configuration, which nmeans the virtual nachine
will still exist after shutting down:

unknown( 1) The persistent configuration is unknown,
e.g., because the inplenmentation failed
to obtain the persistent configuration
fromthe hypervisor. (read-only)

persistent(2) The virtual machine is persistent, i.e.,
the virtual machine will exist after it
shuts down.

transi ent (3) The virtual nmachine is transient, i.e.,
the virtual machine will not exist after
it shuts down."

SYNTAX | NTEGER {
unknown( 1),

persistent(2),
transi ent (3)

}

Vi rt ual Machi neCpul ndex ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"A uni que value for each virtual machine, greater than
zero, identifying a virtual CPU assigned to a virtua
machi ne. The val ue for each virtual CPU MJUST renain
constant at |east fromone re-initialization of the
hypervi sor to the next re-initialization."

SYNTAX I nteger32 (1..2147483647)

Vi rt ual Machi neSt or agel ndex :: = TEXTUAL- CONVENTI ON
Dl SPLAY- HI NT "d"
STATUS current
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DESCRI PTI ON

2015

"A uni que value for each virtual machine, greater than
zero, identifying a virtual storage device allocated to
a virtual machine. The value for each virtual storage

devi ce MUST renmin constant at | east from one
re-initialization of the hypervisor to the next
re-initialization."

SYNTAX I nteger32 (1..2147483647)

Vi rt ual Machi neSt or ageSour ceType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The source type of a virtual storage device:

unknown( 1) The source type is unknown, e.g., because
the inplementation failed to obtain the

nmedi a type fromthe hypervisor.

ot her (2) The source type is other than those
defined in this conversion.

bl ock( 3) The source type is a block device
raw( 4) The source type is a rawformatted file.
spar se(5) The source type is a sparse file.
net wor k( 6) The source type is a network device."
SYNTAX | NTEGER {
unknown( 1),
ot her (2),
bl ock(3),
raw(4),
sparse(5),
net wor k( 6)
}
Vi rt ual Machi neSt or ageAccess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

Asai ,

"The access permission of a virtual storage:

unknown( 1) The access perm ssion of the virtua
storage i s unknown.

readwite(?2) The virtual storage is a read-wite
devi ce.
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readonl y(3) The virtual storage is a read-only
devi ce. "
SYNTAX | NTEGER {
unknown( 1),
readwite(2),
readonl y(3)
}

Vi rt ual Machi neNet wor kl ndex ::= TEXTUAL- CONVENTI ON

Dl SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"“A uni que value for each virtual nachine, greater than
zero, identifying a virtual network interface allocated
to the virtual machine. The value for each virtua
network interface MJUST renmmin constant at |east from one
re-initialization of the hypervisor to the next
re-initialization."

SYNTAX Integer32 (1..2147483647)
Vi rtual Machi neLi st ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "1x"
STATUS current
DESCRI PTI ON

"Each octet within this value specifies a set of eight
virtual machi ne vm ndex values, with the first octet
speci fying virtual nmachine 1 through 8, the second octet
speci fying virtual machine 9 through 16, etc. Wthin
each octet, the nost significant bit represents the
| owest - nunbered vm ndex, and the least significant bit
represents the highest-nunbered vm ndex. Thus, each
virtual nmachine of the host is represented by a single
bit within the value of this object. |If that bit has
a value of "1, then that virtual machine is included
in the set of virtual machines; the virtual nmachine is
not included if its bit has a value of "0 ."

SYNTAX OCTET STRI NG

-- The hypervi sor group

-- Acollection of objects common to all hypervisors.

vimHy per vi sor OBJECT IDENTIFIER ::={ vnlhjects 1}
viHv Sof t war e OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))

MAX- ACCESS read-only

STATUS current
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DESCRI PTI ON
"A textual description of the hypervisor software. This
val ue SHOULD NOT include its version as it SHOULD be
included in 'vnHvVersion' ."

::={ vnHypervisor 1}

vimHvVer si on OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A textual description of the version of the hypervisor
sof tware. "

::={ vnHypervisor 2}

vnHvCbj ect | D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The vendor’s authoritative identification of the
hypervi sor software contained in the entity. This value
is allocated within the SM enterprises
subtree (1.3.6.1.4.1). Note that this is different from
sysCbjectIDin the SNMPv2-M B ( RFC 3418) because
sysCbjectIDis not the identification of the hypervisor
sof tware but the device, firmwvare, or nanagenent
operating system"”

::={ vnHypervisor 3}

vimHvUpTi me OBJECT- TYPE

Asai ,

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The tine (in centiseconds) since the hypervisor was

last re-initialized. Note that this is different from
sysUpTinme in the SNVMPv2-M B (RFC 3418) and hr Systeniptine
in the HOST- RESOURCES-M B (RFC 2790) because sysUpTine is
the uptine of the network nanagenent portion of the
system and hrSystenlptinme is the uptine of the
nmanagenent operating system but not the hypervisor

sof tware. "

::={ vnHypervisor 4}

The virtual machine information
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-- Acollection of objects common to all virtual nachines.

vimNunmber OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of virtual nmachines (regardless of their
current state) present on this hypervisor."
:={ vmbjects 2 }

vnirabl eLast Change OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of vnHvUpTinme at the time of the last creation
or deletion of an entry in the vniable."
o= { vmbjects 3}

vnTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VnEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Alist of virtual machine entries. The nunber of
entries is given by the value of vmNunber."
:={ vmbjects 4}

viEntry OBJECT- TYPE

SYNTAX VEnt ry

MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry containi ng managenent information applicable
to a particular virtual nachine."”

I NDEX { vnl ndex }

c:={ vniTable 1}

VneEntry ::=
SEQUENCE {
vm ndex Vi r t ual Machi nel ndex,
vimNane SnnpAdmi nStri ng,
vnJul D UUI Dor Zer o,
vnOSType SnnpAdmi nStri ng,
vmAdm nSt at e Vi r t ual Machi neAdm nSt at e,
vimOper St at e Vi rt ual Machi neQper St at e,
vmAut oSt ar t Vi rtual Machi neAut oSt art
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vnPer si st ent Vi rt ual Machi nePer si stent,
vmCur CpuNurber I nt eger 32,
vimM nCpuNurber I nt eger 32,
vimvax CpuNurber I nt eger 32,
vimverni t I nt eger 32,
vimCur Mem I nt eger 32,
vimM nMem I nt eger 32,
vinivexMem I nt eger 32,
vpTi me Ti meTi cks,
vCpuTi me Count er 64

}

vm ndex OBJECT- TYPE

SYNTAX Vi rt ual Machi nel ndex

MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"A uni que value, greater than zero, identifying the
virtual nmachine. The value assigned to a given virtual
machi ne may not persist across re-initialization of the
hypervisor. A command generator MJST use the vnUUI D to
identify a given virtual machine of interest."

c:={ vneEntry 1}

vimNarme OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A textual nanme of the virtual nmchine."”
o= { vnekntry 2 }

vimuul D CBJECT- TYPE

SYNTAX UUI Dor Zer o
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The virtual machine’'s 128-bit Universally Unique
Identifier (UU D) or the zero-length string when a
UUIDis not available. |If set, the UU D MJST uni quely
identify a virtual machine fromall other virtual
machines in an admnistrative domain. A zero-length
octet string is returned if no WU D information is
known. "

c:={ vneEntry 3}

vmOSType OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (0..255))
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A textual description containing operating system
information installed on the virtual machine. This
val ue corresponds to the operating systemthe hypervisor
assunes to be running when the virtual machine is
started. This may differ fromthe actual operating
systemin case the virtual nachine boots into a
di fferent operating system"”

c:={ vneEntry 4 }

vmAdm nSt at e OBJECT- TYPE

SYNTAX Vi rtual Machi neAdm nSt at e
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The adm nistrative state of the virtual machine."
o= { vnekntry 5 }

vmOper St at e OBJECT- TYPE

SYNTAX Vi rt ual Machi neQper St at e
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The operational state of the virtual nmachine."
c:={ vnEntry 6 }

vmAut oSt art OBJECT- TYPE

SYNTAX Vi rt ual Machi neAut oSt art
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The autostart configuration of the virtual machine. |If

this value is enable(2), the virtual machine
automatically starts at the next initialization of the
hypervi sor. "

o= { vneEntry 7}

vnPer si stent OBJECT- TYPE

SYNTAX Vi rt ual Machi nePer si st ent
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This val ue indicates whether the virtual machine has a
persi stent configuration, which nmeans the virtual machine
will still exist after its shutdown."”

.= { vnekntry 8 }
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vmCur CpuNunmber OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nunber of virtual CPUs currently assigned to the
virtual nachine."
o= { vnEntry 9}

vimM nCpuNummber OBJECT- TYPE

SYNTAX Integer32 (-1]|0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The m ni mum nunber of virtual CPUs that are assigned to
the virtual machine when it is in a power-on state. The
value -1 indicates that there is no hard boundary for
the m ni mum nunber of virtual CPUs."

o= { vmentry 10 }

vimvaxCpuNurmber OBJECT- TYPE

SYNTAX Integer32 (-1|0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi mum nunber of virtual CPUs that are assigned to
the virtual machine when it is in a power-on state. The
value -1 indicates that there is no limt."

c:={ vnEntry 11 }

vimvenbni t OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The multiplication unit in bytes for vnCurMem vnM nMem
and vmvaxMem  For exanple, when this value is 1024, the
menory size unit for vmCurMem vnmM nMem and vnivaxMemii s
Ki B."

ci={ vnentry 12 }

viCur Mem OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The current menory size currently allocated to the
virtual nenory nodule in the unit designated by
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vmvenbnit. "
c:={ vnEntry 13 }

vimM nMem OBJECT- TYPE

SYNTAX Integer32 (-1]0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The mini mum nmenory size defined to the virtual machine
in the unit designated by vmvennit. The value -1
i ndicates that there is no hard boundary for the m ni mm
nmenory size."

o= { vnentry 14 }

vimvaxivem OBJECT- TYPE

SYNTAX Integer32 (-1|0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi mum nmenory size defined to the virtual nachine
in the unit designated by vmvennit. The value -1
i ndicates that there is no limt."

c:={ vneEntry 15 }

viUpTi me OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The tine (in centiseconds) since the adm nistrative
state of the virtual nachine was |ast changed from
shut down(4) to running(1)."

c:={ vnentry 16 }

vimCpuTi me OBJECT- TYPE

SYNTAX Count er 64

UNI TS “m crosecond"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total CPU tine used in mcroseconds. |If the nunber
of virtual CPUs is larger than 1, vnCpuTi ne may exceed
real tine.

Di scontinuities in the value of this counter can occur
at re-initialization of the hypervisor and
adm nistrative state (vmAdm nState) changes of the
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virtual machine."
o= { vneEntry 17 }

-- The virtual CPU on each virtual machines
vnCpuTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VnCpuEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table of virtual CPUs provided by the hypervisor."
o= { v ects
nObj 5

vmCpuEntry OBJECT- TYPE

SYNTAX VmCpuEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry for one virtual processor assigned to a
virtual nachine."

| NDEX { vm ndex, vmCpul ndex }

::={ vnCpuTable 1 }

VmCpuEntry :: =
SEQUENCE {
vmCpul ndex Vi rt ual Machi neCpul ndex,
vimCpuCor eTi ne Count er 64
}
vnCpul ndex OBJECT- TYPE
SYNTAX Vi rt ual Machi neCpul ndex
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"A uni que value identifying a virtual CPU assigned to
the virtual nachine.”

o= { vmCpuEntry 1 }
vmCpuCor eTi ne OBJECT- TYPE

SYNTAX Count er 64

UNI TS "m crosecond”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total CPU tine used by this virtual CPU in
nm cr oseconds.

Di scontinuities in the value of this counter can occur
at re-initialization of the hypervisor and
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adnm nistrative state (vmAdm nState) changes of the
virtual nachine."

::= { vnCpuEntry 2 }
-- The virtual CPU affinity on each virtual machines

vimCpuAf finityTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VnCpuAffinityEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Alist of CPU affinity entries of a virtual CPU."
o= { vmObjects 6 }

vnCpuAffinityEntry OBJECT-TYPE

SYNTAX VCpuAf finityEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry containing CPU affinity associated with a
particul ar virtual machine."

I NDEX  { vm ndex, vnmCpul ndex, vnCpuPhyslndex }

c:={ vmCpuAffinityTable 1 }

VCpuAf finityEntry ::=

SEQUENCE ({
viCpuPhysl| ndex I nt eger 32,
vCpuAf finity | NTEGER

}

vmCpuPhysl ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A value identifying a physical CPU on the hypervisor.
On systens inplenenting the HOST- RESOURCES-M B, the
val ue MUST be the sane value that is used as the index
in the hrProcessorTabl e (hrDevicel ndex)."

ci={ vmCpuAffinityEntry 2 }

vICpuAf fi nity OBJECT- TYPE

SYNTAX | NTEGER {
unknown( 0), - - unknown
enabl e( 1), -- enabl ed
di sabl e(2) -- disabl ed

}
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The CPU affinity of this virtual CPU to the physical
CPU represented by ' vmCpuPhysl ndex’ . "

c:= { vmCpuAffinityEntry 3 }

-- The virtual storage devices on each virtual machine. This
-- docunent defines sone overl apped objects with hrStorage in
-- HOST- RESOURCES-M B (RFC 2790), because virtual resources are
-- allocated fromthe hypervisor’s resources, which is the ’host

-- resources’.
vt or ageTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Vntt or ageEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The conceptual table of virtual storage devices
attached to the virtual machine."
o= { vmbjects 7 }

vt or ageEntry OBJECT- TYPE

SYNTAX VSt or ageEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry for one virtual storage device attached to the
virtual nachine."

| NDEX { vnttorageVm ndex, vnStoragel ndex }

::={ vnttorageTable 1 }

Vit orageEntry :: =

SEQUENCE {
vnst or ageVm ndex Vi rt ual Machi nel ndexOr Zer o,
vt or agel ndex Vi rt ual Machi neSt or agel ndex,
vt or agePar ent I nt eger 32,
vt or ageSour ceType Vi rt ual Machi neSt or ageSour ceType,

vt or ageSour ceTypeStri ng
SnnpAdmi nStri ng,

vt or ageResour cel D SnnpAdmi nStri ng,
vt or ageAccess Vi rt ual Machi neSt or ageAccess,
vt or ageMedi aType | ANASt or ageMedi aType,

vt or ageMedi aTypeStri ng
SnnpAdmi nStri ng,

vntt or ageSi zeUni t I nt eger 32,
vntt or ageDef i nedSi ze I nt eger 32,
vt or ageAl | ocat edSi ze | nt eger 32,
vt or ageReadl Os Count er 64,
vt orageWitel Gs Count er 64,
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vt or ageReadCct et s Count er 64,
vt orageWiteCctets Count er 64,
vt or ageReadLat ency Count er 64,
vt or ageWi t eLat ency Count er 64

}
vt or ageVm ndex OBJECT- TYPE
SYNTAX Vi rt ual Machi nel ndexOr Zer o
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This value identifies the virtual machine (guest) this
storage device has been allocated to. The value zero
i ndicates that the storage device is currently not
all ocated to any virtual nachines."
::={ vnbtorageEntry 1 }

vt or agel ndex OBJECT- TYPE

SYNTAX Vi rt ual Machi neSt or agel ndex
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A uni que value identifying a virtual storage device
allocated to the virtual machine."
::={ vnBtorageEntry 2 }

vt or agePar ent OBJECT- TYPE

SYNTAX I nteger32 (0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The val ue of hrStoragel ndex, which is the parent (i.e.,
physical) device of this virtual device on systens
i mpl enenting the HOST- RESOURCES-M B. The val ue zero
denotes this virtual device is not any child
represented in the hrStorageTable."

::={ vnBtorageEntry 3 }

vSt or ageSour ceType OBJECT- TYPE

SYNTAX Vi rt ual Machi neSt or ageSour ceType
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The source type of the virtual storage device."
::={ vnttorageEntry 4 }

vt or ageSour ceTypeSt ri ng OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE (0..255))
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"A (detailed) textual string of the source type of the
virtual storage device. For exanple, this represents
the specific fornmat nanme of the sparse file."

::={ vnBtorageEntry 5 }

vSt or ageResour cel D OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A textual string that represents the resource
identifier of the virtual storage. For exanple, this
contains the path to the disk image file that
corresponds to the virtual storage.”

.= { vnBtorageEntry 6 }

vt or ageAccess OBJECT- TYPE

SYNTAX Vi rt ual Machi neSt or ageAccess
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The access pernission of the virtual storage device."
::={ vnttorageEntry 7 }

vt or ageMedi aType OBJECT- TYPE

SYNTAX | ANASt or ageMedi aType
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The media type of the virtual storage device."
::={ vnbtorageEntry 8 }

vt or ageMedi aTypeSt ri ng OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE (0..255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A (detailed) textual string of the virtual storage

nedi a. For exanple, this represents the specific driver

name of the emul ated media such as 'IDE' and ' SCS|’."
::={ vnBtorageEntry 9 }

vt or ageSi zeUnit OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The nultiplication unit in bytes for
vt or ageDef i nedSi ze and vnft or ageAl | ocat edSi ze.  For
exanpl e, when this value is 1048576, the storage size
unit for vnttorageDefinedSi ze and vntt orageAl | ocat edSi ze
is MB."

.= { vnbBtorageEntry 10 }

vt or ageDef i nedSi ze OBJECT- TYPE

SYNTAX Integer32 (-1]|0..2147483647)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The defined virtual storage size defined in the unit
desi gnated by vnStorageSi zeUnit. |If this information is

not avail able, this value MJST be -1."
.= { vnBtorageEntry 11 }

vt or ageAl | ocat edSi ze OBJECT- TYPE

SYNTAX I nteger32 (-1]0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The storage size allocated to the virtual storage from
a physical storage in the unit designated by
vntt or ageSi zeUnit. When the virtual storage is block
device or raw file, this value and vnttorageDefi nedSi ze
are supposed to equal. This value MJST NOT be different
from vntt or ageDef i nedSi ze when vnft or ageSour ceType i s
"block’ or 'raw . If this information is not avail abl e,
this value MJST be -1."

::={ vnttorageEntry 12 }

vt or ageReadl Os OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of read I/O requests.

Di scontinuities in the value of this counter can occur
at re-initialization of the hypervisor and
adnm nistrative state (vmAdm nState) changes of the
virtual machine."

::={ vnttorageEntry 13 }

vt orageWitel s OBJECT- TYPE
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SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of wite I/O requests.

Di scontinuities in the value of this counter can occur
at re-initialization of the hypervisor and
adnmini strative state (vmAdm nState) changes of the
vi rtual nachine."
::={ vnttorageEntry 14 }

vt or ageReadCct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of bytes read fromthis device.

Di scontinuities in the value of this counter
re-initialization of the hypervisor and

at

can occur

adm ni strative state (vmAdm nState) changes of the
virtual nachine.”
.= { vnBtorageEntry 15 }

vt orageWiteCOct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of bytes witten to this device.

Di scontinuities in the value of this counter can occur
at re-initialization of the hypervisor and
adm nistrative state (vmAdm nState) changes of the
virtual nachine."

.= { vnBtorageEntry 16 }

vt or ageReadLat ency OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunmber of microseconds read requests have
been queued for this device.

This would typically be inplenented by storing the high
preci sion systemtinestanp of when the request is
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received fromthe virtual nachine with the request, the
di fference between this initial tinmestanp and the tine
at which the requested operation has conpl eted SHOULD be
converted to mcroseconds and accunul at ed.

Di scontinuities in the value of this counter can occur at

re-initialization of the hypervisor and adm nistrative

state (vmAdm nState) changes of the virtual machine."
::={ vnttorageEntry 17 }

vt or ageW it eLat ency OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of mcroseconds wite requests have
been queued for this device.

This would typically be inplenented by storing the high
preci sion systemtinestanp of when the request is
received fromthe virtual machine with the request; the
di fference between this initial timestanmp and the tinme
at which the requested operation has conmpl eted SHOULD be
converted to mcroseconds and accumul at ed.

Di scontinuities in the value of this counter can occur
at re-initialization of the hypervisor and
adm ni strative state (vmAdm nState) changes of the
virtual nachine.”

.= { vnBtorageEntry 18 }

-- The virtual network interfaces on each virtual machine.
viNet wor kTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF VmiNet wor KEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The conceptual table of virtual network interfaces
attached to the virtual machine."
c:={ vmbjects 8 }

vimNet wor KEnt ry OBJECT- TYPE

SYNTAX VmNet wor KEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry for one virtual network interface attached to
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the virtua
| NDEX { vml ndex,
c:= { vNetworkTable 1 }

VmNet wor KEntry :: =
SEQUENCE {
vimNet wor kI ndex
vimNet wor kI f | ndex
vim\et wor kPar ent
vimNet wor kibde
vimNet wor kPhysAddr ess

}

vimNet wor k|l ndex OBJECT- TYPE
SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"“A uni que value identifying a virtua
allocated to the virtua

ci= { vmNetworkEntry 1 }

vimNet wor ki f | ndex OBJECT- TYPE
I nterfacel ndexOr Zer o

SYNTAX

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of

the ifTabl e,
::= { vNetworkEntry 2 }

vimNet wor kPar ent OBJECT- TYPE
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON
"The val ue of
(i.e.,

read-only
current

Machi ne Monitoring MB

i flndex,
network interface.

i flndex,

Cct ober

machi ne. "
viNet wor kI ndex }

Vi r t ual Machi neNet wor ki ndex,
I nterfacel ndexOr Zer o,

I nterfacel ndexOr Zer o,
SnnpAdmi nStri ng,

PhysAddr ess

Vi r t ual Machi neNet wor kl ndex

machi ne. "

If this device is not

I nt er f acel ndexOr Zer o

device is not any

child represented in the ifTable."

o= { vmNetworkEntry 3 }

vimN\et wor kibdel OBJECT- TYPE
SYNTAX
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
Asai, et al

St andards Track
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"A textual string containing the (enul ated) nodel of the

virtual network interface. For exanple, this value is

"virtio when the emulation driver nodel is virtio."
c:={ viMNetworkEntry 4 }

vimNet wor kPhysAddr ess OBJECT- TYPE

SYNTAX PhysAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Medi a Access Control (MAC) address of the virtua
network interface."
::={ vmNetworkEntry 5 }

-- Notification definitions:

vimPer VMNot i fi cati onsEnabl ed OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Indicates if the notification generator will send
notifications per virtual nachine. Changes to this
obj ect MUST NOT persist across re-initialization of
the managenent system e.g., SNWP agent."

c:={ vmbjects 9 }

vnBul kNoti fi cati onsEnabl ed OBJECT- TYPE

SYNTAX Trut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Indicates if the notification generator will send

notifications per set of virtual machines. Changes to
this object MUST NOT persist across re-initialization of
the managenent system e.g., SNWP agent."

o= { vmObjects 10 }

VIAf f ect edVVs OBJECT- TYPE

SYNTAX Vi r t ual Machi neli st
MAX- ACCESS accessible-for-notify
STATUS current

DESCRI PTI ON

"A conplete list of virtual machi nes whose state has
changed. This object is the only object sent with bulk
notifications."

o= { vmObjects 11 }
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vimRunni ng NOTI FI CATI ON- TYPE

OBJECTS {
viNarme,
vnJUl D,
vmOper St at e
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operational
state of a virtual nmachi ne has been changed to
runni ng(4) from sone other state. The other state is
i ndi cated by the included val ue of vniperState."

o= { vmNotifications 1}

viBhut t i ngdown NOTI FI CATI ON- TYPE

OBJECTS {
vim\ane,
vnJUl D,
vimOper St at e
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operational
state of a virtual nmachi ne has been changed to
shutti ngdown(10) from sone other state. The other state
is indicated by the included val ue of vnmOperState."

o= { vmNotifications 2}

vnshut down NOTI FI CATI ON- TYPE

OBJECTS {
vim\ane,
vnJUl D,
vmOper St at e
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operational
state of a virtual nachi ne has been changed to
shutdown(11) from some other state. The other state is
i ndi cated by the included val ue of vn{perState."

o= { vmNotifications 3}

vmPaused NOTI FI CATI ON- TYPE

OBJECTS {
vimNane,
vul D,
vmOper St at e
}

Asai, et al. St andards Track [ Page 33]



RFC 7666 Virtual Machine Monitoring MB Cct ober 2015

STATUS current

DESCRI PTI ON
"This notification is generated when the operationa
state of a virtual nmachi ne has been changed to
paused(8) from sonme other state. The other state is
i ndi cated by the included val ue of vniperState."

o= { vmNotifications 4 }

vnBuspendi ng NOTI FI CATI ON- TYPE

OBJECTS {
vim\ane,
vnJUl D,
vimOper St at e
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operationa
state of a virtual nmachi ne has been changed to
suspendi ng(5) from sonme other state. The other state is
i ndi cated by the included val ue of vniperState."

c:={ vmNotifications 5 }

vnuspended NOTI FI CATI ON- TYPE

OBJECTS {
vim\ane,
vnJUl D,
vmOper St at e
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operationa
state of a virtual nachi ne has been changed to
suspended(6) from some other state. The other state is
i ndi cated by the included val ue of vn{perState."

c:={ viNotifications 6 }

vimResuni ng NOTI FI CATI ON- TYPE

OBJECTS {
viNarme,
vnJUl D,
vmOper St at e
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operationa
state of a virtual nmachi ne has been changed to

resum ng(7) fromsome other state. The other state is
i ndi cated by the included val ue of vniperState."
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o= { vmNotifications 7 }

vM grati ng NOTI FI CATI ON- TYPE

OBJECTS {
vim\ane,
vnJUl D,
vimOper St at e
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operational
state of a virtual nmachi ne has been changed to
mgrating(9) fromsone other state. The other state is
i ndi cated by the included val ue of vniperState."

c:={ vmNotifications 8 }

vnCrashed NOTI FI CATI ON- TYPE

OBJECTS {
vim\ane,
vnJUl D,
vmOper St at e
}
STATUS current
DESCRI PTI ON

"This notification is generated when a virtual nachine
has been crashed. The previous state of the virtual
machi ne is indicated by the included val ue of
vimOper St ate. "

o= { vmNotifications 9 }

viDel et ed NOTI FI CATI ON- TYPE

OBJECTS {
viNarme,
vmUul D,
vmOper St at e,
viPer si st ent

}
STATUS current
DESCRI PTI ON

"This notification is generated when a virtual machine
has been deleted. The prior state of the virtual
machine is indicated by the included val ue of
vmOper St ate. "

::={ vmNotifications 10 }

viBul kRunni ng NOTI FI CATI ON- TYPE

OBJECTS {
vmAf f ect edVMVs
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}

STATUS current

DESCRI PTI ON
"This notification is generated when the operationa
state of one or nore virtual machi nes has been changed
to running(4) fromany prior state, except for
runni ng(4). Managenent stations are encouraged to
subsequently poll the subset of virtual nachi nes of
interest for vmOper State."

c:={ viNotifications 11 }

viBul kShut t i ngdown NOTI FI CATI ON- TYPE
OBJECTS {
vmAf f ect edVMVs

}

STATUS current

DESCRI PTI ON
"This notification is generated when the operationa
state of one or nore virtual machi nes has been changed
to shuttingdown(10) froma state other than
shutti ngdown(10). Managenment stations are encouraged to
subsequently poll the subset of virtual nachines of
interest for vmOper State.”

o= { vmNotifications 12 }

vnBul kShut down NOTI FI CATI ON- TYPE
OBJECTS {
vmAf f ect edVMVs

}

STATUS current

DESCRI PTI ON
"This notification is generated when the operationa
state of one or nore virtual machi ne has been changed to
shutdown(11) froma state other than shutdown(11).
Management stations are encouraged to subsequently pol
the subset of virtual machines of interest for
vmOper St ate. "

::={ vmNotifications 13 }

vnBul kPaused NOTI FI CATI ON- TYPE
OBJECTS {
vmAf f ect edVMVs

}
STATUS current
DESCRI PTI ON
"This notification is generated when the operationa
state of one or nore virtual machi nes has been changed
to paused(8) froma state other than paused(8).
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Managenent stations are encouraged to subsequently poll
the subset of virtual machines of interest for
vmOper St ate. "

2= { viNotifications 14 }

viBul kSuspendi ng NOTI FI CATI ON- TYPE

OBJECTS {
vmAf f ect edVMVs
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operational
state of one or nore virtual machi nes has been changed
to suspending(5) froma state other than suspending(5).
Managenment stations are encouraged to subsequently poll
the subset of virtual machines of interest for
vmOper St ate. "

.= { vmNotifications 15 }

viBul kSuspended NOTI FI CATI ON- TYPE

OBJECTS {
vmAf f ect edVMVs
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operational
state of one or nore virtual machi nes has been changed
to suspended(6) froma state other than suspended(6).
Management stations are encouraged to subsequently poll
the subset of virtual machines of interest for
vmOper St ate. "

::={ vmNotifications 16 }

viBul kResum ng NOTI FI CATI ON- TYPE

OBJECTS {
vmAf f ect edVMVs
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operational
state of one or nore virtual machi nes has been changed
to resumng(7) froma state other than resum ng(7).
Managenent stations are encouraged to subsequently poll
the subset of virtual machines of interest for
vmOper St ate. "

::={ viNotifications 17 }

viBul kM grating NOTI FI CATI ON- TYPE
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OBJECTS {
vmAf f ect edVMVs
}
STATUS current
DESCRI PTI ON

"This notification is generated when the operationa
state of one or nore virtual machi nes has been changed
to migrating(9) froma state other than mgrating(9).
Managenment stations are encouraged to subsequently pol
the subset of virtual machines of interest for
vmOper St ate. "

.= { vmNotifications 18 }

vnBul kCr ashed NOTI FI CATI ON- TYPE
OBJECTS {
vmAf f ect edVMVs

}

STATUS current

DESCRI PTI ON
"This notification is generated when one or nore virtua
machi nes have been crashed. Managenent stations are
encour aged to subsequently poll the subset of virtua
machi nes of interest for vn{OperState."

.= { vmNotifications 19 }

viBul kDel et ed NOTI FI CATI ON- TYPE

OBJECTS {
vmAf f ect edVMVs
}
STATUS current
DESCRI PTI ON

"This notification is generated when one or nore virtua
machi nes have been del eted. Managenent stations are
encour aged to subsequently poll the subset of virtua
machi nes of interest for vn{OperState."

.= { vmNotifications 20 }

-- Compliance definitions:

viConpl i ances OBJECT | DENTIFI ER :: = { vnConformance 1 }

v oups OBJECT I DENTI FIER ::= { vnConformance 2 }
viul | Conpl i ances MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON

"Conpliance statenent for inplenentations supporting
read/ wite access, according to the object definitions."
MODULE -- this nodul e
MANDATORY- GROUPS {
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vimHy per vi sor G oup,
vnVi rt ual Machi neG oup,
vmCpuG& oup,

vimCpuAf fi ni t yG oup,
vt or ageG oup,
vimNet wor KGr oup

}
GROUP vnPer VMNoti ficationOpti onal G oup

DESCRI PTI ON
"Support for per-VMnotifications is optional. |[If not
i mpl enent ed, then vmPer VMNoti fi cati onsEnabl ed MUST report
false(2)."
GROUP vnBul kNot i fi cati onsVari abl esG oup
DESCRI PTI ON
"Necessary only if vmPer VMNotificationOptional Goup is
i mpl enent ed. "
GROUP vmBul kNot i fi cati onOpti onal G oup
DESCRI PTI ON
"Support for bulk notifications is optional. If not
i mpl emented, then vnBul kNoti fi cati onsEnabl ed MUST report
fal se(2)."

::={ vmConpliances 1}

vimReadOnl yConpl i ances MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenent for inplementations supporting
only read-only access.”
MODULE -- this nodul e
MANDATCORY- GROUPS {
vimHy per vi sor G oup,
vnVi rt ual Machi neG oup,
vmCpuG oup,
viCpuAf fi ni t yG oup,
vt or ageG oup,
vimNet wor KGr oup

}

OBJECT vrPer VMNot i fi cati onsEnabl ed
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required."

OBJECT vnBul kNot i fi cati onsEnabl ed
M N-ACCESS read-only
DESCRI PTI ON
"Wite access is not required."”
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.= { vnmConpliances 2}

virHyper vi sor G oup OBJECT- GROUP
OBJECTS {
viHv Sof t war e,
viHvVer si on,
vimHvQhj ect | D,
vimHvUpTi ne,
vmNunber ,
vnirabl eLast Change,
vnPer VMNot i fi cati onsEnabl ed,
vBul kNot i fi cati onsEnabl ed

}
STATUS current
DESCRI PTI ON
"A collection of objects providing insight into the
hypervi sor itself."
o= { vm&aoups 1}

vnVi rt ual Machi neGroup OBJECT- GROUP
OBJECTS {

-- vm ndex
vimNane,
vUUl D,
vmoSType,
vimAdni nSt at e,
vmOper St at e,
vmAut oSt ar t
viPer si st ent
vCur CpuNumber ,
vimM nCpuNurber ,
vimvaxCpuNumber ,
vimverni t,
vimCur Mem
vimM nMem
vimvaxMem
vipTi ne,
vnCpuTi e

}

STATUS current

DESCRI PTI ON
"A collection of objects providing insight into the
virtual nachines controlled by a hypervisor."

o= { vnGoups 2}

vmCpuG oup OBJECT- GROUP

OBJECTS {
- - vnCpul ndex,
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vmCpuCor eTi ne

}

STATUS current

DESCRI PTI ON
"A collection of objects providing insight into the
virtual nmachines controlled by a hypervisor."

::={ vm&oups 3}

vnCpuAf fini tyG oup OBJECT- GROUP
OBJECTS {
- - vnCpuPhysl ndex,
vCpuAffinity

}

STATUS current

DESCRI PTI ON
"A collection of objects providing insight into the
virtual nachines controlled by a hypervisor."”

o= { vm&oups 4 }

vt or ageG oup OBJECT- GROUP
OBJECTS {

-- vntt or ageVml ndex,
-- vntt or agel ndex,
vntt or agePar ent |
vt or ageSour ceType,
vt or ageSour ceTypeStri ng,
vSt or ageResour cel D,
vt or ageAccess,
vt or ageMedi aType,
vt or ageMedi aTypeStri ng,
vt or ageSi zeUni t
vt or ageDef i nedSi ze,
vt or ageAl | ocat edSi ze,
vist or ageReadl Gs,
vt or ageWi t el Gs,
vt or ageReadCct et s,
vt orageWiteCct et s,
vt or ageReadLat ency,
vt orageWi t eLat ency

}
STATUS current
DESCRI PTI ON
"A collection of objects providing insight into the
virtual storage devices controlled by a hypervisor."
c:={ vmGoups 5}

viNet wor KGr oup OBJECT- GROUP
OBJECTS {

2015
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- - vmNet wor kIl ndex,
vimNet wor kI f | ndex,
vim\et wor kPar ent ,
vimNet wor kMbdel |,
vimNet wor kPhysAddr ess

}
STATUS current
DESCRI PTI ON
"A collection of objects providing insight into the
virtual network interfaces controlled by a hypervisor."
c:={ vm&oups 6 }

vimPer VMNot i fi cati onOpti onal Group NOTI FI CATI ON- GROUP

NOTI FI CATI ONS {
virRunni ng,
vinBhut t i ngdown,
viShut down,
vnPaused,
vnBuspendi ng,
viBuspended,
vimResuni ng,
vimM gr at i ng,
vCr ashed,
vnDel et ed

}

STATUS current

DESCRI PTI ON
"A collection of notifications for per-VMnotification
of changes to virtual machine state (vnOperState) as
reported by a hypervisor."

c:={ vm&oups 7 }

viBul kNot i fi cati onsVari abl esG oup OBJECT- GROUP
OBJECTS {
VvIMAf f ect edVIVB

}
STATUS current
DESCRI PTI ON
"The variabl es used in vnBul kNoti ficati onOpti onal G oup
virtual network interfaces controlled by a hypervisor.'
::={ vm&oups 8 }

viBul kNot i fi cati onOpti onal G oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
viBul kRunni ng,
viBul kShut t i ngdown,
viBul kShut down,
vnBul kPaused,
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vBul kSuspendi ng,
viBul kSuspended,
viBul kResumi ng,
viBul kM gr at i ng,
viBul kCr ashed,
vnBul kDel et ed

}
STATUS current
DESCRI PTI ON

"A collection of notifications for bulk notification of
changes to virtual machine state (vmOper State) as
reported by a given hypervisor."

::={ vmGoups 9 }

END

6. 2. | ANA- STORAGE- MEDI A- TYPE-M B
| ANA- STORAGE- VEDI A- TYPE-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, mib-2

FROM SNWPv2- SM

TEXTUAL- CONVENTI ON

FROM SNWPv2- TC,

i anaSt or ageMedi aTypeM B MODULE- | DENTI TY

Asai ,

LAST- UPDATED "201510120000Z" -- 12 Cctober 2015
ORGANI ZATI ON " | ANA"
CONTACT- | NFO

"I nternet Assigned Nunbers Authority
Postal : | CANN
12025 Waterfront Drive, Suite 300
Los Angel es, CA 90094- 2536
United States

Tel : +1 310-301-5800
Enmei | : iana@ ana. org"
DESCRI PTI ON

"This M B nodul e defines Textual Conventions
representing the nmedia type of a storage device.

Copyright (c) 2015 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the
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Sinplified BSD License set forth in Section 4.c of the
| ETF Trust’'s Legal Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info)."

REVI SI ON "201510120000Z" -- 12 Cctober 2015
DESCRI PTI ON
"The initial version of this MB, published as
RFC 7666. "
c:={ mb-2 237 }

| ANASt or ageMedi aType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The medi a type of a storage device:

unknown( 1) The nedia type is unknown, e.g., because
the inplementation failed to obtain the
nedi a type fromthe hypervisor.

ot her (2) The nedia type is other than those
defined in this conversion.

har dDi sk( 3) The nedia type is hard disk.
optical Disk(4) The nmedia type is optical disk.
fl oppyDi sk(5) The nedia type is floppy disk."
SYNTAX | NTEGER {
ot her (1),
unknown( 2) ,
har dDi sk( 3),

optical Di sk(4),
fl oppyDi sk(5)

END
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7.

| ANA Consi der ati ons

Thi s docunent defines the first version of the | ANA-nai ntai ned

| ANA- STORAGE- MEDI A- TYPE- M B nodul e, which all ows new storage nedia
types to be added to the enuneration in | ANASt or ageMedi aType. An
Expert Review, as defined in RFC 5226 [ RFC5226], is REQU RED for each
nmodi fi cati on.

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Numbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

vnmM B { mb-2 236 }
i anaSt or ageMedi aTypeM B { mib-2 237 }

Security Considerations

This MB nodule is typically inplenented on the hypervisor not inside
a virtual machine. Virtual nachines, possibly under other

admi ni strative domai ns, would not have access to this MB as the SNWP
service would typically operate in a separate managenent networKk.

There are two objects defined in this MB nodul e,

vnPer VMNot i fi cati onsEnabl ed and vnBul kNoti fi cati onsEnabl ed, that have
a MAX- ACCESS cl ause of read-write. Enabling notifications can |ead
to a substantial nunber of notifications if many virtual machines
change their state concurrently. Hence, such objects may be

consi dered sensitive or vulnerable in some network environments. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on the managenent system |t

i s RECOWENDED t hat these objects have access of read-only instead of
read-write on depl oynents where SNVMPv3 strong security (i.e.

aut hentication and encryption) is not used.

There are a nunber of nanaged objects in this MB that may contain
sensitive information. The objects in the vnmHvSoftware and

vimHvVer sion list information about the hypervisor’s software and
version. Some may w sh not to disclose to others which software they
are running. Further, an inventory of the running software and

versi ons may be hel pful to an attacker who hopes to exploit software
bugs in certain applications. Mreover, the objects in the vnirabl e,
vnCpuTabl e, vnCpuAffinityTable, vnStorageTable, and

viNet wor kTabl e 1ist information about the virtual machines and their
virtual resource allocation. Sone may wi sh not to disclose to others
how many and what virtual nmachines they are operating.
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9.

9.

It is thus inportant to control even GET access to these objects and
possibly to even encrypt the values of these objects when sending
them over the network via SNMP. Not all versions of SNWP provide
features for such a secure environnment.

SNWPv1l by itself is not a secure environnent. Even if the network
itself is secure (for exanple by using IPsec), there is no control as
to who on the secure network is allowed to access and GET/ SET

(read/ change/create/ del ete) the objects in this MB nodul e.

It is recormended that the inplenenters consider using the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mddel [RFC3414] and the Vi ew based Access
Control Model [RFC3415] is reconmended.

It is then a custoner/user responsibility to ensure that the SNWP
entity giving access to an instance of this MB is properly
configured to give access to the objects only to those principals
(users) that have legitimate rights to indeed GET or SET

(change/ creat e/ del ete) them
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State Transition Table

Change to
vimAdm nSt at e
at the
hypervi sor or
(Event)

runni ng

(suspend
operation
conpl et ed)

suspended

shut down

(mgration to
ot her
hyper vi sor
initiated)

(resume
operation
conpl et ed)

runni ng

(shut down
operation
conpl et ed)

runni ng

(if this state
entry is
created by a
m gration
operation (*)

suspendi ng

shut ti ngdown

m grating

runni ng

runni ng

shut down

runni ng

m grating
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vimResuni ng

viBul kResum ng
viBuspended
viBul kSuspended
viBuspendi ng
vBul kSuspendi ng

viBhut t i ngdown |
viBul kShut t i ngdown

vimM grating |
vBul kM grati ng

virRunni ng

viBul KRunni ng

vnRunni ng

vnBul kRunni ng

vnShut down |

vmBul kShut down

vnRunni ng

viBul KRunni ng

vimM grating |
vBul kM grati ng
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| | (del etion | (no state) | viDel et ed | |
| | operation | | viBul kDel et ed

| |  conpleted) | |

| | | | |
| magrating | (mgration | runni ng | viRunni ng |

| | from ot her | | vnBul kRunni ng |
| | hypervi sor | |

| | conpleted) | | |
| | | | |
| | (mgrationto | shut down | viShut down | |
| | ot her | | viBul kShut down

| | hyper vi sor | |

| | conpleted) | | |
| | | | |
| preparing | (preparation | shut down | vinShut down |

| | conpl et ed) | | viBul kShut down

| | | | |
| crashed | - | - | - |
| | | | |
| | (crashed) | crashed | vCr ashed | |
| | | | viBul kCr ashed |
| | | | |
| (no state) | (preparation | preparing | - |
| | initiated) | | |
| | | | |
| | (mgrate from | shutdown (*) | vinBhut down |

| | ot her | | viBul kShut down

| | hyper vi sor | |

| | initiated) | | |
R S R o e e e e e oo +

State Transition Table for vniperState
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