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Abst ract

Thi s docunent provides a term nol ogy for benchmarking the Session
Initiation Protocol (SIP) perfornance of devices. Methodol ogy
related to benchmarking SIP devices is described in the conpanion

net hodol ogy document (RFC 7502). Using these two docunents,
benchmar ks can be obtai ned and conpared for different types of

devi ces such as SIP Proxy Servers, Registrars, and Sessi on Border
Controllers. The term"performance” in this context nmeans the
capacity of the Device Under Test (DUT) to process SIP nessages.
Medi a streans are used only to study how they inpact the signaling
behavior. The intent of the two docunments is to provide a normalized
set of tests that will enable an objective conparison of the capacity
of SIP devices. Test setup paraneters and a met hodol ogy are
necessary because SIP allows a wi de range of configurations and
operational conditions that can influence performance benchnmark
neasurenents. A standard term nol ogy and net hodol ogy will ensure
that benchmarks have consistent definitions and were obtained

foll owi ng the sane procedures.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7501.
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1. Introduction

Service Providers and I T organi zati ons deliver Voice Over |P (VolP)
and nul ti medi a network services based on the | ETF Session Initiation
Protocol (SIP) [RFC3261]. SIP is a signaling protocol originally

i ntended to be used to dynamically establish, disconnect, and nodify
streans of media between end users. As it has evolved, it has been
adopted for use in a growi ng nunber of services and applications.
Many of these result in the creation of a nedia session, but sone do
not. Exanples of this latter group include text nessaging and
subscription services. The set of benchmarking terns provided in
this docunment is intended for use with any SIP-enabl ed device
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performing SIP functions in the interior of the network, whether or
not these result in the creation of nedia sessions. The perfornance
of end-user devices is outside the scope of this documnent.

A number of networking devices have been devel oped to support SIP-
based Vol P services. These include SIP servers, Session Border
Controllers (SBCs), and Back-to-back User Agents (B2BUAs). These
devices contain a mx of voice and IP functions whose performance may
be reported using netrics defined by the equi prent manufacturer or
vendor. The Service Provider or |IT organization seeking to conpare
the performance of such devices will not be able to do so using these
vendor-specific netrics, whose conditions of test and algorithms for
collection are often unspecifi ed.

SI P functional elenents and the devices that include them can be
configured many different ways and can be organi zed into various
topol ogi es. These configuration and topol ogi cal choi ces inpact the
val ue of any chosen signaling benchmark. Unless these conditions of
test are defined, a true conparison of perfornance netrics across
mul tiple vendor inplementations will not be possible.

Sone Sl P-enabl ed devices terninate or relay nmedia as well as
signaling. The processing of nedia by the device inpacts the
signaling performance. As a result, the conditions of test nust
include information as to whether or not the Device Under Test
processes nedia. |If the device processes nedia during the test, a
description of the media nust be provided. This docunent and its
conpani on net hodol ogy document [ RFC7502] provide a set of bl ack-box
benchmarks for describing and comparing the performance of devices
that incorporate the SIP User Agent Client and Server functions and
that operate in the network’s core.

The definition of SIP performance benchmarks necessarily includes
definitions of Test Setup Paraneters and a test nethodol ogy. These
enabl e the Tester to perform benchmarking tests on different devices
and to achi eve conparable results. This docunment provides a combn
set of definitions for Test Conponents, Test Setup Paraneters, and
Benchmarks. All the benchmarks defined are bl ack-box measurements of
the SIP signaling plane. The Test Setup Paraneters and Benchnarks
defined in this docunent are intended for use with the conpanion

met hodol ogy docunent.
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1.1. Scope
The scope of this docunent is summarized as foll ows:

o This term nol ogy docunent describes SIP signaling perfornmance
benchmar ks for bl ack-box nmeasurenents of SIP networking devices.
Stress conditions and debuggi ng scenarios are not addressed in
thi s docunent.

o The DUT nust be network equi prment that is RFC 3261 capable. This
may be a Registrar, Redirect Server, or Stateful Proxy. This
docunent does not require the internediary to assune the role of a
statel ess proxy. A DUT may al so act as a B2BUA or take the role
of an SBC.

o0 The Tester acts as multiple Emul ated Agents (EAs) that initiate
(or respond to) SIP nessages as session endpoints and source (or
recei ve) associated nedia for established connections.

0 Regarding SIP signaling in presence of nedia:
* The medi a performance is not benchmarked.

* Sonme tests require nedia, but the use of nmedia is limted to
observing the perfornance of SIP signaling. Tests that require
nmedia will annotate the media characteristics as a condition of
test.

* The type of DUT dictates whether the associ ated nedia streans
traverse the DUT. Both scenarios are within the scope of this
document .

* SIPis frequently used to create nmedia streans; the signaling
pl ane and nedia plane are treated as orthogonal to each ot her
in this document. Wile many devi ces support the creation of
nedi a streans, benchmarks that neasure the performance of these
streans are outside the scope of this docunent and its
conpani on net hodol ogy docunment [RFC7502]. Tests may be
performed with or without the creation of nmedia streanms. The
presence or absence of nedia streans MJUST be noted as a
condition of the test, as the performance of SIP devices may
vary accordingly. Even if the nedia is used during
benchmarking, only the SIP performance will be benchmarked, not
the nmedi a performance or quality.

o Both INVITE and non-1NVI TE scenarios (registrations) are addressed

in this docunment. However, benchmarking SIP presence or
subscribe-notify extensions is not a part of this docunent.
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o Different transport -- such as UDP, TCP, SCTP, or TLS -- may be
used. The specific transport mechani sm MJST be noted as a
condition of the test, as the perfornance of SIP devices nay vary
accordi ngly.

0 REG STER and | NVI TE requests may be chal | enged or remain
unchal | enged for authentication purposes. Wether or not the
REG STER and | NVI TE requests are challenged is a condition of test
that will be recorded along with other such parameters that nay
i npact the SIP performance of the device or system under test.

0 Re-INVITE requests are not considered within the scope of this
docunent since the benchmarks for INVI TEs are based on the dial og
created by the INVITE and not on the transactions that take place
wi thin that dialog.

0 Only session establishnent is considered for the performance
benchmarks. Session disconnect is not considered within the scope
of this docunent. This is because our goal is to determine the
maxi mum capacity of the device or systemunder test, that is, the
nunber of simultaneous SIP sessions that the device or system can
support. It is true that there are BYE requests being created
during the test process. These transactions do contribute to the
| oad on the device or systemunder test and thus are accounted for
inthe netric we derive. W do not seek a separate netric for the
nunber of BYE transactions a device or system can support.

0 Scenarios that are specific to the IP Miultinedia Subsystem (I M5)
are not considered, but test cases can be applied with 3GPP-
specific SIP signaling and the Proxy-Call Session Control Function
(P-CSCF) as a DUT.

0 The benchmarks described in this docunment are intended for a
| aboratory environnent and are not intended to be used on a
producti on network. Sone of the benchmarks send enough traffic
that a denial-of-service attack is possible if used in production
net wor ks.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC2119

[ RFC2119]. RFC 2119 defines the use of these key words to hel p nake
the intent of Standards Track documents as clear as possible. Wile
this document uses these keywords, this docunent is not a Standards
Track docunent.
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3.

3.

3.

1

1

For the sake of clarity and continuity, this docunent adopts the
templ ate for definitions set out in Section 2 of RFC 1242 [ RFC1242].

The term "Device Under Test (DUT)" is defined in Section 3.1.1 of RFC
2285 [ RFC2285].

Many comonly used SIP terns in this docunent are defined in RFC 3261
[ RFC3261]. For conveni ence, the nmost inportant of these are
reproduced below. Use of these ternms in this docunent is consistent
with their corresponding definition in the base SIP specification

[ RFC3261] as anmended by [RFC4320], [RFC5393], and [ RFC6026].

o Call Stateful: A proxy is call stateful if it retains state for a
dialog fromthe initiating INVITE to the term nati ng BYE request.
A call stateful proxy is always transaction stateful, but the
converse i s not necessarily true.

o Stateful Proxy: A logical entity, as defined by [ RFC3261], that
mai ntai ns the client and server transaction state machines during
the processing of a request. (A so known as a transaction
stateful proxy.) The behavior of a stateful proxy is further
defined in Section 16 of RFC 3261 [RFC3261] . A transaction
stateful proxy is not the same as a call stateful proxy.

o Back-to-Back User Agent: A back-to-back user agent (B2BUA) is a
| ogical entity that receives a request and processes it as a user
agent server (UAS). In order to determ ne how the request shoul d
be answered, it acts as a user agent client (UAC) and generates
requests. Unlike a proxy server, it maintains dialog state and
nmust participate in all requests sent on the dialogs it has
established. Since it is a concatenation of a UAC and a UAS, no
explicit definitions are needed for its behavior

Term Definitions

Pr ot ocol Conponents

1. Session

Definition:
The conbi nati on of signaling and medi a messages and associ at ed
processi ng that enable a single SIP-based audio or video call, or

SIP registration.

Di scussi on
The term "session" comonly inplies a nedia session. 1In this
docunent the termis extended to cover the signaling and any nedi a
speci fied and i nvoked by the correspondi ng signaling.
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Measurenment Units:
N A.

| ssues:
None.

See Al so:
Medi a Pl ane
Si gnal i ng Pl ane
Associ ated Medi a

3.1.2. Signaling Plane

Definition:
The plane in which SIP nmessages [ RFC3261] are exchanged between
SI P agents [ RFC3261] .

Di scussi on
SI P nessages are used to establish sessions in several ways:
directly between two User Agents [ RFC3261], through a Proxy Server
[ RFC3261], or through a series of Proxy Servers. The Session
Description Protocol (SDP) is included in the Signaling Plane.

Measurenment Units:
N A.

| ssues:
None.

See Al so:
Medi a Pl ane
Emul at ed Agent

3.1.3. Media Pl ane

Definition:
The data plane in which one or nore nedia streans and their
associ ated nmedia control protocols (e.g., RTCP [ RFC3550]) are
exchanged between User Agents after a nedia connection has been
created by the exchange of signaling nessages in the Signaling
Pl ane.

Di scussi on
Medi a may al so be known as the "bearer channel". The Media Pl ane
MUST include the media control protocol, if one is used, and the
nmedi a stream(s). Exanples of media are audio and video. The
nmedi a streans are described in the SDP of the Signaling Plane.
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Measurenent Units:
N A

| ssues:
None.

See Al so:
Si gnal i ng Pl ane

3.1.4. Associated Media
Definition:
Medi a that corresponds to an 'm line in the SDP payl oad of the
Si gnal i ng Pl ane.
Di scussi on
The format of the nmedia is determ ned by the SDP attributes for
the corresponding 'nmi |ine.

Measurenment Units:
N A.

| ssues:
None.

3.1.5. Overload

Definition:
Overload is defined as the state where a SIP server does not have
sufficient resources to process all incomng SIP nessages
[ RFC6357] .

Di scussi on
The distinction between an overload condition and other failure
scenarios is outside the scope of black-box testing and of this
docunent. Under overload conditions, all or a percentage of
Session Attenpts will fail due to lack of resources. |In black-box
testing, the cause of the failure is not explored. The fact that
a failure occurred for whatever reason will trigger the tester to
reduce the offered | oad, as described in the conpani on net hodol ogy
docunent [RFC7502]. SIP server resources may include CPU
processi ng capacity, network bandwi dth, input/output queues, or
di sk resources. Any conbination of resources may be fully
utilized when a SIP server (the DUT) is in the overload condition
For proxy-only (or intermediary) devices, it is expected that the
proxy will be driven into overload based on the delivery rate of
signaling requests.
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Measurenment Units:
N A.

3.1.6. Session Attenpt

Definition:
A SIP INVITE or REQ STER request sent by the EA that has not
received a final response

Di scussi on
The attenpted session nmay be either an invitation to an audi o/
vi deo communi cation or a registration attenpt. Wen counting the
nunber of session attenpts, we include all requests that are
rejected for lack of authentication information. The EA needs to
record the total number of session attenpts including those
attenpts that are routinely rejected by a proxy that requires the
UA to authenticate itself. The EAis provisioned to deliver a
speci fic nunber of session attenpts per second. But the EA nust
al so count the actual nunber of session attenpts per given tine
i nterval .

Measurenent Units:
N A.

| ssues:
None.

See Al so:
Sessi on
Session Attenpt Rate

3.1.7. Established Session

Definition:
A SIP session for which the EA acting as the UA has received a 200
K nessage.

Di scussi on
An Established Session may be either an invitation to an audi o/
vi deo conmuni cation or a registration attenpt. Early dialogs for
I NVI TE requests are out of scope for this work.

Measurenment Units:
N A.

| ssues:
None.
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See Al so:
None.

3.1.8. Session Attenpt Failure

Definition:
A session attenpt that does not result in an Established Session

Di scussi on

The session attenpt failure may be indicated by the foll ow ng
observations at the EA

1. Receipt of a SIP 3xx-, 4xx-, 5xx-, or 6xx-class response to a
Session Attenpt.

2. The lack of any received SIP response to a Session Attenpt
within the Establishment Threshold Tine (cf. Section 3.3.2).

Measurenment Units:
N A.

| ssues:
None.

See Al so:
Sessi on Attenpt

3.2. Test Conmponents
3.2.1. Enmul ated Agent

Definition:
A device in the test topology that initiates/responds to SIP
nessages as one or nore session endpoints and, wherever
appl i cabl e, sources/receives Associ ated Media for Established
Sessi ons.

Di scussi on
The EA functions in the Signaling and Media Planes. The Tester
may act as nultiple EAs.

Measurenent Units:
N A

| ssues:
None.
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See Al so:
Medi a Pl ane
Si gnal i ng Pl ane
Est abl i shed Sessi on
Associ ated Medi a

3.2.2. Signaling Server

Definition:
Device in the test topology that facilitates the creation of
sessions between EAs. This device is the DUT.

Di scussi on
The DUT is a network internmediary that is RFC 3261 capabl e such as
a Registrar, Redirect Server, Stateful Proxy, B2BUA, or SBC.

Measurenent Units:
N A

| ssues:
None.

See Al so:
Si gnal i ng Pl ane

3.2.3. SIP Transport Protoco

Definition:
The protocol used for transport of the Signaling Plane nessages.

Di scussi on
Per f ormance benchmarks nmay vary for the same SIP networking device
dependi ng upon whet her TCP, UDP, TLS, SCTP, websockets [RFC7118],
or any future transport-layer protocol is used. For this reason
it is necessary to measure the SIP Performance Benchmarks using
these various transport protocols. Perfornmance Benchmar ks MJST
report the SIP Transport Protocol used to obtain the benchmark
results.

Measurenent Units:
VWi le these are not units of neasure, they are attributes that are
one of nmany factors that will contribute to the value of the
nmeasurenents to be taken. TCP, UDP, SCTP, TLS over TCP, TLS over
UDP, TLS over SCTP, and websockets are anong the possible val ues
to be recorded as part of the test.

| ssues:
None.
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See Al so:
None.

3.3. Test Setup Paraneters
3.3.1. Session Attenpt Rate

Definition:
Configuration of the EA for the nunber of sessions per second
(sps) that the EA attenpts to establish using the services of the
DUT.

Di scussi on
The Session Attenpt Rate is the nunber of sessions per second that
the EA sends toward the DUT. Sone of the sessions attenpted may
not result in a session being established.

Measur enent Units:
Session Attenpts per second

| ssues:
None.

See Al so:
Sessi on
Sessi on Attenpt

3.3.2. Establishment Threshold Tinme

Definition:
Configuration of the EA that represents the ampbunt of tine that an
EA client will wait for a response froman EA server before
declaring a Session Attenpt Failure.

Di scussi on
This time duration is test dependent.

It is RECOWENDED t hat the Establishnent Threshold Tine val ue be
set to Tiner Bor Timer F as specified in RFC 3261, Table 4
[ RFC3261] .

Measurenment Units:
seconds

| ssues:
None.
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See Al so:
None.

3.3.3. Session Duration

Definition:
Configuration of the EA that represents the anmount of tine that

the SIP dialog is intended to exist between the two EAs associ ated
with the test.

Di scussi on

The tinme at which the BYE is sent will control the Session
Dur ati on.

Measurenment Units:
seconds

| ssues:
None.

See Al so:
None.

3.3.4. Media Packet Size
Definition:
Configuration on the EA for a fixed nunber of frames or sanples to
be sent in each RTP packet of the nedia stream when the test
i nvol ves Associ at ed Medi a.

Di scussi on

Thi s docunent describes a method to neasure SIP performance. |f
the DUT is processing nmedia as well as SIP nessages the nedia
processing will potentially slow down the SIP processing and | ower

the SIP performance netric. The tests with associated nedia are
desi gned for audi o codecs, and the assunpti on was nade that | arger
nedi a packets would require nore processor tinme. This docunent
does not define paraneters applicable to video codecs.

For a single benchmark test, nedia sessions use a defined nunber
of samples or franes per RTP packet. |If two SBCs, for exanple,

used the same codec but one puts nore frames into the RTP packet,
this mght cause variation in the performance benchmark results.

Measurenment Units:
An integer nunber of franmes or sanples, depending on whether a
hybri d- or sanpl e-based codec is used, respectively.
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| ssues:
None.

See Al so:
None.

3.3.5. Codec Type

Definition:
The nane of the codec used to generate the nedia session

Di scussi on
For a single benchmark test, all sessions use the sane size packet
for nmedia streams. The size of packets can cause a variation in
the performance benchmark neasurenents.

Measur erment Units:
This is a textual name (al phanuneric) assigned to uniquely
identify the codec.

| ssues:
None.

See Al so:
None.

3.4. Benchmarks
3.4.1. Session Establishnent Rate

Definition:
The maxi mum val ue of the Session Attenpt Rate that the DUT can
handl e for an extended, predefined period with zero failures.

Di scussi on
This benchmark is obtained with zero failure. The Session Attenpt
Rate provisioned on the EA is raised and | owered as described in
the algorithmin the acconpanyi ng net hodol ogy docunent [ RFC7502],
until a traffic | oad over the period of time necessary to attenpt
N sessions conpletes without failure, where Nis a paraneter
specified in the algorithmand recorded in the Test Setup Report.

Measur enent Units:
sessi ons per second (sps)

| ssues:
None.
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See Al so:
Session Attenpt Rate

3.4.2. Registration Rate

Definition:
The maxi mum val ue of the Registration Attenpt Rate that the DUT
can handl e for an extended, predefined period with zero failures.

Di scussi on
This benchmark is obtained with zero failures. The registration
rate provisioned on the Enmul ated Agent is raised and | owered as
described in the algorithmin the conpani on net hodol ogy docunent
[ RFC7502], until a traffic |oad consisting of registration
attenpts at the given attenpt rate over the period of tine
necessary to attenpt N registrations conpletes w thout failure,
where N is a parameter specified in the algorithmand recorded in
the Test Setup Report.

This benchmark i s described separately fromthe Session
Establ i shment Rate (Section 3.4.1), although it could be

consi dered a special case of that benchmark, since a REGQ STER
request is a request for a session that is not initiated by an
INVITE request. It is defined separately because it is a very

i mportant benchmark for nost SIP installations. An exanple
denonstrating its use is an aval anche restart, where hundreds of
t housands of endpoints register sinultaneously follow ng a power
outage. In such a case, an authoritative measurenent of the
capacity of the device to register endpoints is useful to the
network designer. Additionally, in certain controlled networks,
there appears to be a difference between the registration rate of
new endpoints and the registering rate of existing endpoints
(register refreshes). This benchmark can capture these

di fferences as well.

Measur enent Units:
regi strations per second (rps)

| ssues:
None.

See Al so:
None.
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3.4.3. Registration Attenpt Rate

Definition:
Configuration of the EA for the nunmber of registrations per second
that the EA attenpts to send to the DUT.

Di scussi on
The Registration Attenpt Rate is the nunber of registration
requests per second that the EA sends toward the DUT.

Measur erment Units:
regi strations per second (rps)

| ssues:
None.

See Al so:
None.

4. Security Considerations

Docurents of this type do not directly affect the security of the
Internet or corporate networks as |ong as benchmarking is not
perfornmed on devices or systens connected to production networKks.
Security threats and how to counter these in SIP and the nedia | ayer
are discussed in RFC 3261 [ RFC3261], RFC 3550 [ RFC3550], and RFC 3711
[ RFC3711]. This document attenpts to formalize a set of comon
term nol ogy for benchmarking SIP networks. Packets with unintended
and/ or unaut horized DSCP or |P precedence val ues may present security
i ssues. Determining the security consequences of such packets is out
of scope for this docunent.
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