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Abst ract

Wth W-Fi energing as a crucial access network for nobile service
providers, it has become inportant to provide functions comonly
available in 3G and 4G networks in W-Fi access networks as wel .
Such functions include Access Point Nane (APN) Selection, nmultiple
Packet Data Network (PDN) connections, and seam ess nobility between
W-Fi and 3G 4G networks.

The EAP Aut hentication and Key Agreement (EAP-AKA), and EAP- AKA'
protocol is required for nobile devices to access the nobile Evol ved
Packet Core (EPC) via W-Fi networks. This docunent defines a few
new EAP attributes to enable the above-nentioned functions in such
networks. The attributes are exchanged between a client (such as a
Mobil e Node (MN)) and its network counterpart (such as an

Aut henti cation, Authorization, and Accounting (AAA) server) in the
service provider’s infrastructure.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7458.
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. I NtroduCti ON .. e 3
1.1, APN Sel eCti ON ..ot e 4
1.2, Multiple APN Connectivity ...... ... 4
1.3, W-Fi to EFUTRAN Mobility ....... ... . . i 4

2. Termnol O0gy . ..o 4

3. Protocol OVervVi BW ... 5
3.1. Brief Introduction to EAP .. ... ... ... 5
3.2. IEEE 802.11 Authentication Using EAP over 802.1X ........... 5

4., New EAP At tribut es . ... ... 7
4.1, APN Sel @Cti ONn . ... e 7
4.2. ConnectiVity TypPe ... 7
4.3. W-Fi to UTRANE-UTRAN Mobility ...... ... ... . ... ... . .. ... 8
4.4, MN Serial [ D ... 8

5. Attribute BEXtensi ONS . ... ... e 8
5.1. AT_VIRTUAL_ NETWORK I D ..\ttt et et 8
5.2. AT_VIRTUAL_ NETWORK REQ . .. .. it e 9
5.3. AT _CONNECTIVITY TYPE . ... . . e 10
5.4. AT _HANDOVER I NDI CATI ON .. ... e e e 11
5.5. AT _HANDOVER SESSION ID ... .. e e 11
5.6. AT_MN SERI AL I D ... . e e e e 12

6. Security Considerati ONS ... ... 13

7. TANA Considerati ONS . . ... .ttt e e e 14

8. Ref erences . ... ... e 15
8.1. Normative References ......... ...t 15
8.2. Informative References .......... ... ... 16

ACKNOW edgmENt S .. ... 18

AUt hor S’ AdAr 8SS S . . o o e 18

Val m kam & Koodl i I nf or mati onal [ Page 2]



RFC 7458 EAP Attributes for W-Fi - EPC Integration February 2015

1. Introduction

W-Fi has energed as a "trusted" access technol ogy for nobile service
provi ders; see [EPC2] for reference to the 3rd Generation Partnership
Project (3GPP) description of "trusted" access. Advances in |EEE
802. 11u [ EEE802. 11u] and "Hot Spot 2.0" [hs20] have enabl ed seanl ess
roam ng, in which a Mbile Node can select and connect to a W-Fi
access network just as it would roaminto a cellular network. It has
thus become inportant to provide certain functions in W-Fi that are
commonl y supported in |icensed-spectrum networks such as 3G and 4G
networks. This docunent specifies a few new EAP attributes for an MN
to interact with the network to support sone of these functions (see
bel ow). These new attributes serve as a trigger for Proxy Mobile

| Pv6 network nodes to undertake the relevant nobility operations.

For instance, when the MN requests a new | P session (i.e., a new APN
in 3GPP) and the network agrees, the corresponding attribute (defined
bel ow) acts as a trigger for the Mbile Anchor Gateway (MAG to
initiate a new nobility session with the Local Mbility Anchor (LM).
Thi s docunent refers to [ RFC6459] for the basic definitions of nobile
network term nol ogy (such as APN) used here.

The 3GPP networ ks support many functions that are not conmonly

impl enented in a W-Fi network. This document defines EAP attributes
that enable the followi ng functions in W-Fi access networks using
EAP- AKA [ RFC4187] and EAP- AKA' [ RFC5448]:

0 APN Sel ecti on
o Multiple APN Connectivity

o W-Fi to 334G (Universal Terrestrial Radio Access Network
(UTRAN) / Evol ved UTRAN (E-UTRAN)) mobility

The attributes defined here are exchanged between the MN and the EAP
server, typically realized as part of the AAA server infrastructure
in a service provider's infrastructure. |In particular, the W-Fi
access network sinply conveys the attributes to the service
provider’'s core network where the EAP processing takes place [EPC].
Since these attributes share the sane | ANA registry, the nmethods are
appl i cabl e to EAP- AKA, EAP- AKA', EAP Subscriber Identity Mdul es
(EAP-SIM [RFC4186], and with appropriate extensions, are possibly
applicable for other EAP nethods as well. |In addition to the trusted
W -Fi access networks, the attributes are applicable to any trusted
"non- 3GPP" access network that uses the EAP net hods and provi des
connectivity to the nobile EPC, which provides connectivity for 3G
4G, and ot her non-3GPP access networks [EPC2].
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1.1. APN Sel ection

The 3GPP networ ks support the concept of an APN. This is defined in
[GPRS]. Each APN is an independent IP network with its own set of IP
services. \Wien the MN attaches to the network, it may select a
specific APN to receive desired services. For exanple, to receive
generic Internet services, a user device nmay select APN "Internet”;
and to receive IP Multinedia Subsystens (I MS) voice services, it my
sel ect APN "| MsSvoi ce".

In a W-Fi access scenario, an MN needs a way of sending the desired
APN nanme to the network. This docunment specifies a new attribute to
propagate the APN i nformation via EAP. The agreed APN i s necessary

for the Proxy Mobile IPv6 MAGto initiate a new session with the LMA

1.2. Miltiple APN Connectivity

As an extension of APN Selection, an MN may choose to connect to
multiple | P networks sinultaneously. 3GPP provides this feature via
addi ti onal Packet Data Protocol (PDP) contexts or additional Packet
Dat a Network (PDN) connections and defines the correspondi ng set of
signaling procedures. 1In a trusted W-Fi network, an MN connects to
the first APN via DHCPv4 or IPv6 Router Solicitation. This docunent
specifies an attribute that indicates the MN's capability to support
nmul tiple APN connectivity. The specific connectivity types are al so
necessary for the Proxy Mobile |IPv6 signaling.

1.3. W-Fi to E-UTRAN Mbility

When operating in a multiaccess network, an MN nay want to gracefully
handover its |IP attachment from one access network to another. For

i nstance, an M connected to a 3GPP E- UTRAN network nay choose to
nove its connectivity to a trusted W-Fi network. Alternatively, the
MN may choose to connect using both access technol ogi es

si mul taneously and maintain two i ndependent |P attachnents. To

i npl enent these scenarios, the MN needs a way to correlate the UTRAN
E- UTRAN session with the new W-Fi session. This docunent specifies
an attribute to propagate E-UTRAN session identification to the
network via EAP. This helps the network to correlate the sessions
bet ween the two Radi o Access Network (RAN) technol ogi es and thus
hel ps the overall handover process.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3. Protocol Overview
3.1. Brief Introduction to EAP

EAP is defined as a generic protocol in [RFC3748]. EAP, conbi ned
with one of the payl oad protocols such as EAP- AKA' [ RFC5448] can
acconplish several things in a network:

o Establish the identity of the user (M) to the network.

0 Authenticate the user during the first attach with the help of an
aut hentication center that securely naintains the user
credentials. This process is called "EAP Authentication”.

0 Re-authenticate the user periodically, but w thout the overhead of
a round-trip to the authentication center. This process is called
"EAP Fast Re-Authentication”.

Thi s docunent nakes use of the EAP Authentication procedure. The use
of the EAP Fast Re-Authentication procedure is for further study.
Both the EAP Authenticati on and EAP Fast Re- Authenticati on procedures
are specified for trusted access network use in 3GPP[TS-33. 402].

3.2. | EEE 802.11 Authentication Using EAP over 802.1X

In a W-Fi network, EAP is carried over the | EEE 802. 1X

Aut hentication protocol. The |IEEE 802.1X Authentication is a
transparent, payl oad-unaware nechanismto carry the authentication
messages between the MN and the W-Fi network el enents.

EAP, on the other hand, has nultiple purposes. Apart fromits core
functions of comunicating an MN's credentials to the network and
proving the MN's identity, it also allows the MNto send arbitrary
information elenents to help establish the MN's I P session in the
network. Figure 1 shows an exanple of end-to-end EAP flow in the
context of an |EEE 802.11 W-Fi network. W first define the

t erm nol ogy:

o M\ Mobil e Node

o WAN: W-Fi Access Node, typically consisting of W-Fi Access Point
and W-Fi Controller. The CAPWAP [ RFC5415] protocol allows these
functions to be realized in separate physical nodes or in a single
node. In a Proxy Mbile IPv6 (PMPv6) [RFC5213] network, the MAG
functionality is located in the WAN, either in the W-Fi Access
Point or in the W-Fi Controller
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o0 AAA The infrastructure node supporting the AAA server with the

EAP net hods (AKA, AKA', EAP-SIM.
are the MN and the AAA server.

The endpoi nts of the EAP nethod

o IPCN: IP Core Network. This includes the PM Pv6 LMA function.

VN WAN AAA | PCN
(MAG) (LMB)

1) <---------- Beacon-------- | | |
2)| <= Probe-------- >| | |
| | |

| 802. 11 Auth| | |
3) I R LR RE R R >I I I
| 802. 11 Associ ati on| | |
Dlseoemnnene > | |
5)| <----EAP Reqg/ldentity----| | |
| | | |
6)|----EAP Resp/ldentity----|->--EAP Resp/ldentity--->| |
| | | |
7) | <- EAP Req/ AKA- Chal | enge<-| - - EAP Regq/ AKA- Chal | enge- - | |
| | | |
8) | - EAP Resp/ AKA- Chal | enge- - | >EAP Resp/ AKA- Chal | enge- >| |
| | | |
9| <----- EAP Success------ <-|------ EAP Success-------- | |
| | | |
10) | <====== 802. 11 Data ====>| <========== 802. 11 Data ====Tunnel to=>|
| | | core networKk]|

| | | |

Figure 1. Exanpl e EAP Depl oynent

1. An MN detects a beacon froma WAP in the vicinity.

2. The MN probes the WAP to deternine suitability to attach (Verify

Service Set ldentifier

on) .

(SSID) list, authentication type, and so

3. The MN initiates the | EEE 802. 11 Authentication with the W-Fi

net wor k. In W-Fi

this is

Protected Access (WPA) / WPA2 node,

Val m kam & Koodl i

an open authentication w thout any security credenti al
verification.

The MN initiates 802.11 Association with the W-Fi

| nf or mat i onal

net wor k.
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5. The W-Fi network initiates 802. 1X/ EAP Aut hentication procedures
by sendi ng EAP Request/Identity.

6. The MN responds with its permanent or tenporary identity.

7. The W-Fi network challenges the MNto prove its identity by
sendi ng EAP Request/ AKA- Chal | enge.

8. The MN cal cul ates the security digest and responds with EAP
Response/ AKA- Chal | enge.

9. If the authentication is successful, the W-Fi network responds
to the MN with EAP Success.

10. An end-to-end data path is available for the MNto start IP
| ayer conmuni cati on (DHCPv4, |1Pv6 Router Solicitation, and so
on).

4. New EAP Attributes

The foll owi ng subsections define the new EAP attributes and their
usage.

4.1. APN Sel ection

In a W-Fi network, an MN includes the AT_VI RTUAL_NETWORK | D
attribute in the EAP-Response/ AKA-Chal | enge to indicate the desired
APN identity for the first PDN connecti on.

If the MN does not include the AT _VIRTUAL NETWORK ID attribute in the
EAP- Response/ AKA- Chal | enge, the network may sel ect an APN by ot her
neans. This selection nechanismis outside the scope of this
document .

An MN includes the AT_VI RTUAL_NETWORK REQ attribute to indicate
single or nmultiple PDN capability. 1In addition, a Sub type in the
attribute indicates I Pv4, 1Pv6, or dual |Pv4ave PDN connectivity.

4.2. Connectivity Type

An MN indicates its preference for connectivity using the

AT _CONNECTI VI TY_TYPE attribute in the EAP-Response/ AKA- Chal | enge
nessage. The preference indicates whether the MN w shes connectivity
to the Evol ved Packet Core (the so-called "EPC PDN connectivity") or
Internet Ofload (terned as "Non-Seanm ess Wreless Ofload").

The network makes its decision and replies with the same attribute in
the EAP Success nessage.
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4.3. W-F to UTRAN E- UTRAN Mbility

When a nultiaccess MN enters a W-Fi network, the follow ng
paranmeters are applicable in the EAP-Response/ AKA-Chal |l enge for IP
session continuity from UTRAN E- UTRAN.

0 AT _HANDOVER | NDI CATION: This attribute indicates to the network
that the MN intends to continue the IP session from UTRAN E- UTRAN.
If a previous session can be located, the network will honor this
request by connecting the W-Fi access to the existing |IP session.

0 AT _HANDOVER SESSION ID: An MN MAY use this attribute to identify
the session on UTRAN E-UTRAN. |f used, this attribute contains
Packet Tenporary Mobile Subscriber Identity (P-TMSI) if the
previ ous session was on UTRAN, if the previous session was on
E- UTRAN, it contains Mbile Tenporary Mbile Subscriber Identity
(MTMSI). This attribute hel ps the network correlate the W-Fi
session to an existing UTRAN E- UTRAN sessi on.

4.4, M Serial ID

The MN_SERIAL_ID attribute defines an MN's serial number, including
I nternati onal Mobile Equipnent Identity (IMElI) and |International

Mobi | e Equi prrent ldentity Software Version (IMEISV). The IMEl (or

I MEISV) is used for ensuring a legitinate (and not a stol en) device
isinuse. As with the others, this attribute is exchanged with the
service provider’s AAA server. The MN_SERIAL_I D MJST NOT be
propagated further by the AAA server to any other node.

5. Attribute Extensions

The format for the new attributes follows that in [ RFC4187]. Note
that the Length field value is inclusive of the first two bytes.

5.1. AT_VIRTUAL_NETWORK I D

The AT_VIRTUAL _NETWORK I D attribute identifies the virtual |IP network
to which the MN intends to attach. The inplenentation of the virtual
network on the core network side is technol ogy specific. For
instance, in a 3GPP network, the virtual network is inplenented based
on the 3GPP APN primtive.

This attribute SHOULD be included in the EAP-Response/ AKA- Chal | enge
nmessage.
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Figure 2: AT_VI RTUAL_NETWORK | D EAP Attribute

Virtual Network [d:

An arbitrary octet string that identifies a virtual network in the
access technology to which the MN is attaching. For instance, in
3GPP E-UTRAN, this could be an APN. See [TS-23.003] for encoding of
the field.

. 2. AT_VI RTUAL_NETWORK_REQ

When an MN intends to connect an APN, it SHOULD use this attribute to
indicate different capabilities to the network. In turn, the network
provi des what is supported.

Fromthe MN, this attribute can be included only in EAP-Response/
Identity. Fromthe network, it SHOULD be included in the EAP
Request / AKA- Chal | enge nmessage. |In the MN-to-network direction, the
Type field (below) indicates the MN's request. In the network-to-WN
direction, the Type field indicates the network’s willingness to
support the request; a present Type field value indicates the network
support for that Type.

0 1 2 3
01234567890123456789012345678901
Rk o T T e e e R i i R S S S ks T S S S e e e o
| AT_VI RTUAL _ | Length | Virt-Net-Req | Virt-Net-Req |
| NETWORK _REQ | | Type | Sub type |
T e i i e et ik T R R R R R T NI T e R T e e T e e A

Figure 3: AT_VI RTUAL_NETWORK REQ EAP Attribute
Virt-Net-Req Type:
Type can have one of the follow ng val ues:

o 0: Reserved
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o 1: Single PDN connection

o 2: Miultiple PDN connection. Can request Non-Seam ess W - Fi
O fload or EPC connectivity (see the Connectivity Type attribute
bel ow)

Virt-Net-Req Sub type:

Sub type can have one of the follow ng val ues:

o 0: Reserved

o 1: PDN Type: |Pv4

o 2: PDN Type: |Pv6

o 3: PDN Type: |Pv4v6

5.3. AT_CONNECTI VI TY_TYPE

An MN uses this attribute to indicate whether it wi shes the

connectivity type to be Non-Seanm ess W.AN O fload or EPC. This

attribute is applicable for nultiple PDN connections only.

Fromthe MN, this attribute can be included only in EAP-Response/

Identity. Fromthe network, it SHOULD be included in the EAP
Request / AKA- Chal | enge nessage.

0 1 2 3
01234567890123456789012345678901
e i T e e i I R o S e O e i T I R S e e R T o ok o
| AT_CONNECTI VI TY| Lengt h | Connectivity | Reserved

| _TYPE | | Type | |
B T i T i S T T S i i S S S

Figure 4: AT_CONNECTIVITY_TYPE EAP Attribute
Connectivity Type:
Connectivity Type can have one of the follow ng val ues:
0 0: Reserved
o 1: Non-Seam ess W.AN O fl oad (NSWD

o 2: EPC PDN connectivity
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5.

5.

4. AT_HANDOVER | NDI CATI ON

This attribute indicates an MN' s handover intention of an existing IP
attachment.

This attribute SHOULD be included in the EAP-Response/ AKA- Chal | enge
nmessage.

0 1 2 3
01234567890123456789012345678901
B o S T e e e i i TE I TR T S S S S A e i i el it S B R
| AT_HANDOVER_| ND| Lengt h | Handover | Pad |
e i S S o R e i I o S e s i ok T S R S o + +- - - - -+

Fi gure 5: AT_HANDOVER | NDI CATI ON EAP Attri bute
Handover Type:

o 0 - The MN has no intention of handing over an existing IP
session, i.e., the MNis requesting an i ndependent |IP session with
the W-Fi network without disrupting the IP session with the
UTRAN E- UTRAN. I n this case, no Session Id (Section 5.5) is
i ncl uded.

o 1 - The MNintends to handover an existing IP session. In this
case, MN MAY include a Session Id (Section 5.5) to correlate this
W-Fi session with a UTRAN E- UTRAN sessi on.

5. AT_HANDOVER SESSI ON | D

When an MN intends to handover an earlier |IP session to the current
access network, it may propagate a session identity that can help
identify the previous session from UTRAN E- UTRAN t hat the M intends
to handover. This attribute is defined as a generic octet string.
The MN MAY include an E-UTRAN d obal Iy Uni que Tenporary User

Equi pnent Identity (GUTI) if the previous session was an E- UTRAN
session. |f the previous session was a UTRAN session, the MN MAY

i nclude a UTRAN d obal Radi o Network Controller (RNC) ID (Mobile
Country Code (MCC), Mbile Network Code (MNC), RNC ID) and P- TSI
concat enated as an octet string.

This attribute SHOULD be included in the EAP-Response/ AKA- Chal | enge
nmessage.
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Figure 6: AT _HANDOVER SESSION | D EAP Attribute
Access Technol ogy:

This field represents the RAN technol ogy fromwhich the MNis
under goi ng a handover.

0 0: Reserved
o 1: UTRAN
0 2: E-UTRAN
Session |d:

An octet string of variable length that identifies the session in the
source access technol ogy. As defined at the beginning of this
section, the actual value is RAN technol ogy dependent. For E-UTRAN
the value is GQUTI. For UTRAN, the value is G obal RNC ID (6 bytes)
foll owed by P-TMSI (4 bytes). See [TS-23.003] for encoding of the
field.

5.6. AT_MN_SERIAL_ID

This attribute defines the MN's nmachi ne serial nunber. Exanples are
| MEI and | MEI SV.

A network that requires the machine serial nunber for authorization
pur poses MJST send a request for the attribute in an EAP-Request/
AKA- Chal | enge nmessage. |If the attribute is present, the MN SHOULD
include the attribute in the EAP-Response/ AKA- Chal | enge nessage. |f
the MN sends the attribute, it MJST be contained within an
AT_ENCR_DATA attribute. An MN MJUST NOT provide the attribute unless
it receives the request froma network authenticated via EAP/ AKA
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Figure 7: AT_MN SERIAL_ID EAP Attribute

Serial 1D Type:

This field identifies the type of the MN Identifier.

0 0: Reserved

o 1: IME

o 2: |MElSV

IWN Serial Id:

An arbitrary octet string that identifies the MN' s nmachine seria
nunber. The actual value is device specific. See [TS-23.003] for
encodi ng of the field. When sent by the network in the EAP-Request/
AKA- Chal | enge nessage, this field is not present, which serves as an
indication for the MNto provide the attribute in the EAP-Response/
AKA- Chal | enge nessage.

An AT_MN SERIAL_ID attribute MUST only be used with methods that can
provi de nmutual (network and device) authentication, such as AKA
AKA', and EAP-SIM

6. Security Considerations

Thi s docunent defines new EAP attributes to extend the capability of
t he EAP- AKA protocol as specified in Section 8.2 of [RFC4187]. The
attributes are passed between an MN and a AAA server in provider-
controlled, trusted W-Fi networks, where the W-Fi access network is
a relay between the MN and the AAA server. The docunent does not
speci fy any new nessages or options to the EAP- AKA prot ocol

The attributes defined here are fields that are used in existing 3G
and 4G networks, where they are exchanged (in protocols specific to
3G and 4G networ ks) subsequent to the nobile network authentication
(e.g., using the UMIS- AKA nechanism. For the operator-controlled
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W -Fi access that is connected to the sanme core infrastructure as the
3G and 4G access, a simlar nodel is followed here with the EAP- AKA
(or EAP-AKA', EAP-SIM authentication. In doing so, processing these
attributes, security-wise, is no worse than that in existing 3G and
4G nobi | e net wor ks.

The attributes inherit the security protection (integrity, replay,
and confidentiality) provided by the paraneters in the AKA(') or SIM
nmet hods; see Section 12.6 in [RFC4187]. Furthernore, RFC 4187
requires attributes exchanged i n EAP-Request/ AKA-Identity or

EAP- Response/ AKA-ldentity to be integrity-protected with

AT _CHECKCODE; see Section 8.2 in [RFC4187]. This requirenent applies
to the AT_CONNECTI VI TY_TYPE and AT_VI RTUAL_NETWORK_REQ attri butes
defined in this document.

The AT_MN SERIAL_ID attribute MJUST have confidentiality protection
provi ded by the AKA(’) or EAP-SIM nethods beyond the secure transport
(such as private | eased lines, VPN, etc.) deployed by the provider of
the trusted W-Fi service.
Use of identifiers such as IMElI could have privacy inplications,
wherei n devices can be profiled and tracked. Wth additiona
information, this could also lead to profiling of user’s network
access patterns. |Inplenmenters should consult [hotos-2011], and the
references therein, for a broader discussion and possible mtigation
net hods on the subject.

7. | ANA Consi derations

Thi s docunent defines the foll ow ng new ski ppabl e EAP- AKA attri butes.
These attributes have been assigned fromthe "EAP- AKA and EAP-SIM
Par amet ers" registry at <https://ww.iana.org/assi gnnents/

eapsi maka- nunber s>

0 AT_VIRTUAL_NETWORK ID (Section 5.1): 145

0 AT_VI RTUAL_NETWORK_REQ (Section 5.2): 146

0 AT_CONNECTI VI TY_TYPE (Section 5.3): 147

o AT_HANDOVER | NDI CATI ON (Section 5.4): 148

o AT _HANDOVER SESSION ID (Section 5.5): 149

o AT_MN SERIAL_ID (Section 5.6): 150
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A new | ANA registry titled "Trusted Non-3GPP Access EAP Paraneters"”
has been created. The range for both Types and Sub types in the
registry is 0 - 127, with O (zero) being a reserved value. |ANA has
made assignhments in a nonotonically increasing order in increments of
1, starting from1. New assignnents in this registry are made with
the Specification Required policy [ RFC5226].

The | ANA Desi gnated Expert should review the requirenments for new
assi gnments based on factors including, but not limted to, the
source of request (e.g., standards bodies), deployment needs (e.qg.

i ndustry consortium operator comunity), and experinental needs
(e.g., academ a, industrial labs). A docunent outlining the purpose
of new assi gnnments shoul d acconpany the request. Such a docunent
could be a standards docunent or a research project description. The
Desi gnat ed Expert should consider that there is sufficient evidence
of potential usage both on the endpoints (e.g., Mbile Devices, etc.)
and the infrastructure (e.g., AAA servers, gateways, etc.)

The followi ng fields have been assi gned:
o Virt-Net-Req Type (Section 5.2): 1
o Virt-Net-Req Sub type (Section 5.2): 2
o Connectivity Type (Section 5.3): 3
o Access Technology (Section 5.5): 4
o Serial ID Type (Section 5.6): 5
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