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FTP extensi on: XRSQ XRCP

Thi s RFC describes an extension to FTP which allows the user of an I TS
FTP server (i.e. on MT-(AI/M./MJDMS)) to mail the text of a message to

sever al

reci pi ents sinultaneously; such nessage transmssion is far nore

efficient than the current practice of sending the text again and again
for each additional recipient at a site.

Wthin this extension, there are two basic ways of sending a single text
to several recipients. 1In one, all recipients are specified first, and
then the text is sent; in the other, the order is reversed and the text
is sent first, followed by the recipients. Both schenmes are necessary
becaue neither by itself is optimal for all systens, as will be
explained later. To select a particular schenme, the XRSQ command is
used; to specify recipients after a scheme is chosen, XRCP commands are

gi ven;

and to furnish text, the usual MAIL or MLFL conmands apply.

Schene Sel ection: XRSQ

XRSQ i s the nmeans by which a user program can test for inplenmentation
of XRSQ XRCP, select a particular schene, reset its state thereof,
and even do sone rudi mentary negotiation. |Its format is |ike that of
the TYPE command, as foll ows:

XRSQ [ <SP> <schenme>] <CRLF>

<scheme> = a single character. The follow ng are defined:

R Recipients first. |If not inplemented, T nust be.
T Text first. |If this is not inplenmented, R nust be.
? Request for preference. Mist always be inpl enented.

No argunment neans a "sel ection" of none of the schenes (the
defaul t).

Repl i es:

200 OK, we’'ll use specified schene.

215 <schene> This is the schenme | prefer.

501 | understand XRSQ but can’'t use that schene.

5xx Command unrecogni zed or uni npl enent ed.

See Appendix A for nore about the choice of reply codes.

Three aspects of XRSQ need to be pointed out here. The first is that
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an XRSQ with no argunent nust always return a 200 reply and restore
the default state of having no scheme selected. Any other reply
implies that XRSQ and hence XRCP are not understood or cannot be
performed correctly.

The second is that the use of "?" as a <scheme> asks the FTP server
to return a 215 reply in which the server specifies a "preferred”
schene. The format of this reply is sinple:

215 <SP> <schenme> [<SP> <arbitrary text>] <CRLF>

Any other reply (e.g. 4xx or 5xx) inplies that XRSQ and XRCP are
not inplenmented, because "?" nust always be inplenented if XRSQ
i S.

The third inportant thing about XRSQis that it always has the side
effect of resetting all schemes to their initial state. This reset
nmust be done no matter what the reply will be - 200, 215, or 501.
The actions necessary for a reset will be expl ai ned when di scussi ng
how each schene actual ly worKks.

Message Text Specification: MAIL/ MFL

Regar dl ess of which scheme (if any) has been selected, a MAIL or M.FL
with a non-null argument will behave exactly as before; this

ext ension has no effect on them However, such normal MAIL/MFL
conmands do have the sanme side effect as XRSQ@ they "reset" the
current scheme to its initial state.

It is only when the argunent is null (e.g. MAIL<CRLF> or M.FL<CRLF>)
that the particul ar schene being used is inportant, because rather
than producing an error (as nost servers currently do), the server
will accept nessage text for this "null" specification; what it does
with it depends on which schene is in effect, and will be described
in "Schene Mechanics".

Reci pi ent specification: XRCP
In order to specify recipient nanes and recei ve sone acknow edgenent
(or refusal) for each nanme, the follow ng new command is al so
def i ned:
XRCP <SP> <Reci pi ent name> <CRLF>
Reply for no schene:

507 No schene specified yet; use XRSQ
Replies for schenme T are identical to those for MAIL/MFL.
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Replies for scheme R (recipients first):
200 OK, nane stored.
440 Recipient table full, this name not stored.
450 Reci pi ent nane rejected. (Permanent!)
520 Reci pi ent name rejected.
4xx Tenporary error, try this nane again |later.
5xx Permanent error, report to sender
See Appendix A for nore about the choice of reply codes.

Note that use of this command is an error if no scheme has been
sel ected yet; an XRSQ <scheme> must have been given if XRCP is to be
used.

Schene nechanics: XRSQ R (Reci pients first)

In the recipients-first scheme, XRCP is used to specify nanes which
the FTP server stores in alist or table. Normally the reply for
each XRCP will be either a 200 for acceptance, or a 4xx/5xx code for
rejection; 450 and all 5xx codes are permanent rejections (e.g. user
not known) which should be reported to the human sender, whereas 4xx
codes in general connote sone tenporary error that may be rectified
later. None of the 4xx/5xx replies inpinge on previous or succeeding
XRCP commands, except for 440 which indicates that no further XRCP' s
wi Il succeed unless a nmessage is sent to the already stored

reci pients or a reset is done.

Sendi ng nessage text to stored recipients is done by giving a MAIL or
MLFL command with no argunent; that is, just MAIL<CRLF> or
MLFL<CRLF>. Transm ssion of the nmessage text is exactly the sane as
for normal MAIL/MFL; however, a positive acknow edgenent at the end
of transm ssion nmeans that the nessage has been sent to ALL

reci pients that were renenbered with XRCP, and a failure code neans
that it should be considered to have failed for ALL of these
specified recipients. This applies regardl ess of the actual error
code; and whether the reply signifies success or failure, all stored
reci pient names are flushed and forgotten - in other words, things
are reset to their initial state. This purging of the recipient nane
list nust al so be done as the "reset"” side effect of any use of XRSQ

A 440 reply to an XRCP can thus be handl ed by using a MAIL/ MLFL to
specify the message for currently stored recipients, and then sending
nore XRCP's and anot her MAIL/M.FL, as many times as necessary; for
exanple, if a server only had roomfor 10 names this would result in
a 50-recipient nessage being sent 5 tines, to 10 different recipients
each tine.

If a user attenpts to specify nmessage text (MAIL/M.FL with no
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argunent) before any successful XRCP's have been given, this should
be treated exactly as a "normal"™ MAIL/M.FL with a null recipient
woul d be; npbst servers will return an error of some type, such as
"450 Null recipient"”.

See Appendix B for an exanple using XRSQ R
Schene nechanics: XRSQ T (Text first)

In the text-first scheme, MAIL/MLFL with no argunent is used to
speci fy message text, which the server stores away. Succeeding
XRCP's are then treated as if they were MAIL/M.FL commands, except
that none of the text transfer manipul ati ons are done; the stored
message text is sent to the specified recipient, and a reply code is
returned identical to that which an actual MAIL/MFL woul d invoke.
(Note ANY 2xx code indicates success.)

The stored nessage text is not forgotten until the next MAIL/ MFL or
XRSQ, which will either replace it with new text or flush it
entirely. Any use of XRSQwi Il reset this scheme by flushing stored
text, as will any use of MAIL/ MLFL with a non-null argunent.

If an XRCP is seen before any nessage text has been stored, the user
in effect is trying to send a null nessage; some servers mght allow
this, others would return an error code.

See Appendix C for an exanple using XRSQ T.
Wiy two schenmes anyway?

Because neither by itself is optimal for all systenms. XRSQ R all ows
nore of a "bul k" mailing, because everything is saved up and then
mai | ed simultaneously; this is very useful for systens such as ITS
where the FTP server does not itself wite nmail directly, but hands
it onto a central mmiler denon of great power; the nore information
(e.g. recipients) associated with a single "hand-off", the nore
efficiently mail can be delivered.

By contrast, XRSQ T is geared to FTP servers which want to deliver
mail directly, in one-by-one increnental fashion. This way they can
return an individual success/failure reply code for each recipient

gi ven whi ch may depend on variable file systemfactors such as
exceedi ng di sk allocation, mail box access conflicts, and so forth; if
they tried to emulate XRSQ R s bulk mailing, they would have to
ensure that a success reply to the MAIL/ MLFL i ndeed neant that it had
been delivered to ALL recipients specified - not just sone.
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Stray notes:

* Because this is after all an extension of FTP protocol, one nust be
prepared to deal with sites which don't recognize either XRSQ or
XRCP. "XRSQ' and "XRSQ ?" are explicitly designed as tests to see
whet her either schene is inplemented; XRCP is not, and a failure
return of the "uninpl emented"” variety could be confused with "No
schene selected yet", or even with "Recipient unknown". Be safe, be
sure, use XRSQ

* There is no way to indicate in a positive response to "XRSQ ?" that
the preferred "schene" for a server is that of the default state;
i.e. none of the multi-recipient schemes. The rationale is that in
this case, it would be pointless to inplenment XRSQ XRCP at all, and
the response woul d therefore be negative.

* One reason that the use of MAIL/M.FL is restricted to nul
arguments with this multi-recipient extension is the ambiguity that
woul d result if a non-null argument were allowed; for exanple, if
XRSQ R was in effect and sone XRCP' s had been given, and a MAIL
FOO<CRLF> was done, there would be no way to distinguish a failure
reply for mailbox "FOO' froma global failure for all recipients
specified. A simlar situation exists for XRSQ T; it woul d not be
cl ear whether the text was stored and the mailbox failed, or vice
versa, or both.

* "Resets" are done by all XRS@s and "normal" MAIL/M.FL’s to avoid
confusion and overly conplicated inplenentation. The XRSQ comrand
implies a change or uncertainty of status, and the |atter conmands
woul d ot herwi se have to use some i ndependent nechani sns to avoid
cl obbering the data bases (e.g. message text storage area) used by
the T/R schenmes. However, once a schenme is selected, it remains "
effect” just as a "TYPE A" or "BYTE 8" remains selected. The
recormended way for doing a reset, w thout changing the current
selection, is with "XRSQ ?". Renenber that "XRSQ' al one reverts to
the no-schene state.

in

* It is permssible to intersperse other FTP commands anong t he
XRSQ XRCP/ MAI L sequences.
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On FTP reply codes

The choice of appropriate reply codes for new or experinenta
conmands is difficult because there have been three possible
"official" sets of codes which one may draw on, and it is not clear
whi ch of them might be in use at any particular site; these are (1)
ad FTP, (2) New FTP, (3) Revised New FTP. In my choice of code
assignments, | have for the nbst part ignored these and used RFC 691,
"One More Try on the FTP', by Brian Harvey. M notivation for this
is the sinple observation that | know of no site which inplenents
"new FTP", and RFC 691 incorporates much of the "new FTP" reply code
logic into the franework of "old FTP". The only sharp conflict is
treated by allowi ng 450 to have its "ol d" neani ng, equivalent to 520
- permanent failure. Note that when testing to see whether a site
understands a FTP comand, a reply of 5xx (specifically, 500) wll
generally indicate, for all sets of codes, that the conmand is

unr ecogni zed.

By the way, | reconmend RFC 691 as required reading for FTP

i mpl enentors; maybe if enough people get together this mess can be
st rai ght ened out.
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Exanmpl e of XRSQ R (Reci pients first)

This is an exanple of how XRSQ R is used; first the user nust
establish that the server in fact inplenments XRSQ

U XRSQ
S: 200 OK, no schene sel ect ed.

An XRSQ with a null argunent always returns a 200 if inpl enented,
sel ecting the "schene" of null, i.e. none of them [|f XRSQ were not
i mpl emented, a code of 4xx or 5xx woul d be returned.

U XRSQ R
S: 200 OK, using that scheme

All"s well; now the recipients can be specified.

XRCP Foo
200 &K

XRCP Raboof
520 Who’s that? No such user here.

XRCP bar
200 &K

we Lo VG

Well, two out of three ain't bad. Note that the dem se of "Raboof"
has no effect on the storage of "Foo" or "bar". Now to furnish the
nessage text, by giving a MAIL or MLFL with no argunent:

MAI L
350 Type mail, ended by <CRLF>.<CRLF>
Bl ah bl ah blah blah....etc etc etc

wccuna

256 Mai |l sent.

The text has now been sent to both "Foo" and "bar".
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Exampl e of XRSQ T (Text first)
Usi ng the sanme nessage as the previous exanpl e:

U XRSQ ?
S: 215 T Text first, please.

XRSQ i s indeed i nplemented, and the server says that it prefers "T",
but that needn't stop the user fromtrying sonmething else:

U XRSQ R
S: 501 Sorry, | really can't do that.

Ohn well. It's possible that it could have understood "R' al so, but
in general it's best to use the "preferred" schene, since the server
knows which is nost efficient for its particular site. Anyway:

U XRSQ T
S: 200 OK, using that schenme.

Schene "T" is now sel ected, and the text nust be sent:
MAI L

350 Type mail, ended by <CRLF>.<CRLF>
Bl ah bl ah blah blah....etc etc etc

wccocuno

é56 Mai | stored.
Now reci pi ents can be specified:

XRCP Foo
256 Stored mail sent.

XRCP Raboof
520 Who's that? No such user here.

XRCP bar
256 Stored mail sent.

we o 0C

Agai n, the text has now been sent to both "Foo" and "bar", and stil
remai ns stored. A new nessage can be sent with another MAIL/ XRCP...
sequence, but the fastidious or paranoid could chose to do:

U XRSQ ?
S: 215 T Text first, please.

Wi ch resets things without altering the schene in effect.
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