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The Jabber-|1 D Header Field
Abstract

Thi s docunent defines a header field that enables the author of an
emai | or netnews nessage to include a Jabber ID in the nessage header
bl ock for the purpose of associating the author with a particul ar

Ext ensi bl e Messagi ng and Presence Protocol (XMPP) address.
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1. I nt roducti on

The Extensible Messagi ng and Presence Protocol (XMPP), docunented in
[ RFC6120], is a stream ng XM. technol ogy that enables any two
entities on a network to exchange wel | -defi ned but extensible XM
elements (called "XM. stanzas") in close to real tine. Gven XWP' s
heritage in the Jabber open-source community, one of the primary uses
for XMPP is instant nessagi ng and presence as docunented in

[ RFC6121], and XMPP addresses are still referred to as Jabber |Ds.

Because al nost all human users of Jabber/XMPP instant nmessagi ng and
presence systens al so use email systems [RFC5322] and because nany
al so use netnews systens [ RFC5536], it can be hel pful for themto
associate their Jabber IDs with the messages they author. The
Jabber-1D header field provides a standard | ocation for that

i nformation.

Menbers of the XMPP instant nessagi ng and presence comrunity have
been experimenting with the Jabber-1D header field for many years.
Thi s docunent defines the syntax and usage of the Jabber-1D header
field, including the information necessary to register the field in
the Provisional Message Header Field Nanes registry maintained by the
| ANA.
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2.

3.

3.

3.

Synt ax

The syntax of the Jabber-ID header field is defined bel ow using
Augnent ed Backus- Naur Form [ RFC5234], where the "pathxmpp" rule is
defined in the XMPP URI specification [ RFC5122] and the remaining
rules are defined in the Internet Message Format specification

[ RFC5322] :

Jabber-1D = SP *WSP pat hxnpp *WSP CRLF

Al t hough a native XMPP address can contain virtually any Uni code
character [UNI CODE], the header of an emmil or netnews nessage is
allowed to contain only printable ASCII characters (see Section 2 of
[ RFC5322]). Therefore, any characters outside the ASCI| range
[RFC20] in an XMPP address need to be converted to ASCII before
inclusion in a Jabber-1D header field, in accordance with the rules
defined in the XMPP URI specification [ RFC5122]. |In addition
characters allowed in XMPP | ocal parts and XMPP resourceparts but

di sal | oned by the relevant URI rules need to be percent-encoded in
accordance with the rules defined in the URI specification [ RFC3986].

Usage
1. Inclusion

The Jabber-1D header field is associated with the author of the
nmessage; see [RFC5322]. |If the "From" header field of an enai
nmessage contains nore than one nmailbox, it is best not to add the
Jabber-1D header field to the nessage. To reduce the possibility of
confusion, it is best to include only one instance of the Jabber-1D
header field in a given nessage.

2. Generation

For a user whose XWMPP address is "juliet@xanple.con, the
correspondi ng Jabber-1D header field would be:

Jabber-1D: juliet@xanple.com
As noted, non-ASCI| characters in XVMPP addresses need to be converted
into ASCI1 before inclusion in a Jabber-I1D header field. Consider
the foll owi ng XMPP addr ess:

j 1 &#x159; i @#x10D; echy. exanpl e
In the foregoi ng exanple, the string "&#x159;" stands for the Unicode

character LATIN SMALL LETTER R WTH CARON and the string "&#x10D;"
stands for the Unicode character LATIN SVALL LETTER C W TH CARON
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following the "XM. Notation" used in [ RFC3987] to represent
characters that cannot be rendered in ASCI|-only docunments. For
those who do not read Czech, this exanple could be anglicized as
"george@zech-1 ands. exanpl e".

Foll owing the rules in [ RFC5122] and the Jabber-1D header field
syntax, the resulting header field m ght be as shown bel ow (note that
this representation includes folding white space, which is allowed in
accordance with the ABNF):

Jabber -1 D:
j 1 Y%C59%091 @€AYBDechy. exanpl e

3.3. Processing

Upon receiving an email message or netnews message containing a
Jabber-1D header field, a user agent that supports the field ought to
process the field by converting any escaped characters to characters
outside the ASCI|I range in accordance with the rules defined in

[ RFC5122], thus yielding a Jabber ID that can be used for native
comuni cati on on the XMPP networ k.

3.4. Disposition

A user agent that has processed a Jabber-1D header field can provide
appropriate interface elenents if it has independent information
linking the author of the emamil or netnews nessage with the specified
Jabber 1D (e.g., via a user-controlled address book or automated
directory | ookup). Such interface elenents mght include an

i ndi cator of "presence" (i.e., that the author is online and
avai |l abl e for communication via XMPP) if the user is subscribed to
the presence of the author, and an el ement that enables the user to
send an instant nessage or initiate a text chat session with the

aut hor.

4. | ANA Consi derations

The | ANA has added "Jabber-1D" to the Provisional Message Header
Field Nanes registry. The conpleted registration tenplate foll ows.

Header field nanme: Jabber-1D
Applicable protocol: nmmil, netnews
Status: provisiona

Aut hor/ Change controller Peter Saint-Andre <stpeter @ abber. org>
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6.

6.

1

Speci fication docunent: RFC 7259
Rel ated information: See RFC 6120
Security and Privacy Considerations

Message headers are an existing standard and are designed to easily
accommodat e new types. Although the Jabber-1D header field could be
forged, this problemis inherent in Internet email and netnews.
However, because a forged Jabber-1D header field m ght break

aut omat ed processing, applications are di scouraged from dependi ng on
the Jabber-1D header field to indicate the authenticity of an enmai

or netnews nessage, or the identity of its author or sender

I ncl udi ng the Jabber-1D header field anong the signer header fields
i n Domai nKeys ldentified Mail (DKIM can help to mtigate against
forging of the header (see [RFC6376]).

Advertising XMPP addresses in email or netnews headers nmight nmake it
easier for malicious users to harvest XMPP addresses and therefore to
send unsolicited bul k communi cations to the users or applications
represented by those addresses. Providing such a binding between an
emai | address and a Jabber ID can also increase the possibility of
drawi ng a connection between different kinds of comunications
traffic for purposes of surveillance and other breaches of privacy.
Care ought to be taken in balancing the benefits of open infornmation
exchange agai nst the potential costs of security and privacy
weaknesses. An enmmil or netnews user agent that is capable of

i ncludi ng the Jabber-1D header field in outgoing email or netnews
nmessages needs to provide an option for its user to disable inclusion
of the Jabber-ID header field generally, on a per-recipient basis,
and on a per-nessage basis.

The security and privacy considerations discussed in [ RFC3986],

[ RFC3987], [RFC5122], [RFC6120], and [RFC6121] also apply to the

Jabber -1 D nmessage header.
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