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Description Option for the Port Control Protocol (PCP)
Abst r act

Thi s docunent extends the Port Control Protocol (PCP) with the
ability to associate a description with a PCP-instanti ated mappi ng.
It does this by defining a new DESCRI PTI ON opti on.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7220.

Copyri ght Notice
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunent extends the base PCP [ RFC6887] with the ability to
associ ate a human-readabl e description with a PCP-instantiated
mappi ng. It does this by defining a new DESCRI PTI ON opti on.

This PCP option can be used in sinple scenarios with a PCP client and
PCP server, as well as in nore conpl ex scenari os where an

i nterworking function is used to proxy between a UPnP | GD Contro
Poi nt and a PCP server [RFC6970].

Querying the PCP server to get the description text of an existing
mappi ng i s out of scope.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2. Format
The format of the DESCRIPTION option is shown in Figure 1

1 2 3
1234567890123456789012345678901
i S i i g A R Rk
| Option Code=128| Reserved | Lengt h
i i i i i I it it S S S it it U N
| Descri ption

0
0

B T s i I S e i S i i S S e S
This Option:

Option Nane: DESCRI PTI ON

Nunber: 128

Purpose: Used to associate a text description with a nmapping

Valid for Opcodes: MAP, PEER

Length: Variable, maxi mum 1016 octets.

May appear in: request. May appear in response only if it
appeared in the associ ated request.

Maxi mum occurrences: 1

Figure 1. DESCRI PTION Option

The " Reserved’ field is initialized as specified in Section 7.3 of
[ RFC6887] .

The Description field MIUST carry UTF-8 encoded [ RFC3629] description
text. The description text MJST NOT be null term nated. The length
of the description text is indicated by the Length field. In
particul ar, the description text is not null termi nated, and when a
client or server receives a DESCRI PTION option, it MJST NOT rely on
the presence of a NUL character in the wire format data to identify
the end of the text.

This option can be used by a user (or an application) to indicate a
description associated with a given nmappi ng, such as "FTP server",
"My renote access to my CP router”, "Camera", "Network attached

st orage serve", etc.
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How t he content of the DESCRIPTION option is used is depl oynent-
specific. For exanple, the description text can be used by the
entity nmanagi ng the PCP server for nany purposes, such as the
fol | owi ng:

o The description text can be used as a hint when cl eaning a napping
table by an adm nistrator.

o In some deploynents naking use of a portal to instruct PCP
mappi ngs (e.g., Section 5.2 of [PCP-DEPLOY]), the description text
can be used to store a subscriber identifier

3. Behavi or

Support for the DESCRI PTI ON option by PCP servers and PCP clients is
optional. This option (Code 128; see Figure 1) MAY be included in a
PCP MAP/ PEER request to associate a description with the requested

nmappi ng.

A PCP server MAY ignore the DESCRI PTION option sent to it by a PCP
client (e.g., if it does not support the option or if it is
configured to ignore it). To signal that it has not accepted the
option, a PCP server sinply does not include the DESCRI PTI ON option
in the response. |If the PCP client does not receive a DESCRI PTI ON
option in a response to a request enclosing a DESCRI PTI ON option,
this neans the PCP server does not support the option or it is
configured to ignore it.

If the DESCRI PTION option is not included in the PCP client request,
the PCP server MJUST NOT include the DESCRI PTION option in the
associ at ed response.

A PCP server SHOULD be able to store at |east 128 bytes for a
description. When the PCP server receives a DESCRI PTION option, it
first stores the value of the received Description field, truncating
it if it cannot store the entire value. The server MJST then send
the stored val ue back to the PCP client in the DESCRIPTION option in
the response.

If the PCP client request contains invalid DESCRI PTI ON options (e.qg.
the content is not a | egal UTF-8 string), the PCP server MJST ignore
the request (i.e., MJIST NOT return a DESCRI PTION option in the
response).

To update the description text of a mapping maintained by a PCP
server, the PCP client generates a PCP MAP/ PEER renewal request that
i ncl udes a DESCRI PTI ON option carrying the new description text.
Upon recei pt of the PCP request, the PCP server proceeds to the sane
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6.

6.

1

operations to validate a MAP/ PEER request refreshing an existing
mappi ng. |If validation checks are successfully passed, the PCP
server replaces the old description text with the new one included in
the DESCRI PTI ON option, and the PCP server returns the updated
description text in the response, truncated (if necessary) as

descri bed above.

The PCP client uses an enpty DESCRI PTION option (i.e., Length set to
0) to erase the description text associated with a mapping. To

i ndicate that the PCP server has successfully cleared the description
text associated with a mapping, the PCP server returns the enpty
DESCRI PTI ON option in the response.

Security Considerations

PCP-rel ated security considerations are discussed in [RFC6887]. In
addi tion, adm nistrators of PCP servers SHOULD configure a maxi mum
description length that does not |ead to exhausting storage resources
in the PCP server.

If the PCP client and the PCP server are not under the sane

adm nistrative entity, the DESCRI PTION opti on has the potential to

| eak privacy-related information. PCP clients should not use the
DESCRI PTI ON option for such | eakage. For exanple, the option should
not be used to include user identifiers, |ocations, or names. Refer
to Section 3.2 of [RFC6462] for a discussion on infornmation | eakage.

| ANA Consi derations
| ANA has allocated the following value in the "PCP Options" registry
(http://ww.iana. org/ assi gnnment s/ pcp-paraneters) fromthe optional -
to-process range (see Section 19.4 of [RFC6887]):
DESCRI PTI ON set to 128 (see Section 2)
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