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Abst ract

Thi s docunent defines and registers a value of "grouptextchat"
("Goup Text Chat") for the URI <purpose> el enment of SIP s Conference
Event Package.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc7106

Copyri ght Notice

Copyright (c) 2014 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

The Conference Event Package [ RFC4575] defines nmeans for a SIP User
Agent (UA) to obtain information about the state of the conference,
the types of nedia that are being used, the nunmber and state of
current participants, additional sources of information (e.g., web
page), availability of recordings, and nore.

Details describing auxiliary services available for a conference are
included within a <service-uris> child element of the
<conference-description> el enent. Such details are presented as a
set of <entry> child el enents, each containing the URI allow ng
access the corresponding auxiliary service. |In addition to the URI
entries can also contain a descriptive <display-text> elenment and are
expected to have a <purpose> el ement that specifies their nature as
illustrated in the foll owi ng exanpl e:

<conf erence-descri pti on>
<subj ect >Agenda: This sprint’s goal s</subject>
<service-uris>
<entry>
<uri>http://conference. exanpl e. com dev-group/ </uri>
<pur pose>web- page</ pur pose>
</entry>
</ service-uris>
</ conf erence-descri pti on>

In addition to the "web-page" purpose nmentioned above, [RFC4575] al so
defines several other possible values in the "URl Purposes" sub-

regi stry under the existing "Session Initiation Protocol (SIP)

Par amet ers" registry.

Thi s specification adds the "grouptextchat" value to this "UR

Pur poses" sub-registry. The new value allows conference m xers or
focus agents to advertise a nmulti-user chat |location (i.e., a chat
room) associated with the current conference
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The actual URI carried by the entry with the "grouptextchat" purpose
can be of any type as long as the content that it points to allows
for instant text conmuni cati on between participants of the
conference. Suitable URI schenes include sip: and sips: [RFC3261]
for SIP-signal ed Message Session Relay Protocol (MSRP) conferences,
xmpp: [ RFC5122] for XMPP Multi-User Chat (MJC), irc: for Internet
Rel ay Chat, http: or https: for web-based chat, and others.

The foll owi ng exanpl e shows one possible use case:

<conf erence-descri pti on>
<subj ect >Agenda: The goals for this devel opnent sprint.</subject>
<servi ce-uris>
<entry>
<uri >xmpp: dev-sprint @onf erence. exanpl e. conx/ uri >
<pur pose>gr oupt ext chat </ pur pose>
</entry>
</service-uris>
</ conf erence-descri pti on>

It is worth pointing out that, in addition to sinply addi ng text
nmessagi ng capabilities to an audi o/video conference, group chats can
al so be used for defining roles, giving permssions, muting, Kkicking
out and banning participants, etc. A conference nmixer or focus agent
can mmc these settings within the conference call, actually nuting,
ki cki ng out, or banning participants on the call as these actions
occur in the chat room Such an approach requires no additiona
specification and is purely an inplenmentation decision for the

conf erenci ng software.

It is also worth nentioning that it is possible for the grouptextchat
URI to match the URI of the conference. This would typically be the
case in scenarios where the conference focus agent al so provides a

SI P-si gnal ed MSRP chat service at the same UR

Al so, in sone cases, servers could potentially advertise nore than a
single chat roomfor a specific conference. Wen this happens,
clients supporting the "grouptextchat" purpose could either present
the user with a choice of joining individual chats or sinmply opening
all of them simultaneously. Either way, there is to be no
expect ati on about any content synchronization between chat roons. |If
synchroni zati on exists, such behavior would be entirely

i mpl enent ati on specific.
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2.

Security Considerations

Advertising group text chats over SIP could provide malicious
entities with the followng attack vector: if a malicious entity is
capabl e of intercepting and nodifyi ng conference package event
notifications, it could trick participants into joining a third-party
chat room where the attacker could eavesdrop on the conversation and
potentially even inpersonate sone of the participants.

Sim|ar attacks are already possible with the "participation”
<conference-uris> defined in [RFC4575], which is why it recomends
strong nmeans for authentication and conference infornation
protection” as well as "conprehensive authorization rules". Cients
can integrity protect and encrypt notification nessages using end-to-
end nechani sns such as S/M ME or hop-by-hop nmechani sms such as TLS.
VWhen none of these are possible, clients need to clearly display the
address of the destination chat room (before and after it has been
joined) so that users can notice possible discrepancies.

a

As an exanple, let’'s consider a situation in which an attacker tricks
participants into joining a conference chat at

xnpp: attack@vil . exanpl e. com rat her than the chat at

xnpp: dev-spri nt @onf erence. exanpl e. com which was originally
advertised for this conference. In the absence of any SIP-I|ayer
security, displaying the full URI of the target chat roomto the user
woul d be the only way of actually detecting the problem

Qovi ously, relying on human-performed string conparison is a rather
meek form of protection. Therefore, client devel opers are encouraged
to inplenent additional checks that would allow users to request via
configuration that a target chat roomsatisfy sonme basic criteria,
such as:

o target chat roonms belong to the sanme domain as the conference
service that is advertising them

o chat roomnanes (user part of the chat room URI) match the nane of
the conference.

Once again, these conditions are only satisfied if the correspondi ng
depl oyment conventi ons have been fol |l owed and they cannot be
universally required by clients. Therefore, they are suggested
configuration options.

An additional security consideration mght be the possibility for
using a |l arge-scale conference as | everage to performa flooding
attack on a chat room To help prevent this, clients could to
require an explicit user action before joining chat roons on behal f
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of users. In cases where such a constraint could be considered to
have a negative inmpact on usability and where automatic joins are
seen as inportant, clients may still performthe joins but only when
they can confirma rel ati onship between the room and t he conference
(e.g., they both belong to the sane adm nistrative domain, or domains
that the client is provisioned to consider as rel ated).

Furthernore, an attack on an auxiliary chat room m ght be easier (or
harder) than an attack on the main conference chat room dependi ng on
the security policies in effect. Once again, clients would have to
make sure that users are appropriately notified about the security

| evel s of each component of the conference and that user-specified
privacy restrictions are applied to all of them

3. | ANA Consi derations

| ANA has added the value "grouptextchat” to the "URl Purposes" sub-
registry of the "Session Initiation Protocol (SIP) Paraneters"
registry <http://ww.iana. org/ assi gnnents/sip-paranmeters> as foll ows:

Val ue: groupt ext chat

Description: The URI can be used to join a multi-user chat directly
associ ated with the conference

Docurent: [this docunent]
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