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Post - Del i very Message Downgradi ng for Internationalized Enail Messages

Abstract

The Enmmil Address Internationalization (SMIPUTF8) extension to SMIP
all ows Uni code characters encoded in UTF-8 and outside the ASCI
repertoire in mail header fields. Upgraded POP and | MAP servers
support internationalized messages. If a POP or | MAP client does not
support Email Address Internationalization, a POP or |MAP server
cannot deliver internationalized nessages to the client and cannot
renove the nmessage. To avoid that situation, this docunment describes
a mechani sm for converting internationalized nmessages into the
traditional nmessage format. As part of the conversion process,
nessage el ements that require internationalized treatnment are recoded
or rempoved, and receivers are able to recognize that they received
nessages contai ning such elenents, even if they cannot process the
internationalized el enents.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6857
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Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

1.1.

T

| ntroducti on
Pr obl em St at enent

radi tional (legacy) mail systens, which are defined by the Internet

Message Format [ RFC5322] and ot her specifications, allow only ASClI

c

[

haracters in mail header field values. The SMIPUTF8 extension
RFC6530] [ RFC6531] [ RFC6532] all ows Uni code characters encoded in

UTF-8 [RFC3629] in these mail header fields. "Raw non-ASCI| strings"

r

efers to strings of those characters in which at | east one of them

is not part of the ASCII repertoire.

If a header field contains non-ASCI| strings, a POP or | MAP server

c
n
h
c

1.2.

annot deliver internationalized nmessages to legacy clients that do
ot send UTF8 conmands or have UTF8 capability. Al so, because they
ave no obvious or standardi zed way to explain what is going on to
lients, a POP or | MAP server cannot even safely discard the nessage.

Possi bl e Sol uti ons

There are four plausible approaches to the problem The preferred
approach depends on the particular circunmstances and rel ati onship
among the delivery SMIP server, the mail store, the POP or | MAP

S
f

1

Fuj i

erver, and the users and their Miil User Agent (MJA) clients. The
our approaches are as foll ows:

If the delivery Mail Transport Agent (MIA) has sufficient
know edge about the POP or | MAP server and the clients being
used, the nessage may be rejected as undeliverable.

A new, surrogate, nessage nay be created by downgrading the
original one in the POP or | MAP server in a way that preserves
maxi mum i nformati on at the expense of some conplexity and that
does not create security or operational problens in the nai
system These surrogate nmessages are referred to as "downgraded"
in this specification and as "surrogate nessages" el sewhere.

Sone i nternedi ate downgradi ng nmay be applied that bal ances
additional information | oss against |ower conplexity and greater
ease of inplementation

The POP or | MAP server nmmy fabricate a nmessage that is intended

to notify the client that an internationalized nessage is waiting
but cannot be delivered until an upgraded client is avail able.
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1.3. Approach Taken in This Specification

Thi s specification describes the second of these options. It is
worth noting that, at least in the general case, none of these
options preserves sufficient information to guarantee that it is
possible to reply to an incom ng nessage wi thout |oss of information,
so the choice nay be considered one of the available "l east bad"
options. Wile this docunent specifies a well-designed nechanism it
is only an interimsolution while clients are being upgraded

[ RFC6855] [ RFC6856] .

Thi s message downgradi ng mechani sm converts mail header fields to an
all -ASCI | representation. The POP or | MAP server can use the
downgr adi ng mechani sm and then deliver the internationalized message
inatraditional form which allows receivers to know whether a
nmessage i s internationalized or unknown or broken

The Internationalized Mail Header specification [ RFC6532] allows
UTF-8 characters (see Section 2) to be used in nail header fields and
M ME header fields. The Internationalized Mail Transport
specification [ RFC6531] allows UTF-8 characters to be used in sone
trace header fields. The nessage downgradi ng mechani sm specified
here describes the method by which internationalized messages

[ RFC6530] [ RFC6532] are converted to traditional emmil nessages

[ RFC5322] .

Thi s docunent provides a precise definition of the mnimm
i nformati on-1o0ss message downgradi ng process.

Downgr adi ng consists of the following two parts:
o Email header field downgrading
o M ME header field downgrading

Enmai | header field downgrading is described in Section 3. It
generates ASCl|-only header fields.

Header fields starting with Downgraded- are introduced in
Section 3.1.10. They preserve the information that appeared in the
original header fields.

The definition of MM header fields in internationalized nessages is
described in RFC 6532. A delivery status notification may contain
non- ASCI | addresses. M ME header field downgrading is described in
Section 4.1. Delivery status notification downgrading is described
in Section 4.2. It generates ASCIl-only M ME header fields.
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Di spl ayi ng downgr aded nessages that originally contained

i nternationalized header fields is out of scope of this docunent. A
POP or IMAP client that does not support UTF8 extensions as defined
for POP3 "UTF8 command"” and | MAP "ENABLE UTF8=ACCEPT command" does
not recogni ze the internationalized nessage format [RFC6532].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Many of the specialized terns used in this specification are defined
in other docunents. They include "COverview and Framework for
Internationalized Email" [RFC6530], the Internet Message Fornat

speci fication [ RFC5322], and sone of the basic M ME docunents

[ RFC2045] [RFC2183]. This specification nakes extensive use of the
M ME Message Header Extensions [ RFC2047] and extended M ME par anet er
encodi ngs [ RFC2231]. For conveni ence, both are described as
"encoded-words" or "encoded-word encoding". Al of the encoded-words
generated according to this specification use UTF-8 as their charset.

The terms "U-label”, "A-label”, and "IDNA" are used as defined in the
| DNA Definitions docunent [ RFC5890]. The terns "ASCI| address"”,
"non- ASCl | address", "SMIPUTF8", "nessage", and "internationalized

nmessage" are used as defined RFC 6530. The term "non-ASClI| string"
is used with the definition provided in the Internationalized Enai
Headers document [RFC6532]. The term "UTF-8 character” is used
informally in this docunent to denote a Unicode character, encoded in
UTF-8, outside the ASCII repertoire. Such characters are nore
formal |y described using the ABNF el enent <UTF8-non-ascii >, defined
in RFC 6532.

Thi s docunent refers to the Augnmented Backus- Naur Form ( ABNF)

[ RFC5234] el enents that appear in RFC 5322 and RFC 2045. RFC 5322
descri bes the ABNF el enents <CFW5>, <comment>, <displ ay-name>,
<group>, <id-left> <id-right> <nmailbox> <quoted-string>,
<unstructured>, and <word>. RFC 2045 describes the ABNF el ement
<val ue>. Section 3.3 of the Internationalized Mail Transport

speci fication [ RFC6531] and Section 3.2 of the Internationalized
Emai | Headers docunent [ RFC6532] updated <domain> to all ow non- ASCl
characters.

Sonme additional terns are defined locally in-line bel ow
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3.

Enmai | Message Header Fiel d Downgradi ng

This section defines the nethod for converting each header field that
may contain non-ASClI| strings into ASCI1. Section 3.1 describes the
met hods for rewiting each ABNF el enment. Section 3.2 describes the
net hods for rewiting each header field.

.1. Downgrading Method for Each ABNF El enent

Header field downgrading is defined bel ow for each ABNF el ermrent.
Conversion of the header field term nates when no characters ot her
than those in the ASCI| repertoire remain in the header field.

.1.1. Unstructured Downgradi ng

If the header field has an <unstructured> field that contains
non- ASCI I strings, apply encoded-word encodi ng.

.1.2. Word Downgradi ng

If the header field has any <word> fields that contain non-ASCl
strings, apply encoded-word encodi ng.

.1.3. Comment Downgradi ng

If the header field has any <comment> fields that contain non-ASCl
strings, apply encoded-word encodi ng.

1.4. M MEe-Val ue Downgr adi ng

If the header field has any <val ue> el enents [ RFC2045] that contain
non- ASCI | strings, renove any <CFW5> that appear outsi de DQUOTE

[ RFC5234] that appear in those elenents, then encode the <val ue>

el ements as extended M ME paraneter encodi ngs [ RFC2231] and | eave the
| anguage information enpty.

.1.5. Display-Nane Downgradi ng

If the header field has any <address> (<nmail box> or <group>)

el ements, and they have <di splay-nane> el enents that contain

non- ASCI | strings, encode the <display-nane> el enents as encoded-
words. Display- Nane downgradi ng uses the sane al gorithmas Wrd
downgr adi ng.
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3.1.6. Domain Downgradi ng

If the header field has any <domai n> el enents that contain U I abels,
rewite the non-ASCI| domain nane into an ASCI| domai n nane using
A-1 abel s [ RFC5891].

3.1.7. Goup Downgrading
<group> is defined in Section 3.4 of the Internet Message For mat
speci fication [ RFC5322]. The <group> el ement may contain <mail box>
el ements that contain non-ASCH | addresses.
If a <group> el enent contains <mail box> el enents and one of those
<mai | box> el ements contains a non-ASClI| <local-part> rewite the
<group> el erent as
di spl ay-nanme " " ENCODED WORD " :;"

where the <ENCODED WORD> is the original <group-list> encoded as
encoded- wor ds.

O herwi se, the <group> el ement contains an ASClI|-only <l ocal -part>.
If the <group> el ement contains non-ASClI| <mail box> el enents, they
contain non-ASCl| domain nanes. Rewite the non-ASCI| donmain nanes
into ASCI|I donain nanes using A-labels [ RFC5891]. Cenerated
<mai | box> el ements contain ASCI| addresses only.

3.1.8. Mil box Downgradi ng
If the <local-part> of the <mmil box> el enent contains no characters
other than those in the ASCI| repertoire, the <domai n> el emrent may
contain non-ASCl| characters. Rewite the non-ASCI| donmai n nanes
into ASCI|I donmai n nanmes using A-labels [ RFC5891].
O herwi se, the <local -part> nmay contain non-ASClI| characters. The
<l ocal -part> that contains characters outside the ASCI|I repertoire
has no equivalent format for ASCI| addresses. The <addr-spec>
el ement that contains non-ASCI| strings may appear in two forns as:
"<" addr-spec ">"
or
addr - spec
Rewite both as:

ENCODED- WORD " @ ;"
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where the <ENCODED- WORD> is the original <addr-spec> encoded as
encoded- wor ds.

3.1.9. Type-Addr Downgradi ng

If the header field contains <utf-8-type-addr> and the
<utf-8-type-addr> contains raw non-ASCI| strings (<UTF8-non-ascii>),
it isin utf-8-address form[RFC6533]. Convert it to

ut f - 8-addr-xtext form[RFC6533]. Conmment downgrading is also
performed in this case. |If the address type is unrecognized and the
header field contains non-ASCI| strings, then fall back to using
Encapsul ation on the entire header field as specified in

Section 3.1.10.

3.1.10. Encapsul ation: A Last Resort

As a last resort, when header fields cannot be converted as di scussed
in the previous subsection, the fields are del eted and repl aced by
speci al i zed new header fields. Those fields are defined to preserve,
in encoded form as nmuch information as possible fromthe header
field values of the incom ng nessage. This mechanismis known as
Encapsul ati on downgrading in this specification because it preserves
the original information in a different form The syntax of these
new header fields is:

fields =/ downgr aded

downgraded = "Downgraded- Message-1d:" unstructured CRLF /
"Downgr aded- Resent - Message-1d: " unstructured CRLF /
"Downgr aded- | n- Repl y-To: " unstructured CRLF /
"Downgr aded- Ref er ences: " unstructured CRLF /
" Downgr aded- Ori gi nal - Reci pient:" unstructured CRLF /
" Downgr aded- Fi nal - Reci pi ent: " unstructured CRLF

Applying this procedure to the "Received:" header field is

prohi bited. Encapsul ation downgrading is allowed for "Message-1D:.",
"In-Reply-To:", "References:", "Original-Recipient:", and

"Fi nal - Reci pi ent:" header fields.

To preserve a header field in a Downgraded- header field:

1. Generate a new header field.

* The field name is a concatenation of Downgraded- and the
original field nane.

* The initial newfield value is the original header field
val ue.
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2. Treat the initial new header field value as if it were
unstructured, and then apply the encoded-word encodi ng as
necessary so that the resulting new header field value is
conpletely in ASClI

3. Renpve the original header field.
3.2. Downgrading Method for Each Header Field

The Mail and M ME Header Fiel ds document [RFC4021] establishes a
regi stry of header fields. This section describes the downgrading
net hod for each header field listed in that registry as of the date
of publication of this specification

If the entire mail header field contains no characters other than
those in the ASCI| repertoire, email header field downgrading is not
requi red. Each header field s downgrading nmethod is described bel ow

3.2.1. Address Header Fields That Contain <address> El enents

From

Sender :

To:

Cc:

Bcc:

Repl y- To:
Resent - From
Resent - Sender :
Resent - To:
Resent - Cc:
Resent - Bcc:
Resent - Repl y- To:
Ret ur n- Pat h:

Di sposition-Notification-To:

If the header field contains non-ASCI| characters, first perform
Conment downgr adi ng and Di spl ay- Nane downgradi ng as described in the
correspondi ng subsections of Section 3.1. |If the header field stil
contai ns non-ASClI | characters, conplete the followi ng two steps:

1. If the header field contains <group> elenents that contain
non- ASClI | addresses, perform G oup downgradi ng on those el enents.

2. If the header field contains <mmil box> el enents that contain
non- ASClI | addresses, perform Mail box downgradi ng on those
el enent s.
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Thi s procedure nmay generate enpty <group> elenents in the "From" and
"Sender:" header fields. The G oup Syntax document [RFC6854] updates
the I nternet Message Format specification [ RFC5322] to allow (enpty)
<group> elenments in the "From" and "Sender:" header fields.

3.2.2. Non-ASCIl Strings in <coment> El enents

Dat e:

Resent - Dat e:

M Me- Ver si on:

Content-1D:

Cont ent - Tr ansf er - Encodi ng:
Cont ent - Language:

Accept - Language:

Aut o- Submi tt ed:

Except in coments, these header fields do not contain characters
other than those in the ASCI| repertoire. |If the header field
contains UTF-8 characters in coments, perform Comrent downgradi ng.

3.2.3. Message-1D Header Fields

Message- | D

Resent - Message- | D
I n- Repl y-To:

Ref er ences:

If there are non-ASCI| strings in <id-left> or <id-right> el enents,
perform Encapsul ation. Oherw se, the header field contains UTF-8
characters in comments and Comment downgradi ng shoul d be perforned.

3.2.4. Received Header Field
Recei ved:
| f <domai n> el emrents or <nmil box> el enents contain U-|labels, perform
Domai n downgradi ng as specified in Section 3.1.6. Comrents nay
contain non-ASCl| strings; if so, perform Comment downgradi ng.
After the Domai n downgradi ng and the Comrent downgrading, if the
"FOR' cl ause contains a non-ASClI| <local -part>, renove the FOR

clause. |If the "I D' clause contains a non-ASCI| value, renpve the ID
cl ause.
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3.2.5. M ME Content Header Fields

Cont ent - Type:
Cont ent - Di sposition

If there are non-ASClI| strings in <value> or <CFW5> el enents, perform
M ME- Val ue and Comment downgr adi ng.

3.2.6. Non-ASClI| Characters in <unstructured> El enents
Subj ect :
Comrent s:
Cont ent - Descri ption:

If non-ASClI| strings are present in <unstructured> elenments, perform
Unst ruct ured downgradi ng.

3.2.7. Non-ASCI| Characters in <phrase> El enents
Keywor ds:

If non-ASCI| strings are present in <phrase> el enents, perform Wrd
downgr adi ng.

3.2.8. Oher Header Fields

QO her header fields that are not covered in this docurment (such as
i mpl enent ati on-specific or user-defined fields) mght also contain
non-ASCI 1 strings. Any header field that does not have a conversion
net hod defined above will be in this category and treated as foll ows.

If there are non-ASClI| strings present in the header fields, perform
Unstructured downgradi ng.

If the software understands the header field s structure and a
downgr adi ng al gorithm other than Unstructured is applicable, that
sof tware SHOULD use that algorithm Unstructured downgrading is used
when there is no other option

Mailing |ist header fields (those that start in "List-") are part of
this category.

4. M ME Body Parts and Delivery Status Notifications
Both the M ME body part header fields [RFC2045] [RFC6532] and the

contents of a delivery status notification [ RFC6533] may contain
non- ASCI | characters.

Fuj i war a St andards Track [ Page 12]



RFC 6857 POP or | MAP Downgr ade March 2013

4.1. M ME Body Part Header Field Downgradi ng

RFC 6532 specifies an extension that permits M M header fields,

i ncl udi ng body part header fields, to contain non-ASCI| strings.
This section defines the conversion nmethod to ASCII-only header
fields for each M ME header field that contains non-ASCI| strings.
Parse the nessage body’s M ME structure at all |evels and check each
M ME header field to see whether it contains non-ASCI| strings. |If
the header field contains non-ASClI| strings in the header field

val ue, the header field is a target of the M ME body part header
field s downgrading. The downgradi ng met hods used for the M ME body
part header fields Content-1D, Content-Type, Content-Di sposition, and
Content-Description are the sane as those used for the header fields
of the same nanme described in Section 3.2

4.2. Delivery Status Notification Downgrading

If the nmessage contains a delivery status notification (see Section 6
of the SMIP DSN Extension [ RFC3461]), performthe follow ng tests and
conver si ons.

If there are "Original-Recipient:" and "Fi nal - Reci pi ent:" header
fields, and the header fields contain non-ASCI| strings, perform
Type- Addr downgr adi ng.

5. Security Considerations

The purpose of post-delivery nmessage downgrading is to allow POP and
| MAP servers to deliver internationalized nessages to traditional POP
and | MAP clients and to permt the clients to display those nessages.
Users that receive such nmessages can know that they were
internationalized. It does not permt receivers to read the nessages
in their original formand, in general, will not pernit generating
replies, at least wi thout significant user intervention.

After downgrading as specified in this docunment, the header fields of
a nessage will contain ASCI|I characters only, sone of themin
encoded-word form Nothing in this docunent or other SMIPUTF8

speci fications [ RFC6530] [ RFC6531] alters the basic properties of

M ME that allow characters outside the ASCI| repertoire in encodi ngs
as specified for them Thus, this docunment inherits the security
consi derations associated with M Me-encoded header fields as
specified in RFC 2047 [ RFC2047] and with UTF-8 itself as specified in
RFC 3629 [ RFC3629].

Rewriting header fields increases the opportunities for undetected

spoofing by malicious senders. However, the rewitten header field
val ues are preserved in equivalent MME formor in newy defined
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header fields for which traditional MJAs have no special processing
procedures.

The techni ques descri bed here may invalidate nethods that depend on
digital signatures over any part of the nessage, which includes the
top-1evel header fields and body part header fields. Depending on
the specific nessage bei ng downgraded, at |east the follow ng
techniques are likely to break: Domai nKeys ldentified Mail (DKIM and
possibly SIMME and Pretty Good Privacy (PGP). The downgrade
mechani sm SHOULD NOT renove sighatures even if the signatures wll
fail validation after downgrading. As nuch of the information as
possi ble fromthe original nessage SHOULD be preserved. In addition
MJAs nay be able to use the presence of an Authentication-Results
header field [ RFC5451] to assess whether the digital signatures were
valid before the header fields were downgraded.

VWile information in any email header field should usually be treated
wi th sonme suspicion, current emmil systens conmmonly enpl oy various
nmechani sns and protocols to nake the informati on nore trustworthy.
Information in the new Downgraded-* header fields is not inspected by
traditional MJAs and nay be even less trustworthy than the
traditional header fields. Note that the Downgraded-* header fields
could have been inserted with malicious intent (and with content
unrelated to the traditional header fields); however, traditiona

MJAs do not eval uate Downgraded-* header fi el ds.

See the Security Considerations sections in the Goup Syntax docunent
[ RFC6854] and the Internationalized Email Framework [ RFC6530] for
nor e di scussi on.

6. Inplenentation Note: Encoded-Wrd Encoding

Wil e the specification of encoded-words includes specific rules for
dealing with whitespace in adjacent encoded words [ RFC2047], there
are a nunmber of deployed inplenentations that fail to inplenent the
algorithmcorrectly. As a result, whitespace behavior is sonewhat
unpredi ctable, in practice, when multiple encoded words are used.

Wil e RFC 5322 states that inplenentations SHOULD |imt lines to 78
characters or |less, inplenentations MAY choose to allow overly |ong
encoded words to work around faulty inpl enentati ons of encoded-words.
| mpl enent ati ons that choose to do so SHOULD have an optiona
nmechanismto limt line length to 78 characters.
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7. 1 ANA Consi derations

The experinental specification fromwhich this document was partially
derived [ RFC5504] specifies that no new header fields beginning with
Downgr aded- are to be registered. That restriction is now lifted,
and this docunment makes a new set of registrations, replacing the
experimental fields with standard ones.

7.1. (bsol escence of Existing Downgraded-* Header Fields

The Downgr aded-* header fields that were registered as experinenta
fields in RFC 5504 are no longer in use. |ANA has changed the status
from"experinental" to "obsoleted" for every nane in the "Pernanent
Message Header Field Nanes" registry that began with Downgraded-.

7.2. Registration of New Downgraded-* Header Fields
The foll owi ng header fields have been registered in the "Pernmanent
Message Header Field Nanes" registry, in accordance with the
procedures set out in the Header Field Registration docunent
[ RFC3864] .

Header field nane: Downgraded- Message-1d

Applicabl e protocol: mai
Status: standard
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docurment (Section 3.1.10)

Header field nane: Downgraded-In-Reply-To

Applicabl e protocol: mai
Status: standard
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docurment (Section 3.1.10)

Header field nane: Downgraded- References

Applicabl e protocol: mai
Status: standard
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docurment (Section 3.1.10)

Header field nane: Downgraded-Original - Reci pi ent

Applicabl e protocol: mai
Status: standard
Aut hor/ change controller: |ETF

Speci fication docunment(s): This docurment (Section 3.1.10)
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Header field nane: Downgraded- Fi nal - Reci pi ent

Appl i cabl e protocol: mai
Status: standard
Aut hor/ change controller: |ETF

Speci fication document(s): This docunment (Section 3.1.10)
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Appendi x A.  Downgr adi ng Exanpl e

Thi s appendi x shows a nessage downgradi ng exanple. Consider a
recei ved mail message where:

o The sender address is a non-ASCI| address,
"NON- ASCl | - LOCAL@xanpl e.com'. Its display-nane is
"Dl SPLAY- LOCAL".

o The "To:" header field contains two non-ASCI| addresses,
"NON- ASCl | - REMOTE1 @xanpl e. net” and
"NON- ASCl | - REMOTE2 @xanpl e. cont'.  Their display-nanes are
" DI SPLAY- REMOTE1" and " DI SPLAY- REMOTE2" .

o The "Cc:" header field contains a non-ASClI| address,
"NON- ASCl | - REMOTE3@xanpl e.org". Its display-nane is
" DI SPLAY- REMOTE3" .

o Four display-names contain non-ASCl | characters.

0 The "Subject:" header field is "NO\NASCI |- SUBJECT", which contains
non- ASClI | strings.

o The "Message-1d:" header field contains "NONASCI | - MESSAGE | D',
whi ch contains non-ASCI| strings.

o There is an unknown header field "X-Unknown-Header:", which
contai ns non-ASCl | strings.

Ret ur n- Pat h: <NON- ASCI | - LOCAL@xanpl e. conp
Received: from... by ... for <NON ASCl |- REMOTEl@xanpl e. net >
Received: from... by ... for <NO\-ASCl | - REMOTE1@xanpl e. net >
From DI SPLAY- LOCAL <NON- ASCI | - LOCAL@xanpl e. conp
To: DI SPLAY- REMOTEL <NON- ASCI | - REMOTEL@xanpl e. net >,
Dl SPLAY- REMOTE2 <NON- ASCI | - REMOTE2 @xanpl e. con
Cc: DI SPLAY- REMOTE3 <NON- ASCI | - REMOTE3@xanpl e. or g>
Subj ect: NON- ASCI | - SUBJECT
Date: Mon, 30 Jul 2012 01:23:45 -0000
Message-1d: NON ASCI | - MESSACE_| D
M ne-Version: 1.0
Cont ent - Type: text/plain; charset="UTF-8"
Cont ent - Transf er- Encodi ng: 8bi t
X- Unknown- Header: NON- ASCI | - CHARACTERS

MAI L_BODY

Figure 1: Received Message in a Mildrop
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The downgraded nmessage is shown in Figure 2. "Return-Path:",
"From", "To:", and "Cc:" header fields are rewitten. "Subject:"
and " X-Unknown- Header:" header fields are encoded as encoded-words.
The "Message-1d:" header field is encapsul ated as a

"Downgr aded- Message-1d: " header field.

Ret ur n- Pat h: =?UTF- 8?Q?NON- ASCI | - LOCAL@xanpl e. con?= :;
Received: from... by ..
Received: from... by ..
From =?UTF-8?Q?Dl SPLAY- LOCAL?=
=?UTF- 8?Q?NON- ASCI | - LOCAL@xanpl e. con®?= :;
To: =?UTF- 8?Q?Dl SPLAY- REMOTE1?=
=?UTF- 8?Q?NON- ASCI | - REMOTEL@xanpl e. net ?= :;,
=?UTF- 8?Q?DI SPLAY- REMOTE2?=
=?UTF- 8?Q?NON- ASCI | - REMOTE2 @xanpl e. conP= :;,
Cc: =?UTF- 8?Q?DI SPLAY- REMOTE3?=
=?UTF- 8?Q?NON- ASCI | - REMOTE3@xanpl e. org?= :;
Subj ect: =?UTF- 8?Q?NON- ASCI | - SUBJECT?=
Date: Mon, 30 Jul 2012 01:23:45 -0000
Downgr aded- Message- 1 d: =?UTF- 8?Q?MESSACE | D?=
M ne-Version: 1.0
Cont ent - Type: text/plain; charset="UTF-8"
Cont ent - Transf er - Encodi ng: 8bi t
X- Unknown- Header: =?UTF- 8?Q?NON- ASCl | - CHARACTERS?=

MAI L_BODY
Fi gure 2: Downgraded Message
Aut hor’ s Addr ess
Kazunori Fujiwara
Japan Registry Services Co., Ltd.
Chiyoda First Bldg. East 13F, 3-8-1 Nishi-Kanda
Chi yoda- ku, Tokyo 101-0065
Japan

Phone: +81 3 5215 8451
EMail: fujiwara@prs.co.jp
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