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Abst r act

Thi s docunent specifies two encryption types and two correspondi ng
checksum types for the Kerberos cryptosystem framework defined in RFC
3961. The new types use the Camellia bl ock cipher in CBC node with
ci phertext stealing and the CMAC algorithmfor integrity protection
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1. Introduction

The Canellia block cipher, described in [ RFC3713], has a 128-bit

bl ock size and a 128-bit, 192-bit, or 256-bit key size, simlar to
AES. This docunent specifies Kerberos encryption and checksum types
for Canellia using 128-bit or 256-bit keys. The new types conformto
the framework specified in [ RFC3961] but do not use the sinplified
profile.

Like the sinmplified profile, the new types use key derivation to
produce keys for encryption, integrity protection, and checksum
operations. Instead of the key derivation function described in

[ RFC3961], Section 5.1, the new types use a key derivation function
fromthe fanmily specified in [ SP800-108].

The new types use the CMAC al gorithmfor integrity protection and
checksum operations. As a consequence, they do not rely on a hash
al gorithm except when generating keys from strings.

Li ke the AES encryption types [RFC3962], the new encryption types use
CBC npde with ciphertext stealing [RFC3962] to avoid the need for
paddi ng. They al so use the same PBKDF2 al gorithm for key generation
fromstrings, with a nodification to the salt string to ensure that

di fferent keys are generated for Canellia and AES encryption types.

2. Protocol Key Representation

The Canellia key space is dense, so we use random octet strings
directly as keys. The first bit of the Canellia bit string is the
high bit of the first byte of the random octet string.

3. Key Derivation

We use a key derivation function fromthe famly specified in

[ SPB00-108], Section 5.2, "KDF in Feedback Mdde". The PRF parameter
of the key derivation function is CMAC with Canellia-128 or
Canel | i a-256 as the underlying block cipher; this PRF has an out put
size of 128 bits. A block counter is used with a length of 4 bytes,
represented in big-endian order. The length of the output key in
bits (denoted as k) is also represented as a 4-byte string in big-
endi an order. The label input to the KDF is the usage constant
supplied to the key derivation function, and the context is unused.
In the follow ng sunmary, | indicates concatenation. The randomto-
key function is the identity function, as defined in Section 6. The
k-truncate function is defined in [ RFC3961], Section 5.1.
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n =ceiling(k / 128)

K(0) = zeros

K(i) = CMAC(key, K(i-1) | i | constant | Ox00 | k)

DR(key, constant) = k-truncate(K(1) | K(2) | ... | K(n))

KDF- FEEDBACK- CMAC( key, constant) = randomt o-key(DR(key, constant))

The constants used for key derivation are the sane as those used in
the simplified profile.

4. Key Ceneration from Strings

We use a variation on the key generation algorithmspecified in
[ RFC3962], Section 4.

First, to ensure that different |Iong-termkeys are used with Canellia
and AES, we prepend the enctype name to the salt string, separated by
a null byte. The enctype nane is "canellial28-cts-cmac" or

"canel | i a256-cts-cmac” (w thout the quotes).

Second, the final key derivation step uses the algorithmdescribed in
Section 3 instead of the key derivation algorithmused by the
simplified profile.

Third, if no string-to-key paraneters are specified, the default
nunber of iterations is raised to 32768.

saltp = enctype-nanme | 0x00 | salt

tkey = randomt o- key( PBKDF2- HVAC- SHA1( passphrase, saltp,
iter_count, keylength))

key = KDF- FEEDBACK- CMAC(t key, "kerberos")

5. CMAC Checksum Al gorithm
For integrity protection and checksuns, we use the CMAC function
defined in [SP800-38B], with Canellia-128 or Camellia-256 as the
under|ying bl ock cipher. The output length (Tlen) is 128 bits for
both key si zes.

6. Encryption Algorithm Paraneters
The foll owi ng paraneters, required by [ RFC3961], Section 3, apply to
the encryption types canellial28-cts-cnmac, which uses a 128-bit
protocol key, and canellia256-cts-cmac, which uses a 256-bit protoco
key.
Protocol key format: as defined in Section 2.

Specific key structure: three protocol format keys: { Kc, Ke, K }.
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Requi red checksum nechani sm as defined in Section 7.

Key generation seed |length: the key size (128 or 256 bits).
String-to-key function: as defined in Section 4.

Random t o- key function: identity function.

Key-derivation function: as indicated bel ow, with usage represented
as 4 octets in big-endian order.

String-to-key parameter format: 4 octets indicating a 32-bit
iteration count in big-endian order. Inplenmentations may linmt the
count as specified in [ RFC3962], Section 4.

Default string-to-key paraneters: 00 00 80 00.

Kc = KDF- FEEDBACK- CMAC( base- key, usage | 0x99)
Ke = KDF- FEEDBACK- CMAC( base- key, usage | OxAA)
Ki = KDF- FEEDBACK- CMAC( base- key, usage | 0x55)

Ci pher state: a 128-bit CBC initialization vector.
Initial cipher state: all bits zero.

Encryption function: as follows, where E() is Canellia encryption in
CBC- CTS node, with the next-to-last block used as the CBC-style ivec,
or the last block if there is only one.

conf = Random string of 128 bits

(C, newstate) = E(Ke, conf | plaintext, oldstate)
M= CMAC(Ki, conf | plaintext)

ci phertext = C| M

Decryption function: as follows, where D() is Canellia decryption in
CBC-CTS node, with the ivec treated as in E(). To separate the

ci phertext into C and M conponents, use the final 16 bytes for M and
all of the preceding bytes for C

(C, M = ciphertext

(P, newV) = D(Ke, C, oldstate)

if (M!'= CMAC(Ki, P)) report error
newstate = newl V

Pseudo-random function: as foll ows.

Kp = KDF- FEEDBACK- CMAC( pr ot ocol - key, "prf")
PRF = CMAC(Kp, octet-string)

Hudson I nf or mati onal [ Page 4]



RFC 6803 Canel lia Encryption for Kerberos 5 Noverber 2012

7.

Checksum Par aneters

The foll owi ng paraneters, required by [ RFC3961], Section 4, apply to
the checksum types crmac-canel | i al28 and crac-canel | i a256, which are
the associ ated checksum for camellial28-cts-cnac and canel | i a256-ct s-
cmac, respectively.

Associ ated cryptosystem Canellia-128 or Canellia-256 as appropriate
for the checksum type.

get _m c: CMAC(Kc, message).
verify mc: get_nmc and conpare
Security Consi derations

Chapter 4 of [CRYPTCENG discusses weaknesses of the CBC ci pher node.
An attacker who can observe enough nmessages generated with the sane
key to encounter a collision in ciphertext blocks could recover the
XOR of the plaintexts of the previous blocks. Observing such a

col lision becormes likely as the nunmber of bl ocks observed approaches
2"64. This consideration applies to all previously standardized

Ker beros encryption types and all uses of CBC encryption with 128-bit
bl ock ciphers in other protocols. Kerberos deploynents can nitigate
this concern by rolling over keys often enough to nake observing 2764
nmessages unli kel y.

Because the new checksumtypes are determnistic, an attacker could
pre-comput e checksunms for a known plain-text message in 2"64 randomy
chosen protocol keys. The attacker could then observe checksuns
legitimately conputed in different keys until a collision with one of
the pre-conputed keys is observed; this becones likely after the
nunber of observed checksuns approaches 2"64. Observing such a
collision allows the attacker to recover the protocol key. This
consi deration applies to nost previously standardi zed Kerberos
checksum types and nost uses of 128-bit checksuns in other protocols.

Ker beros depl oynents should not migrate to the Canellia encryption
types sinply because they are newer, but should use themonly if
busi ness needs require the use of Canellia, or if a serious flawis
di scovered in AES which does not apply to Canellia.

The security considerations described in [ RFC3962], Section 8,
regarding the string-to-key algorithmalso apply to the Canellia
encryption types.
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At the time of witing this docunent, there are no known weak keys
for Canellia, and no security problem has been found on Canellia (see
[ NESSI E], [ CRYPTREC], and [LNCS5867]).

9. | ANA Consi derations
| ANA has assigned the follow ng nunbers fromthe Encryption Type
Nunbers and Checksum Type Nunbers registries defined in [ RFC3961],
Section 11.

Encryption types

Fomm o - o e e e e Fom oo +
| etype | encryption type | Reference

R o e e e e a o R +
| 25 | camellial28-cts-cmac | [ RFC6803] |
| 26 | camellia256-cts-cmac | [ RFC6803] |
R, o e e e e e oo SR +

S S S S +
| sumtype value | Checksumtype | checksum size | Reference
R oo oo - R R —— +
| 17 | cmac-camellial28 | 16 | [ RFC6803]
| 18 | cmac-canellia256 | 16 | [ RFC6803]
Fommm e e aaaaa o m e e e eeaaaaa Fommm e e aaaaa e +

10. Test Vectors
Sanpl e results for string-to-key conversion

I[teration count =1
Pass phrase = "password"
Salt = "ATHENA. M T. EDUr aebur n"
128-bit Canellia key:
57 DO 29 72 98 FF D9 D3 5D E5 A4 7F B4 BD E2 4B
256-bit Canellia key:
B9 D6 82 8B 20 56 B7 BE 65 6D 88 Al 23 Bl FA C6
82 14 AC 2B 72 7E CF 5F 69 AF EO C4 DF 2A 6D 2C
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I[teration count = 2
Pass phrase = "password"
Salt = "ATHENA. M T. EDUr aebur n"
128-bit Canellia key:
73 F1 B5 3A A0 F3 10 F9 3B 1D E8 CC AA 0C Bl 52
256-bit Camellia key:
83 FC 58 66 E5 F8 F4 C6 F3 86 63 C6 5C 87 54 9F
34 2B C4 7E D3 94 DC 9D 3C D4 D1 63 AD E3 75 E3

I[teration count = 1200
Pass phrase = "password"”
Salt = "ATHENA. M T. EDUr aebur n"
128-bit Canellia key:
8E 57 11 45 45 28 55 57 5F D9 16 E7 BO 44 87 AA
256-bit Canellia key:
77 F4 21 A6 F2 5E 13 83 95 E8 37 E5 D8 5D 38 5B
4C 1B FD 77 2E 11 2C D9 20 8C E7 2A 53 0B 15 E6

I[teration count =5
Pass phrase = "password"
Sal t =0x1234567878563412
128-bit Canellia key:
00 49 8F D9 16 BF C1 C2 B1 03 1C 17 08 01 B3 81
256-bit Camellia key:
11 08 3A 00 BD FE 6A 41 B2 F1 97 16 D6 20 2F OA
FA 94 28 9A FE 8B 27 A0 49 BD 28 Bl D7 6C 38 9A

Iteration count = 1200
Pass phrase = (64 characters)
" XKRKKHKIARKIKHKIRKIKHKIIKIKHIHIKIKHKIHKIKHKIHKIKHKIHKIKHKIHIKIKHKIHIKIKHKIHKIKHKIHIKIKHKIHIKIKHKIKIKHKIAKAKHXKK!
Sal t =" pass phrase equal s bl ock size"
128-bit Canellia key:
8B F6 C3 EF 70 9B 98 1D BB 58 5D 08 68 43 BE 05
256-bit Camellia key:
11 9F E2 A1 CB 0B 1B EO 10 B9 06 7A 73 DB 63 ED
46 65 B4 E5 3A 98 D1 78 03 5D CF E8 43 A6 B9 BO

Iteration count = 1200
Pass phrase = (65 characters)
D000 090009900999 0.9.00. 090009000900 00.00 090000000000 00.00 0000090000000
Salt = "pass phrase exceeds bl ock size"
128-bit Canellia key:
57 52 AC 8D 6A D1 CC FE 84 30 B3 12 87 1C 2F 74
256-bit Canellia key:
61 4D 5D FC 0B A6 D3 90 B4 12 B8 9A E4 D5 BO 88
B6 12 B3 16 51 09 94 67 9D DB 43 83 C7 12 6D DF
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Iteration co

Pass phrase =

Sal t
128-bit Came

Canel lia Encryption for

unt = 50

[l1ia key:

g-cl ef (0xf09d849e)
= "EXAMPLE. COWi ani st"

CC 75 C7 FD 26 OF 1C 16 58 01 1F

256-bit Came

Ilia key:

16 3B 76 8C 6D Bl 48 B4 EE C7 16
20 6B 68 CE CO 78 BC 06 9E D6 8A

Sanple results for

128-bit Canellia key:

57 DO 29
Kc val ue for
D1 55 77
Ke val ue for
64 DF 83
Ki val ue for
3E 4F BD

72 98 FF D9
key usage 2
5A 20 9D 05
key usage 2
F8 5A 53 2F
key usage 2
F3 OF B8 25

256-bit Canellia key:

B9 D6 82
82 14 AC
Kc val ue for
E4 67 F9
OE EE D4
Ke val ue for
41 2A EF
5A E6 75
Ki val ue for
FA 62 4F
CD 8C 08

8B 20 56 B7
2B 72 7E CF
key usage 2
A9 55 2B C7
FF 78 BO D1
key usage 2
C3 62 A7 28
23 5B 6D 54
key usage 2
A0 E5 23 99
E8 A0 24 6B

Sanpl e encryptions (al

Pl ai nt ext :

(enpty)
128-bit Canel

lia key:

key derivati on:

D3 5D E5 A4
(constant =
FO 2B 38 D4
(constant =
17 57 7D 8C
(constant =
9C 42 5C B6

BE 65 6D 88
5F 69 AF EO
(constant =
D3 15 5A 62
E6 Al 54 49
(constant =
5F C3 96 6C
9F BF C9 AB
(constant =
3F A3 88 AE
1D 73 BO D1

Ker beros 5

CC 0D 56 06 16

3D F5 AE D7 OE
7E D3 6B 1E CC

7F B4 BD E2 4B
0x0000000299) :
2A 38 9E 5A 56
0x00000002AA) :
37 03 57 96 AB
0x0000000255) :
C9 6F 1F 46 35

Al 23 Bl FA C6
C4 DF 2A 6D 2C
0x0000000299) :
20 AF 9C 19 22
91 46 1A 9E 50
0x00000002AA) :
6A 51 81 E7 60
66 30 A4 C6 04
0x0000000255) :
FD C6 7E 67 EB
DD 9F C5 82 BO

using the default cipher state):

1D C4 6A 8D 76 3F 4F 93 74 2B CB A3 38 75 76 C3
Random conf ounder :
B6 98 22 A1 9A 6B 09 CO EB C8 55 7D 1F 1B 6C OA

Ci phertext:

C4 66 F1 87 10 69 92 1E DB 7C 6F DE 24 4A 52 DB
0B A1 OE DC 19 7B DB 80 06 65 8C A3 CC CE 6E B8

Hudson

| nf or mat i ona

Novenmber 2012

[ Page 8]



RFC 6803 Canel lia Encryption for Kerberos 5 Noverber 2012

Pl ai ntext: 1
Random conf ounder :
6F 2F C3 C2 Al 66 FD 88 98 96 7A 83 DE 95 96 D9
128-bit Canellia key:
50 27 BC 23 1D OF 3A 9D 23 33 3F 1C A6 FD BE 7C
Ci phertext:
84 2D 21 FD 95 03 11 CO DD 46 4A 3F 4B E8 D6 DA
88 A5 6D 55 9C 9B 47 D3 F9 A8 50 67 AF 66 15 59
B8

Pl ai ntext: 9 bytesss
Random conf ounder :
A5 B4 A7 1E 07 7A EE F9 3C 87 63 C1 8F DB 1F 10
128-bit Canellia key:
Al BB 61 E8 05 F9 BA 6D DE 8F DB DD C0 5C DE A0
C phertext:
61 9F FO 72 E3 62 86 FF OA 28 DE B3 A3 52 EC 0D
OE DF 5C 51 60 D6 63 C9 01 75 8C CF 9D 1E D3 3D
71 DB 8F 23 AA BF 83 48 A0

Pl ai ntext: 13 bytes byte
Random conf ounder :
19 FE E4 0D 81 0C 52 4B 5B 22 FO 18 74 C6 93 DA
128-bit Canellia key:
2C A2 7A 5F AF 55 32 24 45 06 43 4E 1C EF 66 76
Ci phertext:
B8 EC A3 16 7A E6 31 55 12 E5 9F 98 A7 C5 00 20
5E 5F 63 FF 3B B3 89 AF 1C 41 A2 1D 64 0D 86 15
C9 ED 3F BE BO 5A B6 AC B6 76 89 B5 EA

Pl ai ntext: 30 bytes bytes bytes bytes byt
Random conf ounder :
CA 7A 7A B4 BE 19 2D AB D6 03 50 6D B1 9C 39 E2
128-bit Canellia key:
78 24 F8 Cl1 6F 83 FF 35 4C 6B F7 51 5B 97 3F 43
Ci phertext:
A2 6A 39 05 A4 FF D5 81 6B 7B 1E 27 38 0D 08 09
0OC 8E Cl1 F3 04 49 6E 1A BD CD 2B DC D1 DF FC 66
09 89 E1 17 A7 13 DD BB 57 A4 14 6C 15 87 CB A4
35 66 65 59 1D 22 40 28 2F 58 42 Bl1 05 A5
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Pl ai ntext: (enpty)
Random conf ounder :
3C BB D2 B4 59 17 94 10 67 F9 65 99 BB 98 92 6C
256-bit Camellia key:
B6 1C 86 CC 4E 5D 27 57 54 5A D4 23 39 9F B7 03
1E CA B9 13 CB B9 00 BD 7A 3C 6D D8 BF 92 01 5B
Ci phertext:
03 88 6D 03 31 0B 47 A6 D8 FO 6D 7B 94 D1 DD 83
7E CC E3 15 EF 65 2A FF 62 08 59 D9 4A 25 92 66

Plaintext: 1
Random conf ounder :
DE F4 87 FC EB E6 DE 63 46 D4 DA 45 21 BB A2 D2
256-bit Canellia key:
1B 97 FE OA 19 OE 20 21 EB 30 75 3E 1B 6E 1E 77
BO 75 4B 1D 68 46 10 35 58 64 10 49 63 46 38 33
Ci phertext:
2C 9C 15 70 13 3C 99 BF 6A 34 BC 1B 02 12 00 2F
D1 94 33 87 49 DB 41 35 49 7A 34 7C FC D9 D1 8A
12

Pl ai ntext: 9 bytesss
Random conf ounder :
AD 4F F9 04 D3 4E 55 53 84 Bl 41 00 FC 46 5F 88
256-bit Camellia key:
32 16 4C 5B 43 4D 1D 15 38 E4 CF D9 BE 80 40 FE
8C 4A C7 AC C4 B9 3D 33 14 D2 13 36 68 14 7A 05
C phertext:
9C 6D E7 5F 81 2D E7 ED 0D 28 B2 96 35 57 Al 15
64 09 98 27 5B OA F5 15 27 09 91 3F F5 2A 2A 9C
8E 63 B8 72 F9 2E 64 C8 39

Pl ai ntext: 13 bytes byte
Random conf ounder :
CF 9B CA 6D F1 14 4E 0C OA F9 B8 F3 4C 90 D5 14
256-bit Camellia key:
BO 38 B1 32 CD 8E 06 61 22 67 FA B7 17 00 66 D8
8A EC CB A0 B7 44 BF C6 0D C8 9B CA 18 2D 07 15
C phertext:
EE EC 85 A9 81 3C DC 53 67 72 AB 9B 42 DE FC 57
06 F7 26 E9 75 DD EO 5A 87 EB 54 06 EA 32 4C Al
85 C9 98 6B 42 AA BE 79 4B 84 82 1B EE
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Pl ai ntext: 30 bytes bytes bytes bytes byt
Random conf ounder :
64 4D EF 38 DA 35 00 72 75 87 8D 21 68 55 E2 28
256-bit Camellia key:
CC FC D3 49 BF 4C 66 77 E8 6E 4B 02 B8 EA B9 24
A5 46 AC 73 1C F9 BF 69 89 B9 96 E7 D6 BF BB A7
Ci phertext:
OE 44 68 09 85 85 5F 2D 1F 18 12 52 9C A8 3B FD
8E 34 9D E6 FD 9A DA 0B AA A0 48 D6 8E 26 5F EB
F3 4A D1 25 5A 34 49 99 AD 37 14 68 87 A6 C6 84
57 31 AC 7F 46 37 6A 05 04 CD 06 57 14 74

Sanpl e checksuns:

Pl ai nt ext: abcdef ghijk
Checksum type: cmac-canellial28
128-bit Canellia key:
1D C4 6A 8D 76 3F 4F 93 74 2B CB A3 38 75 76 C3
Key usage: 7
Checksum
11 78 E6 C5 C4 7TA 8C 1A E0O C4 B9 C7/ D4 EB 7B 6B

Pl ai nt ext : ABCDEFGHI JKLMNOPQRSTUWWKYZ
Checksum type: cnmc-canellial28
128-bit Canellia key:
50 27 BC 23 1D OF 3A 9D 23 33 3F 1C A6 FD BE 7C
Key usage: 8
Checksum
D1 B3 4F 70 04 A7 31 F2 3A 0C 00 BF 6C 3F 75 3A

Pl ai ntext: 123456789
Checksum type: cnac-canel | i a256
256-bit Canellia key:
B6 1C 86 CC 4E 5D 27 57 54 5A D4 23 39 9F B7 03
1E CA B9 13 CB B9 00 BD 7A 3C 6D D8 BF 92 01 5B
Key usage: 9
Checksum
87 Al 2C FD 2B 96 21 48 10 FO 1C 82 6E 77 44 Bl

Pl ai ntext: ! @$%& ()! @$% & ()! @$% & ()
Checksum type: cmac-canel | i a256
256-bit Camellia key:
32 16 4C 5B 43 4D 1D 15 38 E4 CF D9 BE 80 40 FE
8C 4A C7 AC C4 B9 3D 33 14 D2 13 36 68 14 7A 05
Key usage: 10
Checksum
3F A0 B4 23 55 E5 2B 18 91 87 29 4A A2 52 AB 64

Hudson I nf or mati onal [ Page 11]



RFC 6803

11.

11.

11.

Ref er ences

Canel lia Encryption for Kerberos 5 Noverber 2012

1. Nornmtive References

[ RFC3713]

[ RFC3961]

[ RFC3962]

[ SP800- 108]

[ SP800- 38B]

2. | nformati

[ CRYPTOENG]

[ CRYPTREC]

[ LNCS5867]

[ NESSI E]

Hudson

Mat sui, M, Nakajima, J., and S. Moriai, "A Description
of the Canellia Encryption Al gorithn, RFC 3713,
April 2004.

Raeburn, K., "Encryption and Checksum Specifications for
Kerberos 5", RFC 3961, February 2005.

Raeburn, K., "Advanced Encryption Standard (AES)
Encryption for Kerberos 5", RFC 3962, February 2005.

Chen, L., "Reconmendation for Key Derivation Using
Pseudor andom Functi ons”, N ST Special Publication 800&
nhby; 108, Cctober 2009.

Dworkin, M, "Recommendation for Block C pher Mdes of
Qperation: The CMAC Mbde for Authentication", N ST
Speci al Publication 800-38B, Cctober 2009.

ve References
Schnei er, B., "Cryptography Engi neering", March 2010.

I nf ormati on-technol ogy Pronotion Agency (I PA), Japan,
"Crypt ography Research and Eval uati on Comittees"”,
<http://ww.ipa.go.jp/security/enc/ CRYPTREC

i ndex-e. htm >.

Mal a, H., Shakiba, M, Dakhilalian, M, and G

Bagheri karam "New Results on |npossible Different
Cryptanal ysis of Reduced-Round Canellia-128", Lecture
Notes in Computer Science, Vol. 5867, Novemnber 2009,
<http://ww. springerlink.com content/e55783u422436977/ >.

The NESSI E Project, "New European Schenes for

Signatures, Integrity, and Encryption",
<http://ww. cosi c. esat. kul euven. be/ nessi e/ >.

I nf or mati onal [ Page 12]



RFC 6803 Canel lia Encryption for Kerberos 5 Noverber 2012

Appendi x A, Acknow edgenent s
The author would Iike to thank Ken Raeburn, Satoru Kanno, Jeffrey
Hut zel man, Nico WIIlianms, Sam Hartman, and Tom Yu for their help in
revi ewi ng and providi ng feedback on this document.

Aut hor’ s Addr ess

Greg Hudson
M T Ker beros Consortium

EMai | : ghudson@rit. edu

Hudson I nf or mati onal [ Page 13]






