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Description of G sco Systens’ Subnet Allocation Option for DHCPv4
Abst r act

This meno docunents a DHCPv4 option that currently exists and was
previously privately defined for the operation and usage of the Cisco
Systens’ Subnet Allocation Option for DHCPv4. The option is passed
bet ween t he DHCPv4 Client and the DHCPv4 Server to request dynamc

al l ocation of a subnet, give specifications of the subnet(s)

al l ocated, and report usage statistics. This neno docunents the
current usage of the option in agreenent with RFC 3942, which

decl ares that any preexisting usages of option nunbers in the range
128- 223 shoul d be docunmented and that the working group will try to
officially assign those nunbers to those options.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6656
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Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay contain material from|ETF Documents or |ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the IETF Trust the right to allow
nodi fi cati ons of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this docunent may not be nodified
out side the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into |anguages ot her
than Engli sh

Johnson, et al. I nf or mati onal [ Page 2]



RFC 665
Table o

1.
2.
3

ww

00O« EAEAS
P.‘*’!\’!‘QP.‘”!\’!‘QP.‘“!\’!‘

oo

3D OoOOoOO

(o]

6 Cisco Systenms’ DHCP Subnet Alloc Option J
f Contents

I ntroduction .

Conventi ons

Subnet All ocati on Opt| on For rmt

. 1. Subnet-Request Suboption Format
.2. Subnet-Information Suboption Fornat

3.2.1. Subnet Prefix Infornmation Bl ock Fornat

. 3. Subnet-Nane Suboption Format
. 4. Suggest ed-Lease-Ti me Suboption Forrmt

Requesting Allocation of a Subnet
Cl i ent DHCPDI SCOVER Message
Server DHCPOFFER Message .

Cient DHCPREQUEST Message .
Server DHCPACK Message .

i ent Renewal of Subnet Lease . . .
C i ent RENEW DHCPREQUEST Message .
Server RENEW DHCPREQUEST Response
Cli ent DHCPRELEASE Message .
Server DHCPF(RCERENEWI\/Essage

Initial dient DHCPD SCOVER Message
Initial Server DHCPOFFER Response . .
Addi tional Cient DHCPDI SCOVER I\/Essages
Addi ti onal Server DHCPOFFER Responses
DHCP Server Subnet All ocation Method .
Exanpl es .

. 1. Exanpl e. 1.

8.2. Exanple 2

9.
10.
11.
12.
12.

12.

Appe

Johnson,

D fferences from DHCPv6 Pref| X DeI egat| on
Security Considerations . Coe
| ANA Consi derations

Ref erences . . .

1. Normative Ref erences .

2. Informative References .

ndi x A.  Acknow edgnents .

et al. | nf or mat i onal

i ent Requesting Previously Allocated Subnet I nf ormati on

uly 2012

[ Page 3]



RFC 6656 Cisco Systenms’ DHCP Subnet Alloc Option July 2012

1. Introduction

This menmo docunents a DHCP option [RFC2132], the Subnet Allocation
option, that was devel oped by G sco and allows a DHCP Client to

al l ocate a subnet given information froma DHCP Server. This

prot ocol makes use of DHCP option nunber 220, one of the option
nunbers reclassified by [ RFC3942]. That RFC specifies in Section 4,
procedure 2, "Vendors that currently use one or nore of the

recl assified options have 6 nonths following this RFC s publication
date to notify the DHC WG and | ANA that they are using particul ar
options nunbers and agree to docunent that usage in an RFC'. This
meno serves as that docunentation. The DHC WG has had no input into
any of the details of the protocol operation and nakes no statenent
about the correctness or any other aspect of the protocol. The W5
al so has seen no interest in further inplenentation or deploynent of
this protocol other than privately, and therefore has decided to
publish this docunment solely for informational purposes.

The Subnet Allocation option provides a straightforward way to

all ocate a subnet from DHCP, useful for a sinple Dial-in Aggregation
box, or to inplement a H erarchical chain of DHCP Servers, each one
in turn | easing one or nore subnets to the next DHCP Server down the
chain. This option is specified in such a way as to use one DHCP
option nunber, while using suboption nunbers for each function

2. Conventions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s docunent al so uses the follow ng terns:

DHCP Client: DHCP Client or "Client" is an Internet host using DHCP
to obtain configuration paranmeters such as a network address.

DHCP Server: A DHCP Server or "Server" is an Internet host that
returns configuration paraneters to DHCP dients.
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3. Subnet Allocation Option Format

0 1 2
0123456789012345678901234
B i T S T i ik s S S
| Code | Len | Fl ags | Suboptions ..
R Tk i T S S i S TR SR R S T ok oI TR e

Code
Len

Subnet All ocation option code (1 octet): 220

Length of the entire option including all suboptions
(1 octet)

Flags = Various flags: (None currently defined)

One or nore suboptions may be specified as described bel ow.
3.1. Subnet-Request Suboption Format

0 1 2 3
01234567890123456789012345678901
R e L i e e i i SR S e e C s

| 1 | Len | Flags :i:h| Prefix
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

Len = Length of the suboption (always 2 for this suboption)
(1 octet)
Flags = Flags field. (all unused bits rmust be zero)

yhy

Hi erarchical flag

1: dient will be allocating addresses fromthis subnet.

O0: Cient will be relaying DHCP requests to the Server
fromthis subnet.

i’ Information fl ag

1: dient is seeking information about previously
al  ocated subnets.

0 : Cdient is seeking a new subnet allocation

Prefix = Network prefix | ength requested
(0 nmeans no suggested length is given) (1 octet)

The DHCP Server SHOULD NOT include the Subnet Request suboption in
any replies to the DHCP Cient. Enough information will be present
in the Subnet-Information suboption, such that the Subnet Request
suboption is not needed in replies to the dient.

The DHCP Server SHOULD allocate a subnet with prefix |length [ RFC4632]
| ess than or equal to the "Prefix" field length specified in the
request. In other words, a subnet containing a nunber of addresses
at least the size indicated by the prefix |length requested and
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possi bly nore. The DHCP Server MAY allocate a subnet with a prefix
| ength greater than that specified in the request (or a subnet with a
nunber of addresses |ess than requested), but this is not encouraged.

A "Prefix" field size of O MAY be specified by the DHCP Client. In
this case, no suggested prefix length is given.

Mul ti pl e Subnet - Request suboptions in a DHCP packet indicate that
nmul ti ple subnets are being requested. Note that nultiple occurrences
of this suboption MJUST NOT be concatenated in the sense of [RFC3396].

Each Subnet - Request suboption MJST result in no nore than one Subnet-
I nformati on suboption in the DHCPOFFER nessage fromthe Server, and
may result in no Subnet-Information suboptions.

The Cient MAY al so include the Subnet-Information suboption in order
to request a particular subnet. |In this case, the dient SHOULD only
i ncl ude one Subnet - Request suboption, since it would otherw se be
uncl ear which Subnet-Infornation suboption referred to which Subnet-
Request suboption. Miltiple subnet requests can be nade by sendi ng
mul ti pl e DHCPDI SCOVER packet s.

Setting the "h’ flag to 1 indicates the Client will be allocating
addresses fromthe all ocated subnet(s) itself. This can be thought
of as a "Hierarchical DHCP' design in that control of allocation for
the subnet(s) will be passed to the dient.

Setting the "h’ flag to O indicates the dient wants the DHCP Server
to retain control over allocation of addresses fromthe subnet(s).
Any address allocation requests on the subnet will be relayed back to
t he DHCP Server.

Setting the i’ flag to 1 indicates the Cient is NOT seeking

al l ocation of any subnets, but is sinply seeking information fromthe
Server as to what subnet(s) have been allocated (or reserved) for
this dient. If the 'i’ flag is set to 1, then the "Prefix" field
SHOULD be set to 0 and MJST be ignored by the Server. |In this case,
the conversation between the Cient and the Server will only progress
to the DHCPOFFER packet fromthe Server, giving the information, as
described in Section 6 bel ow

Any undefined flags (those other than i’ and 'h’', nentioned above)

shoul d be ignored by the DHCP Server.
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3.2. Subnet-Informati on Suboption Fornat

0 1 2
0123456789012345678901234
B i T S T i ik s S S
| 2 | Len | Flags :c:s| SP1, SP2
R Tk i T S S i S TR SR R S T ok oI TR e

Len = Length of the suboption (mn. length of 8) (1 octet)
Flags = Various flags that apply to ALL Subnet Prefix
Information fields specified in this suboption
Unused fl ags nust be zero.
"¢’ : dient flag (explained bel ow)
1: This information is in response to a dient request
(or has been echoed back by the dient, when asking
for the next previously allocated subnet fromthe
Server).
0 : O herwi se.
s’ : Server flag (explained bel ow)
1 : Server has additional subnet information for this
Cient.
0 : O herwi se.
SP1, SP2, ... Subnet Prefix Information bl ocks as specified bel ow

(variabl e size)

Setting the "¢’ flag to 1 indicates this Subnet-Information suboption
is in response to a Aient request for infornmation fromthe Server as
to what subnet(s) have been allocated. This flag is used in response
to a Subnet-Request suboption with the 'i’ flag set and should be 0
in other Server responses. Note, the flag is echoed back fromthe
Client to the Server when requesting the "next previously allocated
subnet”. Another way to think of the "¢’ bit would be that it

i ndi cates that the subnet information contained in this suboption
does not represent a new allocation by the Server or a new request
for allocation by the Client, but instead represents previously

al | ocat ed subnet information.

Setting the 's’ flag to 1 indicates the Server has additional subnet
information for the Cient.

Any undefined flags (those other than and 's’, nmentioned above)

shoul d be ignored by the DHCP Server.

c
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The Subnet - I nformati on suboption is used by the DHCP Server in order
to return information as to what subnets are offered (in the case of
a DHCPOFFER packet) or allocated (in the case of a DHCPACK packet).
As is indicated above, multiple subnets may be returned in one
Subnet - I nf or mati on subopti on

The Subnet - I nformation suboption is also used by the DHCP Client in
order to request allocation of specific subnets in a DHCPREQUEST
packet. In this case, the "Network", "Prefix", and "Flags" fields
contained in the associ ated Subnet Prefix Information bl ocks MJST NOT
be changed fromthe information that was received in the DHCPOFFER
packet fromthe Server. The Cient MAY, however, use nultiple
Subnet - I nformati on suboptions in order to request subnets that were
originally specified by the Server inside one Subnet-I|nfornation
subopti on.

3.2.1. Subnet Prefix Information Bl ock For mat

0 1 2 3
01234567890123456789012345678901
R Rt i i i i e T I I S S S R i e S R e e i s o

| Net wor k |
B s i S i I i S S S i i

| Prefix Fl ags : h:d| Stat-1len | Optional stats..
B e T T S T e ik i BT T e R S o

Network = I Pv4 network number (4 octets)
Prefix = Prefix length (1 octet)
Fl ags = Flags field (Undefined bits nust be zero) (1 octet)
"d’” = Deprecate flag (explained bel ow)
1 : Deprecation of this subnet is requested.
0 : No deprecation is needed.
"h' = H erarchical flag (explained bel ow)

1: Cient will be allocating addresses fromthis subnet.
O0: Cdient will be relaying DHCP requests to the Server
fromthis subnet.

Stat-len = Length of the optional statistics information field
(zero if no statistics are included) (1 octet)

The 'd’ flag may only be returned by the Server to the dient (inside
a DHCPACK packet, in response to a DHCP RENEW. Its presence neans
that the Cient should prepare to give up the subnet. For exanple,

if the dient is assigning addresses fromthis subnet to other
Clients, it should cease doing so i medi ately and shoul d not renew
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any | eases when Cients ask for renewal. As soon as all addresses in
the subnet are unallocated, the Cient should send a DHCPRELEASE
nessage to the Server, including a Subnet Prefix Information bl ock
for the subnet in order to release the subnet. The format of this
nmessage i s described farther bel ow

The 'h' flag tells the dient how the Server intends for the Cient
to use the allocated subnet. It is interpreted in the same nanner as
that in the Subnet-Request suboption. In response to a Subnet-
Request, the Server should normally specify the "h’ flag in the same
manner as it was in the Subnet-Request suboption fromthe Cient.

The Server MAY, however, change the 'h’ flag fromthat specified in
the Subnet-Request suboption if it has been configured to override
the Cdient’s request.

Any undefined flags (those other than 'd’ and 'h’, mentioned above)
shoul d be ignored by the DHCP Server.

I f any usage statistics information is to be included, then the
"Stat-len" field specifies the nunber of bytes of statistics
information that is included. See below for nmore information. [If no
statistics information is included, then this byte MJST be zero. The
"Stat-len" field SHOULD al ways be zero when this suboption is sent by
the DHCP Server. The usage statistics information is intended for
use only to report usage statistics fromthe Cient to the Server.

3.2.1.1. Subnet Usage Statistics

The Subnet - I nformation suboption may al so i nclude usage statistics
information. If this information is included, then the "Stat-Ien"
(Statistics length) field MIST be set to the nunber of bytes of
statistics information that is being included. The statistics

i nformati on MJST be in the follow ng form and order

0 1
0123456789012345
R Tk i T R N
| Hi gh wat er |
e R e ok ok I NI
| Currently in use |
i S S N S i oI S S S
| Unusabl e |
R e e T i

"Hi gh water" refers the to "high-water nark" of allocated addresses

within the subnet. That is, the |largest number of addresses that
were ever allocated at one tine fromthe subnet.
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3.

3.

3.

4.

"Currently in use" refers to the nunber of addresses currently
all ocated in the subnet.

"Unusabl e" refers to the number of addresses that are currently
unusabl e for any reason (such as a dient returning a DHCPDECLI NE, or

finding the address already in use).

Additional statistics may be added to this option in the future. |If

so, they MJST be appended inmedi ately after the already defined
statistics fields. Al statistics fields MJUST remain in the same
order. Use the all ones value (Oxffff) in order to skip reporting a
nunber for a particular field. Fewer fields nmay be included than
what is specified above; for exanple, if "Stat-len" is "4", then the
"“Unusabl e" field has not been included. Al fields that are included
MJUST remain in order specified here.

Subnet - Nane Subopti on For nat

0 1
01234567890123456
ok S N R e R R R R
| 3 | Len | Name ..
B b T S I S S S

Len = length of the suboption (mn. length of 1) (1 octet)

The Subnet - Narme suboption rmay be used in order to pass a subnet nane
to the Server for use during allocation. This name may be used for
any purpose but is intended to tell the Server sonething extra about
the needed subnet; for exanple, "sales departnent”, "custoner 1002"
"address pool FOO', or sone such. The "nane" should NOT be NULL
term nated since the "len" field already specifies the length of the
nane. The "Nanme" in this subopti on MUST be given using UTF-8

[ RFC3629] .

Suggest ed- Lease- Ti me Subopti on For mat
0 1 2 3

01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| 4 | Len (4) | tl | t2

B T s i I S e i S i i S S e S

| t3 | t4 |

b T e e s

Len = length of the suboption (always 4 for this suboption) (1
octet)
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The Suggest ed- Lease-Ti ne suboption MAY be included by the Server in
order to suggest the lease tinme to be used by the Cient when

all ocating addresses fromthe subnet allocated. The 4-octet val ue of
the lease time is in the sane format as that of the "I P Address Lease
Ti me" option (option 51), as described in [ RFC2132].

I f included, this suboption MJST appear only once. (Inclusion of
mul tiple such suboptions would result in anmbiguity as to which
applied to which subnet.) |If different suggested |lease tinmes are
needed, the Server SHOULD, instead, reply with only one offered
subnet and shoul d set the "Server flag" in the Subnet-Information
suboption to indicate to the dient that it should send another
subnet request to gather the others.

The Cient SHOULD use a |l ease tine, when allocating addresses from
the subnet, that is the I esser of the remaining | ease time of the
subnet itself and the Suggested-Lease-Ti ne suboption

4. Requesting Allocation of a Subnet
4.1. dient DHCPD SCOVER Message

The DHCP Client creates a DHCPDI SCOVER nmessage incl udi ng the Subnet

Al location option, and its set of suboptions, to request allocation
of a subnet. The DHCP Cient shoul d include the Subnet-Request
suboption, specifying the prefix Iength of the subnet requested. The
"h' bit should be set to 1 if the Cient intends to contro

al l ocation of addresses within the subnet itself, or 0 if the Server
shoul d retain control of addresses within the subnet. Mdre than one
Subnet All ocation option nay appear in a DHCPDI SCOVER nessage
however, the Client SHOULD limt the nunber of requests, noting that

the DHCP replies will need to include the Subnet-Information
suboption, which takes up nore space than the Subnet- Request
subopti on.

If nore than one subnet is being requested, multiple Subnet-Request
suboptions MAY be included or nultiple DHCPD SCOVER nessages MAY be
sent instead. The prefix length field of each Subnet-Request
suboption MUST be either O, or in the range of 1 to 30 inclusive.

The DHCP "1 P address lease tinme" option (code 51) MAY be included in
t he DHCPDI SCOVER nessage to specify the lease time the Cient is
requesting for the subnet. |If not present, no suggested | ease tine
is given.

The DHCP "Client |1 D' option (code 61) MAY be included in the

DHCPDI SCOVER nessage as it may be used by the Server in performng
the subnet allocation
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4.2. Server DHCPOFFER Message

Upon receiving a DHCPDI SCOVER cont ai ni ng the Subnet Allocation
option, the DHCP Server SHOULD respond with a DHCPOFFER nessage

i ncludi ng the Subnet-Information suboption in order to specify the
subnet(s) that it is willing to allocate to the Cient in order to
fulfill the request(s).

The Server need not reserve the subnets that are being offered, but
SHOULD not offer the same subnets to another DHCP Client until a
reasonabl e tine period (inplenentation dependent) has passed. (This
is simlar to normal DHCP address allocation.)

The Server MUST NOT include the Subnet-Request suboption in the
DHCPOFFER. The sane information is already present in the Subnet
I nformati on suboption(s) that SHOULD be included in the DHCPOFFER

The Server SHOULD al so include the I P address | ease tinme option
(option 51) in the DHCPOFFER nessage. This gives the lease time for
all subnets given in all Subnet-Request suboptions contained in the
DHCPOFFER nessage. The Server MAY al so include the Renewal and/or
Rebi ndi ng options in order to further control the "T1" and "T2" |ease
timers of the Client. There MJST be exactly one |IP address | ease
time (and optionally one Rebinding and/or one Renewal option) in the
DHCPOFFER nessage.

The Server MAY set the "Server flag" ('s’) to 1 to indicate that it
would Iike to allocate one or nmore additional subnet(s) to the
Client. This indicates that the Cient should send another

DHCPDI SCOVER nessage specifying a prefix length field, P, of zero in
order to request the additional subnet allocation(s) information.
This may be necessary if the subnets are to be allocated with
different | ease tinmes, for exanple.

The "Client flag" ('c’) MIST be set to O to indicate this is a Server
response to a Cient request for a new subnet allocation and not a
response to a request for information about already allocated
subnet s.

If the packet contains a Subnet Allocation option, the Server SHOULD
set the DHCP yiaddr value to all zeros (0.0.0.0) and the dient MJST
ignore fields having to do with address assignnment. |n other words,
a DHCP packet exchange cannot provi de subnet allocation and address

assi gnment si nul taneously.
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4.3. dient DHCPREQUEST Message

When sendi ng a DHCPREQUEST, the Cient MJST NOT nodify any fields of
any Subnet-Information suboptions received fromthe Server. However,
the dient MAY choose not to include sonme Subnet-Information

subopti ons when issuing the DHCPREQUEST. Subnet- Request suboptions
MUST NOT be included in the DHCPREQUEST nessage; only the Subnet-

I nformati on suboption(s) should be included.

4.4. Server DHCPACK Message

The DHCP Server, upon receipt of the dient’s DHCPREQUEST nessage,
MAY refuse allocation of any subnets (for exanple, if they have been
al l ocated el sewhere in the neantine); however, since the Server
shoul d have set aside the subnets offered for a short period of tine,
and since the dient should have requested the subnets within a short
period of time after receiving the offer(s) fromthe Server(s), this
last mnute rejection should be rare. The DHCP Server MJST NOT
change the network nunber(s) or prefix |length(s); however, it MNAY
renove some Subnet-Informati on suboptions fromthe list.

The Server SHOULD include the I P address | ease time option specifying
the | ease period for all subnet(s) in the DHCPACK. Al subnets

al l ocated in one DHCP nessage will have the sane |ease tinme, and only
one | P address |ease tine option nust appear in the DHCP nessage.

If the Server has internal information that states that the Cient
shoul d be all ocated nore subnets than were requested, the Server MAY
set the s’ bit in the |last Subnet-Information suboption to indicate
that the Client needs to request nore subnets (as described above).

The allocable unit is the tuple (network number, prefix |ength).
Mul tiple subnets may be allocated in one DHCPACK; however, since
there can be only one Lease-time option, each subnet allocated is
assigned the sane | ease time. Each subnet |ease tuple (network
nunber, prefix length) MAY be renewed or rel eased individually.

5. dient Renewal of Subnet Lease
5.1. dient RENEW DHCPREQUEST Message

The Cient MJST renew all subnets allocated with a | ease time in much
the same manner as renewing an allocated |P address. Renewal tiners
need not be set in exactly the sane nmanner, however. [|f Renewal
and/ or Rebi nding options were included in the DHCPACK of the subnet

al l ocation, then these "T1" and "T2" timers should be used just as
they would be in the case of address allocation tiners.
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The DHCPREQUEST nessage MUST include a Subnet-Informati on suboption
for which the Cient is seeking renewal of the |ease. This Subnet-

I nformati on suboption may optionally include subnet usage statistics,
as described above in Section 3.2 ("Subnet-Information Suboption
Format ") .

The subnet network number field ("Network"”) and subnet prefix length
field ("Prefix") MJIST agree with the values as they were originally
allocated to the Cient by the Server. In any of the statistics
fields (H gh water, Currently in use, Unusable), a value of all ones
(Oxffff) SHOULD be used if the Client has no information to report
for a statistic.

5.2. Server RENEW DHCPREQUEST Response

The Server MAY respond to a subnet RENEWw th either a DHCPACK or
DHCPNAK response. |f a DHCPNAK response is given, the Cient MJST

i medi ately stop using the subnet(s) specified and, if possible,
notify all Clients with addresses allocated fromthis subnet that
their addresses are no longer valid. The Cient MY, of course, send
a DHCPDI SCOVER nessage contai ning the Subnet Allocation option and
the Subnet - Request suboption in order to acquire another subnet for
use. In general, the Server should ask the Cient to deprecate
subnets by using the "d bit of the Subnet-Information suboption in a
DHCPACK nessage (see bel ow).

| f a DHCPACK response is given, the "Deprecate" ('d ) bit of the
Flags field in the Subnet-Information suboption may al so be set.

This indicates the DHCP Cient should prepare to stop using this
subnet. If the Cdient is allocating |IP addresses for other Cients
fromthis subnet (e.g., via DHCP), the dient SHOULD i mmedi ately stop
all ocating such addresses. Once all allocated addresses in the
subnet have been rel eased, the Cient SHOULD send a DHCPRELEASE
nmessage, including the Subnet-Information suboption (wth optional
usage statistics) in order to rel ease the subnet(s) back to the
Server.

5.3. dient DHCPRELEASE Message

The DHCP Cient SHOULD send a DHCPRELEASE nessage in order to rel ease
al | ocated subnet (s) back to the Server when it is finished using
them This nessage MJUST NOT include the Subnet-Request suboption,
but MJST include one or nore Subnet-Informtion suboptions, and may
optionally include usage statistics.

The Client MUST rel ease the sane subnet(s) of the same prefix length

("Prefix"), as were originally allocated. The Cient MAY rel ease a
subset of the subnets that were allocated originally. In other
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words, the allocable unit is the tuple (network nunber, prefix
length). Miltiple subnets may be allocated in one DHCPACK; however,
each subnet MAY be rel eased individually.

5.4. Server DHCPFORCERENEW Message

The DHCP Server NMAY issue a DHCPFORCERENEW [ RFC3203] nessage

contai ning the Subnet Allocation option and the Subnet-I|nformation
suboption. Upon receiving this nessage, the DHCP Cient MJST issue a
DHCPREQUEST message to the DHCP Server in order to renew the | ease on
the subnet nentioned. No other subnets allocated to the Cient are
affected. As is the case with all DHCP RENEW nessages, the dient
may i nclude subnet usage information in the Subnet-Infornation
suboption in order to report subnet usage statistics, or set the
"Stat-len" field to O if no statistics are to be reported.

If the Server responds to this DHCPREQUEST with a DHCPNAK nessage,
then the Client MUST i mmedi ately stop using the subnet(s) and, if
possible, notify all Clients with addresses allocated fromthis/these
subnet(s) that their addresses are no longer valid. The Cient MY,
of course, send a DHCPDI SCOVER nessage contai ni ng the Subnet

Al l ocation option and the Subnet-Request suboption in order to

acqui re anot her subnet for use.

6. Cdient Requesting Previously Allocated Subnet |Infornmation

A DHCP dient MAY request fromthe DHCP Server a list of what subnets
are currently allocated to the Client. This may be used to recover
froma restart if the Client does not have |ocal storage in order to
retain the information itself. (For an exanple of this, see

Section 8.2 bel ow.)

6.1. Initial dient DHCPDI SCOVER Message

The DHCP Cl i ent DHCPDI SCOVER nessage, when used to di scover already
al | ocated subnet information, SHOULD contain a Subnet-Request
suboption with the "Prefix" field set to 0 and with the 'i’' flag set
to 1 toindicate that the Cient is seeking already allocated subnet
information fromthe Server. No Subnet-Informati on suboptions shoul d
be included in this nessage. Note, no Subnet-Information suboption
is included in this nessage, since the Cient would not know of any
subnet to request at that point.

Thi s DHCPDI SCOVER nessage MAY be unicast to a particul ar DHCP Server,
or broadcast in the normal fashion.
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6.2. Initial Server DHCPOFFER Response

Any DHCP Server that has all ocated subnets to the Cient SHOULD
respond to the DHCPDI SCOVER nessage wi th a DHCPOFFER nessage. The
DHCPOFFER nessage shoul d contain one or nore Subnet-Informtion
suboption(s) telling the prefix of the subnet(s) allocated to the
Cient.

The Server SHOULD, internally, retain an ordered |ist of subnets that
are allocated to each dient. 1In response to an initial DHCPD SCOVER
nmessage requesting allocated subnet information (i.e., one with the
i’ flag set to 1, but not carrying a Subnet-Informati on suboption),
the Server returns in the DHCPOFFER nmessage the subnet information

for the first subnet(s) fromthis list. |If the end of the list has
been reached, then the 's’ bit of the last Subnet-Infornation
suboption included in the message MJST be set to 0. |If there are

nore subnets in the list, the 's’ bit MJST be set to 1 to indicate to
the dient that nore information is available. Since this
information is in response to a Client request for previously

all ocated subnet information, the "¢’ bit MJST be set to 1

6.3. Additional dient DHCPD SCOVER Messages

The Client, upon receiving any Server DHCPOFFER nessages contai ni ng
Subnet I nformation suboption information with the "¢ ("dient") bit
set, SHOULD gat her the network nunber ("Network") and prefix length
("Prefix") information fromthe nessage.

If the s’ bit is set in the |ast of the Subnet-Information
suboptions included in the nessage, then the Cient SHOULD construct
a new DHCPDI SCOVER nessage contai ning the Subnet Allocation option
and the | ast Subnet-Information suboption fromthe Server’s nessage.
Thi s message SHOULD then be sent back to the same DHCP Server
originating the DHCPOFFER message. The "¢’ and s’ bits MJST retain
the sanme settings they had fromthe Server’s DHCPOFFER nessage and
the network nunmber ("Network") and prefix length ("Prefix") fields
MUST be unaltered as well.

If the 's’ bit in all of the Subnet-Information suboptions fromthe
Server was 0, then it indicates the Server has no nmore information
about subnets allocated to the Cient.

6.4. Additional Server DHCPOFFER Responses
The Server, upon receiving froma Cient an additional DHCPDI SCOVER
nmessage for allocated subnet information retrieval, with the i’ flag

set to 1 and contai ning one or nore Subnet Information suboptions
with the 'c’ and the s’ bits set, MJST use the network nunber
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("Network") and prefix length ("Prefix") fields contained in the |ast
such Subnet Information suboption. This is in order to |ocate the
position in the internal table of allocated subnets for this dient.
Then, the Server MJST return an DHCPOFFER message containing a
Subnet - I nf ormati on suboption giving information about the next set of
subnets allocated to this Cient. |If this finishes the list in the
table for this Cient, then the s’ bit MJST be set to 0 to indicate
there is no nore informati on. Any Subnet Infornmation suboptions
encountered wi thout both the "¢’ and 's’ bits set should be ignored
by the Server.

7. DHCP Server Subnet Allocation Method

The actual nethod of allocating subnets on the DHCP Server, as well
as the configuration of what networks nay be subnetted and how, is
left up to the inplenmentation.

8. Exanples

Only the Subnet Allocation option and acconpanyi ng suboptions are
di spl ayed in these exanples. All other fields in the DHCP nessages
are described in [ RFC2131].

8.1. Exanple 1

A DHCP dient requesting a subnet with prefix Iength 24 from which
the Client will allocate addresses to other Clients. The Server
responds with an allocation of exactly the size requested:

The Cient sends a DHCPDI SCOVER nessage including a Subnet Allocation
option with the Subnet-Request suboption

T S i i S i I S Sk i S SR S
| 220 | 5 | 0 | 1
I S i S S A S R e E
| 2 | 0 1 0] O 24 |
I s S i I S it SN SR

The Server responds with a DHCPOFFER nessage includi ng a Subnet
All ocation option with a Subnet-Information suboption, offering the
subnet 10.0. 1.0/ 24.
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N S T

| 220 | 11 | 0 | 2 |
T T S S T S S it i S DS S S S S o
| 8 | 0 | 0] 0] 10 | 0 |
T o T e S S S S S T e
| 1 | 0 | 24 | | 0] Of
N
I 0 I

e

The Cient sends a DHCPREQUEST i ncl uding a Subnet Allocation option
with a Subnet-Infornation suboption:

T S S T T

| 220 | 11 | 0 | 2 |
T S i T S A SU S SR
I 8 I 0 | 0] 0| 10 I 0 I
I i I e S S S i A S
I 1 I 0 I 24 I | 0] O
T i i i S i i S e ok
I 0 I

I T

The Server responds with a DHCPACK nessage including a Subnet
Al'l ocation option with a Subnet-Infornmation suboption:

T T S S s T S S i it U AU S S S A

| 220 | 11 | 0 | 2 |
I S i S S A S R e E
| 8 | 0 | 0] Of 10 | 0 |
i T S e s St S R S S N SR 8
I 1 I 0 I 24 I | 0] O
I I T S i i ke
I 0 I

O S i SEIE S S

Later, the Cient sends a DHCPRELEASE nessage i ncludi ng a Subnet
Al'l ocation option with a Subnet-Infornmation suboption:

I S T T S T S T S S St S S Y ST Sl SUE S S S

| 220 | 11 | 0 | 2 |
I i I T S i i s SR i
| 8 | 0 | 0] O] 10 | 0 |
T I i i S I ik M SRR SR
I 1 I 0 I 24 I | 0] Of
T T S i S S A U S
I 0 I

e S S S
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8.2. Exanple 2
A DHCP dient requesting two subnets, each with prefix |length 24:

The Cient sends a DHCPDI SCOVER nessage including a Subnet Allocation
option with a Subnet-Request suboption:

T I S T A S T i S S e S i St S
| 220 | 9 | 0 | 1 |
T e o s
| 2 | 0 | 0] O 24 | 1 |
T e T T S S S I Sl T e s
| 2 | 0 | 0] O 24 |

T S T T T S S A S S S S S st

The Server responds with a DHCPOFFER nessage incl udi ng a Subnet
Al'l ocation option with a Subnet-Information suboption:

The DHCPOFFER specifies one subnet of size 24 and one subnet of size
28.

T S T ST S S e T S S S S S S i

| 220 | 18 | 0 | 2 |
T T T T S S T S i Supr s
| 15 | | O] O] 10 | 0 |
T I S T S e e T S S e T S M s S S S e
| 2 | 0 | 24 | | 0] O
e e s o s
| 0 | 10 | 0 | 3 |
T T T T S S T S i Supr s
| 0 | 28 | | 0] O 0 |

T S S SE SR S S S S Su e SEp i S R S AR S S

The Cient sends a DHCPREQUEST nessage including a Subnet Allocation
option with a Subnet-Information suboption:

The Client decides that the subnet of size 28 is not sufficient so it
doesn’t include that subnet in the DHCPREQUEST nessage.

T S T ST S S e T S S S S S S i

| 220 | 11 | 0 | 2 |
T T T T S S T S i Supr s
| 8 | | 0] O 10 | 0 |
T I S T S e e T S S e T S M s S S S e
| 2 | 0 | 24 | | 0] O
e e s o s
| 0 |

e S S S
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The Server responds with a DHCPACK nessage including a Subnet
Al'l ocation option with a Subnet-Information suboption

T S T ST S S e T S S S S S S i

| 220 | 11 | 0 | 2 |
T T T T S S T S i Supr s
| 8 | | 0] O 10 | 0 |
T I S T S e e T S S e T S M s S S S e
| 2 | 0 | 24 | | 0] O
e e s o s
| 0 |

e S S S

Later, the Cient sends a DHCPREQUEST nessage in order to renew the

| ease on the one subnet and includes subnet usage information. It
reports that a maxi mum of 10 addresses were allocated fromthe subnet
since the last report, 7 addresses are currently allocated, and 2
addresses were found to be unusabl e.

e SER S I S U S S S S R S S SR S ok T

| 220 | 17 | 0 | 2 |
T e o s
| 14 | | 0] O 10 | 0 |
T e T T S S S I Sl T e s
| 2 | 0 | 24 | | 0] O
T I S T S I e T i S S e T e i S gt St S
| 6 | 0 | 10 | 0 |
T e o s
| 7 | 0 | 2 |

T i i T o e I S

The Server responds with a DHCPACK nessage; however, it signals to
the Cient that the subnet should be deprecated.

I S T i S S S T S S S S D i S S S i

| 220 | 11 | 0 | 2 |
i T S i i it S SR SR
| 8 | | 0] Of 10 | 0 |
I I T S i i S SR ok i
| 2 | 0 | 24 | | O] 1]
I S i S S e e A S
| 0 |

S i S
The Client reloads at this point and, upon conpletion of the rel oad,

sends a DHCPDI SCOVER asking for information about all subnets that
were allocated to it.
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T S A S S I T S I S

| 220 | 5 | 0 | 1
T S it S S S S IR S SH S SEp S S A S
| 2 | | 11 0| 0 |

I T S i o S S S S S s

The Server responds with a DHCPOFFER, giving the subnet infornmation
about the one subnet that is allocated to the dient. Also, the
Server specifies that the one all ocated subnet should be imediately
deprecated. Note that the s’ ("Server") bit is 0, thus indicating
that there is no nmore information available for this Cient.

T S A S S I T S I S

| 220 | 11 | 0 | 2
I I s S R i ke
| 8 | | 1] Of 10 | 0 |
T I S i S S e T i S S
| 2 | 0 | 24 | 1 0] 1]
i T S i i it S DR SR
| 0 |

e

The Client responds with a DHCPRELEASE nessage after having
deprecat ed the subnet:

e SER S I S U S S S S R S S SR S ok T

| 220 | 11 | 0 | SIS
T e o s
| 8 | | 0] O 10 | 0 |
T e T T S S S I Sl T e s
| 2 | 0 | 24 | | 0] O
T I S T S I e T i S S e T e i S gt St S
| 0 |

T S N RN S U S S

9. Differences from DHCPv6 Prefix Del egation
The following differences nay be noticed between Subnet Allocation as
described in this docunent and DHCPv6 Prefix Del egati on as descri bed
in [ RFC3633]:

o This option does not use anything like an "I A PD' as is used in
DHCPv6.

o If the Server cannot allocate a subnet, it remains silent, instead
of returning a special response saying nothing is avail abl e.
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o DHCPv6 Prefix Del egation has no nechanismfor returning subnet/
prefix usage statistics.

o DHCPv6 has no equivalent to the "subnet deprecation"” flag as
descri bed here.

o DHCPv6 Prefix Del egation nakes no nention of what Cient actions
shoul d result fromreceiving a DHCPNAK during a RENEW of a
del egati on.

o DHCPv6 has no equival ent of the subnet allocation "Network nanme”
suboption, which may be used by the Server for various purposes,
such as to specify a pool to use when allocating a subnet.

o DHCPv6 Prefix Del egation corresponds to "Hierarchical Subnet
Al location" (setting the "h’ flag in the Prefix Information
bl ock). There is no v6 equivalent of clearing the "h” flag, in
which the Server retains authority over allocation of addresses
fromthe subnet.

o DHCPv6 Prefix Del egation has nothing to correspond to the
Suggest ed- Lease- Ti ne subopti on.

10. Security Considerations

Potential exposures to attack are discussed in Section 7 of the DHCP
protocol specification [ RFC2131]. The Subnet Allocation option can
be used to hoard all allocable subnets on a network.

| mpl ement ati ons shoul d consi der using the DHCP Aut hentication option
[ RFC3118] in order to provide a higher level of security if it is
deened necessary in their environnent.

11. | ANA Consi der ati ons

| ANA has assi gned DHCP option nunber 220 for this option, in
accordance with [ RFC3942].

No assi gnment of values for the suboption codes need be nmade at this
time. New values may only be defined by | ETF Consensus, as described
in [RFC5226]. Basically, this neans that they are defined by RFCs
approved by the | ESG

Johnson, et al. I nf or mati onal [ Page 22]



RFC 6656 Cisco Systenms’ DHCP Subnet Alloc Option July 2012

12. References
12.1. Normmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119, March 1997.

[ RFC2131] Drons, R, "Dynanmic Host Configuration Protocol",
RFC 2131, March 1997.

[ RFC2132] Al exander, S. and R Drons, "DHCP Options and BOOTP Vendor
Ext ensi ons", RFC 2132, March 1997.

[ RFC3629] VYergeau, F., "UTF-8, a transformation fornmat of |SO
10646", STD 63, RFC 3629, Noverber 2003.

[ RFC3942] Vol z, B., "Reclassifying Dynam c Host Configuration
Prot ocol version 4 (DHCPv4) Options", RFC 3942,
Novenber 2004.

[ RFC5226] Narten, T. and H Al vestrand, "GQuidelines for Witing an
| ANA Consi derations Section in RFCs", BCP 26, RFC 5226,
May 2008.

12.2. Informmtive References

[ RFC3118] Drons, R and W Arbaugh, "Authentication for DHCP
Messages"”, RFC 3118, June 2001.

[ RFC3203] T Joens, Y., Hublet, C., and P. De Schrijver, "DHCP
reconfi gure extension", RFC 3203, Decenber 2001.

[ RFC3396] Lenobn, T. and S. Cheshire, "Encoding Long Options in the
Dynam ¢ Host Configuration Protocol (DHCPv4)", RFC 3396,
Noverber 2002.

[ RFC3633] Troan, O and R Drons, "IPv6 Prefix Options for Dynamc
Host Configuration Protocol (DHCP) version 6", RFC 3633,
Decenber 2003.

[ RFC4632] Fuller, V. and T. Li, "C assless Inter-domain Routing

(CIDR): The Internet Address Assignnment and Aggregation
Pl an", BCP 122, RFC 4632, August 2006.

Johnson, et al. I nf or mati onal [ Page 23]



RFC 6656 Cisco Systenms’ DHCP Subnet Alloc Option July 2012

Appendi x A, Acknow edgnents

The authors gratefully acknow edge the contributions of Jay
Kumar asany.

Aut hors’ Addr esses

Ri chard A. Johnson
Ci sco Systens, Inc.
170 W Tasman Dr.
San Jose, CA 95134
us

Phone: +1 408 526 4000
EMai | : raj @i sco.com

Ki m Ki nnear

Cisco Systens, Inc.
170 W Tasnan Dr.
San Jose, CA 95134

us

Phone: +1 408 526 4000
EMai | : kki nnear @i sco. com
Mar k St app

Ci sco Systens, Inc.
170 W Tasnman Dr.
San Jose, CA 95134
us

Phone: +1 408 526 4000
EMai |l : nmjs@isco.com

Johnson, et al. I nf or mati onal [ Page 24]






