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Gateway-lnitiated | Pv6 Rapi d Depl oynent on IPv4 Infrastructures (G 6rd)
Abst r act

Thi s docunent proposes an alternative |IPv6 Rapid Depl oyment on | Pv4
Infrastructures (6rd) deploynment nodel to that of RFC 5969. The
basi ¢ 6rd nodel allows |IPv6 hosts to gain access to | Pv6 networks
across an | Pv4 access network using 6-in-4 tunnels. 6rd requires
support by a device (the 6rd customer edge, or 6rd-CE) on the
customer site, which nmust al so be assigned an | Pv4 address. The
alternative nodel described in this docunment initiates the 6-in-4
tunnel s froman operator-owned Gateway collocated with the operator’s
| Pv4 network edge rather than from custoner equi pnent, and hence is
terned "Gateway-initiated 6rd" (G 6rd). The advantages of this
approach are that it requires no nodification to custoner equi prent
and avoi ds assi gnnent of |Pv4 addresses to custoner equi prment. The
|atter point neans | ess pressure on | Pv4 addresses in a high-growh
envi ronnent .

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunent at
its discretion and nakes no statenment about its value for

i mpl enentati on or deployment. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docurment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6654.
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1. Introduction

6rd [ RFC5969] provides a transition tool for connecting |Pv6 devices
across an I Pv4 network to an I Pv6 network, at which point the packets
can be routed natively. The network topology is shown in Figure 1

. + e + S +
| | | | | |

+----- + +----- + | Provider SR +

| 1 Pv6 | | 6rd | __| | Pv4 | Border | __| [IPv6

| Host | | CE| | Network | Router | | Network |

S e + S e + S + |
| Customer LAN | | | | |
. + . + T +

Figure 1: 6rd Depl oynent Topol ogy

In Figure 1, the CE is the custoner edge router. It is provisioned
with a del egated I Pv6 prefix, but it is also configured with an |Pv4
address so that it is reachable through the I1Pv4 network. |If a

public I Pv4 address is provisioned to every custonmer, it wll
aggravate the pressure due to the I Pv4 address shortage for operators
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faced with a high rate of growh in the nunber of broadband
subscribers to their network. The use of private addresses with 6rd
avoids this particular difficulty but brings other conplications.

2. Probl em St at ement

Consi der an operator facing a high subscriber growth rate. As a
result of this growh rate, the operator faces pressure on its stock
of available public |IPv4 addresses. For this reason, the operator is
notivated to offer 1 Pv6 access as quickly as possible. Figure 2
shows the sort of network situation envisioned in the present

docunent .

+----+ R + Fom o +
| Host | \ | | | |
Fo---+ N H--- 4 +----+ Metro +----+ | Backbone

_| CPE|----| GW| Net wor k | BR|--] Net wor k
oot [ -+ +----+ (1 Pvd) e (1 Pv6) |
| Host | / | | |
$----+ R + LT +
Host | Pv6 customer host device
CPE cust omer edge devi ce (customner-provi ded)

provi der edge device (Gateway)
border router (dual stack)

2

Speci ali zed GWand BR functions are described in the next section
Figure 2: Typical Network Scenario for IPv6 Transition

The backbone network will be the first part of the operator’s network
to support IPv6. The nmetro network is not so easily upgraded to
support | Pv6, since many devices need to be nodified and there may be
some inpact to existing services. Thus, any neans of providing | Pv6
access has to mnimze the changes required to devices in the nmetro
net wor k.

In contrast to the situation described for basic 6rd [ RFC5569],
the operator is assuned to have no control over the capabilities
of the I P devices on the custoner premises. As a result, the
operator cannot assune that any of these devices are capable of
supporting 6rd.

If the customer equipnent is in bridged node and | Pv6 is deployed to
sites via a Service Provider's (SP's) |1Pv4 network, the |IPv6-only
host needs an | Pv6 address to visit the IPv6 service. In this
scenari o, 6to4 [RFC3056] or 6rd can be used. However, each |Pv6-only
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host nay need one correspondi ng | Pv4 address when using a public |IPv4
address in 6to4 or 6rd, which puts great address pressure on the
operat ors.

If the CPE in the above figure is acting in bridging node, each host
behind it needs to be directly assigned an IPv6 prefix so it can
access | Pv6 services. |If the CPE is acting in routing node, only the
CPE needs to be assigned an IPv6 prefix, and it delegates prefixes to
the hosts behind it.

If the Gateway supports IPv4 only, then an | Pv4 address must al so be
assigned to each host (bridging node) or to the CPE (routing node).
Both of these cases, but the bridging node in particular, put
pressure on the provider’'s stock of |Pv4 addresses.

If the Gateway is dual stack, an arrangenent nay be possi bl e whereby

all comuni cation between the Gateway and the custoner site uses |Pv6
and the need to assign |IPv4 addresses to custoner devices is avoided.
A possible solution is presented in the next section

3. Proposed Sol ution

For basic 6rd [RFC5969], the 6rd CE initiates the 6-in-4 tunnel to
the dual -stack border router (i.e., the 6rd Border Relay in 6rd

term nology) to carry its IPv6 traffic. To avoid the requirenent for
customer prem ses equipnment to fulfill this role, it is necessary to
nove the tunneling function to a network device. This docunent
identifies a functional elenment, terned the 6rd Gateway, to perform
this task. In what follows, the 6rd Gateway and 6rd Border Relay are
referred to sinply as the Gateway and Border Relay, respectively.

The functions of the Gateway are as foll ows:

0 to generate and allocate Gateway-initiated 6rd del egated prefixes
for 1 Pv6-capabl e customer devices, as described in Section 3.1;

o to forward outgoing |IPv6 packets through a tunnel to a Border
Rel ay, which extracts and forwards themto an | Pv6 network as
for 6rd;

o to extract incom ng |IPv6 packets tunneled fromthe Border Relay
and forward themto the correct user device.

In the proposed solution, there is only one tunnel initiated from
each Gateway to the Border Relay, which greatly reduces the nunber of
tunnel s the Border Relay has to handle. The depl oynent scenario
consistent with the problem statenent in Section 2 collocates the
Gateway with the I P edge of the access network. This is shown in
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Figure 2 and is the typical placenent of the Broadband Network
Gateway (BNG in a fixed broadband network. By assunption, the netro
networ k beyond the BNGis |Pv4d. Transport between the custoner site
and the Gateway i s over Layer 2.

The el ements of the proposed solution are as foll ows:

o The IPv6 prefix assigned to the custoner site contains the
conpressed | Pv4 address of the network-facing side of the Gateway,
plus a manual |y provi sioned or Gateway-generated custoner site
identifier. This is illustrated in Figure 3.

o The Border Relay is able to route incomng | Pv6 packets to the
correct Gateway by extracting the conpressed Gateway address from
the I Pv6 destination address of the incom ng packet, expanding it
to a full 32-bit 1 Pv4 address, and setting it as the destination
address of the encapsul ated packet.

o The Gateway can route incom ng packets to the correct link after
decapsul ati on using a mapping fromeither the full IPv6 prefix or
the custoner site identifier extracted fromthat prefix to the
appropriate |ink.

3.1. Prefix Delegation

Referring back to Figure 2, prefix assignment to the customer

equi prent occurs in the normal fashion through the Gateway/| P edge,
using either DHCPv6 or Statel ess Address Autoconfiguration (SLAAC).
Figure 3 illustrates the structure of the assigned prefix, and how
the conponents are derived, within the context of a conplete address.

o e e e e Fom e +
| 32-bit Gateway | Pv4 address
Fom e e e oo S +
| <---1Pv4MaskLen --->| o bits | Gat eway or manual |y
/ / gener ated val ue, uni que
Confi gured / / / for the Gateway

| / I

| / / \Y,
| V p bits | o bits | nbits |mbits | 64 bits
o m e e o S SR Fomm - o m e e o +
| | Gateway | Cust omer |
| Common prefix | ldentifier | Site | subnet | interface ID
| | | 1 ndex | ID | |
oo T R R oo +
| <------ G 6rd delegated prefix ------ >|

Figure 3: Gateway-Initiated 6rd Address Format for a Custoner Site
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The common prefix, i.e., the first p bits of the G 6rd del egated
prefix, is configured in the Gateway. This part of the prefix is
common across multiple customers and nultiple Gateways. Miltiple
conmon prefix values may be used in a network either for service
separation or for scalability.

The Gateway ldentifier is equal to the o |l oworder bits of the
Gateway | Pv4 address on the virtual link to the Border Relay. The
nunber of bits o is equal to (32 - |PvdMaskLen), where the latter is
the length of the IPv4 prefix fromwhich the Gateway | Pv4 addresses
are derived. The value of |Pv4MaskLen is configured in both the

Gat eways and the Border Rel ays.

The Custoner Site Index is effectively a sequence nunber assigned to
an individual custormer site served by the Gateway. The value of the
i ndex for a given custoner site nmust be uni que across the Gateway.
The Iength n of the Customer Site Index is provisioned in the Gateway
and nust be | arge enough to accombdate the nunber of custoner sites
that the Gateway is expected to serve

To give a nunerical exanple, consider a 6rd domain containing ten
mllion |IPv6-capabl e custoner devices (a rather high nunber given
that 6rd is nmeant for the early stages of |1Pv6 deployment). The
estimated nunber of 6rd Gateways needed to serve this domain would be
on the order of 3,300, each serving 30,000 custoner devices.

Assumi ng best-case conpression for the Gateway addresses, the Gateway
Identifier field has length o = 12 bits. If 6-in-4 tunneling is
bei ng used, this best case is nore likely to be achievable than it
woul d be if the | Pv4 addresses bel onged to the customer devices. The
custoner device index, which is a nore controll able paraneter, has
length n = 15 bits.

Overall, these figures suggest that the length p of the comon prefix
can be 29 bits for a /56 delegated prefix, or 21 bits if /48
del egated prefixes need to be all ocat ed.

3.2. Relevant Differences fromBasic 6rd

A nunber of the points in [ RFC5969] apply, with the sinple
substitution of the Gateway for the 6rd CE. When it conmes to
configuration, the definition of |Pv4dMaskLen changes, and there are
other differences as indicated in the previous section. Since
speci al configuration of custoner equiprment is not required, the 6rd
DHCPv6 option is inapplicable.

Since the link for the custoner site to the network now extends only

as far as the Gateway, Nei ghbor Unreachability Detection on the part
of custoner devices is simlarly limted in scope.
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4. Security Considerations

No further security considerations are raised in this docunent to
those described in the Security Considerations section of [RFC5969].
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