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Using DNS SRV to Specify a G obal File Nanespace with NFS Version 4
Abst r act

The NFS version 4 (NFSv4) protocol provides a nmechanismfor a
collection of NFS file servers to collaborate in providing an
organi zati on-wi de file nanespace. The DNS SRV Resource Record (RR)
allows a sinmple way for an organi zation to publish the root of its
file system namespace, even to clients that might not be intimately
associ ated with such an organi zation. The DNS SRV RR can be used to
join these organi zati on-wi de fil e nanespaces together to all ow
construction of a global, uniform NFS file namespace.

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6641.
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1. Background

Version 4 of the NFS protocol [RFC3530] introduced the fs_I|ocations
attribute. Use of this attribute was el aborated further in the NFSv4
m nor version 1 protocol [RFC5661], which al so defined an extended
version of the attribute as fs locations_info. Wth the advent of
these attributes, NFS servers can cooperate to build a file nanespace
that crosses server boundaries. The fs_|ocations and

fs locations_info attributes are used as referrals, so that a file
server may indicate to its client that the file nane tree beneath a
given name in the server is not present on itself but is represented
by a file systemin sonme other set of servers. The nechanismis
general, allow ng servers to describe any file system as being
reachabl e by requests to any of a set of servers. Thus, starting
with a single NFSv4 server, using these referrals, an NFSv4 client
could see a | arge nanespace associated with a collection of
interrelated NFSv4 file servers. An organization could use this
capability to construct a uniformfile namespace for itself.

An organi zation m ght wish to publish the starting point for this
nanespace to its clients. |In many cases, the organization will want
to publish this starting point to a broader set of possible clients.
At the same time, it is useful to require that clients know only the
smal | est anmount of information in order to | ocate the appropriate
nanespace. Also, that required i nformati on shoul d be constant
through the life of an organization if the clients are not to require
reconfiguration as adninistrative events change, for instance, a
server’s nane or address.

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Use of the SRV Resource Record in DNS

Provi di ng an organi zation’s published file system nanespace is a
service, and the DNS [ RFC1034] [ RFC1035] provi des mnet hods for

di scovery of that service. This standard defines a mapping froma
DNS name to the NFS file systen(s) providing the root of the file
syst em nanespace associated with that DNS nanme; such file systens are
called "domain root" file systenms. Fromsuch file systens, |ike
other NFS file systems, an NFS client can use the standard NFS
mechani sns to navigate the rest of the NFS file servers that make up
the file system nanmespace for the given donain
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Such donain root file systenms are nounted at a conventional point in
the NFS client nanespace. The nmechanismresults in a uniformcross-
organi zational file nanespace, sinmlar to that seen in both AFS

[ AFS] [ RFC5864] and Distributed Conputing Environment / Distributed
File System (DCE/DFS) [DFS]. An NFS client need know only the donmain
nane for an organization in order to |l ocate the file nanmespace
publ i shed by that organization

The DNS SRV RR type [RFC2782] is used to | ocate domain root file
servers. The format of the DNS SRV record is as foll ows:

_Service. Proto.Nane TTL Class SRV Priority Wight Port Target
The Service nane used is " _nfs-domminroot”, in confornance with RFC
6335 [ RFC6335]. The Protocol name used is "_tcp", for NFS service
over TCP. Future NFS services using other protocols MIST use another
protocol name. The " _udp" |abel MJST NOT be used to inply use of UDP
with NFSv4, as neither RFC 3530 [ RFC3530] nor RFC 5661 [ RFC5661]
defines NFSv4 over UDP. The Target fields give the domain nanes of
the NFS servers that export file systens for the domain’s root. An
NFS client may then interpret any of the exported root file systens
as the root of the file system published by the organization with the
gi ven domai n nane.

The domain root service is not useful for NFS versions prior to
version 4, as the fs |locations attribute was introduced only in NFSv4
(as described in Section 1).

In order to allow the NFSv4 servers as given to export a variety of
file systenms, those file servers MJST export the given domain s root
file systems at "/.domainroot/{Nane}" within their pseudo-file
systens, where the "{Nane}" is the nane of the organization as used
in the SRV RR

As an exampl e, suppose a client wished to |ocate the root of the file
system publ i shed by organi zati on exanple.net. The DNS servers for
the domain woul d publish records like

$ORI G N exanpl e. net .
_nfs-domai nroot. _tcp
_nfs-domainroot. _tcp |

2049 nfsltr. exanpl e. net.

N SRV OO
N SRV 1 0 18204 nfs2ex. exanpl e. net .
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The resulting domai n nanes nfsltr.exanpl e.net and nfs2ex.exanpl e. net
i ndicate NFSv4 file servers that export the root of the published
nanespace for the exanple.net domain. |In accordance with RFC 2782

[ RFC2782], these records are to be interpreted using the Priority and
Weight field values, selecting an appropriate file server wi th which
to begin a network conversation. The two file servers would export
file systems that would be found at "/.domai nroot/exanple.net" in
their pseudo-file systems, which clients would nount. Cdients then
carry out subsequent accesses in accordance with the ordi nary NFSv4
protocol. The first record uses the port nunber 2049 assigned to
NFS, and anot her port is specified for the second record; the NFS
servers woul d provide NFS service at their indicated port nunbers,
and NFS clients would connect to the service via the correspondi ng
port nunbers on those indicated servers.

QO her file systemprotocols could make use of the same domain root
abstraction, but it is necessary to use different Service names not
speci fied here.

4. Integration with Use of NFS Version 4

NFSv4 clients adhering to this specification inplement a specia
directory, analogous to an Autonmpunter [AMD1][AMD2] directory, the
entries in which are domain nanes that have recently been traversed.
When an application attenpts to traverse a new nane in that specia
directory, the NFSv4 client consults DNS to obtain the SRV data for
the given name, and if successful, it mounts the indicated file
system(s) in that name in the special directory. The goal is that
NFSv4 applications will be able to | ook up an organi zation’s domain
nanme in the special directory, and the NFSv4 client will be able to
di scover the file systemthat the organi zation publishes. Entries in
the special directory will be donain nanes, and they will each appear
to the application as a directory name pointing to the root directory
of the file system published by the organization responsible for that
domai n narne.

As noted in Section 3, the domain root service is not useful for NFS
versions prior to version 4.

4.1. dobally Useful Nanes: Conventional Munt Point

In order for the inter-organizational nanespace to function as a

gl obal file nanespace, the client-side nmount point for that nanespace
must be the sanme on different clients. Conventionally, on Portable
Operating SystemInterface (POSI X) machi nes, the nane "/nfs4/" is
used so that nanes on one machine will be directly usable on any
machi ne. Thus, the exanple.net published file system would be
accessi bl e as
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[ nf s4/ exanpl e. net/

on any POSI X client. Using this convention, "/nfs4/" is the nane of
the special directory that is populated with domain nanmes, |eading to
file servers and file systens that capture the results of SRV record
| ookups.

4.2. Munt Options

SRV records are necessarily less conplete than the information in the
exi sting NFSv4 attributes fs_|ocations [RFC3530] or fs_locations_info
[ RFC5661]. For the rootpath field of fs location, or the fli _fs root
field of fs_locations_info, NFS servers MJST use the "/.donai nroot/
{Nane}" string. Thus, the servers listed as targets for the SRV RRs
MUST export the root of the organization's published file system as
the directory "/.domainroot/{Nane}" (for the given organi zati on Name)
in their exported NFS namespaces. For example, for organization
exanpl e.net, the directory "/.domai nroot/exanple.net” woul d be used.

Section 11 of the NFSv4.1 docunment [ RFC5661] describes the approach
that an NFS client should take to navigate fs_|locations_info
i nf or mati on.

The process of npunting an organi zati on’s nanmespace should pernmt the
use of what is likely to inpose the | owest cost on the server. Thus,
the NFS client SHOULD NOT insist on using a witable copy of the file
systemif read-only copies exist, or a zero-age copy rather than a
copy that may be a little older. The organization's file system
representatives can be navigated to provide access to higher-cost
properties such as witability or freshness as necessary, but the
default use when navigating to the base information for an

organi zati on ought to be as | ow overhead as possi bl e.

4.3. File SystemlIntegration |ssues

The result of the DNS search SHOULD appear as a (pseudo-)directory in
the client nanespace. A further refinenent is RECOWENDED: that only
fully qualified domain nanes appear as directories. That is, in nany
envi ronnents, DNS nanes may be abbreviated fromtheir fully qualified
form In such circunmstances, multiple names night be given to NFS
clients that all resolve to the same DNS SRV RRs. The abbrevi ated
form SHOULD be represented in the client’s nanespace cache as a
synbolic link, pointing to the fully qualified name. This will allow
pat hnanmes obtai ned with, say, getcwd() to include the DNS nane that
is most likely to be usable outside the scope of any particul ar DNS
abbrevi ati on conventi on.
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4.4. Multicast DNS

Location of the NFS domain root by this SRV record is intended to be
performed wi th unicast by using the ordinary DNS [ RFC1034] [ RFC1035]
pr ot ocol

Thi s docunent does not define the use of this DNS SRV record format
in conjunction with Multicast DNS (nDNS). While nDNS coul d be used
to locate a | ocal domain root via these SRV records, no other

domai n’s root could be discovered. This nmeans that nDNS has too
little value to use in |ocating NFSv4 domain roots.

5. Were Is This Integration Carried Qut?

The NFS client is responsible for interpreting SRV records. Using
somet hing |i ke Autonounter [AMD1] [ AMD2] technol ogy, the client
interprets nanes under a particular directory, by first discovering
the appropriate file systemto nount and then nmounting it in the
specified place in the client nanespace before returning control to
the application doing a | ookup. The result of the DNS | ookup should
be cached (obeying Tinme to Live (TTL)) so that the result could be
returned nore quickly the next tinme.

6. Security Considerations

This functionality introduces a new reliance of NFSv4 on the
integrity of DNS. Forged SRV records in DNS could cause the NFSv4
client to connect to the file servers of an attacker, rather than the
legitimate file servers of an organization. This is simlar to
attacks that can be nade on the base NFSv4 protocol, if server names
are given in fs _location attributes: the client can be nade to
connect to the file servers of an attacker, not the file servers
intended to be the target for the fs_location attributes.

If DNS Security Extensions (DNSSEC) [ RFC4033] is available, it SHOULD
be used to avoid both such attacks. Donai n-based service principa
nanes are an additional mechanismthat also apply in this case, and
it would be prudent to use them They provide a mapping fromthe
domai n nanme that the user specified to names of security principals
used on the NFSv4 servers that are indicated as the targets in the
SRV records (as providing file service for the root file systens).

Wth domai n-based service principal nanes, the idea is that one wants
to authenticate {nfs, donmi nname, host.fqdn}, not sinply {nfs,

host. fqgdn}, when the server is a domain’s root file server obtained
through a DNS SRV RR | ookup that may or may not have been secure.
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The domai n admi ni strator can thus ensure that only donmain root NFSv4
servers have credentials for such domain-based service principa
nanes.

Domai n- based service principal nanmes are defined in RFCs 5178

[ RFC5178] and 5179 [RFC5179]. To nmke use of RFC 5178’ s dommi n- based
nanes, the syntax for "domai n-based-name" MJST be used with a service
of "nfs", a domain matching the name of the organizati on whose root
file systemis being sought, and a hostnane given in the target of
the DNS SRV RR Thus, in the exanple above, two file servers
(nfsltr.exanpl e.net and nfs2ex.exanple.net) are | ocated as hosting
the root file systemfor the organization exanple.net. To

conmuni cate with, for instance, the second of the given file servers,
Generic Security Service Application ProgramlInterface (GSS-APl) is
used with the name-type of GSS_C NT_DOVAI NBASED SERVI CE defined in
RFC 5178 and with a synbolic nane of

nf s@xanpl e. net @f s2ex. exanpl e. net

in order to verify that the named server (nfs2ex.exanple.net) is
aut horized to provide the root file systemfor the exanple. net
or gani zati on.

NFSv4 itself contains a facility for the negotiation of security
mechani sns to be used between NFS clients and NFS servers. Section
3.3 of RFC 3530 [ RFC3530] and Section 2.6 of RFC 5661 [ RFC5661] both
descri be how security nmechanisns are to be negotiated. As such
there is no need for this document to describe how that negotiation
is to be carried out when the NFS client contacts the NFS server for
the specified domain root file systen(s).

Using SRV records to advertise the |ocations of NFS servers nay
expose those NFS servers to attacks. Organizations should carefully
consi der whether they wish their DNS servers to respond
differentially to different DNS clients, perhaps exposing their SRV
records to only those DNS requests that originate within a given
perimeter, in order to reduce this exposure.
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7.

8.

8.

| ANA Consi der ati ons

| ANA has assigned a new Service name w thout an associated port
nunber (as defined in RFC 6335 [ RFC6335]) for TCP. For this new
Service, the Reference is this docunent.

Servi ce nane: nfs-domai nroot

Transport Protocol (s) TCP

Assignee (REQUI RED) |ESG (iesg@etf.org)

Cont act ( REQUI RED) | ETF Chair (chair@etf.org)

Description (REQUI RED) NFS service for the domain root, the root of
an organi zation's published file nanespace.

Ref erence (REQUI RED) This docunent

Port Nunber (OPTI ONAL)

Servi ce Code (REQUI RED for DCCP only)

Known Unaut hori zed Uses (OPTI ONAL)

Assi gnnent Notes (OPTI ONAL)
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