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Abstract

Thi s docunent defines a Trust Anchor Locator (TAL) for the Resource
Public Key Infrastructure (RPKI).
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1. | nt roducti on

Thi s docunent defines a Trust Anchor Locator (TAL) for the Resource
Public Key Infrastructure (RPKI) [RFC6480]. This format nay be used
to distribute trust anchor material using a mx of out-of-band and
online neans. Procedures used by Relying Parties (RPs) to verify
RPKI signed objects SHOULD support this format to facilitate
interoperability between creators of trust anchor material and RPs.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Trust Anchor Locator
2.1. Trust Anchor Locator Fornat

Thi s docunent does not propose a new format for trust anchor

material. A trust anchor in the RPKI is represented by a self-signed
X.509 Certification Authority (CA) certificate, a format conmonly
used in PKIs and widely supported by RP software. This docunent
specifies a format for data used to retrieve and verify the
authenticity of a trust anchor in a very sinple fashion. That data
is referred to as the TAL.

The notivation for defining the TAL is to enable selected data in the
trust anchor to change, wi thout needing to effect redistribution of
the trust anchor per se. In the RPKI, certificates contain
extensions that represent Internet Nunmber Resources (INRs) [RFC3779].
The set of INRs associated with an entity likely will change over
time. Thus, if one were to use the common PKI convention of
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distributing a trust anchor to RPs in a secure fashion, this
procedure woul d need to be repeated whenever the INR set for the
trust anchor changed. By distributing the TAL (in a secure fashion)

i nstead of the trust anchor, this problemis avoided, i.e., the TAL
is constant so long as the trust anchor’s public key and its | ocation
do not change.

The TAL is anal ogous to the TrustAnchorlnfo data structure [ RFC5914]
adopted as a PKI X standard. That standard could be used to represent
the TAL, if one defined an rsync URl extension for that data
structure. However, the TAL format was adopted by RPKI inplenentors
prior to the PKIX trust anchor work, and the RPKI inplenenter
conmunity has elected to utilize the TAL format, rather than define
the requisite extension. The conmunity also prefers the sinplicity
of the ASCI|1 encoding of the TAL versus the binary (ASN. 1) encodi ng
for TrustAnchorl nfo.

The TAL is an ordered sequence of:

1) An rsync URI [RFC5781],

2) A <CRLF> or <LF> line break, and

3) A subjectPublicKeylnfo [ RFC5280] in DER format [X 509], encoded in
Base64 (see Section 4 of [RFC4648]).

2.2. TAL and Trust Anchor Certificate Considerations

The rsync URI in the TAL MJUST reference a single object. It MJST NOT
reference a directory or any other formof collection of objects.

The referenced object MIUST be a self-signed CA certificate that
conforms to the RPKI certificate profile [RFC6487]. This certificate
is the trust anchor in certification path discovery [ RFC4158] and

val i dation [ RFC5280] [ RRFC3779].

The validity interval of this trust anchor SHOULD refl ect the
anticipated period of stability for the particular set of INRs that
are associated with the putative trust anchor

The I NR extension(s) of this trust anchor MJUST contain a non-enpty
set of nunber resources. It MJST NOT use the "inherit" formof the
INR extension(s). The INR set described in this certificate is the
set of nunber resources for which the issuing entity is offering
itself as a putative trust anchor in the RPKI [RFC6480].

The public key used to verify the trust anchor MJST be the sane as
the subjectPublicKeylnfo in the CA certificate and in the TAL.
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The trust anchor MJST contain a stable key. This key MJST NOT change
when the certificate is reissued due to changes in the INR
extension(s), when the certificate is renewed prior to expiration or
for any reason other than a key change.

Because the public key in the TAL and the trust anchor MJST be
stable, this notivates operation of that CAin an off-line node.

Thus the entity that issues the trust anchor SHOULD i ssue a
subordinate CA certificate that contains the same INRs (via the use
of the "inherit" option in the INR extensions of the subordinate
certificate). This allows the entity that issues the trust anchor to
keep the corresponding private key of this certificate off-1line,
while issuing all relevant child certificates under the i mediate
subordinate CA. This neasure also allows the Certificate Revocation
List (CRL) issued by that entity to be used to revoke the subordinate
CA certificate in the event of suspected key comprom se of this
potentially nmore vul nerable online operational key pair

The trust anchor MJST be published at a stable URI. Wen the trust
anchor is reissued for any reason, the replacenent CA certificate
MJST be accessi ble using the sane URI.

Because the trust anchor is a self-signed certificate, there is no
corresponding CRL that can be used to revoke it, nor is there a
mani fest [ RFC6486] that |ists this certificate.

If an entity wishes to withdraw a self-signed CA certificate as a
putative trust anchor for any reason, including key rollover, the
entity MJST renove the object fromthe | ocation referenced in the
TAL.

2.3. Exanple

rsync://rpki.exanpl e. org/rpki/hedgehog/root. cer

M | Bl j ANBgkghki GOWOBAQEFAACCABAM | BCgKCAQEAOVWQL 2] h6knDx
AUGbhbt CXvvh4AQzj hDkSHI j 22gn/ 10i MBI eDATI wP44vhQBL/ xvuk 7\
Kf a5y gngQ+xQZOWTWPcr UbgaQyPNxokui vzyvqVzZVDec OEqs78q58nSp9
nbt xnLRW B67SJCBSzf a5XpVy XYEgYA] kk3f pmef U+Acxt xvvHB5OVPI a
Bf Pcs801 CMyHQX+f phvut e9XLxj f JIKIWkhZqZ0v7pZmR2uhkcPx1PMscr G
eeOWSDC3f r 3er Lueagpi LsFj wwpX6F+Ms8vqz45H+DKmYKvPSst Zj CCg9
aJOgANTIC nf SDOS+aLRPj Zr yCNyvvBHxZXqj 5YCGKt wi DAQAB
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3.

Rel ying Party Use

In order to use the TAL to retrieve and validate a (putative) trust
anchor, an RP SHOULD

1. Retrieve the object referenced by the URI contained in the TAL.

2. Confirmthat the retrieved object is a current, self-signed RPK
CA certificate that conforms to the profile as specified in
[ RFC6487] .

3. Confirmthat the public key in the TAL matches the public key in
the retrieved object.

4. Perform ot her checks, as deemed appropriate (locally), to ensure
that the RPis willing to accept the entity publishing this self-
signed CA certificate to be a trust anchor. These checks apply to
the validity of attestations nade in the context of the RPKI
relating to all resources described in the INR extension of this
certificate.

An RP SHOULD performthese functions for each instance of TAL that it
is holding for this purpose every tine the RP perforns a
re-synchroni zati on across the local repository cache. 1In any case,
an RP al so SHOULD performthese functions prior to the expiration of
the locally cached copy of the retrieved trust anchor referenced by

t he TAL.

Security Consi derations

Conpromi se of a trust anchor private key pernmts unauthorized parties
to nmasquerade as a trust anchor, with potentially severe
consequences. Reliance on an inappropriate or incorrect trust anchor
has simlar potentially severe consequences.

This TAL does not directly provide a list of resources covered by the
referenced self-signed CA certificate. Instead, the RPis referred
to the trust anchor itself and the INR extension(s) within this
certificate. This provides necessary operational flexibility, but it
also allows the certificate issuer to claimto be authoritative for
any resource. Relying parties should either have great confidence in
the issuers of such certificates that they are configuring as trust
anchors, or they should issue their own self-signed certificate as a
trust anchor and, in doing so, inpose constraints on the subordinate
certificates. For nore information on this approach, see [ TA- MGMVI].
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