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Net wor k Configuration Protocol (NETCONF) Base Notifications
Abst r act

The Network Configuration Protocol (NETCONF) provides nmechanisns to
mani pul ate configuration datastores. However, client applications
often need to be aware of conmon events, such as a change in NETCONF
server capabilities, that may inmpact managenent applicati ons.

St andard nechani sns are needed to support the nonitoring of the base
system events within the NETCONF server. This docunment defines a
YANG nodul e that allows a NETCONF client to receive notifications for
some common system events.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6470.

Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The NETCONF protocol [RFC6241] provides nechani sns to mani pul ate
configuration datastores. However, client applications often need to
be aware of commpn events, such as a change in NETCONF server
capabilities, that may inpact nmanagenent applications. Standard
nmechani sns are needed to support the nmonitoring of the base system
events within the NETCONF server. This document defines a YANG
nodul e [ RFC6020] that allows a NETCONF client to receive
notifications for some comopn system events.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

The following terns are defined in [ RFC6241]:

client

dat astore

prot ocol operation
server

(e} elelNe]

The following terns are defined in [ RFC5277]:
0 event

0 stream

0 subscription

The following termis defined in [ RFC6020]:

o data node
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2.  YANG Mbdul e for NETCONF Base Notifications
2.1. Overview

The YANG nodul e defined within this docunent specifies a small numnber
of event notification nessages for use within the ' NETCONF' stream
and accessible to clients via the subscription nmechani sm described in
[ RFC5277]. This nmodule inports data types fromthe 'ietf-netconf’
nodul e defined in [RFC6241] and 'ietf-inet-types’ nodule defined in

[ RFC6021] .

These notifications pertain to configuration and nonitoring portions
of the nanaged system not the entire system A server MJST report
events that are directly related to the NETCONF protocol. A server
MAY report events for non- NETCONF nanagement sessions, using the
"session-id value of zero.

Thi s nodul e defines the follow ng notifications for the ' NETCONF
streamto notify a client application that the NETCONF server state
has changed:

net conf - confi g- change:
Gener at ed when the NETCONF server detects that the <running> or
<startup> configuration datastore has been changed by a nmanagenent
session. The notification summarizes the edits that have been
det ect ed.

net conf - capabi | i t y- change:
Gener at ed when the NETCONF server detects that the server
capabilities have changed. Indicates which capabilities have been
added, deleted, and/or nodified. The manner in which a server
capability is changed is outside the scope of this docunent.

net conf - sessi on-start:
Cenerated when a NETCONF server detects that a NETCONF session has
started. A server MAY generate this event for non- NETCONF
nmanagenent sessions. |Indicates the identity of the user that
started the session.

net conf - sessi on-end:
CGener ated when a NETCONF server detects that a NETCONF session has
term nated. A server MAY optionally generate this event for
non- NETCONF managenent sessions. Indicates the identity of the
user that owned the session, and why the session was ternmninated.
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2.

2.

net conf-confirmed-commt:

Cenerated when a NETCONF server detects that a confirned-conmt
event has occurred. Indicates the event and the current state of
the confirmed-conmit procedure in progress.

Definitions

<CODE BEG NS> file="ietf-netconf-notifications@011-12-09.yang"

nodul e ietf-netconf-notifications {

nanespace
"urn:ietf:paranms: xm:ns:yang:ietf-netconf-notifications";

prefix ncn;

inmport ietf-inet-types { prefix inet; }
i mport ietf-netconf { prefix nc; }

or gani zati on
"I ETF NETCONF ( Networ k Configuration Protocol) Wrking G oup"”;

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <nmilto:netconf@etf.org>

WG Chair: Bert Wjnen
<mailto: bertietf@w jnen. net>

WG Chair: Mehnet Ersue
<mmi | t o: mehnet . er sue@sn. cone

Edi tor: Andy Bi er man
<mai | t 0: andy@et confcentral . org>"

description
"This modul e defines a YANG data nodel for use with the
NETCONF protocol that allows the NETCONF client to
recei ve conmmon NETCONF base event notifications.

Copyright (c) 2012 I ETF Trust and the persons identified as
the docunent authors. Al rights reserved.

Redi stribution and use in source and binary forms, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
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set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 6470; see
the RFC itself for full legal notices.";

revi sion "2012-02-06" {
description
"Initial version.";
ref erence
"RFC 6470: NETCONF Base Notifications";

}

groupi ng comon-sessi on-parms {
description
"Common session paraneters to identify a
managenent session.";

| eaf username {
type string;
mandat ory true;
description
"Nanme of the user for the session.";
}

| eaf session-id {
type nc:session-id-or-zero-type;
mandat ory true
description
“"ldentifier of the session.
A NETCONF session MUST be identified by a non-zero val ue.
A non- NETCONF session MAY be identified by the value zero.";

}

| eaf source-host {
type inet:ip-address;
description
"Address of the renmpte host for the session.";
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groupi ng changed- by- parns {
description
"Common paraneters to identify the source
of a change event, such as a configuration
or capability change.";

cont ai ner changed-by {
description
"I ndi cates the source of the change.
I f caused by internal action, then the
enpty leaf "server’ will be present.
I f caused by a managenent session, then
the name, renote host address, and session |ID
of the session that made the change will be reported.";
choi ce server-or-user {
mandat ory true;
| eaf server {
type enpty;
description
"If present, the change was caused
by the server.";

}

case by-user {
uses conmon- sessi on- par ns;

} /1 choice server-or-user
} /1 contai ner changed-by- parns

}

notification netconf-config-change {
description
"Generat ed when the NETCONF server detects that the
<runni ng> or <startup> configuration datastore
has been changed by a managenent session
The notification summari zes the edits that
have been detect ed.

The server MAY choose to al so generate this
notification while |oading a datastore during the
boot process for the device.";

uses changed- by- par ns;
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| eaf datastore {
type enuneration {
enum runni ng {
description "The <runni ng> datastore has changed.";
}
enum startup {
description "The <startup> datastore has changed"
}
}
default "running";
description
"I ndi cat es whi ch configuration datastore has changed.";
}

[ist edit {
description

"An edit record SHOULD be present for each distinct
edit operation that the server has detected on

the target datastore. This list MAY be onitted

if the detailed edit operations are not known.

The server MAY report entries in this list for
changes not nade by a NETCONF session (e.g., CLI).";

| eaf target {

type instance-identifier;

description
"Topnmost node associated with the configuration change.
A server SHOULD set this object to the node within
the datastore that is being altered. A server MAY
set this object to one of the ancestors of the actua
node that was changed, or onmit this object, if the
exact node is not known.";

}

| eaf operation {
type nc:edit-operation-type;
description
"Type of edit operation perforned.
A server MJST set this object to the NETCONF edit
operation performed on the target datastore.";

}
Y}/l list edit
} // notification netconf-config-change
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notification netconf-capability-change {
description
"CGener ated when the NETCONF server detects that
the server capabilities have changed.
I ndi cat es which capabilities have been added, del eted,
and/or nodified. The manner in which a server
capability is changed is outside the scope of this
document . ";

uses changed- by- par irs;

| eaf-1i st added-capability {
type inet:uri;
description
"List of capabilities that have just been added.";
}

| eaf-1ist deleted-capability {
type inet:uri;
description
"List of capabilities that have just been deleted."”;
}

| eaf-list nodified-capability {
type inet:uri;
description
"List of capabilities that have just been nodified.
A capability is considered to be nodified if the
base URI for the capability has not changed, but
one or nore of the paraneters encoded at the end of
the capability URI have changed.
The new nodi fied value of the conplete URI is returned.”;

} // notification netconf-capability-change

notification netconf-session-start {
description
"CGenerated when a NETCONF server detects that a
NETCONF session has started. A server MAY generate
this event for non- NETCONF managenent sessions.
Indicates the identity of the user that started
the session.";
uses conmon- sessi on- par ns;
} /1 notification netconf-session-start
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notification netconf-session-end {
description

"Cenerated when a NETCONF server detects that a
NETCONF sessi on has tern nated.

A server MAY optionally generate this event for
non- NETCONF managenent sessions. |Indicates the
identity of the user that owned the session

and why the session was termnated.";

uses conmon-sessi on- par ns;

| eaf killed-by {
when "../termination-reason = "killed ";
type nc:session-id-type;
description
"The 1D of the session that directly caused this session

to be abnormally termnated. |If this session was abnornmally
term nated by a non- NETCONF sessi on unknown to the server,
then this leaf will not be present.”;

}

| eaf term nation-reason {
type enuneration {
enum "cl osed" {
description
"The session was terninated by the client in norna
fashion, e.g., by the NETCONF <cl ose-sessi on>
prot ocol operation.";

enum "kill ed" {
description
"The session was term nated in abnorm
fashion, e.g., by the NETCONF <kill -session>
prot ocol operation.";
}
enum "dr opped” {
description
"The session was terni nated because the transport |ayer
connection was unexpectedly closed.";
}
enum "ti meout " ({
description
"The session was term nated because of inactivity,
e.g., waiting for the <hell o> nessage or <rpc>
messages. ";
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enum "bad- hel | 0" {
description
"The client’s <hell o> nessage was invalid.";

enum "ot her" {
description
"The session was term nated for sone other reason.";
}
}

mandat ory true;
description
"Reason the session was term nated.";

}

} // notification netconf-session-end

notification netconf-confirmed-commt {
description
"Cenerat ed when a NETCONF server detects that a
confirmed-conmmit event has occurred. |Indicates the event
and the current state of the confirned-conmit procedure
in progress.”;
ref erence
"RFC 6241, Section 8.4";

uses conmmon-sessi on-parns {
when "../confirmevent !'= "tineout’";

}

| eaf confirmevent {
type enuneration {
enum "start" {
description
"The confirmed-commt procedure has started.";
}

enum "cancel " {
description
"The confirmed-comrt procedure has been cancel ed,
e.g., due to the session being terninated, or an
explicit <cancel-conmt> operation.";
}
enum "timeout " {
description
"The confirmed-conmmt procedure has been cancel ed
due to the confirmtimeout interval expiring.
The conmmon session paranmeters will not be present
in this sub-node.";
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enum "extend" {
description
"The confirmed-conmit timeout has been extended,
e.g., by a new <confirmed-conmt> operation.";
}
enum "conpl ete" {
description
"The confirmed-comrt procedure has been conpleted.”;
}

mandat ory true
description
"I ndi cates the event that caused the notification.";
}

| eaf tineout {
when
“../confirmevent = 'start’ or ../confirmevent = "extend "
type uint32;
units "seconds";
description
"The configured timeout value if the event type
is 'start’ or 'extend . This value represents
t he approxi mate nunber of seconds fromthe event
time when the 'tineout’ event might occur.";

} /1 notification netconf-confirmnmed-commt
}
<CODE ENDS>
3. | ANA Consi derations

Thi s docunent registers one XM nanmespace URN in the I ETF XM
registry’, following the format defined in [ RFC3688].

URI: urn:ietf:parans:xm:ns:yang:ietf-netconf-notifications
Regi strant Contact: The | ESG

XM.: N A, the requested URI is an XM. nanespace
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4.

Thi s docunent registers one nodule nane in the ' YANG Modul e Nanmes’
registry, defined in [ RFC6020].

nanme: ietf-netconf-notifications

prefix: ncn

nanmespace: urn:ietf:parans:xm:ns:yang:ietf-netconf-notifications
RFC. 6470

Security Consi derations

The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport layer and the nmandatory-to-inpl enment secure
transport is SSH, defined in [ RFC6242].

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environnments. It is thus

i nportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/ net conf - confi g- change:
Event type itself indicates that the system configuration has
changed. This event could alert an attacker that specific
configuration data nodes have been altered.

/ net conf - conf i g- change/ changed- by:
I ndi cat es whether the server or a specific user managenent session
made the configuration change. Ildentifies the user nane,
session-id, and source host address associated with the
configuration change, if any.

/ net conf - confi g- change/ dat astore
I ndi cat es whi ch datastore has been changed. This data can be used
to determine if the non-volatile startup configuration data has
been changed.

/ net conf - confi g-change/edi t:
Identifies the specific edit operations and specific datastore
subtree(s) that have changed. This data could be used to
determine if specific server vulnerabilities may now be present.
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/ net conf - capabi | i t y- change:
Event type itself indicates that the system capabilities have
changed, and may now be vul nerable to unspecified attacks. An
attacker will likely need to understand the content represented by
specific capability URI strings. For example, know ng that a
packet capture nonitoring capability has been added to the system
m ght help an attacker identify the device for possible
unaut hori zed eavesdroppi ng.

/ net conf - capabi | i t y- change/ changed- by:
I ndi cat es whether the server or a specific user managenent session

made the capability change. ldentifies the user nanme, session-id,
and source host address associated with the capability change, if
any.

/ net conf - capabi | i ty- change/ added- capabi lity:
I ndi cates the specific capability URIs that have been added. This
data could be used to determine if specific server vulnerabilities
may now be present.

/ net conf - capabi | i t y- change/ del et ed-capabi lity:
I ndicates the specific capability URIs that have been del et ed.
This data could be used to determine if specific server
vul nerabilities nmay now be present.

/ net conf - capabi | i ty- change/ nodi fi ed-capability:
I ndicates the specific capability URIs that have been nodifi ed.
This data could be used to determine if specific server
vul nerabilities nmay now be present.

/ netconf-session-start:
Event type itself indicates that a NETCONF or ot her nanagenent
session may start altering the device configuration and/or state.
It may be possible for an attacker to alter the configuration by
sonehow t aki ng advant age of another session concurrently editing
an unl ocked dat astore.

/ net conf - sessi on-start/usernane:
I ndi cates the user nane associated with the session

/ net conf - sessi on-start/source-host:
I ndi cates the source host address associated with the session

/ net conf - sessi on- end:
Event type itself indicates that a NETCONF or other nanagenent
session may be finished altering the device configuration. This
event could alert an attacker that a datastore may have been
al tered

/ net conf - sessi on- end/ user nane:
I ndi cates the user nane associated with the session

/ net conf - sessi on- end/ sour ce- host :
| ndi cates the source host address associated with the session.
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/ net conf - confirmed-conmit:
Event type itself indicates that the <runni ng> datastore may have
changed. This event could alert an attacker that the device
behavi or has changed.

/ net conf - confirmed-conm t/usernane:
I ndi cates the user nane associated with the session

/ net conf - confi r med- conmi t/ sour ce- host :
I ndi cates the source host address associated with the session

/ net conf - confirmed-conmit/confirmevent:
I ndi cates the specific confirned-commit state change that
occurred. A value of ’conplete’ probably indicates that the
<runni ng> dat ast ore has changed.

/ net conf - confirmed-conm t/tineout:
I ndi cates the nunber of seconds in the future when the <running>
dat astore may change, due to the server reverting to an ol der
confi gurati on.
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