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Conpl ai nt Feedback Loop Operational Recomendati ons
Abst r act

Conpl ai nt Feedback Loops similar to those described herein have
existed for nore than a decade, resulting in many de facto standards
and best practices. This docunent is an attenpt to codify, and thus
clarify, the ways that both providers and consumers of these feedback
mechani sns i ntend to use the feedback, describing sone already conmon
i ndustry practices.

Thi s docunent is the result of cooperative efforts within the
Messagi ng Anti - Abuse Working Group, a trade organi zati on separate
fromthe IETF. The original MAAWG docunent upon which this docunent
i s based was published in April, 2010. This docunent does not
represent the consensus of the IETF;, rather it is being published as
an Informational RFC to nmake it widely available to the Internet
conmunity and sinplify reference to this material from|ETF work.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It has been approved for publication by the Internet

Engi neering Steering Goup (IESG. Not all docunments approved by the
| ESG are a candidate for any |level of Internet Standard; see Section
2 of RFC 5741.

I nformati on about the current status of this docunment, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6449.
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Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis document nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Thi s docunent nmay not be nodified, and derivative works of it may not

be created, except to format it for publication as an RFC or to
translate it into | anguages other than Engli sh.
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1

Overvi ew

The intent of a Conpl ai nt Feedback Loop is to provide Feedback
Consumers with information necessary to mitigate Spam or the
percepti on of Spam Thus, feedback was originally only offered to
mai | box, access, and network providers -- in other words, to | SPs --
who woul d use the feedback to identify network conpromn ses and
fraudul ent accounts or to notify their downstream custoner that there
may be a probl em

Senders of bul k, transactional, social, or other types of email can
al so use this feedback to adjust their mmiling practices, using Spam
Conpl aints as an indicator of whether the Recipient wishes to
continue receiving email. Conmon reactions often include refining
opt-in practices, mailing frequency, |ist managenent, nessage
content, and other measures. Over tinme, this has becone the Feedback
Consumer use case nost often di scussed at MAAWG neeti ngs and ot her

i ndustry events -- but readers are cautioned that it is not the sole
use for feedback.

[ Feedback Consuner Database ]
|

\Y,
[ User ] [ Mailbox ] [ Feedback ]
[ Reports ]--->[ Provider ]--SMIP-->[ Provider ]
[ Spam ] | |
\% \% [ Feedback ]
[ Spam Filter Rul es] [ ARF Message ]--SMIP-->[ Consuner ]

Figure 1

When an End User of a Mailbox Provider issues a Spam Conpl aint, the
Feedback Provider sends a report to the Feedback Consuner. This
report may include the Full Body of the original email or (less
commonly) only the full header of the original email. Some Feedback
Providers will redact infornmation deenmed private, such as the Message
Reci pient’s Enmail Address.

Ensuring that Feedback Messages are only sent to authorized Feedback
Consumers is the responsibility of the Feedback Provider, with the
identity of each message Sender generally determ ned fromthe SMIP
session’s connecting | P address or a nessage’s Donmi nKeys Identified
Mail (DKIM signature domain, both of which are hard to forge. This
is inmportant because Spamrers and other miscreants may al so attenpt
to apply for Feedback Loops on networks not belonging to them in an
attenpt to steal Emmil Addresses and other private personal or
corporate information.
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It is the responsibility of the Feedback Consuner to identify the
source and nature of the original nessage in the reports they receive
and take any appropriate action. The Feedback Provi der does not make
any clainms or judgments about the validity of the complaint, beyond
what ever technical data the Feedback Provider has thensel ves

i ncluded. Every conplaint is forwarded to the Feedback Consuner

wi t hout hurman revi ew, w thout any additional application of filters;
thus, sone individual reports may prove not to be actionable.

The Feedback Consuner and the Feedback Provider will each evaluate a
Spam Conpl aint for validity and take whatever action deened necessary
fromtheir own perspective and, in npbst cases, will not conmunicate

with each other which actions were (or were not) taken. Sinmilarly,
it is rare for any party to comunicate further with the End User who
initiated the conplaint.

2. dossary of Standard Terns
Wher ever possible, these terns are derived from [ RFC5598].

0 Abuse Reporting Format - The standard format for Feedback
Messages, defined in Appendi x A and [ MARF].

o Access Provider - Any conpany or organi zation that provides End
Users with access to the Internet. It nay or may not be the sane
entity that the End User uses as a Mil box Provider.

o Application for Feedback Loop - the process, manual or online, by
whi ch a prospective Feedback Consuner requests to receive a
Feedback Loop froma particul ar Feedback Provider.

0 ARF -- See "Abuse Reporting Format".

0 ARF Report -- See "Feedback Message".

o Body - See "Full Body".

o Conmplaint or Conplaint Message - See "Feedback Message".

o Compl ai nt Feedback Loop - See Overvi ew and Taxonomy section.

o Conmplaint Stream- See "Feedback Streani.

o Delivery - See "Message Delivery".

o DKIM- Donmai nKeys ldentified Mail, further described in the MAAWG

emai | authentication white paper "Trust in Email Begins with
Aut hentication" [Trust] and [DKIM.
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Fal k

End User - A custoner of a Milbox Provider or Access Provider

Envel ope Sender - The Emmil Address included as the argunent to
the [SMIP] "MAIL" command during transfer of a nessage

Emai | Address - A string of the formuser @onai n, where the domain
(after the @synbol) is used to determine where to transfer an
emai | message so that it nay be delivered to the mail box specified
by the usernane (before the @synbol). The precise technica
format of an Emmil Address is defined in [SMIP]. Email delivery
can be a conplex process and is not described further in this
docunent .

Emai | Service Provider (ESP) - A provider of email sending
services; the ESP is often a Message Origi nator working on behal f
of a Message Author. MAAWS uses the term "ESP" solely for this
definition and does not refer to a Miilbox Provider for End Users
as ESPs.

FBL - The acronym "FBL" (Feedback Loop) is intentionally not used
in this docurent.

Feedback or Feedback Stream - A set (often a continuous stream of
Feedback Messages sent from a single Feedback Provider to a single
Feedback Consurmer.

Feedback Consumer - A Recipient of the Feedback Messages, al nost
al ways on behal f of or otherw se associated with the Message
Oiginator. Oten the Message Oigi nator and Feedback Consurmer
are the same entity, but we describe themseparately in this
docunent because they are each responsible for different parts of
the Conpl ai nt Feedback Loop process, as denobnstrated in the
flowmhart in the Overview section.

Feedback Loop - See Conpl ai nt Feedback Loop

Feedback Message - A single nessage, often using the Abuse
Reporting Format defined above and outlined in Appendi x 1, which
is part of a Feedback Stream

Feedback Provider - The Sender of the Feedback Messages, al nost
al ways on behal f of or associated with the Mil box Provider

O ten the Ml box Provider and Feedback Provider are the sane
entity, but we describe themseparately in this docunment because
they are each responsible for different parts of the Conpl aint
Feedback Loop process. |In sone instances, the Feedback Provider
may be operating solely on behalf of the Message Reci pi ent,

wi thout any direct participation fromtheir Mil box Provider
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Ful |l Body - An emmil nessage (the "DATA" portion of the [ SMIP]
conversation) consists of two parts: the header and the body. The
"Full Body" is sinply the entirety of the body of the nessage,

wi t hout nodification or truncation. Note that imnmages or other so-
called "attachments" are actually part of the body, designated in
accordance with the [ M ME] standard.

Ful | Header Section - An enmil nessage (the "DATA" portion of the
[ SMIP] conversation) consists of two parts: the header and the
body. The header contains multiple header fields, each formatted
as "Header-Name: header contents". Although nost Mail User Agents
(MJAs) only show the basic four header fields (From To, Date, and
Subj ect), every nessage includes additional header fields that
primarily contain diagnostic information or data intended to
assi st automatic processing. Oten informally called "Ful
Headers". These fields are fully defined in [ RFC5322]

Header - See "Full Header Section" above.

ISP - Internet Service Provider, usually referred to as either an
Access Provider or a Miilbox Provider in this paper

Mai | Abuse Reporting Format (MARF) - See "Abuse Reporting Format"
above.

Mai | box Provider - A conpany or organi zation that provides enai
mai | box hosting services for End Users and/or organizations. Many
Mai | box Providers are al so Access Providers.

Mailing List - A set of Email Addresses that will receive specific
nessages in accordance with the policies of that particular |ist.

Message- | D Header Field - One of the diagnostic header fields
included in every email message (see "Full Header Section" above)
is the Message-ID. Theoretically, it is a unique identifier for
that individual nessage.

Message Delivery - The process of transferring a nessage from one
mail transfer agent (MIA) to another. Once the nessage has been
accepted by the MIA operating on behalf of the Recipient, it is
consi dered to be "delivered" regardl ess of further processing or
filtering that may take place after that point.

Message Originator - The Sender, but not necessarily the author or
creator, of a nessage.

Message Reci pient - The person or mail box that receives a nessage
as final point of delivery.
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M ME - Miultipurpose Internet Mail Extensions refers to a set of
standards permitting non-plaintext data to be enbedded in the body
of a message. Concepts such as file attachnents and formatted or
"rich" text are all acconplished solely through [M ME].

MJUA - Mail User Agent; loosely referring to the software used by
an End User to access, interact with, or send enmil| nessages.

Provi der - See "Feedback Provi der" above.

Recei ved Header Field - Diagnostic header fields included in an
emai | message (see "Full Header Section" above) that start with
"Recei ved: " and docunent (frombottomto top) the path a nessage
traversed fromthe originator to its current position

Reci pi ent - See "Message Recipient" above.

Return-Path - An optional nessage header field (see "Full Header
Section" above) that indicates the Envel ope Sender of the nessage.

Reverse DNS - The [DNS] nane of an | P address, called "reverse"
because it is the inverse of the nore user-visible query that
returns the I P address of a DNS nane. Further, a Reverse DNS
query returns a PTR record rather than an A record.

Sender - see "Message Originator" above.

SMIP - Sinple Ml Transfer Protocol, the mechani sm and | anguage
for transferring an email nessage from one place to another as
defined in RFC 5321 [ SMIP].

Spam - For the purposes of this docunent (and for nobst Conpl aint
Feedback Loops), "spani is defined as any nessage that the
Reci pi ent chooses to conpl ain about, regardless of the intent of
the message’s author or Sender

Spam Conpl aint - See "Conpl ai nt" above.

Spanmer - An entity that know ngly, intentionally sends Spam
nmessages (see "Spani above).

Ternms of Use - A legal docunent describing how a particular system
or service is to be used.

VERP - Vari abl e Envel ope Return Path [VERP], an informally

st andardi zed method for encoding i nformati on about the Message
Reci pient into the return path while delivering a nessage in order
to ensure that any non-delivery notices are processed correctly.
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3. Mailbox Providers and Feedback Providers

In practice, a Miilbox Provider receives conplaints fromtheir End
Users, and is often also the Feedback Provider for those conplaints
and is a consunmer of feedback fromother providers. |In this
docunent, we separate the Mail box Provider and Feedback Provider
functions to reduce possible confusion over those cases where they
are separate, and we al so urge Mil box Providers to read the
"Feedback Consuner” section later in this docunent.

3.1. Benefits of Providing Feedback

The decision to provide a Conpl ai nt Feedback Loop service shoul d not
be taken lightly. The benefits of a Feedback Loop are great, but
success depends on a sound plan, organi zed inpl enentati on, and

dedi cation to upkeep

VWhat are sone benefits of providing feedback to fellow Mil box
Provi ders and Access Providers? Prinmarily, other industry actors are
qui ckly alerted to Spam out breaks on their networks.

End Users are becom ng nore aware of and confortable w th nmechani sns
to report Spam and a Feedback Loop does just what it inplies; it

cl oses the loop. The End User’'s conplaint nakes its way back to the
Message Originator (not necessarily the nessage Sender, who nay be a
Spammer), allowing the originator to take appropriate action. In
this process, the mail systemoperator is just a nmessenger, relieved
of the responsibility of review ng and forwarding conplaints

manual | y.

Further, because every conplaint is sent inmrediately -- w thout any
review or analysis by the Feedback Provider -- the conplaint is

recei ved by the Feedback Consumer in near real tine. |If the Feedback

Consumer is paying attention to their Feedback Stream and taking
appropriate action on it, the receiving Milbox Provider receives

| ess Spam blocks less legitimate mail, and does not have to assign
staff to follow up with the originating network. [|f the Mail box
Provi der does not pay attention to its Feedback Stream and does not
take appropriate action, the Feedback Provider may bl ock or otherw se
filter the email fromthat Message Originator, considering the
Feedback Messages to be sufficient notice.

What are sone benefits of providing Feedback Loops to bul k Feedback
Consuners? As Message Reci pi ents becone nore aware of and
confortable with Spamreporting mechani sms, they often prefer this
nmet hod over the often-confusing and inconsistent "unsubscribe" or
"opt-out” nmechani snms provided by nost |legitimte Message Originators
or Senders.
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End Users often do not renmenber what |ists they signed up for or are
ot herwi se not confident in the established relationship they may have
with a nmessage Sender. As such, they often choose to report messages
as Spamto their Milbox Providers, considering that to be sufficient
notification of their desire not to receive such email in the future.

If the Message Originator is paying attention to and taking

appropriate action on their Feedback Stream it will have a happier
set of Message Recipients and should receive fewer Spam Conpl aints
(assum ng their opt-in processes are sound). |If the Message

Oiginator is not paying attention to Feedback and not taking
appropriate action, the Ml box Provider may consider the Feedback
Stream sufficient notice that nessages fromthat originator may no
| onger be accepted in the future.

3.2. Collecting Conplaints

To produce Feedback Messages and to ensure they are useful, the
Feedback Provider needs to obtain near real-tinme conplaints fromthe
Mai | box Provider’s users. This is typically done by integrating the
f eedback mechanismw th the collection of Spamreports fromits
users.

These reports are typically nmade using the "Report Spanmt buttons
integrated into Webnmail interfaces, or a proprietary desktop client
provided to users. Mailbox Providers may al so | ook at depl oying a
tool bar or MJA plug-in that provides a "Report Spani button in the
MJA interface.

Usability studies with average users should be perfornmed on al

i nterface changes before inplenmentation. A "help" interface should
al so be available to educate users about how the Spam button shoul d
be used and what it does.

If the Mail box Provider does not offer its custoners a mail client
with this button, then the Feedback Provider’s chances for providing
an effective Feedback Loop are slim VWile it is possible for the
Mai | box Provider to instruct its custonmers to forward unwanted nai
to a central location and for the Miilbox Provider to explain howto
ensure the report includes headers and bodi es, the success rate of
customers doing so tends to be low. Even those conplaints that do
contain all required information m ght prove difficult to parse, as
variations in formatting and content types will |ead to autonated
tool s being consistently updated with new | ogi ¢ bl ocks for each
variation that occurs.
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3.3. Creating Reports

It is recomended that Feedback Messages be sent using the standard
Abuse Reporting Format, to facilitate uniformty and ease of
processing for all consumers of feedback. This will also enable the
Feedback Provider to extensively automate the processes of generating
and sendi ng Feedback Messages and of anal yzing conplaint statistics.
This format is described further in Appendix 1

Feedback Loops are usually (but not always) keyed to the "last hop"

| P address (i.e., the I P address that passed the unwanted nessage to
the Mail box Provider’'s servers). Consequently, the Feedback Provider
nust be able to process the header fromeach conplaint to determ ne
the IP address for the conplaint.

A Feedback Provider may wi sh to provide, as part of its Feedback
Loop, other information beyond Spam Conpl ai nts that Feedback
Consuners may find valuable. It mght include sunmary delivery
statistics (volune, inbox delivery rate, Spamtrap hits, etc.) or

ot her data that the Feedback Provider nay deem pertinent to Feedback
Consumners.

Any mat ure Feedback Loop systemw || produce situations in which the
Feedback Consuner nay have foll ow up questions or have ot her
information to provide in regard to the feedback. Feedback Messages
shoul d i nclude contact information (typically an Email Address) for

t he Feedback Consumer to use for such questions, and ideally the
contact Email Address will feed into a ticket systemor other

aut omat ed tool used by the Mil box Provider’s postmaster and/or anti-
abuse staff for handling general enmil delivery issues.

3.4. Policy Concerns
3.4.1. Privacy and Regul atory Conpli ance

Feedback Messages provide information rel ayed by Feedback Providers
froma Milbox Provider’s End Users to the Feedback Consuner. There
m ght not be any concerns with relaying non-private data to a third
party. However, the information provided in the conplaints generated
by the user must be eval uated and any data deemed private may need to
be renoved before distributing to a third party, per |ocal policy.

For exanple, the Recipient’s or reporter’s Email Address and IP
address nmay be categorized as private data and renoved fromthe
feedback report that is provided to the Feedback Consuner. Privacy

| aws and corporate data classification standards shoul d be consulted
when determ ni ng what information shoul d be considered private.
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I nformati on provided by the Feedback Consuner to the Feedback

Provi der for the purpose of enrolling in the Feedback Loop shoul d

al so be kept private. It should only be shared or used for the
purposes explicitly agreed to during the enroll nent process (see the
"Terns of Use" section bel ow).

Feedback Loops inevitably span country borders. Local |aws and

regul ations regarding distribution of information donestically and
internationally need to be considered when inplenmenting a Feedback
Loop program For exanple, in some European countries, data exchange
requi res permssion fromgoverning bodies. The terns and

ci rcunst ances surroundi ng the exchange of data need to be clearly
defi ned and approved.

3.4.2. Terns of Use

3.

A witten Terns of Use agreenent shoul d be provided by the Feedback
Provi der and agreed to by the Feedback Consuner before any feedback
is provided. The follow ng concepts should be consi dered when
drafting the terns of use agreenent:

o Data provided in Feedback Messages are provided to a specific,
approved entity. Information should not be transm tted outside of
the i ntended, approved Recipient. Any inappropriate use of the
information can lead to imediate termination fromthe feedback
program

o Consumers of Feedback have a responsibility to keep the
i nformati on they provide for Feedback Loop purposes -- such as
abuse contact information, |P addresses, and other records --
accurate and up to date.

0 The providing of Feedback information is a privilege and needs to
be treated appropriately. It does not entitle the consumer of the
f eedback to any special sending privileges.

o Approval and continued enrollnment in the programis a privilege
that can be denied or revoked for any reason and at any timne.

Handl i ng Requests to Recei ve Feedback

There should be a streanlined application process for receiving

f eedback and the vetting of such applications. This vetting may be
stringent in cases where the Ml box Provider chooses to tie its
Conpl ai nt Feedback Loop programto a whitelist. Criteria may involve
the foll ow ng:
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0 Cross-checking that the requestor is indeed authorized to receive
feedback for the | P addresses concerned.

o Gathering other information such as whether the IPs are an | SP
smart host network, a webhosting farm an email marketing or
Mailing List service, or other entity.

0 Requesting information such as a link to the policies of the
requestor, contacts to send Feedback Messages, and escal ation
poi nts of contact.

Ideally, enrollment will be a two-step process, with the applicant
filling out a formand being required to receive and acknow edge a
confirmation emai|l (best sent to abuse@or postnmaster @the domain in
guestion) before the applicant’s request is even put into the queue
for the Feedback Provider to process.

Owner ship of | P addresses can and shoul d be cross-checked by neans of
ori gin Autononmpous System Nunber (ASN), WHO S/RWHO S records, Reverse
DNS of the sending hosts, and other sources. This can be automated
to sone extent, but it often requires sonme nmanual processing.

3.5.1. Application Wb Site

Applications for Feedback Loops can be accepted on a stand-al one web
site or can be part of the Miilbox Provider’'s postnaster site.

Regardl ess, the web site for the Conpl aint Feedback Loop program
shoul d contain other content specific to the Feedback Loop, including
FAQ for the Feedback Loop program the Terns of Service for the
Feedback Loop, and perhaps a nmethod for enrolled parties to nodify
their existing enrollnents.

The web site should al so provide the Feedback Consumer with genera
i nformati on on how the feedback will be sent, including:

0 Report Format (ARF or otherwi se)
0o Sending | P addresses and/or DKIM "d=" string

o "From' Email Address
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3.5.2. Saying No

Deni al of a Feedback Loop application may be appropriate in certain
cases such as:

o Wiere the Feedback Provi der suspects "gam ng" of delivery policies
via the Feedback received, with attenpts to pollute Feedback Loop
netrics by, for exanple, creating bogus accounts and reporting
fal se negatives with these, to offset the negative reputation
caused by high conplaint rates.

o Wiere the Feedback Provider has decided to bl ock the Message
Oiginator’s | P space for which feedback has been requested on the
grounds that email fromthat originator has a sufficiently
negative reputation that it will not be delivered at all. This is
somewhat on the lines of a gl obal unsubscribe of the Message
Provider’s users fromthe originator’s lists, which wuld make
renderi ng additional feedback unnecessary.

It is recormended that the Feedback Provider send notification if an
application is denied. Additionally, they should maintain a
docunent ed, clear, and transparent appeals process for denial of
requests. This process can be as sinple as the prospective Feedback
Consuner replying to the denial enmail requesting review or escal ation
to a teamlead, which also cites reasons the application should be
revi ewed.

3.5.3. Automation

For a Feedback Loop to be cost-effective and usable for |arge
Feedback Consuners and Feedback Providers, it must be possible for
reports to be generated and processed autonmatically w thout any human
interaction. On the other hand, it should be possible for snal
Feedback Consumers to handle a | ow vol une of reports manually,

wi t hout requiring any automation.

In automating the feedback process, the consuner of the Feedback
Stream nust receive enough information about the report that it can
take appropriate action, typically to renove the Recipient fromthe
Mai |l ing List about which it is sending a report. The Recipient’s
Emai | Address is not enough, as the Recipient may be on severa
Mai |l ing Lists nmanaged by the Feedback Loop consuner and only need to
be renpved fromthe particular |ist reported.

Al so, sone producers of Feedback Loops m ght redact the Recipient’s

Emai | Address for privacy reasons. Effective inplenmentation of a
Conpl ai nt Feedback Loop requires that the Feedback Provider put in
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3.

3.

pl ace as many aut onated processes and tools as feasible to handle al
aspects of the process. Feedback Providers should seek to automate
or script the follow ng:

o Accepting and validating Feedback Loop Applications from
prospective Feedback Consuners.

o Processing requests to determ ne whether or not they neet the
Feedback Provider’'s criteria for enrollment in the program

0 Accepting Spam Conplaints from End Users; this will formthe bul k
(and perhaps sol e) conmponent of the feedback sent by the Feedback
Pr ovi der .

o Production of Feedback Messages from Spam Conpl ai nts.

o Production of other Feedback Loop artifacts as chosen by the
Feedback Provi der.

o Optionally, provision of a nechanismfor Feedback Consuners to
further engage a Feedback Provi der about a given Feedback Message.

0 Ongoing validation of Feedback Loop enrollnments to determine if a
currently enrolled I P address or network nerits continued
inclusion in the Feedback Loop

o Optional periodic emails to Feedback Consuners to determine if
their enrolled Email Addresses are still valid.

6. Ongoi ng Mai ntenance

It is recommended that self-service naintenance be offered to
Feedback Consuners, to the extent practicable. The nore they can do
thensel ves, the | ess you have to do.

6.1. |P Validation

The criteria that a Feedback Provi der uses to validate a Feedback
Loop application may change over tinme. It is a near certainty at

| east some subset of Feedback Consumers enrolled to receive feedback
will at some point after enrollnent fail to neet those criteria,
regardl ess of whether or not the criteria change.

The Feedback Provider should put in place tools to periodically
re-validate all Feedback Consumers enrolled in its Feedback Loop
system against its current criteria. Additionally, the Feedback
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3.

3.

6.

6.

Provider will likely have objective criteria for remaining in the
Feedback Loop for enrolled Feedback Consuners; the enrolled consuners
shoul d be validated agai nst those criteria as well.

2. Email Address Validation

Just as sone Mailing List software has the built-in ability to send
periodi c "probe" enmails to subscribed addresses to validate them so
too shoul d the Feedback Provider develop tools to send simlar emails
to the addresses receiving Feedback Messages to ensure that they are
valid. This is especially true for the addresses that are not the
abuse@ and post nast er @ addresses originally used as part of the
enrol | ment acknow edgnent step. Over tine, people nmay change

enpl oyers, or at least roles, and validating the Email Addresses
associated with an IP is one way for the Feedback Provider to ensure
that Feedback Messages are still being accepted and acted upon by the
Feedback Consurmer.

3. Feedback Production Changes

Updat i ng Feedback Consunmers when one’s own | P addresses are changi ng
is an inportant aspect of Feedback Loop mmintenance. The exact
format, automation, and other considerations of these updates are
out side the scope of this docunent, but are topics worthy of further
di scussion and eventual docunentation

Feedback Consurmers

A Feedback Consuner receives its Feedback Messages after its
submitted Application for a Conpl aint Feedback Loop is approved. A
Feedback Consuner will usually have Conpl ai nt Feedback Loop
subscriptions set up with multiple Feedback Providers. Different
Feedback Streans may be in different formats or include different

i nformati on, and the Feedback Consumer should identify a process to
organi ze the data received and take appropriate action

A Feedback Consuner, Mailbox Provider, or Access Provider (i.e., a
hosting conpany or ISP) will use this Feedback to identify network
conprom ses, fraudul ent accounts, policy violations, and ot her
concerns. The Feedback Loop provides real-time visibility into Spam
Conpl ai nts from Message Recipients, greatly enabling these Mil box
Providers to mitigate Spam propagating fromtheir networks.

Senders of bulk email should use the conplaints to nake deci sions
regarding future mailings. Such decisions may include one or nore of
the follow ng: nodification of email frequency, branding, opt-in
practices, or |ist managenent.
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The authors of this docunent urge those who are sol ely Feedback
Consuners to al so read the previous sections for Mil box Providers
and Feedback Providers. This will provide the proper context of the
recomendat i ons i ncl uded bel ow.

Further recomendati ons for bul k senders may be found in the MAAWG
Sender Best Communi cations Practices [ MAAWG BCP] .

4.1. Preparation

Feedback Consumers need to prepare to process and act on feedback
before asking to receive it. At a mninum nake sure to have

1. The "Role" Emmil Addresses such as abuse@and postnaster@ The
person who applies for the Feedback needs to make sure they have
access to these Emanil Addresses. Feedback Providers often send a
confirmation link to those accounts to prevent End Users,
Spammers, or conpetitors fromsigning up for Feedback for which
they are not authorized.

2. A dedicated Ennil Address to receive the Feedback Messages, such
as fbl @xanpl e.com or isp-feedback@xanple.com Wile not
required, this will make it easier for to process the reports
recei ved.

3. Alist of IP addresses for which you want to receive Feedback
Messages, naking sure you can prove the ownership of the IP
addresses and associ ated domai ns. Feedback Provi ders often
require that:

* Reverse DNS for each | P shares the domain of either the
applicant’s Email Address or the Emmil Address that will be
receiving the Feedback Messages.

* WHO S information for the IPs requested is obviously
associ ated with the donai n nane.

4. Contact information such as name, Email Address, phone nunber
and other relevant information.

5. The know edge that if the application formasks for your credit

card nunber or other financial information, it is assuredly a
scam
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4.2. \Wat You'll Receive

Once a Feedback Consumer has signed up to receive feedback froma
Feedback Provider, it may al so receive several other sorts of
delivery-related reports. This includes Feedback Messages,

adm ni strative nessages, and ot her nessages.

4.2.1. Feedback Reports

Feedback Messages are the main emnils generally associated with a
Feedback Loop. Each tine a Recipient hits the "This |Is Spam button,
the Feedback Loop systemcreates a boilerplate report with a copy of
the original email attached and sends it to the consuner of the
Feedback Loop.

The handl i ng of feedback reports is discussed in the next section.
4.2.2. Adnministrative Messages

Admi ni strative nmessages will typically be sent to the Enail Address
provided for contacting the person who originally applied for the
Feedback Loop, rather than to the address provided for handling the
Feedback Messages. These nessages are likely to be sent infrequently
and irregularly, but it is inportant they are seen by the person
managi ng t he Feedback Stream processor in a tinely manner. It is
usual ly a poor idea to have these sent to an individual’'s Enai
Address since they may be lost if that person is on vacation, changes
position within the conpany, or |eaves the conpany.

I nstead, they should be sent to a role account that goes to a
ticketing systemor "exploded" to nultiple responsible parties within
the organi zation. |If there is not already an appropriate role
account such as support@or noc@that reaches the right team it may
be a good idea to set up a dedicated alias such as fblmaster@to sign
up for all Feedback Loops.

4.2.3. Report Cards

The detail in a report card can vary greatly. Feedback Providers

m ght send a regular summary of traffic |evels and conplaint rates
seen, perhaps just an overview or possibly broken down by source IP
address or sone other identifier. Sonetines these nmay be sent just
when sonme netric (typically a conplaint rate) reaches a | evel that
causes the Mil box Provider to notify the Feedback Consuner there may
be a probl em devel opi ng that needs to be investigated and addressed.
At the other extreme, sone report cards will contain al nobst no usefu
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data at all, just a warning that the Message Originator is causing
conplaints -- with the inplication that its email will be bl ocked
unless it is inproved.

Report cards are human readabl e, since there are not currently any
standard nachi ne-readabl e formats and the information they include,
both the provided netrics and their semantics, varies widely fromone
Mai | box Provider to another. They are useful reference overviews for
a Message Originator to nonitor the overall perceived quality of the
emai|l it sends and, in the case of ESPs, perhaps which customers are
causi ng hi gher than expected rates of conplaints. They can al so be
the only warning of serious problens prior to email being bl ocked

al together by the receiving Miilbox Provider. It is critical they be
are seen by sonmeone handling delivery issues for the Message
Oiginator, so again, they should be handled by an email alias that

i s always read.

Report cards al so contain useful data to track nechanically and

per haps report on trends, though as their content varies, it is hard
to generalize what use mght be nade of them At the very |least, the
“war ni ng" report cards are sonething that should be visible on an
ESP's business intelligence or delivery dashboard.

4.3. Handling Feedback Messages

Mai | box Provi ders sending feedback may have published policies as to
how t hey expect a Feedback Consumer to use Feedback Messages or may
expect the Feedback Consuner to sinply "make the problemstop”. In
practice, this nostly boils down to three things:

o First, where the consuner of the feedback has sone specific
control over sending the email, it is expected not to send enai
of the sane type to the same Recipi ent again

o Second, it should identify the underlying problem (if any) and fix
it so that it receives fewer reports of that type in the future

o Third, it is not necessary to informthe Mil box Provider or
Feedback Provider, or their End User(s), of which actions have
been or will be taken in response to autonmated conpl ai nt feedback

If the Feedback Consuner is a separate entity fromthe Message

Oiginator, the two entities are expected to work together to resolve
any probl em
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4.3.1. Unsubscription or Suppression

A Sender (whether author or originator) of conmercial enmail should
treat the Feedback Message simlar to an unsubscribe request,
ensuring that no further email fromthat list is sent to that

Reci pient, either by renoving the email fromthat list or adding it
to the associated suppression list. It needs to use its best
judgrment, keeping in nmind the goal of reducing future conplaints, as
to how broadly to apply that unsubscribe. Suppressing the address
across an entire ESP is likely too broad. However, if a single
Feedback Consumner (or custonmer of an ESP) has nultiple segnmented
lists, then suppressing themacross all those lists is probably a
good i dea.

It is universally acknow edged that not all conplaints are
intentional; for exanple, Recipients mght accidentally hit the wong
button or mark an entire mail box as Spam However, it is best for
Feedback Consuners to assune the Recipient does not want nore enai
and to suppress nmail to the Recipient in all but fairly extreme cases
such as a Mailing List the Recipients pay to receive, email froma
genui ne conpany to its valid enpl oyees, or email from an Access

Provi der or Mail box Provider to its users.

This gets nore conplex in the case of transactional mail -- mail that
is tied to sone other service, such as ticket purchase confirmations
or billing statements. |In that case, the Feedback Consuner has to
again, use its best judgnment based on the specific situation. In
some cases, the right thing to do may be to comrunicate with the
Reci pi ent via anot her channel, such as a nessage on a web site used

for the service; i.e., "You reported your notification mail as Spam
SO we are not going to send you any nore nessages unless you tell us
ot herw se".

In sonme cases, the best thing to do may be to ignore the Feedback
Message. For exanple, if your custoner has reported as Spamthe
airline tickets he purchased and you enmailed him he probably did not
nean it and he is going to be very annoyed if you do not send himthe
other tickets he has ordered. 1In rare cases, it might be appropriate
to suppress enmail to the Recipient, but also to suspend access to a
service he or she uses until the Recipient confirnms a desire to
receive the associated email. In all these cases, the inportant goa
is to keep the custoner happy and reduce future conplaints, even in
the apparently paradoxical situations where the way to do that is to
ignore their Feedback. In the real world, however, these are a snal
mnority of cases.
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4.3.2. Trending and Reporting

Counti ng the Feedback Messages received over regular time periods can
provi de much useful information to | SPs, ESPs, and ot her Feedback
Consuners, especially when broken down appropriately.

An | SP (Mail box Provider or Access Provider) nmight want to count the
nunber of Feedback Messages a particul ar custoner or |P address

causes in a given day. |If there is a sudden increase froma
particul ar customer or server, it may be a sign that a Spamrer has
signed up or a system has been conpromised. |If there is a high |eve

of conpl aints about a particular custoner, it may be worth
investigating to see if there is a reason for that. For exanple, 10
Feedback Messages a day would be a sign of serious problens in sone
cases, but might be perfectly reasonabl e "background" levels for a
Message Originator that sends 300,000 emails a nonth. |f the count
shows there may be a problem the ISP can dig down and | ook at the
emails that are being reported to determ ne the underlying cause.

An ESP can do simlar things but can also break the data down in nore
ways: by custonmer, by Miiling List, by canpaign. An ESP also has
access to nore information; it knows how many emails were delivered
to the receiving Ml box Provider over a given tinme period. As a
result, it can estinmate the nunber of conplaints divided by the
nunber of emmils sent, which is often a nore useful netric than the
absol ute nunmber of reports. This is critical data for ESPs to track
over tine because it can help identify and quantify problem

cust oners.

An i ndividual Feedback Consumer, whether sending their own email or
using an ESP, can acquire at |east sonme information from conplaint
rates. A spike in conplaints on an otherwi se stable list mght be a
sign there is a problemw th address acquisition, if the spike is due
to reports fromnew subscribers. |If it cane from ol der subscribers,
it mght be attributable to content of a particular mailing that was
not well received. Perhaps the branding was not recogni zed or the
content was offensive or inappropriate for the list.

The conplaint rate is determ ned by the nunber of Feedback Messages
recei ved over a given time period divided by the number of emails
delivered to the associ ated Mil box Provider over the same period.
It is an obvious and useful netric to track, but there are a few
subtle issues to be aware of.

One issue is that Feedback Messages tend to be counted on the day the
conpl aint was sent, which is the day the original nmessage was read by
the Recipient. That may not be the same day that the nessage was
sent. A sinple exanple is the fact that a Message Origi nator that

Fal k I nf or mati onal [ Page 21]



RFC 6449 CFBL Reconmendati ons November 2011

sends emmil regularly Mnday through Friday will often see a high
conplaint rate on Saturday. The absol ute nunber of Feedback Messages
sent by people catching up with the week’s email over the weekend nmay
not be that high. However, since hardly any email is sent on
Saturday, a fairly reasonabl e nunmber of conplaints end up being

di vided by a very small nunber of total sent enmmils, possibly even
zero, which would break the reporting engine. This can lead to a
conplaint rate that seens to range anywhere from suspicious to
ridicul ous. Consequently, large Mailing Lists that are virtually
silent on the weekend could end up receiving nore conplaints on a
Saturday than email they sent that day, |eading to conplaint rates of
wel | over 100%

Anot her arithnetic issue to consider is the interaction between the

i nbox, the bulk folder, and the "This Is Spanf button. If an

organi zati on sends a high volune of email that has a terrible
reputation, it may end up with perhaps 500 of its 10,000 nmails in the
i nbox and the remaining 9,500 in the bulk folder. [If it gets 10
Feedback Messages and divides that by the 10,000 emails it sent, it
will get a very respectable 0.1%conplaint rate. However, the
Mai | box Provider is probably going to calculate the conplaint rate by
di vidi ng the nunber of emails delivered to the inbox instead --
giving a 2% conplaint rate, which is probably grounds for inmediate
bl ocking. So, if one sees a large difference between a conpl ai nt
rate as reported by a Mail box Provider or other reputation system and
the rate calculated fromraw delivery nunbers, it is inmportant to

| ook closely at the data.

4.4. Automatically Handling an Incom ng Feedback Stream

Even when signing up for a Feedback Loop is partly autonmated,
nodifications to it tend to be handl ed nanually. Even sonething as
trivial as changing the Enmail Address that the Feedback Messages are
sent to can be tine-consuning and can cause significant overhead to
the Feedback Provider. Miltiply that by a dozen Feedback Loops, and
getting it right the first tinme can save a lot of tinme and energy.

Even the snallest of users should create a unique ermail alias for
each Feedback Loop. There are several advantages to this, even if
they all deliver to the sane person’s inbox at first. Sending each
Feedback Loop to a unique address makes it inmediately clear which
Feedback Provider was the source of any given report, even if it is

sent froman inconsistent From address. It nmakes it easy to put
i ght wei ght pre-processing in place for a particul ar Feedback Stream
if needed. It nakes it easy to discard Feedback Messages if needed

(though only tenporarily, as it could be very bad for one’s
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reputation to miss a changing trend). |If a Feedback Consumer needs
to scale up, it is easy to point the existing aliases at a Feedback
Loop processi ng engi ne.

I f an organization mght possibly scale up appreciably in the future
or consider outsourcing its Feedback Loop processing to a third-party
Feedback Consuner, it may be even better to create a subdomain for
handl i ng Feedback Streans. For exanple, exanple.com nmi ght use

f bl -aol @bl . exanpl e.comto accept its AOL Feedback Loop, allow ng it
to del egate the whole of @bl .exanple.comto a Feedback Loop handl i ng
appl i ance or service, should the need arise.

Smal | Feedback Consumers, with lists of no nore than a few t housand
Reci pients, or small 1SPs with no particular history of problens,
shoul d be able to handl e feedback reports with little or no

aut omati on, as an ARF nessage shoul d be readable in nost mai

clients. It may be worthwhile to add sone very |ightwei ght
processing to the i nbound Feedback Messages to nmake themeasier to
triage fromother enail client. For exanple, arffilter.c [Wse] can
annotate the Subject line of inbound Feedback Messages with the IP
address being reported, making it easier to see patterns of problens
by sorting the nessages by Subject line in the mail client. To
identify which Recipient is causing the feedback to be sent, snal
Feedback Consuners shoul d add sone of the automation nmentioned bel ow
that is intended for |arger Feedback Consuners.

Larger Feedback Consuners need to be able to automate the handling of
Feedback, as it scal es beyond the ability of soneone to manage
manual |y quite quickly. The main capability a Feedback Loop
processor needs is to extract sonme relevant data fromthe report,
reliably. The nost inportant bits of data tend to be the follow ng:

0 The Recipient of the original enai

o The Mail box Provider originating sending the Feedback Message
(sonme Feedback Providers operate on behalf of nultiple Milbox
Provi der s)

o The custoner who sent the original email (in the case of an ESP or
Mai | box Provi der)

o The canpaign and Mailing List that the original emmil belonged to,
i f any

0 (Possibly) the I P address fromwhich the original email was sent
and any [DKIM signature domain
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The last isn't vital, but may be a useful piece of data in diagnhosing
del i very probl ens.

It can be very difficult to extract some of this data w thout some
upfront work before email is sent. Some Feedback Providers will
redact the Email Address in the To: header or Recipient Enmai

Addr esses anywhere within the nmessage. Sone will delete any
identifying information they can. It may be possible to identify the
End User based on the Message-ID, Subject |ine, and Recei ved header
timestanps, if there is access to the mail server |ogs, but at best

it is painful and tinme-consum ng, and only worth doing in an
exceptional case

The solution is simlar to the one used for automated bounce handling

using VERP -- enbed the information in the email in a way that it is
unlikely to be renmoved by Feedback Providers but is easy to recognize
inthe email. That information may already be there in a form such

as VERP if the Return-Path header is included in the enbedded enmil
or included in one-click unsubscribe links included in the body of

the email. |If it is not already there, a good place to add the
information is in the local part of the Message-1D as that is often
used to track the progress of email through delivery. It is often

available fromlog files as well as in the headers of the origina
nmessage included in the Feedback Message.

There are several good ways to store the mapping between Recipients

and identifiers in mail. For a database-backed ESP or bul k sender, a
synt hesi zed dat abase primary key can be used. It is very small, and

very opaque, and it is not expensive to retrieve the associ ated data

fromthe main database -- but it is inpossible to read by hand.

Therefore, it needs automation with access to the core database to
map the key onto the actual data.

Recording the required information directly within the email but
encrypting it with strong or weak encryption renmoves the need for
dat abase access to extract the data. However, it still does need
some aut omati on.

A hybrid approach with the various bits of data stored separately but
havi ng sonme pieces either encrypted or obfuscated is possible by just
i ncluding a database ID. This can provide a good conprom se where
nost of the data is not i mediately obvious to third parties but
patterns in it can be recognized by eye. For exanple, a Message-ID
of "esp-423-27-42460@xanpl e.con' is opaque to a third party, but
soneone famliar with the format can tell that it is a Message-1D
added by the system In this case it starts with "esp" foll owed by
three nunbers separated by dashes, meaning it is from customer 423,
canpai gn 27, and the Recipient has the database key 42460. Even
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decoding this manually, while it nmay not be possible to identify
customer nunber 423, it is easy to recognize that 10 Feedback
Messages in a rowrelate to the same customer. From experience, it
is not unusual for the vast majority of reports at an ESP to be about
a very small nunber of custoners, and one learns their customer |Ds
very quickly.

Once a Message Originator enbeds Recipient identifiers in an easily
recogni zable format in all its mail, it is quite easy for a Feedback
Message processor to extract that with a conventional expression

mat ch and possibly a couple of database queries. It can then
suppress that Emmil Address and record the custoner and canpaign for
future reporting. 1In the case where the Feedback Messages are
recorded in a ticketing system it can also annotate the tickets with
that data (again, for reporting and trendi ng anal ysis).

A Feedback Message processor is often bolted onto the side of an

al ready conmplex bulk mail generator, making it difficult to reliably
suppress nail to the Recipient. |If the delivery data is stored in a
way that makes it easy to convert into the sane format as the VERP
string used for bounce processing then the Feedback processor can
create a "fake" hard bounce and send it to the existing bounce
processor, suppressing mail to that address.

Mai | box Providers and Access Providers also need to autonmate Feedback
processing. They are usually less interested in the details about
the nmessage and nore interested in the | P address and whi ch custoner
sent it. |In nost cases, the |IP address can be extracted easily from
ARF net adata; whereas, in other cases, it nmay need to be extracted
fromthe Received headers enbedded in the included original nessage.
That data can then be used both for autonated forwarding of Feedback
Messages to the originating custormer, if the ISP feels that is
appropriate, and also for reporting on conplaint |evels across the

| SP"s custoner base.

5. Concl usi on

Wet her you are acting as a Mail box Provider or a Feedback Consuner,
Conpl ai nt Feedback processing can be conplex and scary -- or, wth
some intelligence and automation, sinmple and easy. |In either case,
it is an inportant and necessary tool for detecting nessagi ng abuse
and ensuring End User satisfaction

MAAWG encour ages all Mail box Providers to offer Feedback of whatever
formis appropriate for their |ocal user base and | egal framework,
and it encourages all Senders of emamil to consume and act upon any
Feedback available. An actively maintained |ist of known Feedback
Loops can be found at [Wse].
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1. About MAAWG

[ MMAWG] is the |argest gl obal industry association working agai nst
Spam viruses, denial-of-service attacks, and other online

exploitation. 1ts menbers include |SPs, network and nobile
operators, key technol ogy providers, and vol ume sender organi zati ons.
It represents over one billion mail boxes worldw de, and its

menber ship contributed their expertise in devel oping this description
of current Feedback Loop practices.

Security Considerations

Security and privacy considerations are discussed in many sections of
this document, nost notably Sections 1, 3.4, and 3.5.
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Appendi x A.  Abuse Reporting Format (ARF)
Al. ABrief History

The approach used by the first Feedback Loop to be deployed -- the
"sconp" systemat ACL -- was to send an entire copy of the nessage to
the consuner of the Feedback Loop. It expected that |arge Feedback
Consuners woul d enbed sufficient information in the email so they
could identify which Message Reci pi ent had conpl ai ned.

That wor ked wel |l enough when there was only a single entity providing
f eedback, but as other Mail box Providers started to offer Feedback

it becanme clear that it would be useful for the Feedback Provider to
be able to add some additional information, both machi ne readabl e and
human readable, to the report. This led to ARF, the Abuse Reporting
Format, which quickly becane the de facto standard for Feedback
Messages.

Today, ARF is used by nearly all Feedback Providers, both within
MAAWG and wi thout, constituting the vast nmajority of all Feedback
Messages generated worl dwi de. ARF is recognized by all MAAWS nenbers
that have devel oped software or services that consume and process
Feedback Messages. There are no conpeting standards for reporting

i ndi vi dual nessages.

ARF has now been published by the | ETF as RFC 5965 [ MARF].
A 2. Structure of an ARF Message

An ARF report (Feedback Message) is sent by enmail, with one nessage
sent for each Spamreport nmade. It consists of three sections, in a
standard [ M ME] nessage fornmat called multipart/report.

The first section contains human-readable plaintext, primarily for
the benefit of small Feedback Consumers who are handling reports
manual ly. It typically contains boilerplate text explaining that
this is a Feedback Message and providing URLs to other data such as
contact information for the Feedback Provider or Mil box Provider
that originated the Feedback Message.

The second section contains sone nmachi ne-readabl e i nformation
i ncludi ng the version of the ARF protocol used and the type of report

it is ("abuse," "fraud," or other label). It also mght include sone
optional information about the email being reported, such as the
original Envel ope Sender or the time the nmail was received. In

theory, the information in this section can be used to nechanically
route and triage the report, though in current practice nost Feedback
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Messages are treated identically. As a result, this section is often
i gnored entirely by Feedback Consuners who prefer to process the
third section thensel ves.

The third section of the report consists of a copy of the origina
emai| that the report is about, as a standard [M ME] nessage/rfc822
attachment. Wiile ideally this would be an unnodified copy of the
original email, it is likely that many producers of reports wll
nodi fy or "redact" sone elenments of the report, especially the Emai
Address of the Recipient, due to privacy or other |egal concerns.

The strict technical specifications of ARF, as well as sone exanple
reports and tools to handle the format, can be found at
<http:// mpassoc.org/arf/> [Wse], and in [ MARF]

Appendi x B. Using DKIMto Route Feedback

Historically, the IP address of the "last hop" -- the MIA that
transferred a nmessage into the receiving Ml box Provider’'s
adnmi nistrative domain -- was the sole reliable identifier used to

denote the source of a nessage. Wth the energence of authentication
technol ogi es such as [DKIM, another identifier can now be used
specifically, the authenticated domain associated with a nmessage.
This domain is the "d=" value in a DKIM Si gnature header field.

In a social or policy context, applying a DKIM signhature to a nessage
is tantanount to stating, "I take responsibility for this nmessage"
The DKI M signature is nost often applied by the author or originator
of a message, which may be far upstream of the "last hop" MIA. This
is true particularly in cases where the originator’s intended

Reci pient Emmil Address is configured to forward to anot her Reci pi ent
Enmai | Address. Stories of users who have strung together nultiple
forwardi ng accounts are not unconmon, and these users are unable to
conpl ain effectively about Spam because their Mil box Providers
cannot easily or reliably follow the path of a message back to the
initial originator.

A single DKIM "d=" value nmay be used across nmultiple servers with
multiple | P addresses. Servers may be added or renmpved at any tine
wi t hout changi ng the dynamics of the DKIM signature. When a Feedback
Loop is based on the I P address, the Feedback Consumer nust contact
the Feedback Provider to change its subscription options every tine
an | P address needs to be added or renoved. However, when a Feedback
Loop uses DKIM no reconfiguration is necessary because the signing
domai n does not change.
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One recurring concern with DKIM however, is that ESPs often send
nessages addressed with hundreds or thousands of custoner donmains,

yet they want to receive Feedback Messages for all of these domains.
This was particularly difficult with [ Domai nKeys] (the predecessor to
DKIM, which tied the "d=" to the "From' header field. DKIMrenpved
this tie, soit is sinple for an ESP to use a domain of its own to
sign the nessage and sign up for Feedback regarding all nessages
signed with that domain. Such a signature nay be in addition to, or

i nstead of, signatures fromthe various client domains. Wile there
are still many unknowns related to reputation (which will be
addressed in a future MAAWS docunent), this is clearly an appropriate
use of DKIMto take responsibility (and receive Feedback) for a
nmessage.

Appendi x C. Unsolicited Feedback

Is it always necessary for a Feedback Consumer to apply for a
Feedback Loop or is it pernissible for a Feedback Provider to
configure a Feedback Loop for a Feedback Consuner w thout an explicit
request? There is continuing debate about whether this is an
acceptabl e practice, and MAAWG i s neither endorsing nor condemi ng
such activity at this tinme.

That said, if a Feedback Provider chooses to send Feedback wi thout
bei ng asked first, certain guidelines should be followed. In
general, it should make prudent decisions to mininize the negative
i mpact on Mail box Providers and Access Providers.

C.1. cCuidelines
This should only be done for Miil box and Access Providers.
This should only be done after attenpting to contact the provider to
ask if it is possible to set up a Feedback Loop via the nornma
practice.

These Feedback Loops should only be set up to send to the published
abuse address fromthe provider’'s WHO S record.

C 2. Pr os

Feedback Consuners nmay not realize they have abuse probl ens unti
they begin receiving the spam conpl ai nts.

Feedback Consumers may not be aware of Feedback Loops and may
appreci ate the additional data feed.
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Upstream provi ders have an additional information streamto help them
i dentify probl em custoners.

Spam conming froma network is abuse; therefore it is appropriate to
send reports of the abuse back to the Mil box Provider or Access
Provider. Setting up a Feedback Loop automates the process.

C. 3. Cons

It creates confusion for Feedback Consuners if they did not apply and
do not understand why they are suddenly receiving conplaints.

It can conflict with existing Terns of Service because a new feed of
information is available. For exanple, if a provider has a policy to
terminate service after a certain nunber of abuse conplaints, and it
starts receiving unexpected Feedback Loop conplaints, it may either
be forced to term nate custoners that did not have a previous issue
or be required to update its Ternms of Service and Acceptable Use
Pol i cy agreenents.

Upstream provi ders do not have access to the mail being sent by their
customers, so they cannot tell whether bulk mail conplaints
constitute a problem

The |isted abuse address may not be the correct place for autonated
spam conpl aints to be sent.

The |isted abuse address may feed into a ticketing systemthat is not
capabl e of correctly handling ARF nmessages.

Feedback Consuners may not be equi pped to handl e the volune or fornmat
of conplaints without some warning and preparation
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