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Abst ract

Thi s docunent describes how to use the 'static-static Elliptic Curve
Diffie-Hellman key-agreenent scheme (i.e., Elliptic Curve Diffie-
Hel | man where both participants use static Diffie-Hellmn val ues)
with the Cryptographic Message Syntax. 1In this form of key
agreenment, the Diffie-Hell man val ues of both the sender and receiver
are long-termval ues contained in certificates.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6278
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1. Introduction

Thi s docunent describes how to use the static-static Elliptic Curve

Di ffie-Hellman key-agreenent scheme (i.e., Elliptic Curve Diffie-
Hel | man [ RFC6090] where both participants use static Diffie-Hellnman
val ues) in the Cryptographic Message Syntax (CM5) [ RFC5652]. The CMS
is a standard notation and representation for cryptographic nessages.
The CMS uses ASN. 1 notation [X 680] [X. 681] [X 682] [X. 683] to define
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a nunber of structures that carry both cryptographically protected
i nformati on and key-managenent information regarding the keys used.
O particular interest here are three structures:

o Envel opedData, which holds encrypted (but not necessarily
aut henticated) information [ RFC5652],

0 AuthenticatedData, which holds authenticated (MACed) information
[ RFC5652], and

0 Aut hEnvel opedDat a, which hol ds i nformati on protected by
aut henticated encryption: a cryptographic schene that conbines
encryption and aut henticati on [ RFC5083].

Al three of these types share the sane basic structure. First, a
fresh synmretric key is generated. This synmetric key has a different
nane that reflects its usage in each of the three structures.

Envel opedDat a uses a content-encryption key (CEK); AuthenticatedData
uses an authenticati on key; AuthEnvel opedData uses a content-

aut henti cat ed-encryption key. The originator uses the symretric key
to cryptographically protect the content. The symetric key is then
wr apped for each recipient; only the intended recipient has access to
the private keying material necessary to unwap the symetric key.
Once unwrapped, the recipient uses the symmetric key to decrypt the
content, check the authenticity of the content, or both. The CMS
supports several different approaches to symretric key w apping,

i ncl udi ng:

o key transport: the symmetric key is encrypted using the public
encryption key of sone recipient,

o key-encryption key: the symmetric key is encrypted using a
previously distributed symetric key, and

o key agreenent: the symmetric key is encrypted using a key-
encryption key (KEK) created using a key-agreenent schenme and a
key-derivation function (KDF).

One such key-agreement schenme is the Diffie-Hellmn algorithm

[ RFC2631], which uses group theory to produce a val ue known only to
its two participants. In this case, the participants are the
originator and one of the recipients. Each participant produces a
private value and a public value, and each participant can produce
the shared secret value fromtheir own private value and their
counterpart’s public value. There are sone variations on the basic
al gorithm
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o The basic algorithmtypically uses the group 'Z nod p’, neaning
the set of integers nodulo sone prine p. One can al so use an
elliptic curve group, which allows for shorter nmessages.

o Over elliptic curve groups, the standard al gorithm can be extended
to incorporate the 'cofactor’ of the group. This nethod, called
"cofactor Elliptic Curve Diffie-Hellnman' [SP800-56A] can prevent
certain attacks possible in the elliptic curve group

o The participants can generate fresh new public/private val ues
(cal | ed epheneral values) for each run of the algorithm or they
can re-use long-termvalues (called static values). Epheneral
val ues add randommess to the resulting private value, while static
val ues can be enbedded in certificates. The two participants do
not need to use the same kind of value: either participant can use

either type. |In ’epheneral-static’ Diffie-Hellmn, for exanple,
the sender uses an epheneral public/private pair value while the
receiver uses a static pair. |In 'static-static’ Diffie-Hellnan

on the other hand, both participants use static pairs. (Receivers
cannot use epheneral values in this setting, and so we ignore
epheneral - ephermeral and static-ephenmeral Diffie-Hellman in this
docunent .)

Several of these variations are already described in existing CVS
standards; for exanple, [RFC3370] contains the conventions for using
ephemeral -static and static-static Diffie-Hellnman over the 'basic’ (Z
nod p) group. [RFC5753] contains the conventions for using

epheneral -static Diffie-Hell man over elliptic curves (both standard
and cofactor methods). It does not, however, contain conventions for
using either nethod of static-static Elliptic Curve Diffie-Hellmn
preferring to discuss the Elliptic Curve Menezes- Qu- Vanst one ( ECMQV)
al gorithm i nstead.

In this docunment, we specify the conventions for using static-static
Elliptic Curve Diffie-Hellman (ECDH) for both standard and cof act or
net hods. Qur notivation stens fromthe fact that ECMQV has been
renoved fromthe National Security Agency’'s Suite B of cryptographic
algorithnms and will therefore be unavailable to sone participants.
These participants can use ephemeral -static Elliptic Curve Diffie-
Hel | man, of course, but epheneral-static Diffie-Hell man does not
provi de source authentication. The CMS does allow the application of
digital signatures for source authentication, but this alternative is
avail able only to those participants with certified signature keys.
By specifying conventions for static-static Elliptic Curve Diffie-
Hel I man in this docunent, we present a third alternative for source
aut hentication, available to those participants with certified
Elliptic Curve Diffie-Hellnmn keys.
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We note that |ike epheneral-static ECDH, static-static ECDH creates a
secret key shared by the sender and receiver. Unlike epheneral -
static ECDH, however, static-static ECDH uses a static key pair for
the sender. Each of the three CV5 structures discussed in this
docunent (Envel opedData, AuthenticatedData, and Aut hEnvel opedDat a)
uses static-static ECDH to achieve different goals:

o Envel opedData uses static-static ECDH to provide data
confidentiality. It will not necessarily, however, provide data
aut henticity.

0 AuthenticatedData uses static-static ECDH to provi de data
authenticity. It will not provide data confidentiality.

0 Aut hEnvel opedData uses static-static ECDH to provi de both
confidentiality and data authenticity.

1.1. Requirenents Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Envel opedData Using Static-Static ECDH

If an inplenmentation uses static-static ECDH with the CMS

Envel opedData, then the foll ow ng techniques and formats MJUST be
used. The fields of Envel opedData are as in [RFC5652]; as static-
static ECDH is a key-agreenent algorithm the Recipientlnfo ’Kkari
choice is used. Wen using static-static ECDH, the Envel opedDat a
originatorinfo field MAY include the certificate(s) for the EC public
key(s) used in the formation of the pairw se key.

2.1. Fields of the KeyAgreeReci pientlnfo

When using static-static ECDH with Envel opedData, the fields of
KeyAgr eeReci pi entI nfo [ RFC5652] are as foll ows:

o version MJST be 3.

o originator identifies the static EC public key of the sender. It
MUST be either issuerAndSerial Nunber or subjectKeyldentifier, and
it MJUST point to one of the sending agent’s certificates.

o ukm MAY be present or absent. However, nessage origi nators SHOULD
i ncl ude the ukm and SHOULD ensure that the value of ukmis unique
to the nmessage being sent. As specified in [RFC5652],

i mpl enent ati ons MJST support ukm nmessage recipient processing, so
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2.

interoperability is not a concern if the ukmis present or absent.
The use of a fresh value for ukmwi |l ensure that a different key
is generated for each nessage between the sane sender and
receiver. The ukm if present, is placed in the entityUnfo field
of the ECC- CM5- Sharedl nfo structure [ RFC5753] and therefore used
as an input to the key-derivation function

o keyEncryptionAl gorithm MJST contain the object identifier of the
key-encryption algorithm which in this case is a key-agreenent
al gorithm (see Section 5). The paraneters field contains
KeyW apAl gorithm The KeyWapAl gorithmis the al gorithm
identifier that indicates the symmetric encryption algorithm used
to encrypt the content-encryption key (CEK) with the key-
encryption key (KEK) and any associ ated paraneters (see
Section 5).

o recipientEncryptedKeys contains an identifier and an encrypted CEK
for each recipient. The Recipi entEncrypt edKey
KeyAgr eeReci pi entldentifier MJST contain either the
i ssuer AndSeri al Number identifying the recipient’s certificate or
the Recipi entKeyldentifier containing the subject key identifier
fromthe recipient’s certificate. 1In both cases, the recipient’s
certificate contains the recipient’s static ECDH public key.
Reci pi ent Encr ypt edKey Encrypt edkKey MJUST contain the content-
encryption key encrypted with the static-static ECDH generated
pai rwi se key-encryption key using the algorithm specified by the
KeyW apAl gorithm

Actions of the Sending Agent

When using static-static ECDH with Envel opedData, the sending agent
first obtains the EC public key(s) and domai n paraneters contained in
the recipient’s certificate. It MJST confirmthe follow ng at | east
once per recipient-certificate:

o that both certificates (the recipient’s certificate and its own)
contain public-key values with the sanme curve paraneters, and

o that both of these public-key values are marked as appropriate for
ECDH (that is, marked with algorithmidentifiers id-ecPublicKey or
i d-ecDH [ RFC5480]) .

The sender then determ nes whether to use standard or cof actor
Diffie-Hell man. After doing so, the sender then determ nes which
hash al gorithns to use for the key-derivation function. 1t then
chooses the keyEncryptionAl gorithmvalue that reflects these choices.
It then determ nes:
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0o an integer "keydatal en", which is the KeyWapAl gorithm symetric
key size in bits, and

o the value of ukm if used.

The sender then determines a bit string "Sharedlnfo", which is the
DER encodi ng of ECC- CMs- Sharedlnfo (see Section 7.2 of [RFC5753]).
The sending agent then performs either the Elliptic Curve Diffie-
Hel | man operation of [RFC6090] (for standard Diffie-Hellman) or the
Elliptic Curve Cryptography Cofactor Diffie-Hellman (ECC CDH)
Primtive of [SP800-56A] (for cofactor Diffie-Hellman). The sending
agent then applies the sinple hash-function construct of [X963]
(using the hash algorithmidentified in the key-agreenment algorithm
to the results of the Diffie-Hellnan operation and the Sharedlnfo
string. (This construct is also described in Section 3.6.1 of
[SEC1].) As a result, the sending agent obtains a shared secret bit
string "K', which is used as the pairw se key-encryption key (KEK) to
wap the CEK for that recipient, as specified in [ RFC5652].

2.3. Actions of the Receiving Agent

VWhen using static-static ECDH with Envel opedData, the receiving agent
retrieves keyEncryptionAl gorithmto determ ne the key-agreenent
al gorithm chosen by the sender, which will identify:

o the domain paranmeters of the curve used,
o whether standard or cofactor Diffie-Hell man was used, and
o which hash function was used for the KDF

The receiver then retrieves the sender’'s certificate identified in
the rid field and extracts the EC public key(s) and domai n paraneters
contained therein. It MJST confirmthe follow ng at |east once per
sender certificate:

o that both certificates (the sender’s certificate and its own)
contain public-key values with the sanme curve paraneters, and

o that both of these public-key values are marked as appropriate for
ECDH (that is, marked with algorithmidentifiers id-ecPublicKey or
i d-ecDH [ RFC5480]) .

The receiver then determ nes whether standard or cofactor Diffie-
Hel | man was used. The receiver then deternmines a bit string
"Shar edl nfo", which is the DER encodi ng of ECC- CMS- Sharedl nfo (see
Section 7.2 of [RFC5753]). The receiving agent then perforns either
the Elliptic Curve Diffie-Hell man operation of [RFC6090] (for
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standard Diffie-Hell man) or the Elliptic Curve Cryptography Cofactor
Diffie-Hellman (ECC CDH) Primtive of [SP800-56A] (for cofactor
Diffie-Hell man). The receiving agent then applies the sinple hash-
function construct of [X963] (using the hash algorithmidentified in
the key-agreenent algorithn) to the results of the Diffie-Hellman
operation and the Sharedinfo string. (This construct is also
described in Section 3.6.1 of [SEC1].) As a result, the receiving
agent obtains a shared secret bit string "K', which it uses as the
pai rwi se key-encryption key to unwap the CEK

3. AuthenticatedData Using Static-Static ECDH

This section describes how to use the static-static ECDH key-
agreenment algorithmw th AuthenticatedData. Wen using static-static
ECDH wi th Aut henticatedData, the fields of AuthenticatedData are as
in [ RFC5652], but with the following restrictions:

o macAl gorithm MJUST contain the algorithmidentifier of the nessage
aut hentication code (MAC) algorithm This algorithm SHOULD be one
of the followi ng -- id-hmacW THSHA224, i d-hmacW THSHA256,

i d- hmacW THSHA384, or id-hmacW THSHA512 -- and SHOULD NOT be
hmac- SHA1. (See Section 5.)

o digestAlgorithm MJST contain the algorithmidentifier of the hash
algorithm This al gorithm SHOULD be one of the follow ng --
i d-sha224, id-sha256, id-sha384, or id-sha512 -- and SHOULD NOT be
i d-shal. (See Section 5.)

As static-static ECDH is a key-agreenment algorithm the Recipientlinfo
kari choice is used in the AuthenticatedbData. Wen using static-
static ECDH, the AuthenticatedData originatorinfo field MAY incl ude
the certificate(s) for the EC public key(s) used in the formation of
the pairwi se key.

3.1. Fields of the KeyAgreeReci pientlnfo
The Aut henticat edDat a KeyAgreeRecipientinfo fields are used in the
same manner as the fields for the correspondi ng Envel opedDat a
KeyAgr eeReci pientInfo fields of Section 2.1 of this docunent. The
aut hentication key is wapped in the same manner as is described
there for the content-encryption key.

3.2. Actions of the Sending Agent

The sendi ng agent uses the same actions as for Envel opedData with
static-static ECDH, as specified in Section 2.2 of this document.
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3.3. Actions of the Receiving Agent

The receiving agent uses the same actions as for Envel opedData with
static-static ECDH, as specified in Section 2.3 of this docunent.

4. Aut hEnvel opedData Using Static-Static ECDH

When using static-static ECDH wi th Aut hEnvel opedData, the fields of
Aut hEnvel opedData are as in [RFC5083]. As static-static ECDH is a
key-agreenment algorithm the Recipientinfo kari choice is used. Wen
using static-static ECDH, the AuthEnvel opedData originatorinfo field
MAY include the certificate(s) for the EC public key used in the
formati on of the pairw se key.

4.1. Fields of the KeyAgreeRecipientlnfo

The Aut hEnvel opedDat a KeyAgreeReci pientinfo fields are used in the
sanme manner as the fields for the correspondi ng Envel opedDat a
KeyAgreeReci pientinfo fields of Section 2.1 of this docunment. The
content -aut henti cat ed-encryption key is wapped in the sane manner as
is described there for the content-encryption key.

4.2. Actions of the Sendi ng Agent

The sendi ng agent uses the sane actions as for Envel opedData with
static-static ECDH, as specified in Section 2.2 of this docunent.

4.3. Actions of the Receiving Agent

The receiving agent uses the sanme actions as for Envel opedData with
static-static ECDH, as specified in Section 2.3 of this docunent.

5. Conparison to RFC 5753

Thi s docunent defines the use of static-static ECDH for
Envel opedDat a, Aut henticatedData, and Aut hEnvel opedData. [RFC5753]
defi nes epheneral -static ECDH for Envel opedData only.

Wth regard to Envel opedData, this docunent and [ RFC5753] greatly
paral |l el each other. Both specify howto apply Elliptic Curve
Diffie-Hell man and differ only on how the sender’s public value is to
be comunicated to the recipient. |In [RFC5753], the sender provides
the public value explicitly by including an Oigi natorPublicKey val ue
in the originator field of KeyAgreeRecipientinfo. In this docunent,
the sender includes a reference to a (certified) public value by

i ncluding either an IssuerAndSeri al Nunber or Subj ectKeyl dentifier
value in the sane field. Put another way, [RFC5753] provides an
interpretation of a KeyAgreeRecipientlnfo structure where:
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o the keyEncryptionAl gorithmvalue indicates Elliptic Curve Diffie-
Hel | man, and

o the originator field contains an Oigi nator PublicKey val ue.

Thi s docunent, on the other hand, provides an interpretation of a
KeyAgr eeReci pi entI nfo structure where:

0o the keyEncryptionAl gorithmvalue indicates Elliptic Curve Diffie-
Hel | man, and

o the originator field contains either an |IssuerAndSeri al Nunber
val ue or a SubjectKeyldentifier val ue.

Aut hent i cat edDat a or Aut hEnvel opedDat a nessages, on the other hand,
are not given any formof ECDH by [RFC5753]. This is appropriate:
that document only defines epheneral -static Diffie-Hellnman, and this
formof Diffie-Hell man does not (inherently) provide any formof data
aut hentication or data-origin authentication. This docunent, on the
ot her hand, requires that the sender use a certified public val ue.
Thus, this form of key agreement provides inplicit key authentication
and, under some limted circunmstances, data-origin authentication.
(See Section 7.)

Thi s docunent does not define any new ASN. 1 structures or algorithm
identifiers. It provides new ways to interpret structures from

[ RFC5652] and [RFC5753], and it allows previously defined al gorithmns
to be used under these new interpretations. Specifically:

o The ECDH key-agreenent algorithmidentifiers from[RFC5753] define
only how Diffie-Hellnman val ues are processed, and not where these
val ues are created. Therefore, they can be used for static-static
ECDH wi th no changes.

o The key-wap, MAC, and digest algorithns referenced in [ RFC5753]
descri be how the secret key is to be used but not created.
Therefore, they can be used with keys fromstatic-static ECDH
wi t hout nodification.

6. Requirenments and Reconmendati ons
It is RECOWENDED that inplenentations of this specification support
Aut hent i cat edDat a and Envel opedData. Support for AuthEnvel opedDat a
i s OPTI ONAL.
| mpl ement ations that support this specification MJST support standard

Elliptic Curve Diffie-Hellnman, and these inplenentati ons MAY al so
support cofactor Elliptic Curve Diffie-Hellnman
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In

order to encourage interoperability, inplenentations SHOULD use

the elliptic curve domain parameters specified by [ RFC5480].

| mpl ement ati ons that support standard static-static Elliptic Curve
Diffie-Hell man:

o

MUST support the dhSi ngl ePass- st dDH sha256kdf - schene key-
agreenent al gorithm

MAY support the dhSi ngl ePass- st dDH sha224kdf - schene,
dhSi ngl ePass- st dDH sha384kdf - schene, and
dhSi ngl ePass- st dDH sha512kdf - schene key-agreenent al gorithns; and

SHOULD NOT support the dhSingl ePass-stdDH shalkdf - schene
al gorithm

O her algorithms MAY al so be supported.

| mpl enent ati ons that support cofactor static-static Elliptic Curve
Diffie-Hell man:

(0]

MUST support the dhSi ngl ePass- cof act or DH sha256kdf - schene key-
agreement al gorithm

MAY support the dhSi ngl ePass- cof act or DH sha224kdf - schene,

dhSi ngl ePass- cof act or DH sha384kdf - schene, and

dhSi ngl ePass- cof act or DH sha512kdf - schene key-agreenment al gorithns;
and

SHOULD NOT support the dhSi ngl ePass- cof act or DH shalkdf - schene
al gorithm

addition, all inplenentations:

MUST support the id-aesl28-wap key-wap algorithmand the
i d-aes128-chc content-encryption algorithm

MAY support:

* the id-aes192-wrap and id-aes256-wap key-wap al gorithms;

* the id-aesl128-CCM id-aesl192-CCM id-aes256-CCM id-aesl28-GCM
i d-aes192-GCM and i d-aes256- GCM aut henti cat ed- encrypti on

al gorithns; and

* the id-aes192-chc and id-aes256-chc content-encryption
al gorithms.
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0 SHOULD NOT support the id-al g- CMS3DESW ap key-wrap al gorithm or
the des-ede3-cbc content-encryption al gorithms.

(AI'l algorithms above are defined in [RFC3370], [RFC3565], [RFC5084],
and [ RFC5753].) Unless otherw se noted above, other algorithms MAY
al so be supported.

7. Security Considerations
Al security considerations in Section 9 of [RFC5753] apply.

Extrene care nust be used when using static-static Diffie-Hellnman
(either standard or cofactor) without the use of sone per-nessage
value in the ukm As described in [RFC5753], the ukmvalue (if
present) will be enbedded in an ECC- CMs- Sharedlnfo structure, and the
DER encoding of this structure will be used as the ’Sharedlnfo’ input
to the key-derivation function of [X963]. The purpose of this input
is to add a nessage-uni que value to the key-distribution function so
that two different sessions of static-static ECDH between a given
pair of agents result in independent keys. |If the ukm value is not
used or is re-used, on the other hand, then the ECC CM5- Sharedl nfo
structure (and ' Sharedinfo’ input) will likely not vary from nessage
to nessage. In this case, the two agents will re-use the sane keying
material across multiple nessages. This is considered to be bad
cryptographic practice and may open the sender to attacks on Diffie-
Hel | man (e.g., the 'small subgroup’ attack [ MenezesUstaoglu] or

ot her, yet-undi scovered attacks).

It is for these reasons that Section 2.1 states that message senders
SHOULD i ncl ude the ukm and SHOULD ensure that the value of ukmis
uni que to the nessage being sent. One way to ensure the uni queness
of the ukmis for the nmessage sender to choose a 'sufficiently long
random string for each nessage (where, as a rule of thunb, a
"sufficiently long’ string is one at |east as |long as the keys used
by the key-wap algorithmidentified in the keyEncrypti onAl gorithm
field of the KeyAgreeRecipientlnfo structure). However, other

net hods (such as a counter) are possible. Al so, applications that
cannot tolerate the inclusion of per-nmessage information in the ukm
(due to bandwi dth requirenents, for exanple) SHOULD NOT use static-
static ECDH for a recipient without ascertaining that the recipient
knows the private value associated with their certified Diffie-
Hel | man val ue.

Static-static Diffie-Hellman, when used as described in this

docunent, does not necessarily provide data-origin authentication
Consi der, for exanple, the follow ng sequence of events:
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o Alice sends an Aut hEnvel opedDat a nessage to both Bob and Mallory.
Furthernore, Alice uses a static-static DH method to transport the
cont ent - aut henti cat ed-encrypti on key to Bob, and sone arbitrary
method to transport the sane key to Mallory.

o Mllory intercepts the nessage and prevents Bob fromreceiving it.

o Mllory recovers the content-authenticated-encryption key fromthe
nmessage received fromAlice. Mllory then creates new plaintext
of her choice, and encrypts it using the sane authenti cated-
encryption algorithmand the same content-authenticated-encryption
key used by Alice.

o Mllory then replaces the EncryptedContentlnfo and
MessageAut henti cati onCode fields of Alice’s nessage with the
val ues Mallory just generated. She may additionally renove her
Reci pientlnfo value fromAlice s nessage.

o Mllory sends the nodified nessage to Bob

o Bob receives the nessage, validates the static-static DH val ues,
and decrypts/authenticates the nessage.

At this point, Bob has received and validated a nessage that appears
to have been sent by Alice, but whose content was chosen by Mllory.
Mal | ory may not even be an apparent receiver of the nodified nessage.
Thus, this use of static-static Diffie-Hellmn does not necessarily
provi de data-origin authentication. (W note that this exanpl e does
not also contradict either confidentiality or data authentication
Alice’s nessage was not received by anyone not intended by Alice, and
Mal | ory’ s nessage was not nodified before reaching Bob.)

More generally, the data origin may not be authenticated unless:

o it is a priori guaranteed that the nessage in question was sent to
exactly one recipient, or

o data-origin authentication is provided by sonme other nmechani sm
(such as digital signatures).

However, we also note that this |lack of authentication is not a
product of static-static ECDH per se, but is inherent in the way key-
agreenment schenes are used in the AuthenticatedData and

Aut hEnvel opedDat a structures of the CVS

VWen two parties are comuni cating using static-static ECDH as

described in this docunent, and either party’' s asymetric keys have
been centrally generated, it is possible for that party’'s centra
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9.

9.

infrastructure to decrypt the comrunication (for application-|ayer
network nonitoring or filtering, for exanple). By way of contrast:
wer e epheneral -static ECDH to be used instead, such decryption by the
sender’s infrastructure woul d not be possible (though it would remain
possi bl e for the infrastructure of any recipient).
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