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This docunent is the specification of the 'tn3270" Uniform Resource
Identifier (URI) schene, which is used to designate the access to the
resources avail able via Tel net 3270 node (TN3270) and Tel net 3270
Enhanced node (TN3270E). It updates RFC 1041 and RFC 2355, which
specify these protocols, and RFC 1738, which firstly nentioned this
URI schenme without defining its syntax and senmantics.
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I nformati on about the current status of this docunment, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6270.

Copyri ght Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
document authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis document rnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Yevsti f eyev St andards Track [ Page 1]



RFC 6270 The "tn3270° URI Schene June 2011

Tabl e of Contents

1. IntroduCti ON . ... e 2
1.1, Termnol OgY . . ..o 3
2. URI Scheme Definition ........ .. e e e 3
2.1. URI Scheme SyntaX .........ciiiii e e e 3
2.2. URI Scheme SemBNti CS .. ... it e e e e 3
3. Security Considerati oOns . ....... .. 3
4. TANA Considerati ONS ... ... e e 4
. Ref BreNCES . . 4
5.1. Normative References ......... ... i 4
5.2. Informative References ......... ... ... 5
Appendi X A. Acknow edgment s . ... ... . e 6
1. Introduction

Thi s docunent specifies the 'tn3270" Uni form Resource ldentifier
(URI') scheme, which is used to designate the access to the resources
avai |l abl e via Tel net 3270 node (TN3270) and Tel net 3270 Enhanced node
(TN3270E) .

Tel net 3270 node (TN3270) is a nanme used to denote the special node
of Tel net session [RFC0854]. |If it is used, the 3270 data stream

[ GA23-0059] is used when transmtting data during the Tel net session
whereas the Tel net 3270 Regi me option [RFCL041] is used to enable and
negotiate its use. (See [RFCL1576] for sone other background

i nformati on on TN3270.) Tel net 3270 Enhanced node (TN3270E) has a
simlar principle; see RFC 2355 [ RFC2355] for its specification.

The 'tn3270° URI scherme was firstly nmentioned in RFC 1738 [ RFC1738]
as used in URIs that designate the access to "Interactive 3270

emul ation sessions". Followi ng the creation of the URI schenes

regi stry per RFC 4395 [RFC4395], this schenme was added to the

"Provi sional URI Schemes" sub-registry in the "Uniform Resource
Identifier (URI) Schenes"” I ANA registry [URIREG . However, RFC 1738
[ RFC1738] does not give any definition of syntax or semantics of the
"tn3270° URIs and does not have any guidelines for registration of
thi s schene.

Since there is no acceptabl e specification of the "tn3270° URI, there
is arisk that sonmebody might try to inplenment it with sone new,
possi bl y undocunented, syntax, just by looking at the | ANA registry.
In order to minimze such risk, this docunent gives a precise
definition of syntax, semantics, use of this URI, and it registers
the correspondi ng schenme. It also updates RFC 2355 [ RFC2355], RFC
1738 [ RFC1738], and RFC 1041 [ RFC1041].
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The generic syntax of URIs is described in RFC 3986 [ RFC3986] .
Regi stration procedures for new URl schenes are defined in RFC 4395
[ RFC4395] .

1.1. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

2. URI Scheme Definition

2.1. URI Schene Syntax

The "tn3270° URI takes the following form (the syntax below is non-
normative):

tn3270: // <useri nf o>@host >: <port >/

where the <userinfo> part with the "@ (at) sign character, as well
as the <port> part with the preceding ":" (colon) character, is
OPTI ONAL.

The normative syntax of the "tn3270° URI is defined in <tn3270-uri >
ABNF [ RFC5234] rule

tn3270-uri = "tn3270:" "//" authority ["/"]
where the <authority> rule is specified in RFC 3986 [ RFC3986] .

The senmantics of each part of the 'tn3270° UR are defined below, in
Section 2. 2.

2.2. URI Schene Semantics

The <host> part of the 'tn3270° URI, which is REQUI RED, denotes the
host to which the TN3270 or TN3270E connection is to be established.
The <userinfo> part is considered to define the information for use
in the Tel net Authentication option [ RFC2941], which might be used

during the TN3270 or TN3270E session. The <port> part, if present,

denotes the port on which the TCP connection to the <host> is to be
established. |[If it is absent, the default port SHALL be 23, as

regi stered in [ PORTREG .

3. Security Considerations

CGeneric security considerations for the usage of URIs are discussed
in Section 7 of [RFC3986].
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Since 'tn3270° URIs provide access to services that are available via
TN3270 and TN3270E, which do not add any new security issues to the
Tel net session, as they are a nodified formof it, there are no other
security considerations for 'tn3270° URIs that are not discussed in
RFC 4248 [RFC4248], the 'telnet’ URI schenme specification
The Tel net protocol, as well as TN3270 and TN3270E, is inherently
i nsecure. Those needing renpte | ogin access and rel ated services are
encouraged to use a nore secure technol ogy, such as Secure Shel
[ RFC4251] .

4. | ANA Consi derati ons

| ANA updated the registration of the 'tn3270° URI schene using the
following registration tenplate (see [ RFC4395]):

URI schene name: tn3270

Status: Per manent

URI schenme syntax: see Section 2.1 of RFC 6270

URI schene semantics: see Section 2.2 of RFC 6270

URI schene encodi ng considerations: there are no other encoding
consi derations for 'tn3270° URIs that are not described in RFC

3986 [ RFC3986]

Protocol s that use the schene: Tel net 3270 node (TN3270) [ RFC1041]
and Tel net 3270 Enhanced Mdde (TN3270E) [ RFC2355]

Security considerations: see Section 3 of RFC 6270
Contact: |ESG <iesg@etf.org>
Aut hor/ Change controller: IETF <ietf@etf.org>
Ref erences: see Section 5 of RFC 6270
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