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1.

| ntroducti on

Thi s docunent describes a nodel for managi ng encapsul ated SONET/ SDH
Time Division Miultiplexed (TDM digital signhals for transm ssion over
a Packet Swi tched Network (PSN).

This docunent is closely related to [ RFC4842], which describes the
technol ogy to encapsul ate TDM signals and provides the Circuit
Ermul ati on Service over a Packet Switched Network (PSN).

The nodel for Circuit Emul ati on over Packet (CEP) nmanagenent is a MB
nmodul e. The PW CEP-STD-M B npdul e described in this document works
closely with the MB nodul es described in [ RFC5601] and the textual
conventions defined in [RFC5542]. In the spirit of [RFC2863], a CEP
connection will be a pseudowire (PW and will therefore not be
represented in the ifTable.

CEP is currently specified to carry "structured" SONET/ SDH pat hs,
neani ng that each SONET/ SDH path or Virtual Tributary (VT) within the
section/line/path can be processed separately. The SONET/ SDH
section/line/path interface stack is nodeled within [ RFC3592].

Thi s docunent adopts the definitions, acronynms, and mechani snms
described in [RFC3985]. Unless otherw se stated, the nechani sns of
[ RFC3985] apply and will not be redescribed here.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY"', and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Ter m nol ogy

CEP term nol ogy comes from [ RFC4842], which describes a nechanismfor
transporting SONET/ SDH Tine Division Miultiplexed (TDM digital
signals over a packet-oriented network. The nechani smfor structured
emul ation (as outlined in [RFC4842]) term nates the SONET/ SDH section
and |ine overhead and then breaks the SONET/ SDH path’s Synchr onous
Payl oad Envel ope (SPE) into fragments for transm ssion over a PSN
Mechani sns for term nating the SONET/ SDH path overhead and extracting
SONET VTs are al so described in [RFC4842]. Mechanisns for fractional
SONET/ SDH SPE enul ati on are described in [ RFC4842]. A CEP header
that contains a sequence nunber and pointer adjustnent information is
appended at the beginning of each fragnent to provide informtion
regardi ng where the SPE begins within the packet stream (see

[ RFC4842]).
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"Qut bound" references the traffic direction in which a SONET/ SDH
path’s payload (SPE) is received, adapted to packet, assigned a PW
| abel, and sent into the PSN.

Conversely, "inbound" is the direction in which packets are received
fromthe PSN and packet payl oads are reassenbl ed back into an SPE and
inserted as a SONET/ SDH path into the SONET/ SDH section and |i ne.

Since a SONET/ SDH path is bidirectional and symetrical, CEP uses the
same SONET/ SDH ti nmesl ot, SONET/ SDH wi dt h, and packet size. [|nbound
and out bound PW I abels may differ.

4. The Internet-Standard Managenent Franework

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Information Base or MB. MB objects are generally
accessed through the Sinple Network Management Protocol (SNWVP).
hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

5. Feature Checkli st

The PW CEP-STD-M B nodul e is designed to satisfy the follow ng
requi renments and constraints:

- The MB nodule is designed to work with the PWSTD-M B [ RFC5601]
nodul e.

- The MB nodul e is i ndependent of the PSN type.

- The M B nodul e supports all the signal types as defined in
[ RFC4842]: SPE, fractional SPE, VT, both SONET and SDH mappi ng.
The M B nodul e al so supports all the optional features as defined
in [ RFC4842] .

- The MB nodul e reports all the statistics as defined by [ RFC4842].
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6.

6.

1.

2.

M B Modul e Description and Usage

For clarity of the description below, in nost cases, we refer to the
SONET path signal configuration only, but the same exanples are
applicable for SDH signals and VT-1evel processing as well, as
descri bed in [ RFC3985].

PW CEP- STD-M B Sunmary

- The CEP PW Tabl e (pwCepTabl e) contains the SONET/ SDH pat h/ VT
i fIndex, SONET/SDH path tineslot, the pwCepCfgTabl e i ndex, config
error indications, and various status indications.

-  The CEP PW Configuration Paraneter Table (pwCepCfgTable) has
objects for CEP PWconfiguration. In situations where sets of
config objects are common anongst nore than one CEP PW a single
entry here may be referenced by many pwCepTable entri es.

- The CEP PWPerformance Current Interval Table
(pwCepPer f Current Tabl €) contains CEP stats for the current
15-m nute peri od.

- The CEP Performance 15-M nute Interval Table
(pwCepPerflnterval Table) is simlar to the pwCepPerf Current Tabl e.
It contains historical intervals (usually 96 15-mnute entries to
cover a 24-hour period).

Note: the performance interval statistics are supported by CEP due
to the very function of CEP, that is, processing SONET/SDH. See
[ RFC3592] .

-  The CEP Perfornmance 1-Day Table (pwCepPerf1Dayl nterval Tabl e)
contains statistics accurmul ated during the current day and
contai ns previous days’ historical statistics.

- The CEP Fractional Table (pwCepFracTabl e) adds configuration and
noni toring paraneters for fractional SPE PWs.

M B Modul es Required for | MPORTS

The PW CEP- STD-M B | MPORTS obj ects from SNVPv2- SM [ RFC2578] ,
SNMVPv2- TC [ RFC2579], SNMPv2- CONF [ RFC2580], SNIVP- FRAVEWORK- M B

[ RFC3411], PerfHist-TC M B [ RFC3593], HC PerfHist-TC-M B [ RFC3705],
| F-M B [ RFC2863], PW STD-M B [ RFC5601], and PW TC-STD-M B [ RFC5542] .
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6.3. PWSTD-M B Mdul e Usage

The M B nodul e structure for defining a PWservice is conposed of
three layers of M B nodul es functioning together. This general nodel
is defined in the Pseudow re Emul ati on Edge-to- Edge (PWE3)
architecture [RFC3985]. The layering nodel is intended to
sufficiently isolate PWservices fromthe underlying PSN | ayer that
carries the enulated service. This is done at the sanme tinme as
providing a standard neans for connecting any supported services to
any supported PSNs.

The first layer, known as the service |ayer, contains service-
speci fic nodul es such as the one defined in this docunent. These
nodul es define service-specific managenent objects that interface or
col l aborate with existing MB nodules for the native version of the
service. The service-specific nodule "glues" the standard nmodules to
the PWE3 M B nodul es. The PW CEP-STD-M B nodul e defined in this nmeno
serves as one of the PWtype-specific M B nodul es.

The next |ayer of the PWNE3 M B franework is the PWSTD-M B nodul e

[ RFC5601]. This nmodule is used to configure general paraneters of
PW that are conmmn to all types of emul ated services and PSNs. This
| ayer is connected to the service-specific |layer above and the PSN

| ayer bel ow.

The PSN | ayer provides PSN-specific nodules for each type of PSN
These nodul es associate the PWwith one or nore "tunnel s" that carry
the service over the PSN. These nodul es are defined in other
docunents. This nodule is used to "glue" the PWservice to the
under | yi ng PSN-specific M B nodul es.
6.4. PWCEP-STD-M B Mdul e Usage
Configuring a CEP PWinvolves the follow ng steps.
(1) First, create an entry in the pwTabl e:
- Follow steps as defined in [ RFC5601] .
(2) Configure the PSN tunnel in the respective PSN specific PWE3 PSN
glue M B nodul es and the respective PSNspecific M B nodul es.
Configure the SONET path paraneters:

- Set the SONET path width in the sonetPathCurrent Tabl e
[ RFC3592] .

- Set the SONET path index and the SONET path starting timeslot
in the pwCepTabl e.
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NOTE: The agent creates an entry in the pwCepTabl e based on the
entry created in the pwrabl e.

(3) Configure the CEP PW

- |If necessary, create an entry in the pwCepCfgTable (a
suitable entry may already exist). Set packet length, etc.

- Set the index of this pwCepCfgTable entry in the pwCepTabl e.
(4) (Qoserve the CEP PW

- Once a CEP PWis operational, the pwCepPerf Current Tabl e,
pwCepPer f | nt erval Tabl e, and pwCepPerf 1Dayl nt er val Tabl e can be
used to nonitor the various counts, indicators, and
conditions of the PW

6.5. Exanple of PWCEP-STD-M B Usage

In this section, we provide an exanple of using the MB objects
described in Section 7 to set up a CEP PW Wile this exanple is not
meant to illustrate every pernutation of the MB, it is intended as
an aid to understanding some of the key concepts. It is meant to be
read after going through the MB itself. See [RFC5601] for an

exanpl e of setting up PSN tunnels.

First, configure the SONET path width, starting tineslot, and
associated CEP PW In this case, an Synchronous Transport Signal 3c
(STS-3c) starts at SONET tinmeslot 1 (and is distributed normally
within the SONET frane). In the follow ng exanple, the iflndex for
the sonet Pat hCurrentEntry is 23, while the pwCepCfgTable index is 9.

In [ RFC3592], sonetPathCurrentEntry (iflndex = 23):

{
sonet Pat hCurrent Wdt h = 3,
sonet Pat hCurr ent St at us
}
Create an entry in the pwCepCfgTable (index = 9):
{

pwCepCf gSonet Payl aodLengt h 783 -- payl oad bytes

pwCepCf gM nPkt Lengt h =0 -- no mnimm
pwCepCf gPkt Reor der = true
pwCepCf gEnabl eDBA = unequi pped
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pwCepCf gRt pHdr Suppr ess = fal se

pwCepCf gJt r Bf r Dept h = 500 -- mcro-seconds

pwCepCf gConsecPkt sl nsync =2 -- Exit Loss of Packet
-- Synchroni zati on (LOPS)
-- state

pwCepCf gConsecM ssi ngQut Sync = 10 -- Enter LOPS state

pwCepCf gPkt Err or Pl ayCQut Val ue OXFF -- Al'l ones

pwCepCf gM ssi ngPkt sToSes = 3 -- packets
pwCepCf gSesToUas = 2 -- seconds
pwCepCf gSecsToExi t Uas = 10 -- seconds
pwCepCf gRowSt at us = creat eAndCo

}

In the PWSTD-M B nodul e: Get a new i ndex and create a new pwrlabl e
entry using pw ndexNext (here, the PWindex = 83) and pwRowSt at us.
In this new entry, set pwlype to 'cep’. The agent will create a new
entry in the pwCepTabl e. Set the SONET path iflndex, SONET path
timeslot, and Cfg Table indexes within this new pwCep table entry:

{

pwCepSonet | f | ndex 23 -- Index of associated entry

-- in sonetPathCurrent table

pwCepCf gl ndex

9 -- Index of associated entry
-- in pwCepCfg table (above)
7. Object Definitions
PW CEP- STD-M B DEFINI TIONS :: = BEGA N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
I nt eger 32, Counter 32, Unsigned32, Counter64, mb-2

FROM SNWVPv2- SM -- [ RFC2578]
MODULE- COVPLI ANCE, OBJECT- GROUP

FROM SNWVPv2- CONF -- [ RFC2580]
TEXTUAL- CONVENTI ON, Trut hVal ue, RowSt atus, StorageType,
Ti meSt anp

FROM SNWPv2- TC -- [ RFC2579]
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SnnpAdmi nStri ng
FROM SNVP- FRAVEWORK- M B -- [ RFC3411]

I nt erf acel ndexOr Zero, |nterfacel ndex
FROM | F-M B -- [ RFC2863]

Per f Current Count, Perfl nterval Count
FROM Per f Hi st-TC-M B -- [ RFC3593]

HCPer f Cur r ent Count, HCPerf | nt erval Count, HCPerf Ti neEl apsed,
HCPer f Val i dl nterval s

FROM HC- Perf Hi st-TC-M B -- [ RFC3705]
pw ndex
FROM PW STD- M B -- [ RFC5601]

PwCf gl ndexOr zer o
FROM PW TC- STD-M B -- [ RFC5542]

-- The PWCEP M B

pwCepSt dM B MODULE- | DENTI TY
LAST- UPDATED "201105160000Z" -- 16 May 2011 00: 00: 00 GMT
ORGANI ZATI ON "Pseudowi re Emul ati on Edge-to- Edge (PWE3)
Wor ki ng Group”
CONTACT- | NFO
"David Zelig (Ed.)
Emai | : davi d_zel i g@nt-sierra.com

Ron Cohen (Ed.)
Emai |l : ronc@ esol ut enet wor ks. com

Thomas D. Nadeau (Ed.)
Emai | : Thomas. Nadeau@a. com

The PWE3 Wor ki ng Group
Emai |l : pwe3@etf.org (email distribution)
http://ww.ietf.org/htm.charters/pwe3-charter.htm"

DESCRI PTI ON
"This M B nodul e contai ns nmanaged object definitions for
Circuit Enulation over Packet (CEP) as in [RFC4842]: Malis,
A., Prayson, P., Cohen, R, and D. Zelig. 'Synchronous
Opti cal Network/Synchronous Digital Hierarchy (SONET/ SDH)
Crcuit Enmul ation over Packet (CEP)’, RFC 4842.
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Copyright (c) 2011 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the |ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)."

-- Revision history

REVI SI ON "201105160000Z" -- 16 May 2011 00: 00: 00 GV
DESCRI PTI ON "This M B nodul e published as part of RFC 6240."

:={ mb-2 200 }
-- Local textual conventions

PwCepSonet Ebm : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Equi pped Bit Mask (EBM used for fractional STS-1/Virtua
Crcuit 3 (VCG3). The EBMbits are the 28 | east
significant bits out of the 32-bit value."
SYNTAX Unsi gned32

PwCepSdhVc4Ebm : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Equi pped Bit Mask (EBM) used for each Tributary Unit G oup
3 (TUG3) in fractional VC-4 circuits. The EBMbits are
the 30 least significant bits out of the 32-bit value."
SYNTAX Unsi gned32

PwCepSonet Vt gMap :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The VT/VC types carried in the 7 VT groups (VTGs)/ TUG 2s.
The format is 28 bits in the formof an Equi pped Bit Msk
(EBM for fractional STS-1/VC-3. The mapping specifies the
maxi mal occupanci es of VI/VC within each VIG TUG 2. For
exanple, all four bits are set to 1 in this object to
represent a VTG carrying VT1.5/VClls, while only three

are set when VT2/VCl2s are carried within this VIG

The relevant bits are the 28 least significant bits out of
the 32-bit value.”

SYNTAX Unsi gned32
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PwCepFracAsyncMap :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"The type of asynchronous mapping carried inside STS-1,
VC-3, or TUG 3 containing TU-3 circuit."”

SYNTAX | NTEGER {

other ( 1),
ds3 ( 2),
e3 (3

}

-- Top-level conponents of this MB nodul e

Tabl es, Scal ars

pwCepQbj ect s OBJECT | DENTI FI ER

i={ pwCepStdM B 1 }
Conf or mance

pwCepConf or mance OBJECT | DENTI FI ER

o= { pwCepStdM B 2 }

CEP PW Tabl e

pwCepTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwCepEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains objects and paraneters for managi ng and
nonitoring the CEP PW"
o= { pwCepOhjects 1}

pwCepEnt ry OBJECT- TYPE

SYNTAX PwCepEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry represents the association of a SONET/ SDH path or
VT to a PW This table is indexed by the pw ndex of the
applicable PWentry in the pwTable.

An entry is created in this table by the agent for every
entry in the pwlable with a pwlype equal to 'cep’.

Al read-wite objects in this table MAY be changed at any
time; however, change of some objects (for exanple

pwCepCf gl ndex) during PWforwardi ng state may cause
traffic disruption.
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Manual entries in this table SHOULD be preserved after a
reboot. The agent MJST ensure the integrity of those
entries. |If the set of entries of a specific row are found
to be inconsistent after reboot, the PWpwOper Status MJST
be decl ared as notPresent(5)."

| NDEX { pw ndex }

i:= { pwCepTable 1 }

PwCepEntry ::= SEQUENCE {
pwCepType | NTEGER,
pwCepSonet | f | ndex I nterfacel ndexOr Zer o,
pwCepSonet Confi gError Or St at us BI TS,
pwCepCf gl ndex PwCf gl ndexOr zer o,
pwCepTi meEl apsed HCPer f Ti neEl apsed,
pwCepVal i dl nterval s HCPer f Val i dl nt erval s,
pwCepl ndi cati ons BI TS,
pwCepLast ESTi neSt anp Ti meSt anp,
pwCepPeer CepOpt i on Unsi gned32
}

pwCepType OBJECT- TYPE
SYNTAX | NTEGER {
spe (1),
vt (2),
fracSpe (3)

}

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"Specifies the sub-type of CEP PW Currently only
structured types are supported:

"spe’ (1) . SONET STS-Nc signals.

vt (2) : SONET VT-x (x=1.5,2,3,6) signals.

"fracSpe' (3) : SONET fractional STS-1 or SDH fractional
VC-3 or VC-4 carrying tributaries or
asynchronous signals.

Support of vt
DEFVAL

{ spe}

node or 'fracSpe’ nobde is optional."

i={ pwCepEntry 1 }
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pwCepSonet | f | ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zero
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This is a unique index within the ifTable. It represents

the interface index for the SONET path for SPE emnul ation
([ RFC3592], Section 3.3), an interface index for the SONET
VT ([ RFC3592], Section 3.4) if the VI to be enulated is
extracted froma SONET signal or locally napped froma
physi cal interface.

A value of zero indicates an interface index that has yet
to be deternined.

Once set, if the SONET iflndex is (for sone reason) |ater
renoved, the agent MAY del ete the associated PWrows
(e.g., this pwCepTabl eEntry). |If the agent does not
delete the rows, it is RECOWENDED that the agent set this
object to zero."

i={ pwCepEntry 2 }

pwCepSonet Confi gError Or St at us OBJECT- TYPE
SYNTAX BI TS {
ot her
timeslotlnUse
ti mesl ot M suse
peer Dbal ncomnpati bl e 3), -- Status only
peer Ebml nconpati bl e 4),

( 0)1

(

(

(
peer Rt pl nconpati bl e (5,

(

(

(

(

(

1),
2),

peer Asyncl nconpati bl e 6),
peer DbaAsynmetri c 7), -- Status only
peer EbmAsynmet ri c 8),
peer Rt pAsynmetric 9),
peer AsyncAsymetric 10)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object reports a configuration m smatch inside

the I ocal node or between the | ocal node and t he peer node.

Sone bits indicate an error, and sone are sinply status

reports that do not affect the forwardi ng process.

"timeslotlnUse (1) is set when anot her CEP PW has al ready

reserved a tineslot (or tineslots) that this CEP PWis
attenpting to reserve
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"timesl ot M suse’ (2) is set when the stated tineslot this
PWis trying to use is not legal, for exanple, if
specifying a starting tineslot of 45 for a SONET path of
an STS-12c wi dth.

The peerZZZI nconpatible bits are set if the |oca
configuration is not conpatible with the peer configuration
as available fromthe CEP option received fromthe peer
through the signaling process and the | ocal node cannot
support such asymetric configuration

The peerZZZAsymetric bits are set if the |oca
configuration is not conpatible with the peer configuration
as available fromthe CEP option received fromthe peer

t hrough the signaling process, but the |ocal node can
support such asymetric configuration.”

REFERENCE
“"Malis, A, et al., 'Synchronous Optical Network/Synchronous
Digital Herarchy (SONET/SDH) Circuit Enul ation over Packet
(CEP)’, RFC 4842, Section 12."
i={ pwCepEntry 3}

pwCepCf gl ndex OBJECT- TYPE

SYNTAX PwCf gl ndexOr zer o
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Index to CEP configuration table below Miltiple CEP PV
MAY share a single pwCepCfgEntry.

The value 0 indicates that no entries are available."
i:= { pwCepEntry 4 }

pwCepTi meEl apsed OBJECT- TYPE
SYNTAX HCPer f Ti neEl apsed
UNI' TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of seconds, including partial seconds,
that have el apsed since the beginning of the current
neasurenent period. |If, for sone reason such as an
adjustrment in the systenmis tine-of-day clock, the
current interval exceeds the maxi num val ue, the
agent will return the maxi mum val ue."
c:= { pwCepEntry 5 }

Zelig, et al. St andards Track [ Page 14]



RFC 6240 PWE3 CEP M B May 2011

pwCepVal i dl nt erval s OBJECT- TYPE
SYNTAX HCPerfValidlntervals
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber (n) of previous 15-mnute intervals for which
data was coll ected

An agent with CEP capability MJST be capabl e of supporting
at least 4 intervals. The RECOMVENDED default val ue for
nis 32, and n MUST NOT exceed 96."

= { pwCepEntry 6 }

pwCepl ndi cati ons OBJECT- TYPE
SYNTAX BI TS {
m ssingPkt ( 0),
ooRngDr opped( 1),
jtrBfrUnder ( 2),
pkt Mal f or red( 3),

| ops (4,
cepRdi (5,
cepAi s (6,

badHdr St ack ( 7),
cepNeFai lure( 8),
cepFeFail ure( 9)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Definitions:

"m ssingPkt’ (0) - Wiile playing out a sequence of packets,

at | east one packet was determined to be nissing based on a
gap in the CEP sequence number. Note: If the inplenentation
supports packet reordering, detecting gaps SHOULD t ake

pl ace as they are played out, not as they arrive. This
provides tinme for msordered packets to arrive |ate.

" ooRngDropped’ (1) - At |east one packet arrived outside the
range of the jitter buffer. This may be because the

jitter buffer is full or the sequence number addresses

a buffer outside the current jitter buffer range or

an al ready occupi ed buffer within range. Wether or not
packet reordering is supported by the inplenmentation, this
i ndi cati on MJST be supported.
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"jtrBfrUnder’ (2) - The jitter buffer underfl owed because
not enough packets arrived as packets were being
pl ayed out.

"pkt Mal fornmed’ (3) - Any error related to unexpected
packet format (except bad header stack) or unexpected
| engt h.

"lops’ (4) - Loss of Packet Synchronization

"cepRdi’ (5) - Circuit Enul ation over Packet Renote Defect
Indication. Renpte Defect Indication (RDI) is generated by
the renpote CEP de-packetizer when LOPS is detected.
"cepAis’ (6) - Renote CEP packetizer has detected an Al arm
Indication Signal (AIS) on its incom ng SONET stream
cepAi s MUST NOT (in itself) cause a CEP PWdown
notification.

"badHdr St ack’ (7) - Set when the nunber of

CEP header extensions detected in incom ng packets does
not match the expected nunber.

"cepNeFailure’ (8) - Set when CEP-NE failure is currently
decl ar ed.

"cepFeFailure’ (8) - Set when CEP-FE failure is currently
decl ar ed.

Thi s object MIUST hold the accunul ated indications until the
next SNVP wite that clear the indication(s).

Witing a non-zero value MJUST fail
Currently, there is no hierarchy of CEP defects.

The al gorithm used to capture these indications
is inplenentation specific."

i={ pwCepEntry 7 }
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pwCeplLast EsSTi neSt anp OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine on the nbst recent occasion at which
the CEP PWentered the Errored Seconds (ES) or Severely
Errored Seconds (SES) state."

ci={ pwCepEntry 8 }

pwCepPeer CepOpti on OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of the CEP option paraneter as received fromthe
peer by the PWsignaling protocol."

::={ pwCepEntry 9 }
-- End of CEP PW Tabl e
-- Qbtain index for PWCEP Configuration Table entries

pwCepCf gl ndexNext OBJECT- TYPE

SYNTAX PwCf gl ndexOr zer o
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object contains an appropriate value to be used
for pwCepCfglndex when creating entries in the
pwCepCf gTabl e. The value O indicates that no
unassi gned entries are available. To obtain the
val ue of pwCepCfglndex for a new entry in the
pwCepCf gTabl e, the nmamnager issues a nmanagenent
protocol retrieval operation to obtain the current
val ue of pwCepCfglndex. After each retrieva
operation, the agent should nodify the value to
reflect the next unassigned index. After a nanager
retrieves a value, the agent will determn ne through
its local policy when this index value will be nade
avail able for reuse."

= { pwCepObj ects 2 }
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-- CEP PWConfiguration Table

pwCepCf gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwCepCf gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains a set of paranmeters that nay be
ref erenced by one or nore CEP PW by pwCepTable."

i= { pwCepObj ects 3 }

pwCepCf gEnt ry OBJECT- TYPE

SYNTAX PwCepCf gEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"These paraneters define the characteristics of a

CEP PW They are grouped here to ease Network Managenent
System (NMB) burden. Once an entry is created here, it nmay
be reused by many PWs.

By default, all the read-create objects MJST NOT be
changed after row activation unless specifically indicated
in the individual object description. |If the operator

wi shes to change val ue of a read-create object, the
pwCepCf gRowSt at us MUST be set to notlnService(2).

The agent MJUST NOT all ow the change of the
pwCepCf gRowSt atus fromthe active(l) state for
pwCepCf gEntry, which is in use by at | east one active PW

Manual entries in this table SHOULD be preserved after a
reboot, the agent MJST ensure the integrity of those
entries. |If the set of entries of a specific row are found
to be inconsistent after reboot, the affected PW’

pwOper St at us MUST be decl ared as not Present(5)."

| NDEX { pwCepCfgTabl el ndex }

= { pwCepCfgTable 1 }

PwCepCf gEntry :: = SEQUENCE {
pwCepCf gTabl el ndex Unsi gned32,
pwCepSonet Payl oadLengt h Unsi gned32,
pwCepCf gM nPkt Lengt h Unsi gned32,
pwCepCf gPkt Reor der Tr ut hval ue,
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pwCepCf gTabl el ndex

pwCepCf gEnabl eDBA
pwCepCf gRt pHdr Suppr ess

pwCepCf gJt r Bf r Dept h

pwCepCf gConsecPkt sl nsync
pwCepCf gConsecM ssi ngQut Sync

pwCepCf gPkt Err or Pl ayCQut Val ue
pwCepCf gM ssi ngPkt sToSes
pwCepCf gSesToUas

pwCepCf gSecsToExi t Uas
pwCepCf gNane

pwCepCf gRowSt at us
pwCepCf gSt or ageType

}

OBJECT- TYPE

PWE3 CEP M B

May 2011
BI TS,

Tr ut hVal ue,

Unsi gned32,

Unsi gned32,
Unsi gned32,

Unsi gned32,
Unsi gned32,
Unsi gned32,
Unsi gned32,
SnnpAdmi nStri ng,

RowsSt at us,
St or ageType

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Primary index to this table."

ci= { pwCepCfgEntry 1}

pwCepSonet Payl oadLengt h OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of SONET bytes of the Path or VT carried as

payl oad w thin one packet.
circuits,

carries the payl oad equival ent to one frane.
a payl oad I ength of 104 bytes indicates that each

circuits,

For exanple, for STS-1/VC 3 SPE

a value of 783 bytes indicates that each packet

For VT1.5/VCl1

packet carries payl oad equival ent to one VT1.5 super-frarne.

The act ual

reducti on nodes, e.g.,

node or dynami cally assigned fractional

payl oad size may be different due to bandwi dth
Dynami ¢ Bandwi dth Al l ocation (DBA)

SPE. This length

applies to inbound and out bound packets carrying user

payl oad.
those of illegal
pwCepPer f. .. Ml forned.)

et al.

Al t hough there is no control
l ength are discarded and accounted for (see

St andards Track

over inbound packets,
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The default values are determ ned by the pwCepType:
783 for pwCepType equal to spe(2) or fracSpe(3).
For vt (3) nodes, the applicable super-frane payl oad size
is the default value."
REFERENCE
"Malis, A, et al., "Synchronous Optical Network/Synchronous
Digital Hierarchy (SONET/SDH) Circuit Enul ation over Packet
(CEP)’, RFC 4842, Sections 5.1 and 12.1"
c:= { pwCepCfgEntry 2}

pwCepCf gM nPkt Lengt h OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object defines the m ni mum CEP packet length in
nunber of bytes (including CEP header and payl oad).

It applies to CEP' s bandwi dt h-savi ngs packets. Currently,
DBA is the only bandwi dt h-savi ngs packet type (in the
future, CEP may support conpression). M ni mum packet

l ength is necessary in some systenms or networks.

Setting zero here indicates that there is no mni num
packet restriction."

DEFVAL { 0 }
i= { pwCepCfgEntry 3 }

pwCepCf gPkt Reor der OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object defines if reordering is applied for incom ng
packets.

If set "true', as inbound packets are queued in the
jitter buffer, out-of-order packets are reordered. The
maxi mum sequence nunber differential (i.e., the range in
whi ch resequenci ng can occur) is dependant on the depth
of the jitter buffer.

If the local agent supports packet reordering, the default
val ue SHOULD be set to "true’; otherw se, this value
SHOULD be set to 'false ."

o= { pwCepCfgEntry 4 }
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pwCepCf gEnabl eDBA OBJECT- TYPE
SYNTAX BI TS {
ais (0),
unequi pped (1)
}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Thi s object defines when DBA is applied for packets sent
toward the PSN.

Setting "ais’ MJST cause CEP packet payl oad suppression
when AIS is detected on the associ ated SONET pat h.
Simlarly, 'unequipped MJST cause payl oad suppression
when an unequi pped condition is detected on the SONET/ SDH
PATH VT.

During DBA condition, CEP packets will continue

to be sent, but with indicators set in the CEP header
instructing the renote to play all ones (for AIS) or all
zeros (for unequi pped) onto its SONET/ SDH pat h.

NOTE: Sone inplementations nmay not support this feature.
In these cases, this object should be read-only."

REFERENCE
"Malis, A, et al., 'Synchronous Optical Network/Synchronous

Digital Hierarchy (SONET/SDH) Circuit Enul ation over Packet
(CEP)', RFC 4842, Section 11.1."
o= { pwCepCfgEntry 5}

pwCepCf gRt pHdr Suppr ess OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If this object is set to "true’, an RTP header is not
prepended to the CEP packet."
REFERENCE
"Malis, A, et al., 'Synchronous Optical Network/Synchronous
Digital Hierarchy (SONET/SDH) Circuit Enul ation over Packet
(CEP)’, RFC 4842, Section 5.3."
DEFVAL
{ true }

o= { pwCepCfgEntry 6 }
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pwCepCf gJt r Bf r Dept h OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "m cro-seconds”
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object defines the nunmber of m croseconds
of expected packet delay variation for this CEP PW
over the PSN

The actual jitter buffer MIST be at least twice this
val ue for proper operation.

If configured to a value not supported by the
i mpl enent ati on, the agent MJST reject the SNWP Set
operation."

REFERENCE
"The control of jitter and wander within digital
net wor ks whi ch are based on the synchronous digital
hi erarchy (SDH), | TU T Recommendation G 825."

c:= { pwCepCfgEntry 7 }

-- The followi ng counters work together to integrate (filter)
-- errors and the lack of errors on the CEP PW An error is
-- caused by a nissing packet. M ssing packets can be a result
-- of packet loss in the network, (uncorrectable) packet out
-- of sequence, packet-length error, jitter-buffer overfl ow,
-- and jitter-buffer underflow. The result decl ares whet her
-- or not the CEP PWis in Loss of Packet Sync (LOPS) state.

pwCepCf gConsecPkt sl nsync OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Consecutive packets with sequential sequence
nunbers required to exit the LOPS state."
REFERENCE
"Malis, A, et al., "Synchronous Optical Network/Synchronous
Digital Hierarchy (SONET/SDH) Circuit Enul ation over Packet
(CEP)’, RFC 4842, Section 6.2.2."
DEFVAL

{ 2}
i= { pwCepCfgEntry 8 }
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pwCepCf gConsecM ssi ngQut Sync  OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Consecutive m ssing packets required to enter
the LOPS state."
REFERENCE
“"Malis, A, et al., 'Synchronous Optical Network/Synchronous
Digital Hierarchy (SONET/SDH) Circuit Enul ation over Packet
(CEP)’, RFC 4842, Section 6.2.2."
DEFVAL
{ 10}

= { pwCepCfgEntry 9 }

pwCepCf gPkt Err or Pl ayQut Val ue OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object defines the value played when i nbound packets
have over/underflowed the jitter buffer or are m ssing
for any reason. This byte pattern is sent (played) on
the SONET path."

DEFVAL
{ 255} -- Play all ones, equal to AI'S indications

= { pwCepCfgEntry 10 }

pwCepCf gM ssi ngPkt sToSes OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of m ssing packets detected (consecutive or not)
within a 1-second wi ndow to cause a Severely Errored
Second (SES) to be counted.”

REFERENCE
"Malis, A, et al., 'Synchronous Optical Network/Synchronous
Digital Hierarchy (SONET/SDH) Circuit Enul ation over Packet
(CEP)’, RFC 4842, Section 10.1."

DEFVAL
{ 3}

ci= { pwCepCfgEntry 11 }
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pwCepCf gSesToUas OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of consecutive SESs before declaring PWin
Unavai |l abl e Seconds (UAS) state (at which point
pwCepPer f UASs starts counting). The SesToUas default val ue
is 10 seconds.

NOTE: Simlar to [RFC3592], if the agent chooses to update
the various performance statistics in real tinme, it MJST

be prepared to retroactively reduce the ES and SES counts by
this value and increase the UAS count by this value when it
deternines that UAS state has been entered.

NOTE: See pwCepPerf SESs and pwCepPerf UASs. "
REFERENCE
“"Malis, A, et al., 'Synchronous Optical Network/Synchronous
Digital H erarchy (SONET/SDH) Circuit Enul ati on over Packet
(CEP)’, RFC 4842, Section 10.1."
DEFVAL
{ 10 }
o= { pwCepCfgEntry 12 }

pwCepCf gSecsToExi t Uas OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of consecutive nonSESs before declaring PWis NOT
in UAS state (at which point pwCepPerfUASs stops counting)."
REFERENCE
"Malis, A, et al., 'Synchronous Optical Network/Synchronous
Digital Hierarchy (SONET/SDH) Circuit Enul ation over Packet
(CEP)’, RFC 4842, Section 10.1."
DEFVAL { 10 }
= { pwCepCfgEntry 13 }

pwCepCf gNane OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"This variable contains the nane of the Configuration entry.
This name may be used to help the NVS to display the
pur pose of the entry."

i= { pwCepCfgEntry 14 }

pwCepCf gRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"For creating, nodifying, and deleting this row

None of the read-create objects’ values can be changed
when pwCepCf gRowStatus is in the active(l) state. Changes
are allowed when the pwRowStatus is in notlnService(2) or
not Ready(3) states only.

If the operator needs to change one of the values for an
active row (for exanple, in order to fix a msnmatch in
configuration between the | ocal node and the peer), the
pwCepCf gRowSt at us shoul d be first changed to

notl nService(2). The objects may be changed now and | ater
changed to active(l) in order to re-initiate the signaling
process with the new values in effect.

Change of status fromthe active(l) state or deleting a row
SHOULD be bl ocked by the local agent if the rowis
referenced by any pwCepEntry those pwRowSt at us
is in the active(l) state."

c:= { pwCepCfgEntry 15 }

pwCepCf gSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object indicates the storage type for this row "
DEFVAL { nonVol atile }

= { pwCepCfgEntry 16 }

-- End of CEP PW Configuration Paraneter Table
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-- CEP Fractional Table

pwCepFracTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwCepFracEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains a set of parameters for CEP PW with
pwCepType FRAC type."
i= { pwCepObj ects 4 }

pwCepFracEntry OBJECT- TYPE

SYNTAX PwCepFr acEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"There are two options for creating an entry in this table:

- By the El enent Managenent System (EMS) in advance for
creating the PW
- By the agent automatically when the PWis set up.

The first option is typically used when there is a native
service processing (NSP) cross-connect option between the
physi cal ports and the emulated (virtual ports), while the
second MAY be used when there is a one-to-one nmapping
bet ween the emul ated signal and the physical signal."

| NDEX { pwCepFracl ndex }

.= { pwCepFracTable 1 }

PwCepFracEntry ::= SEQUENCE {
pwCepFr acl ndex I nt erfacel ndex,
pwCepFr acMode | NTEGER,
pwCepFr acConfi gError BI TS,
pwCepFr acAsync PwCepFr acAsyncMap,
pwCepFr acVt gMap PwCepSonet Vt ghap,
pwCepFr acEbm PwCepSonet Ebm
pwCepFr acPeer Ebm PwCepSonet Ebm
pwCepFr acSdhVc4Mde | NTEGER,
pwCepFr acSdhVc4Tu3Mapl PwCepFr acAsyncMap,
pwCepFr acSdhVc4Tu3Map2 PwCepFr acAsyncMap,
pwCepFr acSdhVc4Tu3Map3 PwCepFr acAsyncMap,
pwCepFr acSdhVc4Tug2Mapl PwCepSonet Vt ghvap,
pwCepFr acSdhVc4Tug2Map?2 PwCepSonet Vt ghvap,
pwCepFr acSdhVc4Tug2Map3 PwCepSonet Vt ghvap,
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pwCepFr ac SdhVc4Ebml PwCepSdhVc4Ebm
pwCepFr ac SdhVc4Ebn PwCepSdhVc4Ebm
pwCepFr ac SdhVc4EbnS PwCepSdhVc4Ebm
pwCepFr acSdhVc4Peer Ebnil PwCepSdhVc4Ebm
pwCepFr acSdhVc4Peer EbnP PwCepSdhVc4Ebm
pwCepFr acSdhVc4Peer EbnB PwCepSdhVc4Ebm
pwCepFr acRowSt at us RowsSt at us,
pwCepFr acSt or ageType St or ageType

}

pwCepFr acl ndex OBJECT- TYPE

SYNTAX | nterfacel ndex
MAX- ACCESS not - accessi bl e

STATUS current
DESCRI PTI ON
"This is the index of this table. It is a unique
index within the ifTable. It represents the interface index

for the SONET path ([RFC3592], Section 3.3) for fractional
SPE enul ati on.

It may represent an internal (virtual) interface if an NSP
function exists between the physical interface and the
emul ation process."

.= { pwCepFracEntry 1 }

pwCepFracMbde OBJECT- TYPE

Zeli g,

SYNTAX | NTEGER ({

not Applicable ( 1),
dynam ¢ (2,
static (3,
stati cWthEbm ( 4),
stati cAsync (5
}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"Fractional npde for STS-1/VCG-3 or VC-4 circuits:

not Appl i cabl e - When this object is not applicable.

dynamc - EBM carried within the CEP header. Unequi pped
VTs are renoved fromthe payload on the fly.

static - EBMnot carried within the CEP header. Only VTs
defined in the EBM are carried within the payl oad.

staticWthEbm - EBM carried within the CEP header. Only
VTs defined in the EBM are carried within the
payl oad.

stati cAsync - Asynchronous E3/T3 fixed byte renmpval only."
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DEFVAL
{ dynamc }

::= { pwCepFracEntry 2 }

pwCepFr acConfi gError OBJECT- TYPE
SYNTAX BI TS {
ot her (0,
vt gMapEbmConf | i ct (1)),
vt gMapAsyncConflict ( 2)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"vt gMapEbnConflict (1) is set when the configured static EBM
does not match the configured vtghap for fractional
STS-1/VC-3 circuits or when the TURZMap is in conflict with
the static EBMfor VC-4 circuits, for exanple, if the vtghap
specifies that VIGH#1 carries VI2 VIs while the EBM i ndicate
that four VTs are equipped within VTG#L.

vt gMapAsyncConflict(2) is set when there is a conflict

bet ween t he node, the async indication, and the vtghMap
fields. For exanple, fractional node is set to staticAsync
while the VtgMap indicates that the STS-1/VC-3 carries VTs,
or both asyncl and Tug2Map are set in fractional VC4
circuits."

::= { pwCepFracEntry 3}

pwCepFr acAsync OBJECT- TYPE
SYNTAX PwCepFracAsyncMap
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object defines the asynchronous payl oad carried
within the STS-1/VC-3. This object is applicable when
pwCepFracMde equal s 'staticAsync’ and MJST equal to
"other’ otherw se."

DEFVAL { other }
.= { pwCepFracEntry 4 }

pwCepFr acVt gMap OBJECT- TYPE

SYNTAX PwCepSonet Vt givap
MAX- ACCESS read-create
STATUS current

Zelig, et al. St andards Track [ Page 28]



RFC 6240 PWE3 CEP M B May 2011

DESCRI PTI ON
"This object defines the VI/VC types of the seven
VTG TUG 2 within the STS 1/ VC 3.

This variable should be set when 'dynanmic’, ’'static’,
or 'staticWthEbm fractional STS-1/VC 3 pwCepFrachMde
is selected."”

::= { pwCepFracEntry 5 }

pwCepFr acEbm OBJECT- TYPE

SYNTAX PwCepSonet Ebm
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"This object holds the static Equipped Bit Mask (EBM
for STS-1/VC 3 channel .

This variabl e MAY be set when 'static’ or

"stati cWthEbm fractional STS-1/VC 3 pwCepFrachMde is
sel ect ed.

It is possible that the configuration of other MB npdul es

will define the EBMvalue; in these cases, this object is

read-only and reflects the actual EBMthat would be used."
::= { pwCepFracEntry 6 }

pwCepFr acPeer Ebom OBJECT- TYPE

SYNTAX PwCepSonet Ebm
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"This object reports the Equipped Bit Mask (EBM for
STS-1/VC-3 channel as received fromthe peer within
t he CEP extension header."

::= { pwCepFracEntry 7 }

pwCepFr acSdhVc4Mbde OBJECT- TYPE
SYNTAX | NTEGER {

not Applicable ( 1),
dynam ¢ (2,
static (3,
stati cWthEbm ( 4)

}
MAX- ACCESS read-create
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STATUS current
DESCRI PTI ON
"Fractional node for VC-4 circuits:

not Appl i cable - Wen this is not VC-4 circuit.
dynamc - EBM carried within the CEP header. Unequi pped
VTs are renmoved fromthe payload on the fly.
static - EBMnot carried within the CEP header. Only VTs
defined in the EBM are carried within the payl oad.
stati cWthEbm - EBM carried within the CEP header. Only
VTs defined in the EBM are carried within the
payl oad. "

DEFVAL { not Applicable }
::= { pwCepFracEntry 8 }

pwCepFr acSdhVc4Tu3Mapl OBJECT- TYPE
SYNTAX PwCepFr acAsyncMap
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of asynchronous mapping carried inside STS-1,
VC-3, or TUG 3 containing TU-3 circuit."

DEFVAL { other }
::= { pwCepFracEntry 9 }

pwCepFr acSdhVc4Tu3Map2 OBJECT- TYPE
SYNTAX PwCepFr acAsyncMap
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"If the second TUG3 within the VC-4 contains a TU-3, this
vari abl e nust be set."

DEFVAL { other }
::= { pwCepFracEntry 10 }

pwCepFr acSdhVc4Tu3Map3 OBJECT- TYPE
SYNTAX PwCepFracAsyncMap
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"I'f the third TUG3 within the VC-4 contains a TU-3, this
vari abl e must be set."”
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DEFVAL { other }

c:= { pwCepFracEntry 11 }

pwCepFr acSdhVc4Tug2Mapl OBJECT- TYPE

SYNTAX PwCepSonet Vt gvap
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The VC types of the seven TUG 2s within the first
TUG 3 of the VC-4."

::= { pwCepFracEntry 12 }

pwCepFr acSdhVc4Tug2Map2 OBJECT- TYPE

SYNTAX PwCepSonet Vt givap
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The VC types of the seven TUG 2s within the second
TUG 3 of the VC-4."

.= { pwCepFracEntry 13 }

pwCepFr acSdhVc4Tug2Map3 OBJECT- TYPE

SYNTAX PwCepSonet Vt givap
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"The VC types of the seven TUG 2s within the third
TUG 3 of the VC-4."

c:= { pwCepFracEntry 14 }

pwCepFr acSdhVc4Ebnl OBJECT- TYPE

SYNTAX PwCepSdhVc4Ebm
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"Static Equipped Bit Mask (EBM for the first TUG 3
within the VC 4.

This variable should be set when 'static’ or

"stati cWthEbm fractional VC 4 pwCepFracMde is
sel ect ed.
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It is possible that the EBMthat would be used is

avai | abl e based on configuration of other M B nopdul es.

In these cases, this object is read-only and reflects the
actual EBMthat woul d be used."

.= { pwCepFracEntry 15 }

pwCepFr acSdhVc4Ebnm2 OBJECT- TYPE

SYNTAX PwCepSdhVc4Ebm
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"Static Equipped Bit Mask (EBM for the second TUG 3
within the VC 4.

Thi s variabl e should be set when 'static’ or
"staticWthEbmi fractional VG 4 pwCepFrachMde is
sel ect ed.

It is possible that the EBMthat would be used is

avai | abl e based on configuration of other M B nopdul es.

In these cases, this object is read-only and reflects the
actual EBMthat would be used.”

.= { pwCepFracEntry 16 }

pwCepFr acSdhVc4Ebn8 OBJECT- TYPE
SYNTAX PwCepSdhVc4Ebm
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Static Equipped Bit Mask (EBM for the third TUG3 within
t he VC 4.

Thi s variabl e should be set when 'Static’ or
"stati cWthEbnmi fractional VC 4 pwCepFrachMde is
sel ect ed.

It is possible that the EBMthat would be used is

avai | abl e based on configuration of other M B npdul es.

In these cases, this object is read-only and reflects the
actual EBM that woul d be used."

::= { pwCepFracEntry 17 }
pwCepFr acSdhVc4Peer Ebnml OBJECT- TYPE

SYNTAX PwCepSdhVc4Ebm
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"Equi pped Bit Mask (EBM) for the first TUG 3 within
the fractional VG4 channel received fromthe peer
within the CEP extension header."

.= { pwCepFracEntry 18 }

pwCepFr acSdhVc4Peer Ebn2 OBJECT- TYPE

SYNTAX PwCepSdhVc4Ebm
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Equi pped Bit Mask (EBM for the second TUG 3 within
the fractional VG4 channel received fromthe peer
within the CEP extension header."

.= { pwCepFracEntry 19 }

pwCepFr acSdhVc4Peer Ebn8 OBJECT- TYPE

SYNTAX PwCepSdhVc4Ebm
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Equi pped Bit Mask (EBM) for the third TUG 3 within
the fractional VC-4 channel received fromthe peer
within the CEP extension header."

c:= { pwCepFracEntry 20 }

pwCepFr acRowSt at us OBJECT- TYPE

SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"For creating, nodifying, and deleting this row
Thi s obj ect MAY be changed at any tine."

c:= { pwCepFracEntry 21 }

pwCepFr acSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This variable indicates the storage type for this
object.™
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DEFVAL { nonVol atile }
::= { pwCepFracEntry 22 }

End CEP Fracti onal Table

CEP PW Performance Current Interval Table

pwCepPer f Current Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwCepPerfCurrentEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"CEP bridges the SONET and packet worlds. In the packet
world, counts typically start fromthe tine of service
creation and do not stop. In the SONET world, counts are
kept in 15-minute intervals. The PWCEP M B supports both
met hods. The current 15-minute interval counts are in
this table. The interval and total stats are in tables
followi ng this.

This tabl e provi des per-CEP PW perfornmance information.

Hi gh capacity (HC) counters are required for sonme counts
due to the high speeds expected with CEP services. A SONET
path of width 48 (STS-48c) can rollover non-HC counters in
a few mnutes."

= { pwCepObjects 5}

pwCepPer f Current Entry OBJECT- TYPE

SYNTAX PwCepPerf Current Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table is created by the agent for every
pwCep entry. After 15 mnutes, the contents of this table
entry are copied to a new entry in the pwCepPerflnterval
table, and the counts in this entry are reset to zero."

| NDEX { pw ndex }

c:= { pwCepPerfCurrentTable 1 }

PwCepPerf CurrentEntry ::= SEQUENCE {
pwCepPer f Cur r ent Dbal nPacket sHC HCPer f Cur r ent Count ,
pwCepPer f Cur r ent DbaCQut Packet sHC HCPer f Cur r ent Count ,
pwCepPer f Current | nNegPt r Adj ust Per f Cur r ent Count ,
pwCepPer f Current | nPosPt r Adj ust Per f Curr ent Count ,
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pwCepPer f Current | nPt r Adj ust Secs Per f Cur r ent Count ,
pwCepPer f Cur r ent Qut NegPt r Adj ust Per f Cur r ent Count ,
pwCepPer f Cur r ent Qut PosPt r Adj ust Per f Cur r ent Count ,
pwCepPer f Cur r ent Qut Pt r Adj ust Secs Per f Cur r ent Count ,
pwCepPer f Cur r ent AbsPt r Adj ust I nt eger 32,
pwCepPer f Current M ssi ngPkt s Per f Cur r ent Count ,
pwCepPer f Cur r ent Pkt sOoseq Per f Cur r ent Count ,
pwCepPer f Cur r ent Pkt sCoRngDr opped Per f Cur r ent Count ,
pwCepPer f Current Jt r Bf r Under r uns Per f Cur r ent Count ,
pwCepPer f Cur r ent Pkt shval f or ned Per f Cur r ent Count ,
pwCepPer f Curr ent Sunmar yError s Per f Cur r ent Count ,
pwCepPer f Cur r ent ESs Per f Cur r ent Count ,
pwCepPer f Cur r ent SESs Per f Cur r ent Count ,
pwCepPer f Cur r ent UASs Per f Cur r ent Count ,
pwCepPer f Current FC Per f Cur r ent Count

}
pwCepPer f Cur r ent Dbal nPacket sHC OBJECT- TYPE
SYNTAX HCPer f Cur r ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
“"Nunber of DBA packets received."
c:= { pwCepPerfCurrentEntry 1 }
pwCepPer f Cur r ent DbaQut Packet sHC OBJECT- TYPE
SYNTAX HCPer f Cur r ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
“"Nurber of DBA packets sent."
c:={ pwCepPerfCurrentEntry 2 }
-- Pointer adjustnent stats
pwCepPer f Current | nNegPt r Adj ust OBJECT- TYPE
SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
“"Nunber of negative pointer adjustnments sent on the
SONET path based on CEP pointer adjustnents received."
1= { pwCepPerfCurrentEntry 3 }
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pwCepPer f Current | nPosPt r Adj ust OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nunber of positive pointer adjustnments sent on the
SONET path based on CEP pointer adjustnents received."
::= { pwCepPerfCurrentEntry 4 }

pwCepPer f Current | nPt r Adj ust Secs OBJECT- TYPE

SYNTAX Per f Cur r ent Count
UNI TS "seconds"

MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nunber of seconds in which a positive or negative pointer
adj ustment was sent on the SONET path.”
.= { pwCepPerfCurrentEntry 5 }

pwCepPer f Cur r ent Qut NegPt r Adj ust OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

“"Nunber of negative pointer adjustnments seen on the
SONET path and encoded onto sent CEP packets."
::= { pwCepPerfCurrentEntry 6 }

pwCepPer f Cur r ent Qut PosPt r Adj ust OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nunber of positive pointer adjustments seen on the
SONET path and encoded onto sent CEP packets."
.= { pwCepPerfCurrentEntry 7 }

pwCepPer f Cur rent Qut Pt r Adj ust Secs OBJECT- TYPE

SYNTAX Per f Cur r ent Count
UNI TS "seconds"

MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

“"Nunber of seconds in which a positive or negative pointer
adj ustment was seen on the SONET path."
1= { pwCepPerfCurrentEntry 8 }
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pwCepPer f Current AbsPt r Adj ust OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Indicates the relative adjustnent drift between
i nbound and out bound streans.

It is calculated as absol ute val ue of:
(I nPosPt r Adj ust - | nNegPt r Adj ust ) -
(Qut PosPt r Adj ust - Qut NegPt r Adj ust )"
.= { pwCepPerfCurrentEntry 9 }

pwCepPer f Current M ssi ngPkt s OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nunber of m ssing packets (as detected via CEP header
sequence nunber gaps)."
::= { pwCepPerfCurrentEntry 10 }

pwCepPer f Cur r ent Pkt sCoseq OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nunmber of packets detected out of sequence (via CEP
header sequence nunbers) but successfully reordered.
Not e: Sone inpl ementati ons may not support this
feature (see pwCepCf gPkt Reorder)."

::= { pwCepPerfCurrentEntry 11 }

pwCepPer f Cur r ent Pkt sCoRngDr opped OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nurber of packets detected out of range (via CEP header
sequence nunbers) and could not be reordered or could not
fit inthe jitter buffer.”

.= { pwCepPerfCurrentEntry 12 }

pwCepPer f Current Jt r Bf r Under runs OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
“"Nunber of times a packet needed to be played out and the
jitter buffer was enpty."

c:= { pwCepPerfCurrentEntry 13 }

pwCepPer f Cur r ent Pkt sival f or mred OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Nunmber of packets detected with unexpected size or bad
headers stack."
= { pwCepPerfCurrentEntry 14 }

pwCepPer f Cur rent Sunmar yErrors OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"A summary of all the packet-error types above (from
m ssing packets to bad | ength packets)."
c:= { pwCepPerfCurrentEntry 15 }

pwCepPer f Current ESs OBJECT- TYPE

SYNTAX Per f Cur r ent Count
UNI TS "seconds”

MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The counter associated with the nunber of Errored
Seconds encountered."
::= { pwCepPerfCurrentEntry 16 }

pwCepPer f Cur r ent SESs OBJECT- TYPE

SYNTAX Per f Cur r ent Count
UNI TS "seconds"

MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The counter associated with the nunber of
Severely Errored Seconds encountered.”
.= { pwCepPerfCurrentEntry 17 }

pwCepPer f Cur rent UASs OBJECT- TYPE

SYNTAX Per f Cur r ent Count
UNI TS "seconds"

MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The counter associated with the nunber of
Unavai | abl e Seconds encountered."”
c:= { pwCepPerfCurrentEntry 18 }

pwCepPer f Current FC OBJECT- TYPE

SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"CEP Failure Counts (FC-CEP). The nunber of CEP failure
events. A failure event begins when the LOPS failure
is declared and ends when the failure is cleared. A
failure event that begins in one period and ends in
anot her period is counted only in the period in which
it begins.”
::= { pwCepPerfCurrentEntry 19 }

-- End CEP PWPerformance Current Interval Table
-- CEP Performance 15-M nute Interval Table

pwCepPer f I nt er val Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwCepPerflnterval Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides per-CEP PW perfornmance information,
much |i ke the pwCepPerf Current Tabl e above. However,
these counts represent historical 15-mnute intervals.
Typically, this table will have a maxi rum of 96 entries
for a 24-hour period but is not limted to this.

NOTE: Counter64 objects are used here; Counter32 is
too small for OC- 768 CEP PW."

o= { pwCepOhjects 6 }

pwCepPer f I nt erval Entry OBJECT- TYPE

SYNTAX PwCepPer fl nterval Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table is created by the agent for
every pwCepPerfCurrentEntry that is 15 minutes ol d.
The contents of the Current entry are copied to the new
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entry here. The Current entry then resets its counts
to zero for the next current 15-nminute interval.
pwCepl ndex is found in the pwCepCfg table."

= { pwCepPerflnterval Table 1 }

PwCepPer flnterval Entry ::= SEQUENCE {

pwCepPer f | nt er val Nunber
pwCepPer f I nt erval Val i dDat a
pwCepPer f | nt er val Reset
pwCepPer f | nt er val Ti meEl apsed

pwCepPer f | nt er val Dbal nPacket sHC
pwCepPer f | nt er val DbaCut Packet sHC

pwCepPer f | nt er val | nNegPt r Adj ust
pwCepPer f | nt er val | nPosPt r Adj ust
pwCepPer f | nt erval | nPt r Adj ust Secs
pwCepPer f | nt er val Qut NegPt r Adj ust
pwCepPer f | nt er val Qut PosPt r Adj ust
pwCepPer f | nt er val Qut Pt r Adj ust Secs
pwCepPer f | nt er val AbsPt r Adj ust

pwCepPer f | nt erval M ssi ngPkt s
pwCepPer f | nt er val Pkt sOoseq
pwCepPer f | nt er val Pkt sCoRngDr opped
pwCepPer f I nt erval Jt r Bf r Under runs
pwCepPer f | nt er val Pkt sial f or med
pwCepPer f | nt er val Sunmar yErrors

pwCepPer f | nt er val ESs
pwCepPer f | nt er val SESs
pwCepPer f | nt er val UASs
pwCepPer f | nt erval FC

}
pwCepPer f | nt er val Number OBJECT- TYPE
SYNTAX I nteger32 (1..96)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Zelig, et al

pwCepPer f | nt er val Nunber }

I nt eger 32,
Trut hval ue,
| NTEGER

HCPer f Ti neEl apsed,

HCPer f | nt er val Count ,
HCPer f | nt er val Count ,

Per f I nt er val Count
Per f | nt er val Count
Per f | nt er val Count
Per f | nt er val Count
Per f I nt er val Count
Per f I nt er val Count
I nt eger 32,

Per f | nt er val Count
Per f | nt er val Count
Per f I nt er val Count
Per f I nt er val Count
Per f I nt er val Count
Per f | nt er val Count

Per f | nt er val Count
Per f I nt er val Count
Per f I nt er val Count
Per f I nt er val Count

"“A nunber (between 1 and 96 to cover a 24-hour
period) that identifies the interval for which the

of statistics is available. The interva

is the nost recently conpleted 15-nminute interval,
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the interval identified by Nis the interval imediately
preceding the one identified by NN1. The m ni mum range of
Nis 1 through 4. The default range is 1 through 32. The
maxi mum range of Nis 1 through 96."

c:= { pwCepPerflnterval Entry 1 }

pwCepPer f | nt erval Val i dDat a OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This variable indicates if the data for this interva
is valid."
::= { pwCepPerflnterval Entry 2 }

pwCepPer f I nt er val Reset OBJECT- TYPE
SYNTAX | NTEGER {
reset (1),
nor mal (2)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Used in cases where the user knows that the errors
within this interval should not be counted. Witing
"reset’ sets all error counts to zero. The val ue of
0 is not used here due to issues with
i mpl enent ati ons. "

c:= { pwCepPerflnterval Entry 3 }

pwCepPer f | nt erval Ti neEl apsed OBJECT- TYPE

SYNTAX HCPer f Ti meEl apsed
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The duration of a particular interval in seconds.
Adj ustnments in the systenis tinme-of-day clock may
cause the interval to be greater or less than the
normal value. Therefore, this actual interval value
is provided."”

= { pwCepPerflinterval Entry 4 }

pwCepPer f | nt er val Dbal nPacket sHC OBJECT- TYPE

SYNTAX HCPer f | nt er val Count
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
“"Nunber of DBA packets received."
::= { pwCepPerflnterval Entry 5 }

pwCepPer f | nt er val DbaCut Packet sHC OBJECT- TYPE

SYNTAX HCPer f | nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Nunmber of DBA packets sent."
1= { pwCepPerflnterval Entry 6 }

-- Pointer adjustnent stats
pwCepPer f | nt er val | nNegPt r Adj ust OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

“"Nunber of negative pointer adjustnments sent on the
SONET path based on CEP pointer adjustnents received."
c:= { pwCepPerflnterval Entry 7 }

pwCepPer f I nt erval | nPosPt r Adj ust OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Nunber of positive pointer adjustments sent on the
SONET path based on CEP pointer adjustnents received."
= { pwCepPerflnterval Entry 8 }

pwCepPer f | nt erval | nPt r Adj ust Secs OBJECT- TYPE

SYNTAX Per f | nt er val Count
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Nurber of seconds in which a positive or negative
poi nter adjustnment was sent on the SONET path."
c:= { pwCepPerflnterval Entry 9 }

pwCepPer f | nt er val Qut NegPt r Adj ust OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Nunber of negative pointer adjustments seen on the
SONET path and encoded onto sent CEP packets."
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= { pwCepPerflnterval Entry 10 }

pwCepPer f | nt er val Qut PosPt r Adj ust OBJECT- TYPE

SYNTAX Per f | nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

“"Nunber of positive pointer adjustnments seen on the
SONET path and encoded onto sent CEP packets."
c:={ pwCepPerflnterval Entry 11 }

pwCepPer f | nt er val Qut Pt r Adj ust Secs OBJECT- TYPE

SYNTAX Per f I nt er val Count
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Nunber of seconds in which a positive or negative
poi nter adjustnment was seen on the SONET path."
c:={ pwCepPerflnterval Entry 12 }

pwCepPer f | nt er val AbsPt r Adj ust OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The rel ative adjustnent drift between i nbound
and out bound streans.

It is calculated as absol ute val ue of:
(I nPosPt r Adj ust - | nNNegPt r Adj ust) -
(Qut PosPtrAdjust - Qut NegPtrAdjust)"
c:= { pwCepPerflnterval Entry 13 }

pwCepPer f I nt erval M ssi ngPkt s OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Nunber of missing packets (as detected via CEP header
sequence nunber gaps)."
= { pwCepPerflinterval Entry 14 }

pwCepPer f | nt er val Pkt sCoseq OBJECT- TYPE

SYNTAX Per f I nt erval Count
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
“"Nunber of packets detected out of sequence (via CEP
header sequence nunbers) but successfully reordered.
Not e: Sone inpl enentations mat not support this
feature (see pwCepCf gPkt Reorder)."
= { pwCepPerflinterval Entry 15 }

pwCepPer f | nt er val Pkt sCoRngDr opped OBJECT- TYPE

SYNTAX Per f I nt erval Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Nunber of packets detected out of range (via CEP
header sequence nunbers) and coul d not be reordered
or could not fit in the jitter buffer.”

c:={ pwCepPerflnterval Entry 16 }

pwCepPer f I nt erval Jt r Bf r Under runs OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Nunmber of times a packet needed to be played
out and the jitter buffer was enpty."
= { pwCepPerflnterval Entry 17 }

pwCepPer f | nt er val Pkt sMal f or med OBJECT- TYPE

SYNTAX Per f | nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Nunber of packets detected with unexpected size or bad
headers stack."
c:={ pwCepPerflnterval Entry 18 }

pwCepPer f | nt er val Sunmar yErrors OBJECT- TYPE

SYNTAX Per f I nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"A summary of all the packet-error types above (from
m ssing packets to bad | ength packets)."
= { pwCepPerflnterval Entry 19 }

pwCepPer f | nt er val ESs OBJECT- TYPE
SYNTAX Per f I nt er val Count
UNI TS "seconds”
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Errored
Seconds encountered. "

c:= { pwCepPerflnterval Entry 20 }

pwCepPer f | nt er val SESs OBJECT- TYPE

SYNTAX Per f | nt er val Count
UNI TS "seconds”

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The counter associated with the nunber of
Severely Errored Seconds encountered."
c:= { pwCepPerflnterval Entry 21 }

pwCepPer f | nt er val UASs OBJECT- TYPE

SYNTAX Per f I nt er val Count
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The counter associated with the nunber of
Unavai | abl e Seconds encountered."”
= { pwCepPerflnterval Entry 22 }

pwCepPer f | nt er val FC OBJECT- TYPE

SYNTAX Per f | nt er val Count
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"CEP Failure Counts (FC-CEP). The nunber of CEP failure
events. A failure event begins when the LOPS failure
is declared and ends when the failure is cleared. A
failure event that begins in one period and ends in
another period is counted only in the period in which
it begins."
c:= { pwCepPerflnterval Entry 23 }

-- End CEP Performance 15-M nute Interval Table
-- CEP Performance 1-Day Tabl e

pwCepPer f 1Dayl nt er val Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PwCepPerf 1Dayl nterval Entry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"This table provides per CEP PW perfornmance infornmation,
the current day’ s nmeasurenment, and the previous day’s

i nterval .

May 2011

In the extrene case where one of the error counters has

overfl owed during the one-day interval,

the error counter

MUST NOT wap around and MJUST return the maxi mum val ue."

= { pwCepObjects 7 }

pwCepPer f 1Dayl nt er val Entry OBJECT- TYPE

SYNTAX PwCepPer f 1Dayl nt erval Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

I NDEX { pw ndex,

"An entry is created in this table by the agent for
every entry in the pwCepTabl e and for each day
interval up to the nunber of supported historical

interval s."

::= { pwCepPerflDayl nterval Table 1 }

PwCepPer f 1Dayl nterval Entry ::= SEQUENCE {

pwCepPer f 1Dayl nt er val Nunber
pwCepPer f 1Dayl nt er val Val i dDat a
pwCepPer f 1Dayl nt er val Moni Secs

pwCepPer f 1Dayl nt er val Dbal nPacket sHC
pwCepPer f 1Dayl nt er val DbaQut Packet sHC

pwCepPer f 1Dayl nt er val | nNegPt r Adj ust
pwCepPer f 1Dayl nt er val | nPosPt r Adj ust
pwCepPer f 1Dayl nt er val | nPt r Adj ust Secs
pwCepPer f 1Dayl nt er val Qut NegPt r Adj ust
pwCepPer f 1Dayl nt er val Qut PosPt r Adj ust
pwCepPer f 1Dayl nt er val Qut Pt r Adj ust Secs
pwCepPer f 1Dayl nt er val AbsPt r Adj ust

pwCepPer f 1Dayl nt er val M ssi ngPkt s
pwCepPer f 1Dayl nt er val Pkt sQoseq
pwCepPer f 1Dayl nt er val Pkt sCoRngDr opped
pwCepPer f 1Dayl nt er val Jt r Bf r Under r uns
pwCepPer f 1Dayl nt er val Pkt shal f or ned
pwCepPer f 1Dayl nt er val Summar yErr or s

Zelig, et al. St andards Track

pwCepPer f 1Dayl nt er val Nunber }

Unsi gned32,
Tr ut hVval ue,
HCPer f Ti neEl apsed,

Count er 64,
Count er 64,

Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
I nt eger 32,

Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
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pwCepPer f 1Dayl nt er val ESs Count er 32,
pwCepPer f 1Dayl nt er val SESs Count er 32,
pwCepPer f 1Dayl nt er val UASs Count er 32,
pwCepPer f 1Dayl nt er val FC Count er 32
}
pwCepPer f 1Dayl nt er val Nunber OBJECT- TYPE

SYNTAX Unsi gned32( 1. . 31)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"History Data Interval nunber. Interval 1 is the current day

neasurenent period; interval 2 is the nost recent previous
day; and interval 30 is 31 days ago."
::= { pwCepPerflDayl nterval Entry 1 }

pwCepPer f 1Dayl nt er val Val i dDat a OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This variable indicates if the data for this interva
is valid."
.= { pwCepPerflDayl nterval Entry 2 }

pwCepPer f 1Dayl nt er val Moni Secs OBJECT- TYPE

SYNTAX HCPer f Ti meEl apsed
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The amount of tine in the 1-day interval over which the
performance nmonitoring information is actually counted.
This value will be the sane as the interval duration except
in situations where performance nmonitoring data coul d not
be collected for any reason or the agent clock was
adj usted. "
::= { pwCepPerflDayl nterval Entry 3 }

pwCepPer f 1Dayl nt er val Dbal nPacket sHC OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nurber of DBA packets received."
::= { pwCepPerflDayl nterval Entry 4 }
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pwCepPer f 1Dayl nt er val DbaQut Packet sHC OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of DBA packets sent."
.= { pwCepPerflDayl nterval Entry 5 }

-- Pointer adjustnent stats

pwCepPer f 1Dayl nt er val | nNegPt r Adj ust OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of negative pointer adjustments sent on the
SONET path based on CEP pointer adjustnents received."
.= { pwCepPerflDayl nterval Entry 6 }

pwCepPer f 1Dayl nt er val | nPosPt r Adj ust OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

“"Nunber of positive pointer adjustnments sent on the
SONET path based on CEP pointer adjustnents received."
::= { pwCepPerflDayl nterval Entry 7 }

pwCepPer f 1Dayl nt er val | nPt r Adj ust Secs OBJECT- TYPE

SYNTAX Count er 32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunmber of seconds in which a positive or negative pointer
adj ustment was sent on the SONET path."
.= { pwCepPerflDayl nterval Entry 8 }

pwCepPer f 1Dayl nt er val Qut NegPt r Adj ust OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

“"Nunber of negative pointer adjustnments seen on the
SONET path and encoded onto sent CEP packets."
::= { pwCepPerflDayl nterval Entry 9 }

Zelig, et al. St andards Track [ Page 48]



RFC 6240 PWE3 CEP M B May 2011

pwCepPer f 1Dayl nt er val Qut PosPt r Adj ust OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of positive pointer adjustnments seen on the
SONET path and encoded onto sent CEP packets."
::= { pwCepPerflDayl nterval Entry 10 }

pwCepPer f 1Dayl nt er val Qut Pt r Adj ust Secs OBJECT- TYPE

SYNTAX Count er 32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of seconds in which a positive or negative pointer
adj ustment was seen on the SONET path.”
::= { pwCepPerflDayl nterval Entry 11 }

pwCepPer f 1Dayl nt er val AbsPt r Adj ust OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The rel ative adjustnent of drift between inbound
and out bound streans. It is calculated as absolute
val ue of:
(I nPosPt r Adj ust - | nNegPt r Adj ust) -
(Qut PosPtrAdj ust - Qut NegPtrAdjust)"”

::= { pwCepPerflDayl nterval Entry 12 }

pwCepPer f 1Dayl nt er val M ssi ngPkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of m ssing packets (as detected via CEP header
sequence nunber gaps)."
::= { pwCepPerflDayl nterval Entry 13 }

pwCepPer f 1Dayl nt er val Pkt sCoseq OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
“"Nunber of packets detected out of sequence (via CEP
header sequence nunbers) but successfully reordered.
Not e: Sone inplenmentations may not support this feature
(see pwCepCf gPkt Reorder)."
::= { pwCepPerflDayl nterval Entry 14 }

pwCepPer f 1Dayl nt er val Pkt sCoRngDr opped OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of packets detected out of range (via CEP header
sequence nunbers) and could not be reordered or could not
fit inthe jitter buffer.”

::= { pwCepPerflDayl nterval Entry 15 }

pwCepPer f 1Dayl nt er val Jtr Bf r Under runs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of times a packet needed to be played out, and the
jitter buffer was enpty."
.= { pwCepPerflDayl nterval Entry 16 }

pwCepPer f 1Dayl nt er val Pkt sMal f or med OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of packets detected with unexpected size or bad
headers stack."
::= { pwCepPerflDayl nterval Entry 17 }

pwCepPer f 1Dayl nt er val Summar yErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A summary of all the packet-error types above (from
m ssing packets to bad | ength packets)."
.= { pwCepPerflDayl nterval Entry 18 }

pwCepPer f 1Dayl nt er val ESs OBJECT- TYPE
SYNTAX Count er 32
UNI TS "seconds”
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"The counter associated with the nunber of Errored
Seconds encountered. "
::= { pwCepPerflDayl nterval Entry 19 }

pwCepPer f 1Dayl nt er val SESs OBJECT- TYPE

SYNTAX Count er 32
UNI TS "seconds”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter associated with the nunber of Severely
Errored Seconds. See pwCepCfgM ssingPktsToSes. "
::= { pwCepPerflDayl nterval Entry 20 }

pwCepPer f 1Dayl nt er val UASs OBJECT- TYPE

SYNTAX Count er 32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter associated with the nunber of
unavai |l abl e seconds. See pwCepCf gSesToUAS.

NOTE: When first entering the UAS state, the nunber
of SesToUas is added to this object; then, as each
addi ti onal UAS occurs, this object increments by one.

NOTE: Simlar to [RFC3592], if the agent chooses to update
the various performance statistics in real tinme, it nust

be prepared to retroactively reduce the ES and SES counts

(by the value of pwCepCfgSesTolUas) and increase the UAS
count (by that sane value) when it determ nes that UAS
state has been entered.”

::= { pwCepPerflDayl nterval Entry 21 }

pwCepPer f 1Dayl nt er val FC OBJECT- TYPE

Zeli g,

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"CEP Failure Counts (FC-CEP). The nunber of CEP failure
events. A failure event begins when the LOPS failure
is declared and ends when the failure is cleared.”

::= { pwCepPerflDayl nterval Entry 22 }

End of CEP Performance 1-Day Tabl e
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-- Conformance information

pwCepG oups OBJECT I DENTIFIER ::= { pwCepConfornmance 1 }
pwCepConpl i ances OBJECT | DENTI FI ER :: = { pwCepConfornmance 2 }
-- Compliance statement for full conpliant inplenentations

pwCepModul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for agents that support
full CEP PWconfiguration through this MB nodul e."

MODULE -- this nodul e
MANDATORY- GROUPS { pwCepGr oup,
pwCepCf gG oup,
pwCepPer f Cur rent Gr oup,
pwCepPer f | nt er val G oup,
pwCepPer f 1Dayl nt er val G- oup

}

GROUP pwCepFr act i onal G oup
DESCRI PTION "This group is only mandatory for inplenentations
that support fractional SPE."

GROUP pwCepFracti onal St s1Vc3G oup
DESCRI PTION "This group is only mandatory for inplenentations
that support the fractional STS-1/VC 3."

GROUP pwCepFr acti onal Vc4G oup
DESCRI PTION "This group is only mandatory for inplenentations
that support the fractional VC4."

GROUP pwCepSi gnal i ngG oup
DESCRI PTION "This group is only mandatory for inplenentations
that support the CEP PWsignaling."

OBJECT pwCepType

SYNTAX | NTEGER { spe(1) }

M N-ACCESS read-only

DESCRI PTION "The support of the value vt(2) or fracSpe(3) is
optional. |If either of these options are
supported, read-wite access is not required."

Zelig, et al. St andards Track [ Page 52]



RFC 6240

Zeli g,

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
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pwCepSonet Payl oadLengt h

read-only

"Wite access is not required for inplenentations
that support only the default values (which are
based on the pwCepType)."

pwCepCf gM nPkt Lengt h

read-only

"Wite access is not required for inplenentations
that support only a single predefined value."

pwCepCf gEnabl eDBA

read-only

"Wite access is not required for inplenentations
that support only a single predefined value."

pwCepCf gRt pHdr Suppr ess

read-only

"Wite access is not required for inplenmentations
that do not support RTP header for CEP
connections."

pwCepCf gConsecPkt sl nsync

read-only

"Wite access is not required for inplenmentations
that support only a single predefined value."

pwCepCf gConsecM ssi ngQut Sync

read-only

"Wite access is not required for inplenmentations
that support only a single predefined value."

pwCepCf gPkt Err or Pl ayCQut Val ue

read-only

"Wite access is not required for inplenmentations
that support only a single predefined value."

pwCepCf gM ssi ngPkt sToSes

read-only

"Wite access is not required for inplenentations
that support only a single predefined value.”

pwCepCf gSesToUas

read-only

"Wite access is not required for inplenentations
that support only a single predefined value."

pwCepCf gSecsToExi t Uas
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M N-ACCESS read-only
DESCRI PTION "Wite access is not required for inplenentations
that support only a single predefined value."

OBJECT pwCepCf gNane
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."

OBJECT pwCepCf gRowSt at us

SYNTAX RowSt atus { active(1l), notlnService(2),
not Ready(3) }

VRl TE- SYNTAX RowSt atus { active(1l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON " Support for createAndWait is not required."”

OBJECT pwCepFr acMbde

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
that support only a single predefined value."

CBJECT pwCepFr acAsync

SYNTAX PwCepFracAsyncMap { other(1) }

M N-ACCESS read-only

DESCRI PTI ON " Support for ds3(2) or e3(3) and read-wite access
is not required if the inplenentations do not
support these options."

OCBJECT pwCepFr acVt gMap

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
that support only a single predefined value."

OBJECT pwCepFr acEbm

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
where the EBMis derived fromconfiguration in
ot her M B nodul es."

OBJECT pwCepFr ac SdhVc4Mbde

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
that support only a single predefined value."

OBJECT pwCepFr acSdhVc4Tu3Mapl

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
that support only a single predefined value."
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OBJECT pwCepFr acSdhVc4Tu3Map2

M N- ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
that support only a single predefined value."

OBJECT pwCepFr acSdhVc4Tu3Map3

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
that support only a single predefined value."

OBJECT pwCepFr acSdhVc4Tug2Mapl

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
that support only a single predefined value."

OBJECT pwCepFr acSdhVc4Tug2Map?2

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
that support only a single predefined value."

OBJECT pwCepFr acSdhVc4Tug2Map3

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
that support only a single predefined value."

OBJECT pwCepFr ac SdhVc4Ebml

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
where the EBMis derived fromconfiguration in
other M B nodul es. "

OBJECT pwCepFr ac SdhVc4Ebn

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
where the EBMis derived fromconfiguration in
other M B nodul es. "

OBJECT pwCepFr ac SdhVc4EbnS

M N-ACCESS read-only

DESCRI PTION "Wite access is not required for inplenentations
where the EBMis derived fromconfiguration in
other M B nodul es. "
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OBJECT pwCepFr acRowSt at us

SYNTAX RowSt atus { active(1l), notlnService(2),
not Ready(3) }

WRI TE- SYNTAX RowSt atus { active(1l), notlnService(2),
creat eAndGo(4), destroy(6)

}
DESCRI PTI ON " Support for createAndWait is not required."
c:= { pwCepConpliances 1}
-- Compliance requirement for read-only conpliant inplenmentations

pwCepMdul eReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for agents that provide
read-only support for the PWCEP M B Mdule. Such
devi ces can be nonitored but cannot be configured
using this MB nodule."

MODULE -- this nodul e
MANDATORY- GROUPS { pwCepGr oup,
pwCepCf gG oup,
pwCepPer f Cur rent Gr oup,
pwCepPer f | nt er val G oup,
pwCepPer f 1Dayl nt er val G- oup

}

GROUP pwCepFr act i onal G oup
DESCRI PTION "This group is only mandatory for inplenentations
that support fractional SPE."

GROUP pwCepFracti onal St s1Vc3G oup
DESCRI PTION "This group is only mandatory for inplenentations
that support the fractional STS-1/VC3."

GROUP pwCepFr acti onal Vc4G oup
DESCRI PTION "This group is only mandatory for inplenentations
that support the fractional VC4."

GROUP pwCepSi gnal i ngG oup
DESCRI PTION "This group is only mandatory for inplenentations
that support the CEP PWsignaling."

OBJECT pwCepType

M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”
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OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON
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pwCepSonet | f I ndex
read-only

"Wite access is not required.

pwCepCf gl ndex
read-only

"Wite access is not required.

pwCepSonet Payl oadLengt h
read-only

"Wite access is not required.

pwCepCf gM nPkt Lengt h
read-only

"Wite access is not required.

pwCepCf gEnabl eDBA
read-only

"Wite access is not required.

pwCepCf gRt pHdr Suppr ess
read-only

"Wite access is not required.

pwCepCf gJt r Bf r Dept h
read-only

"Wite access is not required.

pwCepCf gConsecPkt sl nsync
read-only

"Wite access is not required.

pwCepCf gConsecM ssi ngQut Sync
read-only

"Wite access is not required.

pwCepCf gPkt Err or Pl ayCQut Val ue
read-only

"Wite access is not required.

pwCepCf gM ssi ngPkt sToSes
read-only

"Wite access is not required.

pwCepCf gSesToUas
read-only

"Wite access is not required.
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OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT
M N- ACCESS
DESCRI PTI ON

OBJECT

M N- ACCESS
DESCRI PTI ON
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pwCepCf gSecsToExi t Uas
read-only

"Wite access is not required.

pwCepCf gRowSt at us
read-only

"Wite access is not required.

pwCepCf gSt or ageType
read-only

"Wite access is not required.

pwCepFr acMde
read-only

"Wite access is not required.

pwCepFr acAsync
read-only

"Wite access is not required.

pwCepFr acVt gMap
read-only

"Wite access is not required.

pwCepFr acEbm
read-only

"Wite access is not required.

pwCepFr acSdhVc4Mbde
read-only

"Wite access is not required.

pwCepFr acSdhVc4Tu3Mapl
read-only

"Wite access is not required.

pwCepFr acSdhVc4Tu3Map2
read-only

"Wite access is not required.

pwCepFr acSdhVc4Tu3Map3
read-only

"Wite access is not required.

pwCepFr acSdhVc4Tug2Mapl
read-only

"Wite access is not required.
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OBJECT pwCepFr acSdhVc4Tug2Map?2
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."
OBJECT pwCepFr acSdhVc4Tug2Map3
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."
OBJECT pwCepFr ac SdhVc4Ebml
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”
OBJECT pwCepFr ac SdhVc4Ebn?
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."
OBJECT pwCepFr ac SdhVc4Ebn8
M N-ACCESS read-only
DESCRI PTION "Wite access is not required."
OBJECT pwCepFr acRowSt at us
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”
OBJECT pwCepFr acSt or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required."
::= { pwCepConpliances 2 }

Units of confornmance

pwCepG oup OBJECT- GROUP

Zeli g,

OBJECTS {
pwCepType,
pwCepSonet | f | ndex,

pwCepSonet Confi gError O St at us,

pwCepCf gl ndex,
pwCepTi meEl apsed,
pwCepVal i dl nt erval s,
pwCepl ndi cati ons,
pwCepLast EsTi neSt anp

STATUS current
DESCRI PTI ON
"Col |l ecti on of objects for
status."
o= { pwCepGroups 1}
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pwCepSi gnal i ngG oup OBJECT- GROUP
OBJECTS {
pwCepPeer CepOpt i on

STATUS current

DESCRI PTI ON
"Col | ection of objects required if the network el enent
support CEP connections signaling."

= { pwCepGoups 2 }

pwCepCf gG oup OBJECT- GROUP
OBJECTS {
pwCepCf gl ndexNext ,

pwCepSonet Payl oadLengt h,
pwCepCf gM nPkt Lengt h,
pwCepCf gPkt Reor der ,
pwCepCf gEnabl eDBA,

pwCepCf gRt pHdr Suppr ess,
pwCepCf gJt r Bf r Dept h,

pwCepCf gConsecPkt sl nsync,
pwCepCf gConsecM ssi ngQut Sync,

pwCepCf gPkt Err or Pl ayCQut Val ue,

pwCepCf gM ssi ngPkt sToSes,
pwCepCf gSesTolUas,
pwCepCf gSecsToExi t Uas,

pwCepCf gNane,
pwCepCf gRowSt at us,
pwCepCf gSt or ageType

}

STATUS current

DESCRI PTI ON
"Col | ection of detailed objects needed to
configure CEP PWs."

o= { pwCepGoups 3}

pwCepPer f Current G oup OBJECT- GROUP
OBJECTS {
pwCepPer f Cur r ent Dbal nPacket sHC,
pwCepPer f Cur r ent DbaCQut Packet sHC,
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pwCepPer f Cur rent | nNegPt r Adj ust
pwCepPer f Current | nPosPt r Adj ust
pwCepPer f Current | nPt r Adj ust Secs,
pwCepPer f Cur r ent Qut NegPt r Adj ust,
pwCepPer f Cur r ent Qut PosPt r Adj ust,
pwCepPer f Cur r ent Qut Pt r Adj ust Secs,
pwCepPer f Cur rent AbsPt r Adj ust,
pwCepPer f Current M ssi ngPkt s,
pwCepPer f Cur r ent Pkt sOoseq,
pwCepPer f Cur r ent Pkt sCoRngDr opped,
pwCepPer f Current Jt r Bf r Under r uns,
pwCepPer f Cur r ent Pkt shal f or ned,
pwCepPer f Cur rent Summar yError s,

pwCepPer f Cur r ent ESs,
pwCepPer f Cur r ent SESs,
pwCepPer f Cur r ent UASs,
pwCepPer f Current FC

}
STATUS current
DESCRI PTI ON
"Col l ection of statistics objects for CEP PW."
i= { pwCepG oups 4 }

pwCepPer f | nt erval G oup OBJECT- GROUP
OBJECTS {
pwCepPer f | nt er val Val i dDat a,
pwCepPer f | nt er val Reset,
pwCepPer f | nt er val Ti meEl apsed,

pwCepPer f | nt er val Dbal nPacket sHC,
pwCepPer f | nt er val DbaCQut Packet sHC,

pwCepPer f | nt er val | nNegPt r Adj ust,
pwCepPer f I nt er val | nPosPt r Adj ust
pwCepPer f I nt erval | nPt r Adj ust Secs,
pwCepPer f | nt er val Qut NegPt r Adj ust
pwCepPer f | nt er val Qut PosPt r Adj ust
pwCepPer f | nt er val Qut Pt r Adj ust Secs,
pwCepPer f | nt er val AbsPt r Adj ust

pwCepPer f I nt erval M ssi ngPkt s,
pwCepPer f | nt er val Pkt sOoseq,
pwCepPer f | nt er val Pkt sCoRngDr opped,
pwCepPer f | nt er val Jt r Bf r Under r uns,
pwCepPer f | nt er val Pkt sival f or med,
pwCepPer f | nt er val Summar yErr or s,
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pwCepPer f | nt er val ESs,
pwCepPer f | nt er val SESs,
pwCepPer f | nt er val UASs,
pwCepPer f | nt erval FC

}
STATUS current
DESCRI PTI ON
"Col l ection of statistics objects for CEP PW."
i= { pwCepGoups 5 }

pwCepPer f 1Dayl nt er val G- oup OBJECT- GROUP
OBJECTS {
pwCepPer f 1Dayl nt er val Val i dDat a,
pwCepPer f 1Dayl nt er val Moni Secs,

pwCepPer f 1Dayl nt er val Dbal nPacket sHC,
pwCepPer f 1Dayl nt er val DbaQut Packet sHC,

pwCepPer f 1Dayl nt er val | nNegPt r Adj ust ,
pwCepPer f 1Dayl nt er val | nPosPt r Adj ust
pwCepPer f 1Dayl nt er val | nPt r Adj ust Secs,
pwCepPer f 1Dayl nt er val Qut NegPt r Adj ust ,
pwCepPer f 1Dayl nt er val Qut PosPt r Adj ust ,
pwCepPer f 1Dayl nt er val Qut Pt r Adj ust Secs,
pwCepPer f 1Dayl nt er val AbsPt r Adj ust,

pwCepPer f 1Dayl nt er val M ssi ngPkt s,
pwCepPer f 1Dayl nt er val Pkt sOoseq,
pwCepPer f 1Dayl nt er val Pkt sOQoRngDr opped,
pwCepPer f 1Dayl nt er val Jtr Bf r Under r uns,
pwCepPer f 1Dayl nt er val Pkt shal f or ned,
pwCepPer f 1Dayl nt er val Summar yError s,

pwCepPer f 1Dayl nt er val ESs,
pwCepPer f 1Dayl nt er val SESs,
pwCepPer f 1Dayl nt er val UASs,
pwCepPer f 1Dayl nt er val FC

}
STATUS current
DESCRI PTI ON
"Col l ection of statistics objects for CEP PW."
o= { pwCepGoups 6 }
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pwCepFr acti onal G oup OBJECT- GROUP
OBJECTS {
pwCepFr acRowSt at us,
pwCepFr acSt or ageType

}

STATUS current

DESCRI PTI ON
"Col l ection of fractional SPE objects. These objects
are optional and should be supported only if
fractional SPE is supported within the network
el ement . "

o= { pwCepGoups 7 }

pwCepFracti onal St s1Vc3G oup OBJECT- GROUP
OBJECTS {
pwCepFr acMode,
pwCepFr acConfi gError,
pwCepFr acAsync,
pwCepFr acVt ghap,
pwCepFr acEbm
pwCepFr acPeer Ebm

}

STATUS current

DESCRI PTI ON
"Col l ection of fractional STS-1/VC3 objects. These
obj ects are optional and should be supported only if
fractional STS-1/VC3 is supported within the network
el ement . "

i= { pwCepG oups 8 }

pwCepFr acti onal Vc4G oup OBJECT- GROUP
OBJECTS {

pwCepFr ac SdhVc4Mode,
pwCepFr acSdhVc4Tu3Mapl,
pwCepFr acSdhVc4Tu3Map2,
pwCepFr acSdhVc4Tu3Map3,
pwCepFr acSdhVc4Tug2Mapl,
pwCepFr acSdhVc4Tug2Map2,
pwCepFr acSdhVc4Tug2Map3,
pwCepFr ac SdhVc4Ebmil,
pwCepFr ac SdhVc4Ebn?,
pwCepFr ac SdhVc4Ebns,
pwCepFr acSdhVc4Peer Ebnil,
pwCepFr acSdhVc4Peer Ebn2,
pwCepFr acSdhVc4Peer EbnB

}
STATUS current
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DESCRI PTI ON
"Col l ection of fractional VC4 objects. These objects
are optional and should be supported only if
fractional VC4 is supported within the network
el ement . "
o= { pwCepGoups 9 }

END
8. Security Considerations

It is clear that this MB nodule is potentially useful for nmonitoring
CEP PW. This MB can also be used for configuration of certain

obj ects, and anything that can be configured can be incorrectly
configured, with potentially disastrous results.

There are nunber of managenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sonme network
environnents. The support for SET operations in a non-secure

envi ronnent w t hout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

o The pwCepTabl e, pwCepCfgTable, and pwCepFracTabl e contain objects
to CEP PWparaneters on a Provi der Edge (PE) device. Unauthorized
access to objects in these tables could result in disruption of
traffic on the network. The use of stronger nechani sns such as
SNWPv3 security shoul d be consi dered where possible.

Specifically, SNWMPv3 VACM and USM MJST be used with any v3 agent
whi ch inplenents this MB nodule. Adninistrators should consider
whet her read access to these objects should be allowed, since read
access may be undesirabl e under certain circunstances.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNVMP. These are the tables and objects and their
sensitivity/vulnerability:

o The pwCepTabl e, pwCepPerf Current Tabl e, pwCepPerflnterval Tabl e, and
pwCepPer f 1Dayl nt er val Tabl e col | ectively show the CEP pseudowire
connectivity topology and its perfornmance characteristics. |If an
Admi ni strator does not want to reveal this information, then these
tabl es shoul d be consi dered sensitive/vul nerabl e.
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10.

10.

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple, by using |IPsec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/change/create/delete) the objects in this
M B nodul e.

It is RECOWENDED that inplenenters consider the security features
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut hentication and privacy).

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them

| ANA Consi der ati ons

The M B nmodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Numbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

pwCepSt dM B { mb-2 200 }
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