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1. Introduction

Thi s docunment defines basic |Pv6 features for a residential or small -
office router, referred to as an IPv6 CE router. Typically, these
routers al so support |Pv4.

M xed environnents of dual -stack hosts and | Pv6-only hosts (behind
the CE router) can be nmore conplex if the I Pv6-only devices are using
a translator to access |IPv4 servers [ RFC6144]. Support for such

m xed environnents is not in scope of this docunent.

Thi s docunent specifies how an | Pv6 CE router automatically
provisions its WAN i nterface, acquires address space for provisioning
of its LAN interfaces, and fetches other configuration information
fromthe service provider network. Automatic provisioning of nore
conpl ex topology than a single router with multiple LAN interfaces is
out of scope for this document.

See [ RFC4779] for a discussion of options avail able for depl oying
| Pv6 in service provider access networks.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Term nol ogy

End- User Net wor k one or nore links attached to the IPv6 CE
router that connect | Pv6 hosts.

| Pv6 Custonmer Edge Router a node intended for home or snall-office
use that forwards | Pv6 packets not
explicitly addressed to itself. The |Pv6
CE router connects the end-user network to
a service provi der network.

| Pv6 Host any device inplenenting an | Pv6 stack
receiving | Pv6 connectivity through the
| Pv6 CE router.

LAN I nterface an |Pv6 CE router’s attachment to a link in
the end-user network. Exanples are
Et hernets (sinple or bridged), 802.11
wi rel ess, or other LAN technol ogies. An
| Pv6 CE router may have one or nore
net wor k-l ayer LAN interfaces.

Servi ce Provider an entity that provides access to the
Internet. |In this docunment, a service
provi der specifically offers Internet
access using | Pv6, and nay al so offer |Pv4
Internet access. The service provider can
provi de such access over a variety of
di fferent transport nethods such as DSL,
cable, wireless, and others.

WAN | nterface an | Pv6 CE router’s attachnment to a link
used to provide connectivity to the service
provi der network; exanple Iink technol ogies
i ncl ude Ethernets (sinple or bridged), PPP
links, Frane Relay, or ATM networks, as
well as Internet-layer (or higher-Iayer)
“tunnel s", such as tunnels over |Pv4 or
| Pv6 itself.
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3. Architecture
3.1. Current |IPv4 End-User Network Architecture

An end-user network will likely support both IPv4 and IPv6. It is
not expected that an end-user will change their existing network
topology with the introduction of IPv6. There are sone differences
in how | Pv6 works and is provisioned; these differences have
implications for the network architecture. A typical |Pv4 end-user
network consists of a "plug and play" router with NAT functionality
and a single link behind it, connected to the service provider

net wor k.

A typical |Pv4 NAT depl oynent by default blocks all incom ng
connections. Opening of ports is typically allowed using a Universa
Plug and Play Internet Gateway Device (UPnP I GD) [UPnP-1CGD] or sone
other firewall control protocol

Anot her consequence of using private address space in the end-user
network is that it provides stable addressing; i.e., it never changes
even when you change service providers, and the addresses are al ways
there even when the WAN interface is down or the customer edge router
has not yet been provisioned.

Rewriting addresses on the edge of the network also allows for sone
rudi mentary mul ti hom ng, even though using NATs for nultihom ng does
not preserve connections during a fail-over event [RFCA864].

Many existing routers support dynam c routing, and advanced end-users
can build arbitrary, conplex networks using manual configuration of
address prefixes conmbined with a dynam c routing protocol

3.2. IPv6 End-User Network Architecture
The end-user network architecture for 1 Pv6 should provide equival ent
or better capabilities and functionality than the current |Pv4
architecture.

The end-user network is a stub network. Figure 1 illustrates the
nodel topology for the end-user network.
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Figure 1: An Exanple of a Typical End-User Network
This architecture describes the:
0 Basic capabilities of an I Pv6 CE router

o Provisioning of the WAN i nterface connecting to the service
provi der

o Provisioning of the LAN interfaces

For IPv6 multicast traffic, the I1Pv6 CE router nay act as a Milticast
Li stener Discovery (MD) proxy [ RFC4605] and may support a dynam c
nmul ticast routing protocol

The 1 Pv6 CE router nmay be manually configured in an arbitrary

topol ogy with a dynamic routing protocol. Autonatic provisioning and
configuration are described for a single I1Pv6 CE router only.
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3.

4.

4.

2.1. Local Conmmunication

Li nk-1ocal 1Pv6 addresses are used by hosts comuni cating on a single
[ink. Unique Local IPv6 Unicast Addresses (ULAs) [RFC4193] are used
by hosts communicating within the end-user network across multiple
links, but without requiring the application to use a globally

rout abl e address. The IPv6 CE router defaults to acting as the
denmarcati on poi nt between two networks by providing a ULA boundary, a
mul ti cast zone boundary, and ingress and egress traffic filters.

A dual -stack host is nultihomed to I Pv4 and | Pv6 networks. The |IPv4
and | Pv6 topol ogi es nay not be congruent, and different addresses may
have different reachability, e.g., ULAs. A host stack has to be able
to quickly fail over and try a different source address and
destinati on address pair if comrunication fails, as outlined in

[ HAPPY- EYEBALLS] .

At the time of this witing, several host inplenentations do not
handl e the case where they have an | Pv6 address configured and no

| Pv6 connectivity, either because the address itself has a linted
topol ogi cal reachability (e.g., ULA) or because the IPv6 CE router is
not connected to the IPv6 network on its WAN interface. To support
host inplenentations that do not handle multihoming in a nmulti-prefix
envi ronnent [ MULTI HOM NG W THOUT- NAT], the I Pv6 CE router should not,
as detailed in the requirenments bel ow, advertise itself as a default
router on the LAN interface(s) when it does not have |Pv6
connectivity on the WAN interface or when it is not provisioned with
| Pv6 addresses. For |ocal |1Pv6 conmunication, the mechani sms
specified in [ RFC4191] are used.

ULA addressing is useful where the IPv6 CE router has nmultiple LAN
interfaces with hosts that need to communicate with each other. |If
the IPv6 CE router has only a single LAN interface (IPv6 link), then
i nk-1ocal addressing can be used instead.

In the event that nore than one I1Pv6 CE router is present on the LAN,
then coexistence with IPv4 requires all of themto conformto these
recomendati ons, especially requirements ULA-5 and L-4 bel ow.

Requi renent s

1. Ceneral Requirenents

The I Pv6 CE router is responsible for inplenenting |IPv6 routing; that
is, the IPv6 CE router nust |look up the I Pv6 destinati on address in
its routing table to decide to which interface it should send the
packet .
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In this role, the IPv6 CE router is responsible for ensuring that
traffic using its ULA addressing does not go out the WAN i nterface,
and does not originate fromthe WAN interface.

G1l: An IPv6 CE router is an I Pv6 node according to the | Pv6 Node
Requi renments [ RFC4294] specification

G 2: The IPv6 CE router MJST inplenent | CMP according to [ RFC4443].
In particular, point-to-point |inks MJST be handl ed as
described in Section 3.1 of [RFC4443].

G 3: The IPv6 CE router MUST NOT forward any |IPv6 traffic between
its LAN interface(s) and its WAN interface until the router has
successfully conpleted the | Pv6 address acqui sition process.

G 4: By default, an IPv6 CE router that has no default router(s) on
its WAN interface MJUST NOT advertise itself as an |IPv6 default
router on its LAN interfaces. That is, the "Router Lifetine"
field is set to zero in all Router Advertisenment nessages it
ori gi nates [ RFC4861] .

G5: By default, if the IPv6 CE router is an advertising router and
loses its IPv6 default router(s) on the WAN interface, it MJST
explicitly invalidate itself as an IPv6 default router on each
of its advertising interfaces by imediately transmtting one
or nore Router Advertisenent nmessages with the "Router
Lifetime" field set to zero [ RFC4861].

4.2. WAN-Si de Configuration

The I1Pv6 CE router will need to support connectivity to one or nore
access network architectures. This document describes an |Pv6 CE
router that is not specific to any particular architecture or service
provi der and that supports all commonly used architectures.

| Pv6 Nei ghbor Discovery and DHCPv6 protocols operate over any type of
| Pv6- supported link layer, and there is no need for a |ink-Iayer-
specific configuration protocol for |IPv6 network-1ayer configuration
options as in, e.g., PPP IP Control Protocol (IPCP) for IPv4. This
section makes the assunption that the sane nechanismw Il work for
any link layer, be it Ethernet, the Data Over Cable Service Interface
Specification (DCOCSIS), PPP, or others.
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WAN- si de requirenents:

W1l: Wen the router is attached to the WAN interface link, it MJST
act as an IPv6 host for the purposes of statel ess [ RFC4862] or
stateful [RFC3315] interface address assignnent.

W?2: The IPv6 CE router MJST generate a |link-1ocal address and
finish Duplicate Address Detection according to [ RFC4862] pri or
to sending any Router Solicitations on the interface. The
source address used in the subsequent Router Solicitati on MIUST
be the link-local address on the WAN interface.

W 3: Absent other routing information, the IPv6 CE router MJST use
Rout er Di scovery as specified in [ RFC4861] to discover a
default router(s) and install default route(s) in its routing
table with the discovered router’s address as the next hop.

W4: The router MJST act as a requesting router for the purposes of
DHCPv6 prefix del egation ([ RFC3633]).

W5: DHCPv6 address assignnent (1A _NA) and DHCPv6 prefix del egation
(I'A_PD) SHOULD be done as a single DHCPv6 session

W6: The IPv6 CE router MJST use a persistent DHCP Uni que ldentifier
(DU D) for DHCPv6 nmessages. The DU D MUST NOT change between
network interface resets or IPv6 CE router reboots.

Li nk-1 ayer requirenents:

W.L-1: If the WAN interface supports Ethernet encapsul ation, then
the 1Pv6 CE router MJST support |IPv6 over Ethernet [RFC2464].

WL-2: If the WAN interface supports PPP encapsul ation, the I Pv6 CE
router MJUST support |Pv6 over PPP [ RFC5072].

W.L-3: If the WAN interface supports PPP encapsul ation, in a dual -
stack environment with | PCP and | PV6CP runni ng over one PPP
| ogi cal channel, the Network Control Protocols (NCPs) MJST be
treated as independent of each other and start and termnate
i ndependent | y.
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Addr ess assi gnnment requirenents:

WAA- 1:

WAA- 2:

WAA- 3:

WAA- 7:

WAA- 9:

The 1 Pv6 CE router MUST support Statel ess Address
Aut oconfi gurati on (SLAAC) [ RFC4862] .

The I Pv6 CE router MJST foll ow the recommendations in Section
4 of [RFC5942], and in particular the handling of the L flag
in the Router Advertisenent Prefix Information option.

The 1 Pv6 CE router MJIST support DHCPv6 [ RFC3315] client
behavi or.

The 1 Pv6 CE router MUST be able to support the follow ng
DHCPv6 options: | A NA Reconfigure Accept [RFC3315], and
DNS_SERVERS [ RFC3646] .

The 1 Pv6 CE router SHOULD support the DHCPv6 Sinpl e Network
Time Protocol (SNTP) option [RFC4075] and the Information
Refresh Tine option [ RFC4242].

If the IPv6 CE router receives a Router Advertisenment nessage
(described in [RFC4861]) with the Mflag set to 1, the |IPv6
CE router MJST do DHCPv6 address assignment (request an | A NA
option).

If the IPv6 CE router is unable to assign address(es) through
SLAAC, it MAY do DHCPv6 address assignnent (request an | A NA
option) even if the Mflag is set to O.

If the IPv6 CE router does not acquire global |Pv6
address(es) fromeither SLAAC or DHCPv6, then it MJST create
gl obal 1 Pv6 address(es) fromits del egated prefix(es) and
configure those on one of its internal virtual network

i nterfaces.

As a router, the IPv6 CE router MJST foll ow t he weak host
(Wak ES) nodel [RFC1122]. Wen originating packets from an
interface, it will use a source address from another one of
its interfaces if the outgoing interface does not have an
address of suitable scope.
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Prefix del egati on requirenents:

WPD- 1:

WPD- 2:

WPD- 3:

WPD- 4:

WPD- 5:

WPD- 6:

WPD- 7:

WPD- 8:

The 1 Pv6 CE router MJIST support DHCPv6 prefix del egation
requesting router behavior as specified in [RFC3633] (I A _PD
option).

The 1 Pv6 CE router MAY indicate as a hint to the del egating
router the size of the prefix it requires. If so, it MJST
ask for a prefix large enough to assign one /64 for each of
its interfaces, rounded up to the nearest nibble, and MJST be
configurable to ask for nore.

The 1 Pv6 CE router MUST be prepared to accept a del egated
prefix size different fromwhat is given in the hint. |If the
del egated prefix is too small to address all of its
interfaces, the I1Pv6 CE router SHOULD | og a system managenent
error.

The 1 Pv6 CE router MJUST always initiate DHCPv6 prefix
del egation, regardless of the Mand Oflags in a received
Rout er Adverti senent message.

If the IPv6 CE router initiates DHCPv6 before receiving a
Rout er Advertisement, it MJUST al so request an A NA option in
DHCPVv6.

If the del egated prefix(es) are aggregate route(s) of

mul tiple, nore-specific routes, the IPv6 CE router MJST

di scard packets that match the aggregate route(s), but not
any of the nore-specific routes. |n other words, the next
hop for the aggregate route(s) should be the nul
destination. This is necessary to prevent forwarding | oops
when sonme addresses covered by the aggregate are not
reachabl e [ RFC4632].

(a) The IPv6 CE router SHOULD send an | CVMPv6 Desti nation
Unr eachabl e nessage in accordance with Section 3.1 of
[ RFC4443] back to the source of the packet, if the
packet is to be dropped due to this rule.

If the 1Pv6 CE router requests both an A NA and an | A PD
option in DHCPv6, it MJST accept an I A PD option in DHCPv6
Advertise/ Reply nessages, even if the nessage does not
contai n any addresses.

By default, an IPv6 CE router MJUST NOT initiate any dynamc
routing protocol on its WAN interface.
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4.3. LAN-Side Configuration

The 1 Pv6 CE router distributes configuration information obtained
during WAN interface provisioning to | Pv6 hosts and assists |Pv6
hosts in obtaining | Pv6 addresses. It also supports connectivity of
these devices in the absence of any working WAN i nterface.

An I Pv6 CE router is expected to support an | Pv6 end-user network and
| Pv6 hosts that exhibit the follow ng characteristics:

1. Link-local addresses may be insufficient for allow ng |IPv6
applications to communicate with each other in the end-user
network. The IPv6 CE router will need to enable this
conmuni cati on by providing globally scoped uni cast addresses or
ULAs [ RFC4193], whether or not WAN connectivity exists.

2. 1 Pv6 hosts should be capabl e of using SLAAC and may be capabl e of
usi ng DHCPv6 for acquiring their addresses.

3. | Pv6 hosts may use DHCPv6 for other configuration information
such as the DNS_SERVERS option for acquiring DNS information

Unl ess ot herwi se specified, the follow ng requirenents apply to the
IPv6 CE router’s LAN interfaces only.

ULA requirenents:

ULA-1: The IPv6 CE router SHOULD be capabl e of generating a ULA
prefix [ RFC4193].

ULA-2: An IPv6 CE router with a ULA prefix MJUST maintain this prefix
consi stently across reboots.

ULA-3: The value of the ULA prefix SHOULD be user-configurable.

ULA-4: By default, the I1Pv6 CE router MUST act as a site border
router according to Section 4.3 of [RFC4193] and filter
packets with local |Pv6 source or destination addresses
accordi ngly.

ULA-5: An IPv6 CE router MUST NOT advertise itself as a default

router with a Router Lifetinme greater than zero whenever al
of its configured and del egated prefixes are ULA prefixes.
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LAN requirements:

L-1: The 1 Pv6 CE router MUST support router behavior according to
Nei ghbor Di scovery for |Pv6 [ RFC4861].

L-2: The 1 Pv6 CE router MJUST assign a separate /64 fromits
del egated prefix(es) (and ULA prefix if configured to provide
ULA addressing) for each of its LAN interfaces.

L-3: An I Pv6 CE router MIUST advertise itself as a router for the
del egated prefix(es) (and ULA prefix if configured to provide
ULA addressing) using the "Route Information Option" specified
in Section 2.3 of [RFC4191]. This advertisenent is
i ndependent of having or not having | Pv6 connectivity on the
WAN i nterface.

L-4: An I Pv6 CE router MJST NOT advertise itself as a default
router with a Router Lifetinme [RFC4861] greater than zero if
it has no prefixes configured or delegated to it.

L-5: The 1 Pv6 CE router MJST nmake each LAN interface an adverti sing
interface according to [ RFC4861].

L-6: In Router Advertisenent nessages, the Prefix Information
option's A and L flags MJST be set to 1 by default.

L-7: The A and L flags’ settings SHOULD be user-configurable.

L-8: The 1 Pv6 CE router MJIST support a DHCPv6 server capabl e of
| Pv6 address assignnment according to [ RFC3315] OR a statel ess
DHCPv6 server according to [RFC3736] on its LAN interfaces.

L-9: Unl ess the IPv6 CE router is configured to support the DHCPv6
| A NA option, it SHOULD set the Mflag to 0 and the Oflag to
1inits Router Advertisenment nessages [ RFC4861].

L-10: The I Pv6 CE router MJST support providing DNS i nformation in
the DHCPv6 DNS_SERVERS and DOVAI N_LI ST options [ RFC3646] .

L-11: The 1 Pv6 CE router SHOULD support providing DNS information in
the Router Advertisenment Recursive DNS Server (RDNSS) and DNS
Search List (DNSSL) options as specified in [ RFC6106].

L-12: The I Pv6 CE router SHOULD nake avail able a subset of DHCPv6
options (as listed in Section 5.3 of [RFC3736]) received from
the DHCPv6 client on its WAN interface to its LAN-si de DHCPv6
server.
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L-13: If the delegated prefix changes, i.e., the current prefix is
repl aced with a new prefix without any overlapping time
period, then the IPv6 CE router MJST i medi ately advertise the
old prefix with a Preferred Lifetime of zero and a Valid
Lifetime of the lower of the current Valid Lifetine and 2
hours (which nust be decrenented in real tine) in a Router
Advertisenment nmessage as described in Section 5.5.3, (e) of
[ RFC4862] .

L-14: The 1 Pv6 CE router MJST send an | CVMP Destination Unreachabl e
nmessage, code 5 (Source address failed ingress/egress policy)
for packets forwarded to it that use an address froma prefix
that has been deprecated.

4.4. Security Considerations

It is considered a best practice to filter obviously malicious
traffic (e.g., spoofed packets, "Martian" addresses, etc.). Thus,
the 1Pv6 CE router ought to support basic statel ess egress and
ingress filters. The CE router is also expected to offer mechanisns
to filter traffic entering the customer network; however, the method
by which vendors inplenment configurable packet filtering is beyond
the scope of this document.

Security requirenents:

S-1: The IPv6 CE router SHOULD support [RFC6092]. In particular
the 1Pv6 CE router SHOULD support functionality sufficient for
i mpl enenting the set of reconmendations in [ RFC6092],
Section 4. This docunent takes no position on whether such
functionality is enabled by default or nechanisns by which
users woul d configure it.

S-2: The IPv6 CE router MJST support ingress filtering in accordance
wi th BCP 38 [ RFC2827].
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