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1. Introduction

[ RFC4291] specifies that interface IDs for all unicast addresses,
except those that start with the binary value 000, are required to be
64 bits long and to be constructed in Mddified EU -64 fornat. In
addition, it defines the Subnet-Router anycast address, which is

i ntended to be used for applications where a node needs to

conmuni cate with any one of the set of routers on a link

Sone operators have been using 127-bit prefixes, but this has been

di scouraged due to conflicts with Subnet-Router anycast [RFC3627].
However, using 64-bit prefixes creates security issues that are
particularly problematic on inter-router |links, and there are other
valid reasons to use prefixes |longer than 64 bits, in particular /127
(see Section 5).
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Thi s docunent provides a rationale for using 127-bit prefix |engths,
reeval uates the reasons why doing so was consi dered harnful, and
speci fies how /127 prefixes can be used on inter-router |inks
configured for use as point-to-point |inks.

2. Scope of This Menp

Thi s docunent is applicable to cases where operators assign specific
addresses on inter-router point-to-point |inks and do not rely on

i nk-1ocal addresses. Many operators assign specific addresses for
the purposes of network nonitoring, reverse DNS resol ution for
traceroute and ot her nmanagenent tools, External Border Gateway
Protocol (EBGP) [RFC4271] peering sessions, and so on.

For the purposes of this document, an inter-router point-to-point
link is alink to which only two routers and no hosts are attached.
This may include Ethernet links that are configured to be point-to-
point. Links between a router and a host, or links to which both
routers and hosts are attached, are out of scope of this docunent.

The reconmendations in this docunent do not apply to the link-Iloca
addr ess scope.

3. Conventions Used in This Document

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

4. Problens Identified with 127-Bit Prefix Lengths in the Past

[ RFC3627] discourages the use of 127-bit prefix lengths due to
conflicts with the Subnet-Router anycast addresses, while stating
that the utility of Subnet-Router anycast for point-to-point links is
guesti onabl e.

[ RFC5375] al so says the usage of 127-bit prefix lengths is not valid
and shoul d be strongly di scouraged, but the stated reason for doing
this is to be in conpliance with [ RFC3627].

Though the analyses in the RFCs are correct, operational experience
with IPv6 has shown that /127 prefixes can be used successfully.

Kohno, et al. St andards Track [ Page 3]



RFC 6164 | Pv6 prefixlen p2p April 2011

5. Reasons for Using Longer Prefixes

There are reasons network operators use |Pv6 prefix |lengths greater
than 64, particularly 127, for inter-router point-to-point |inks.

5.1. Ping-Pong |ssue

A forwarding | oop may occur on a point-to-point link with a prefix

[ ength shorter than 127. This does not affect interfaces that

per f orm Nei ghbor Di scovery, but sone point-to-point |inks, which use
a medi um such as the Synchronous Optical Network (SONET), do not use
Nei ghbor Di scovery. As a consequence, configuring any prefix length
shorter than 127 bits on these |links can create an attack vector in
t he network.

The ping-pong issue happens in the case of IPv4 as well. But due to
the scarcity of |1Pv4 address space, the current practice is to assign
I ong prefix lengths such as /30 or /31 [ RFC3021] on point-to-point
links; thus, the problemdid not cone to the fore.

The latest | CMPv6 specification [ RFC4443] mitigates this problem by
specifying that a router receiving a packet on a point-to-point |ink,
where the packet is destined to an address within a subnet assigned
to that same link (other than one of the receiving router’s own
addresses), MJST NOT forward the packet back on that link. |nstead,
it SHOULD generate an | CMPv6 Destinati on Unreachabl e message (code 3)
in response. This check is on the forwarding processing path, so it
may have perfornmance i npact.

5.2. Nei ghbor Cache Exhaustion |ssue

As described in Section 4.3.2 of [RFC3756], the use of a 64-bit
prefix length on an inter-router link that uses Nei ghbor D scovery
(e.g., Ethernet) potentially allows for denial-of-service attacks on
the routers on the link

Consi der an Ethernet |ink between two routers, A and B, to which a
/ 64 subnet has been assigned. A packet sent to any address on the
/64 (except the addresses of A and B) will cause the router
attenpting to forward it to create a new cache entry in | NCOWLETE
state, send a Neighbor Solicitation message on the link, start a
retransmt tiner, and so on [ RFC4861].

By sending a continuous stream of packets to a |arge number of the
2764 - 3 unassigned addresses on the link (one for each router and
one for Subnet-Router anycast), an attacker can create a | arge number
of nei ghbor cache entries and cause one of the routers to send a

| arge nunber of Neighbor Solicitation packets that will never receive
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replies, thereby consumng |arge anounts of nenory and processing
resources. Sending the packets to one of the 2724 addresses on the
link that has the sane Solicited-Node nulticast address as one of the
routers al so causes the victimto spend | arge anounts of processing
time discardi ng usel ess Nei ghbor Solicitation nmessages.

Careful inplenmentation and rate-limting can limt the inpact of such
an attack, but are unlikely to neutralize it conpletely. Rate-
[imting Neighbor Solicitation nessages will reduce CPU usage, and
foll owi ng the garbage-collection reconrendations in [ RFC4861] wil|l

mai ntain reachability, but if the link is down and nei ghbor cache
entries have expired while the attack is ongoing, legitimte traffic
(for exanple, BGP sessions) over the link might never be
re-established, because the routers cannot resolve each others’ |Pv6
addresses to |ink-1ayer addresses.

This attack is not specific to point-to-point |inks, but is
particularly harnful in the case of point-to-point backbone Iinks,
which may carry |arge ampbunts of traffic to many destinations over
| ong di st ances.

VWile there are a nunber of ways to mitigate this kind of issue,
assigning /127 subnets elimnates it conpletely.

5.3. O her Reasons

Though address space conservation considerations are | ess inportant
for 1Pv6 than they are in I Pv4, sone operators prefer not to assign
/64s to individual point-to-point links. Instead, they may be able
to nunber all of their point-to-point links out of a single /64 or a
smal | nunber of /64s.

6. Recommendati ons

Rout ers MJST support the assignnent of /127 prefixes on point-to-
point inter-router links. Routers MJST di sabl e Subnet-Router anycast
for the prefix when /127 prefixes are used.

When assigning and using any /127 prefixes, the follow ng

consi derations apply. Sone addresses have special neanings, in
particul ar addresses corresponding to reserved anycast addresses.
When assi gni ng prefixes (and addresses) to |links, care should be
taken to ensure that addresses reserved for such purposes aren't

i nadvertently assigned and used as uni cast addresses. Qherwi se,
nodes may receive packets that they are not intended to receive.
Specifically, assum ng that a number of point-to-point links will be
nunbered out of a single /64 prefix:
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7.

8.

9.

10.

10.
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a) Addresses with all zeros in the rightnost 64 bits SHOULD NOT be

assigned as uni cast addresses, to avoid colliding with the
Subnet - Rout er anycast address [ RFC4291].

b) Addresses in which the rightnost 64 bits are assigned the

hi ghest 128 values (i.e., ffff:ffff:ffff:ff7f to ffff:ffff:ffff:

ffff) SHOULD NOT be used as uni cast addresses, to avoid
colliding with reserved subnet anycast addresses [ RFC2526].

Security Consi derations

Thi s docunent does not have inherent security considerations. It

d

oes discuss security-related i ssues and proposes a solution to them
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