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MD2 to Hi storic Status
Abst ract

Thi s docunent retires MD2 and di scusses the reasons for doing so.
Thi s docunent noves RFC 1319 to Historic status.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the | ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6149.

Copyri ght Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega

Provi sions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this document. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

| ntroducti on

MD2 [MD2] is a nessage digest algorithmthat takes as input a nessage
of arbitrary |l ength and produces as output a 128-bit "fingerprint" or
"message digest” of the input. This docunent retires NMD2.
Specifically, this document noves RFC 1319 [MD2] to Historic status.
The reasons for taking this action are discussed.

[ HASH At t ack] sunmari zes the use of hashes in many protocols and
di scusses how attacks agai nst a message digest algorithm s one-way
and collision-free properties affect and do not affect Internet
protocols. Famliarity with [HASH Attack] is assuned.

Rati onal e

MD2 was published in 1992 as an Informational RFC. Since its

publication, MD2 has been shown to not be collision-free [ ROCHL995]

[ KNMA2005] [ ROCH1997], al beit successful collision attacks for

properly inplenmented MD2 are not that dammgi ng. Successful pre-inage

and second pre-inmage attacks agai nst MD2 have been shown [ KNMA2005]

[ MULL2004] [ KMWRO10].

Docunents that Reference RFC 1319

Use of MD2 has been specified in the follow ng RFCs:

Proposed Standard (PS):

o [ RFC3279] Al gorithns and Identifiers for the Internet X 509 Public
Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile.

o [ RFC4572] Connection-Oiented Media Transport over the Transport
Layer Security (TLS) Protocol in the Session Description
Pr ot ocol (SDP).

I nf ormati onal :

0 [ RFC1983] Internet Users’ d ossary.

0 [ RFC2315] PKCS #7: Cryptographi c Message Syntax Version 1.5.

0 [ RFC2898] PKCS #5: Password-Based Cryptography Specification
Version 2.0.

0 [ RFC3447] Public-Key Cryptography Standards (PKCS) #1: RSA
Crypt ography Specifications Version 2. 1.
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Experi nent al :
o [ RFC2660] The Secure Hyper Text Transfer Protocol.

There are other RFCs that refer to MD2, but they have been either
noved to Historic status or obsoleted by a later RFC. References and
di scussi ons about these RFCs are onmitted. The exceptions are:

0 [ RFC2313] PKCS #1: RSA Encryption Version 1.5.
0 [ RFC2437] PKCS #1: RSA Cryptography Specifications Version 2.0.
4. lnpact on Muwving M2 to Historic

The inmpact of noving MD2 to Historic on the RFCs specified in Section
3 is mninmal, as described bel ow

Regar di ng PS RFCs:
o MD2 support in TLS was dropped in TLS 1.1.

o MD2 support is optional in [RFC4572], and SHA-1 is specified as the
preferred al gorithm

o M2 is included in the original PKIX certificate profile and the
PKI X al gorithm docunment [RFC3279] for conpatibility with ol der
applications, but its use is discouraged. SHA-1 is identified as
the preferred algorithmfor the Internet PKI.

Regardi ng I nformational RFCs:

o The Internet Users’ Cuide [RFC1983] provided a definition for
Message Digest and listed MD2 as one exanpl e.

0 PKCS#1 v1.5 [RFC2313] stated that there are no known attacks
agai nst MD2. PKCS#1 v2.0 [RFC2437] updated this stance to indicate
that MD2 should only be supported for backward conpatibility and to
nmention the attacks in [ ROCH1995]. PKCS#1 [ RFC3447] indicates that
support of MD2 is only retained for conpatibility with existing
applications.

0 PKCS#5 [ RFC2898] reconmmends that the Password-Based Encryption
Schene (PBES) that uses MD2 not be used for new applications.

0 PKCS#7 [ RFC2315] was repl aced by a series of Standards Track
publications, "Cryptographic Message Syntax" [RFC2630] [ RFC3369]
[ RFC5652] and " Crypt ographi c Message Syntax (CM5) Al gorithms”
[ RFC3370]. Support for MD2 was dropped in [ RFC3370].
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RFC 2818, "HTTP Over TLS", which does not reference MD2, largely
suppl anted i npl enentati on of [RFC2660]. [RFC2660] specified MD2 for
use both as a digest algorithmand as a MAC (Message Aut hentication
Code) algorithm[RFC2104]. Note that this is the only reference to
HVAC- MD2 found in the RFC repository.

5. Oher Considerations

MD2 has al so fallen out of favor because it is slower than both MM
[MD4] and MD5 [MD5]. This is because MD2 was optim zed for 8-bit
machi nes, while M and MD5 were optimzed for 32-bit machines. M2
is also slower than the Secure Hash Standard (SHS) [SHS] al gorithns:
SHA- 1, SHA- 224, SHA-256, SHA-384, and SHA-512.

6. Security Considerations

M2 is different fromMD4 and MD5 in that is not a straight Merkle-
Dangaard design. For a padded nessage with t blocks, it generates a
nonl i near checksumas its t+1 block. The checksumis considered as
the final block input of MD2.

As confirmed in 1997 by Rogier et al. [ROCH1997], the collision

resi stance property of MD2 highly depends on the nonlinear checksum
W thout the checksum a collision can be found in 2712 NMD2
operations, while with the checksum the best collision attack takes
2763. 3 operations with 2750 nenory conplexity [ MJLL2004], which is
not significantly better than the birthday attack

Even t hough collision attacks on MD2 are not significantly nore
powerful than the birthday attack, MD2 was found not to be one-way.
In [ KMM2010], a pre-inage can be found with 272104 MD2 operations. In
an inproved attack described in [ KMMR010], a pre-inmage can be found
in 2773 MD2 operations. Because of this "invertible" property of

MD2, when using MD2 in HVAC, it may |eak information of the keys.

Qovi ously, the pre-inage attack can be used to find a second pre-

i mage. The second pre-inmage attack is even nore severe than a
collision attack to digital signatures. Therefore, MD2 nust not be
used for digital signatures.

Sone may find the guidance for key |l engths and al gorithm strengths in
[ SP800-57] and [ SP800-131] useful .
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7.

Reconmrendat i on

Despite MD2 seeing sone deployment on the Internet, this

speci fication recommends obsoleting MD2. M2 is not a reasonable
candi date for further standardi zati on and shoul d be deprecated in
favor of one or nore existing hash algorithns (e.g., SHA-256 [SHSY]).

RSA Security considers it appropriate to nove the MD2 algorithmto
Hi storic status.

It takes a nunber of years to deploy crypto and it al so takes a
nunber of years to withdrawit. Al gorithns need to be w thdrawn
before a catastrophic break is discovered. M2 is clearly show ng
signs of weakness, and inplenmentations should strongly consider
renovi ng support and nigrating to another hash al gorithm
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