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Since 1997, the Italian |laws have recogni zed el ectronic delivery
systens as legally usable. 1In 2005, after two years of technica
tests, the characteristics of an official electronic delivery
service, naned certified electronic mail (in Italian "Posta
Elettronica Certificata") were defined, giving the systemlega
st andi ng.

The design of the entire systemwas carried out by the Nationa

Center for Informatics in the Public Adm nistration of Italy
(DigitPA), followed by efforts for the inplementation and testing of
the service. The DigitPA has given the Italian National Research
Council (CNR), and in particular the Institute of Information Science
and Technol ogies at the CNR (ISTl), the task of running tests on
providers of the service to guarantee the correct inplenentation and
interoperability. This docunent describes the certified email system
adopted in Italy. It represents the systemas it is at the nonent of
witing, following the technical regulations that were witten based
upon the ltalian Law DPR Novenber 2, 2005

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for infornmational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It has been approved for publication by the Internet

Engi neering Steering Goup (IESG. Not all docunents approved by the
| ESG are a candidate for any |level of Internet Standard; see Section
2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6109.
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1

1

| ntroducti on

Since 1997, the Italian |laws have recogni zed el ectronic delivery
systens as legally usable. 1In 2005, after two years of technica
tests, the characteristics of an official electronic delivery
service, naned certified electronic mail (in Italian Posta

El ettronica Certificata, fromnow on "PEC') were defined, giving the
system | egal standing.

Thi s docunent represents the English version of the Italian

speci fications

(http://ww. digitpa.gov.it/sites/default/files/normatival

Pec_regol e_tecni che_DM 2-nov-2005. pdf); the Italian version is the
normative PEC reference.

| ETF review did not result in conmunity consensus. Since this
speci fication describes existing depl oynent and i npl enentation, the
i ssues identified by the | ETF community have not been addressed in
thi s docunent. However, these issues would need to be addressed
bef ore a successor to this docunent could be published. At a

m ni mum the successor docunent woul d need to include:

* A clear statement of the requirenents/goals that need to be
sati sfied by the protocol

* A conprehensi ve diagram and description of the overall nessage fl ow
and delivery sequence required to achi eve the requirenents;

* Alignment with traditional term nology for | ETF email and security

* Areview of prior art; and

*

A repl acement of the unregi stered LDAP DN name space used in this
specification, which may lead to conflict with other registered or
unregi stered nanes, with a regi stered name space.

1. Scope

To ensure secure transactions over the Internet, cryptography can be
associated with el ectronic messages in order to provide some
guarantee on sender identity, nessage integrity, confidentiality, and
non-repudi ation of origin. Mny end-to-end techni ques exist to
acconpl i sh such goals, and sone offer a high level of security. The
downsi de of end-to-end cryptography is the need for an extensive
penetration of technology in society, because it is essential for
every user to have asymetric keys and certificates signed by a
Certification Authority. Along with that, users would need to have
an adequate ampunt of know edge regarding the use of such technol ogy.
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PEC, on the other hand, uses applications running on servers to
digitally sign nessages, thus avoiding the conplexity end-to-end
systens bring about. By doing so, the user need only have an
ordinary mail client with which to interact. The downside is that
the Il evel of security drops, since the protection does not cover the
entire transaction. Nonetheless, application is sinpler and does not
require specific user skills, making it easily nore w despread anong
users.

Thi s docunent describes PEC s technical aspects and features. It
presents the details of the protocol and the messages that are sent
bet ween service providers, introducing the system adopted by the
Italian governnent for the exchange of certified emails.

1.2. Notational Conventions

1.2.1. Requirenent Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [REQ.

1.2.2. Acronyns

CVE: Crypt ographi ¢ Message Synt ax

CNI PA: Italian National Agency for Digital Administration
(Centro Nazionale per |’Informatica nella Pubblica
Ammi ni strazi one)

CNR: Italian National Research Council (Consiglio Nazionale
dell e Ricerche)

CRL: Certificate Revocation List

CRL DP: Certificate Revocation List Distribution Point

DNS: Domai n Name Service

DTD: Docurrent Type Definition

FCQDN: Ful ly Qualified Domai n Nane

| STI : The Institute of Information Science and Technol ogi es
at the CNR (Istituto di Scienza e Tecnol ogi e
del | ' I nf or mazi one "A. Faedo")

LDAP: Li ght wei ght Directory Access Protoco

LDl F: LDAP Data I nterchange For mat

M ME: Mul ti purpose Internet Mail Extensions

PEC. Certified Electronic Mail (Posta Elettronica

Certificata)
S/ M ME: Secure/ M ME

SMTP: Sinple Mail Transfer Protoco
TLS: Transport Layer Security
XML: eXt ensi bl e Markup Language
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1.2.3. Termnology and Definitions

Certification data: A set of data certified by the sender’s PEC
provi der that describes the original message. It includes the date
and time of dispatch, sender email address, recipient(s) emnai
address(es), subject, and nessage identifier

Certified electronic mail: A service based on electronic mail, as
defined by the [EMAIL] and [ SMIP] standards and extensions, which
permts the transm ssion of documents produced with informatics
tool s.

Di gi t PA: Ex- CNI PA.
Hol der: The person or organization to whom a PEC nail box is assigned.

Message sent: A PEC nessage is considered sent when the sender’s PEC
provider, after several checks, accepts the enmmil and returns a
server-user acceptance PEC notification to the sender

Message recei ved: A PEC nessage is considered received when it is
stored in the receiver’s mail box, after which the receiver PEC
provider returns a delivery PEC notification to the sender

Msgid: |Is the nessage identifier generated by the email client, as
defined in [EMAIL], before the nessage is subnitted to the PEC
system

Ordinary mail: Non-PEC enmail messages.

Oiginal nessage: |Is the user-generated nessage before its arrival to
the sender Access Point. The original nessage is delivered to the
reci pi ent inside a PEC transport envel ope.

PEC domai n: Corresponds to a DNS domai n dedicated to the hol ders’
mai | boxes.

PEC nui | box: An el ectronic nailbox for which delivery PEC
notifications are issued upon reception of PEC nessages. Such a
mai | box can be defined exclusively within a PEC domain

PEC nmsgid: |Is a unique identifier generated by the PEC system which
will substitute the nsgid.
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2.

PEC provider: The entity that handles one or nore PEC domains with
their relative points of Access, Reception, and Delivery. It is the
hol der of the key that is used for signing PEC notifications and
envel opes, and it interacts with other PEC providers for
interoperability with other hol ders.

PEC provider’s key: |Is a key released by DigitPA to every PEC
provider. It is used to sign PEC notifications and envel opes and to
aut hori ze access to the PEC providers directory.

PEC providers directory: Is an LDAP server positioned in an area
reachabl e by all PEC service providers. It constitutes the technica
structure related to the public list of PEC service providers and
contains the list of PEC domains and service providers with rel evant
certificates.

Service mail box: A mailbox for the sole use of the provider,
dedi cated for the reception of server-server acceptance and virus
detection PEC notifications.

Tinme stanp: Digital evidence with which a tenporal reference, that
can’t be repudiated, is attributed to one or nore docunents.

PEC Mode

.1. System Cenerated Messages

The PEC system generates nessages in MM format conposed of a
descriptive textual part and other [M MEl] parts, the number and
content of which varies according to the type of message generated.

A system generated nessage falls into one of the follow ng
cat egori es:

o Notifications;
o Envel opes.

The nmessage is inserted in an S/MME v3 structure in CV5 format and
signed with the PEC provider’s private key. The X 509v3 certificate
associated with the key MIST be included in the aforenmentioned
structure. The SIM M format used to sign system generated nessages
is the "multipart/signed" format (.p7s), as described in section
3.4.3 of [SM MEV3].

To guarantee the verifiability of signatures on as many mail clients
as possible, X 509v3 certificates used by certified email systens
MUST abi de by the profile found in section 6.5.
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In order for the receiving mail client to verify the signature, the
sender address MJST coincide with the one indicated within the
X.509v3 certificate. For this mechanism PEC transport envel opes
MJST indicate in the "From" field a single author’s address which is
different fromthe one contained in the original nessage. To allow
for better nessage usability by the receiving user, the author’s nmai
address in the original nmessage is inserted as a "display nane". For
exanple, a "From" field such as:

From "John Snmith" <john.snmth@omain. exanpl e. cone

would result in the following "From" value in the respective PEC
transport envel ope:

From "On behalf of: john.smth@omnain. exanple. cont
<certified-mail @rovider.exanpl e. conr

Both "From" and "Sender:" fields MJST contain the same value. In

order for replies to be correctly sent back to the proper

destination, the "Reply-To:" field in the PEC transport envel ope MJST

contain the sanme unaltered value of the original nessage’s

"Reply-To:" field. Wwen it is not explicitly specified in the

original nessage, the systemthat generates the PEC transport

envel ope creates it by extracting the information fromthe "From™

field in the original nessage.

When PEC notifications are sent, the system MJST use the origina
nmessage sender’s address as the destination address, as is specified
in the reverse path data of the SMIP protocol. PEC notifications
MUST be sent to the sender’s PEC mail box without taking into account
the "Reply-To:" field, which night be present in the origina
nessage’ s header

Al system generated PEC nmessages are identifiable for having a
speci fic header defined in PEC according to the type of nessage
gener at ed.

To deternmine the certification data, the elenments used for the actua
routi ng of the nessage are enployed. |In SMIP dial og phases, the
reverse path and forward path data ("MAIL FROM' and "RCPT TO'
conmmands) are thus considered certification data of both the sender
and the recipients, respectively. Addressing data present in the
nessage body ("To:" and "Cc:" fields) are used solely in order to

di scrimnate between primary and carbon copy recipients when
necessary; addressing data present in the "Bcc:" field MIST be
considered invalid by the system
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2.1.1. Message Types

Al'l system generated nessages inherit their header fields and val ues
fromthe original nmessage, with extra fields added according to the
type of nessage gener at ed.

2.1.1.1. PEC Notifications

They have the purpose of infornming the sending user and interacting
providers of the progress the nmessage is making within the PEC
net wor k.

2.1.1.1.1. Success PEC Notifications

These notifications indicate an acknow edgnent on the provider’s side
for the reception or handling of a PEC nessage. More specifically,

it can indicate one of three situations: server-user acceptance,
server-server acceptance, or delivery.

Added header fields are:
o0 X-Ricevuta:
o X-Riferinmento-Mssage-ID

The field "X-Ricevuta:" indicates the type of PEC notification
contained in the nessage, whereas "X-Riferinento-Mssage-1D:"
contai ns the message identifier generated by the mail client (nsgid).

Body contents differ according to notification type. This is
descri bed nore thoroughly in section 3.

0o A server-user acceptance PEC notification informs the user that
his provider has accepted the nmessage and will be taking care of
passing it on to the provider(s) of the addressee(s).

o A server-server acceptance PEC notification is an inter-provider
conmuni cation only, it MJST NOT be sent to the users. Wth this
notification, the receiving provider sinmply infornms the sending
one that it has received a PEC nessage, and will take the
responsibility of forwarding it to the addressee(s). Fromthen
on, the sender provider is no |longer held responsible as to the
wher eabouts of the nessage, but is limted to notifying its user
of the success or failure of delivery.

o Delivery PEC notifications take place as the final comrunication

of a transaction, indicating overall success in handing the
nessage over to the addressee(s).
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2.1.1.1.2. Delay PEC Notifications

Del ay PEC notifications are sent out 12 hours after a nessage has
been di spatched fromthe sending provider, and no server-server
acceptance or delivery PEC notification has been received. These
have the sol e purpose of notifying the user of the del ay.

I f another 12 hours go by without any sign of a server-server
acceptance or delivery PEC notification (anmounting to a 24-hour
del ay), another delay PEC notification is dispatched to the user
inform ng himof the possible delivery failure. The provider wll
not keep track of the delay any further

2.1.1.1.3. Failure PEC Notifications
They are sent when there is sone error in transm ssion or reception.
More specifically, a failure PEC notification can indicate either a
formal -exception error or a virus detection
Added header fields are:
0 X-Ricevuta:
o X-Riferinmento-Mssage-ID
o X-VerificaSicurezza: [optional]
"X-Ricevuta:" and "X-Riferinmento-Message-1D: " have the sane role as
indicated in section 2.1.1.1.1 (Success Notifications).
"X-VerificaSicurezza:" (security verification) is an optional header
field, used for virus-related PEC notifications.

Body contents differ according to notification type. This is
descri bed nore thoroughly in section 3.

2.1.1.2. PEC Envel opes
Messages entering the PEC network are inserted within specific PEC
nmessages, called envel opes, before they are allowed to circul ate
further within the network. These envel opes MJST inherit the
foll owi ng header fields, along with their unnodified values, fromthe
nessage itself:
0 Received

o To:

o Cc:
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2.

2.

2.

2.

0 Return-Path:
0 Reply-To: (if present)

Dependi ng on the type of message requesting adm ssion into the PEC
network, it will be inserted in either a PEC transport envel ope or a
PEC anonmaly envel ope. Distinction will be possible through the
addition of the "X-Trasporto:" header field.

Basic Structure
S + S +
| e | |
| 1AP | PEC | |
+----+ | +- -+ | nessages & | +---+ +--+ | +----+
user | <-->| | <-------em---- > |InP| |DP| |<-->|user
+----+ | +--+ +---+ | notifications | +---+ +--+ | +----+
| 1DP | 1nPl | | |
| b e | |
o m e e oo oo + o e e oo +
PEC PEC
sender recei ver
provi der provi der
wher e:
AP Access Poi nt

DP = Delivery Point
InP = I ncom ng Poi nt

1. Access Point

This is what the user client at the sender side interacts wth,
giving the user access to PEC services set up by the provider

Such access MUST be preceded by user authentication on the system
(see section 5.2). The Access Point receives the original nessages
its user wishes to send, runs sone formal checks, and acts according
to the outcone:

o if the nmessage passes all checks, the Access Point generates a
server-user acceptance PEC notification and inserts the origina
nessage inside a PEC transport envel ope;

o if a formal exception is detected, the Access Point refuses the
nmessage and enits the rel evant non-acceptance PEC notification
(see section 3.1.1);
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o if avirus is detected, the Access Point generates a non-
acceptance PEC notification and inserts the original message as is
in the provider’'s special store.

CGeneration of the server-user acceptance notification indicates to
the user that the nessage was accepted by the system certifying also
the date and tinme of the event. The notification MJST contain user-
readabl e text, and an XM. part containing the certification data.

The notification MAY al so contain other attachments for extra
features of fered by the provider

Using the data available in the PEC providers directory (see section
4.5), the Access Point runs checks on every recipient in the "To:"
and "Cc:" fields present in the original nessage to verify whether
they belong to the PEC infrastructure or to non-PEC domai ns. Such
checks are done by verifying the exi stence, through a case-

i nsensitive search, of the recipients’ domains in the
"managedDomai ns" attribute found within the PEC providers directory.
Therefore, the server-user acceptance PEC notification (and rel evant
certification data) relates to, for each address, the typology of its
domai n; PEC or non- PEC.

The nessage identifier (PEC nmsgid) of accepted original nessages
within the PEC i nfrastructure MJST be unanbi guous in order to consent
correct tracking of nessages and relative PEC notifications. The
format of such an identifier is:

[ al phanuneric string] @provider mail donain]
or:
[ al phanuneric string] @FQN nmail server]

Therefore, both the original nmessage and the correspondi ng PEC
transport envel ope MJIST contain the foll ow ng header field:

Message- 1 D <[unique identifier]>

When an emmil client that is interacting with the Access Point has
already inserted a nmessage identifier (msgid) in the origina

message, that nmsgid SHALL be substituted by a PEC nmsgid. 1In order to
allow the sender to link the nessage sent with the relative PEC
notifications, the nsgid MJUST be inserted in the original nmessage as
well as the relative PEC notifications and transport envelope. |If
present, the nsgid is REQU RED in the original nessage’s header by
addi ng the foll ow ng header field:

X-Ri ferimento-Mssage-1D. <[ nsgid]>
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which will also be inserted in the PEC transport envel ope and
notifications, and related in the certification data (see section
4.4).

2.2.2. Incomng Point

This point permts the exchange of PEC nessages and notifications
bet ween PEC providers. It is also the point through which ordinary
mai | nessages can be inserted within the systemof certified mail

The exchange of nessages between provi ders takes place through SMIP-
based transactions, as defined in [SMIP]. |[|f SMIP communication
errors occur, they MAY be handl ed using the standard error
notification nechani sns, as provided by SMIP in [ SMIP] and

[ SMIP-DSN] . The same mechanismis al so adopted for handling
transitory errors, that result in long idling periods, during an SMIP
transm ssi on phase. In order to guarantee that an error is returned
to the user, as defined in section 3.3.3, the systemthat handl es PEC
traffic MUST adopt a tinme limt for nmessage idleness equal to 24

hour s.

Once a nessage arrives, the Incomng Point runs the following Iist of
checks and operati ons:

o verifies correctness and type of the incom ng nessage;

o if the incom ng message is a correct and undamaged PEC transport
envel ope:

- emts a server-server acceptance PEC notification towards the
sender provider (section 3.2.1);

- forwards the PEC transport envelope to the Delivery Point
(section 3.3).

o if the incomng nmessage is a correct and undamaged PEC
notification, forwards the notification to the Delivery Point.

o if the incom ng message does not conformto the prerequisites of a
correct and undamaged PEC transport envel ope or notification, but
cones froma PEC provider, i.e., passes the verifications
regardi ng exi stence, origin, and validity of the signature, then
the nessage MJUST be propagated towards the recipient.

Therefore, the I ncom ng Point:

- inserts the incom ng nmessage in a PEC anomaly envel ope (section
3.2.2);
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- forwards the PEC anonaly envel ope to the Delivery Point.

o if the incom ng message does not originate froma PEC system
i.e., fails verifications regardi ng exi stence, origin, and
validity of the signature, then the nmessage will be treated as
ordinary email, and, if propagated to the recipient:

- is inserted in a PEC anonaly envel ope (section 3.2.2);
- the PEC anomaly envelope is forwarded to the Delivery Point.

The server-server acceptance PEC notification is generated by the
recei ving provider and sent to the sending provider. |[Its purpose
is to keep track of the nmessage in its transition from one
provider to another, and is therefore strictly intra-provider
conmuni cati on; the end user knows nothing about it.

To check the correctness and integrity of a PEC transport envel ope
or notification, the Incom ng Point runs the follow ng tests:

o Signature existence - the systemverifies the presence of an
S/M ME signature structure within the incom ng nmessage;

o Signature origin - the systemverifies whether or not the
signature belongs to a PEC provider by extracting the certificate
used for signing and verifying its presence in the PEC providers
directory. To ease the check, it is possible to calculate the
certificate’s [ SHAl] hash val ue and perform a case-insensitive
search of its hexadecimal representation within the
"providerCertificateHash" attribute found in the PEC providers
directory. This operation allows one to easily identify the
sender provider for subsequent and necessary matching checks
between the extracted certificate and the one present in the
provider’s record;

o Signature validity - SIMME signature correctness is verified by
recal cul ating the signature value, checking the entire
certification path, and verifying the [CRL] and tenporal validity
of the certificate. |In case some caching nmechanismis used for
CRL contents, an update interval MJST be adopted so that the nost
up-to-date data is guaranteed, thus m nim zing the possible del ay
bet ween a publication revocation by the Certification Authority
and the variation acknow edgnent by the provider

o Formal correctness - the provider perforns sufficient and
necessary checks to guarantee that the incom ng nmessage is
conpliant with the formats specified in this document (PEC
transport envel ope and notifications).
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If a virus-infected PEC transport envel ope passes the checks just

mentioned, it is still considered correct and undamaged. The
presence of the virus will be detected in a second phase, during
whi ch the contents of the PEC transport envel ope are verified.
Thus, the Incoming Point will refrain fromforwardi ng the nessage

to the recipient, instead sending the appropriate PEC notification
of non-delivery and storing the virus-infected nessage in the
provi der’s special storage.

In case ordinary mail messages are received, the PEC provider
SHALL performvirus checks in order to prevent the infiltration of
potentially dangerous mail nessages within the PEC system If a
virus is detected in an ordinary mail nessage, the latter can be
di scarded at the Incoming Point before it enters the PEC system
In other words, no special treatnent is reserved for the error; it
is handled in a manner that is conformant to the procedures

usual ly foll owed for nessages going through the Internet.

When the receiving provider detects a virus inside a PEC transport
envel ope during the reception phase, it enmits a virus detection
PEC notification to the sending provider, which then realizes its
checks failed to detect that virus. Wen this happens, the
sendi ng provi der MJST:

o check what virus typol ogies were not detected by its own antivirus
to verify the possibility of interventions

o send a virus-induced non-delivery PEC notification to the sender’s
mai | box.

3. Delivery Point

This point is the point that receives nessages fromthe |Incom ng
Point and forwards themto the final recipient.

It MUST run a series of tests on received nessages before forwarding
themto the user (see section 3.3.1). It first verifies the typol ogy
of the nessage and deci des whether or not a PEC notification should
be issued to the sender. The delivery PEC notification (section
3.3.2) is emtted after the nessage was delivered to the recipient’s
PEC mai | box and only at reception of a valid PEC transport envel ope
(sections 2.2.2 and 3.1.5).

In all other cases, such as PEC anomaly envel opes and PEC
notifications, the delivery PEC notification is not enmtted.
Regar dl ess, the nmessage received fromthe Delivery Point MJST be
delivered unnodified to the recipient’s mail box.
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The delivery PEC notification indicates to the sender that the
nessage sent was in fact conveyed to the specified recipient’s
mai | box and certifies the date and time of delivery through use of
user-readabl e text and an XM. part containing certification data,
along with other possible attachnments added for extra features

of fered by the provider

If a PEC transport envel ope received at the Delivery Point can't be
delivered to the destination mailbox, the Delivery Point enmits a non-
delivery PEC notification (section 3.3.3). If, on the other hand,
the delivery error concerns a nmessage that arrives fromlnternet
(i.e., a non-PEC nessage), no such notification is emtted.

2.2.4. Storage
Each provider MJST dedicate a special storage for the deposition of
any virus-infected messages encountered. Wether the virus be
detected by the sender’s Access Point or the receiver’s Incom ng
Point, the provider that detects it MJST store the mail nmessage in
its own storage, and keep it for 30 nonths.

2.2.5. Provider Service Mil box

For excl usive use of the provider, dedicated to the reception of PEC
notifications in two cases only:

0 server-server acceptance notification; and
o virus detection notification

2.2.6. Provider Service Email Address
Each provider MJST register a special purpose enmail address for use
when sendi ng PEC transport envel opes and notifications, as delineated
in section 3. This address MAY coincide with that of the service
mai | box described in section 2.2.5.

2.3. Log
The server adm ni strator MJST keep track of any and all operations
carried out in a specific message log file. The information kept in
the log for each operation is the foll ow ng:
o nessage identifier (nsgid)

o date and tine of event

o sender of original nessage
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o recipient(s) of original nessage
0o subject of original nessage
o event type (reception, delivery, PEC notification em ssion, etc.)
o nessage identifiers of related generated nessages
o sending provider
The service provider MIST store this data and preserve it unnodified.
Italian | aws have specified that the service provider retain the data
for 30 nonths.

Message Processing

1. Access Point

The Access Point acts as a subm ssion service as defined in
[ SUBM SSI QN .

1.1. Formal Checks on Messages

When the Access Point receives a nmessage the user w shes to send, it
MUST guarantee said nessage’'s formal conformity as defined in
[ EMAI L], and verify that the:

o [EMAIL] header section contains a "From" header field hol ding an
[EMAIL] conpliant emrail address;

o [EMAIL] header section contains a "To:" header field holding one
or nore [EMAIL] conpliant email addresses;

0 sender’s address, specified in the SMIP reverse path, coincides
with the one in the nmessage’s "From" header field,;

0 recipients’ addresses specified in the SMIP forward path coincide
with the ones present in the "To:" or "Cc:" header fields of the
nessage;

o "Bcc:" header field does not contain any val ue;

o total nessage size falls within the linmts accepted by the
provider. Such limts apply depending on the nunber of recipients
as well; by multiplying it to the nmessage size, the outcone MJST
fall within the limts accepted by the provider. Italian |aws
have specified this limt as being 30 MB
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If the nmessage does not pass the tests, the Access Point MJST NOT
accept the nmessage within the PEC system thus emtting the relative
PEC notification of non-acceptance.

3.1.2. Non-Acceptance PEC Notification Due to Formal Exceptions

When the Access Point cannot forward the nessage received due to
failure in passing formal checks, the sender is notified of such an

outcome. If the error is caused by the nessage failing size checks,
a non-acceptance PEC notification is sent as long as the size remains
bound by a certain limt. |If the size exceeds said |imt, error

handling is left to SMIP
The notification header will contain the follow ng fields:

X-Ri cevuta: non-accettazione

Date: [date of notification em ssion]

Subj ect: AWI SO DI NON ACCETTAZI ONE: [original subject]
From posta-certificata@mail domain]

To: [original sender]

X-Ri ferimento- Message-1D: [nsgid]

The notification body will contain a text part that constitutes the
actual notification in readable format according to a nodel that
relates the follow ng information:

Error in nessage acceptance

On [date] at [time] ([time zone]), in the message "[subject]”
originating from"[original sender]"” and addressed to:
[recipient 1]

[recipient 2]

[recipient_n]

a problem was detected that prevents its acceptance due to
[error description].

The nessage was not accept ed.

Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

The sane certification information is inserted in an XM file to be
added to the notification body, thus allow ng automati c checks on the
nmessage (section 4.4). Parsing MJST be done on the XML part only.
Addi tional parts MAY be included by the provider for provider-
specific services. Regardless, the original nessage MUST NOT be

i ncluded. The nessage MJST follow the format described in section

4. 3.
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3.1.3. Non-Acceptance PEC Notification Due to Virus Detection

The Access Point MJST run some tests on the content of nessages it
receives fromits users and reject themif a virus is detected. |In
whi ch case, a virus-detection-induced non-acceptance PEC notification
MUST be emitted to clearly informthe user of the reason the nessage
was refused

The notification header contains the follow ng fields:

X-Ri cevuta: non-accettazione

X-VerificaSi curezza: errore

Date: [notification em ssion date]

Subj ect: AVWVI SO DI NON ACCETTAZI ONE PER VI RUS: [origina
subj ect ]

From posta-certificata@mil domai n]

To: [original sender]

X-Ri ferimento-Mssage-1D: [nsgid]

The body contains a readable text part according to the follow ng
nodel :

Error in message acceptance due to virus presence

On [date] at [tinme] ([tinme zone]), in the nmessage "[subject]”
originating from"[original sender]" and addressed to:
[recipient_1]

[recipient_2]

[recipient_n]

a security problemwas detected [ID of detected content type].
The nmessage was not accept ed.

Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

The sane certification data is inserted in an XM. file added to the
notification to allow for automatic checks (section 4.4). Parsing
MUST be done on the XM. part only. Additional parts MAY be included
by the provider for provider-specific services. Regardless, the
original nmessage MJUST NOT be included. The message MJST follow the
format described in section 4. 3.

3.1.4. Server-User Acceptance PEC Notification
The server-user acceptance PEC notification is a nessage sent to the

sender by his server, containing date and tinme of nmessage acceptance
into the system sender and recipient data, and subject.
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The header contains the follow ng fields:

X-Ri cevuta: accettazione

Date: [actual date of server-user acceptance]
Subj ect: ACCETTAZI ONE: [origi nal subject]
From posta-certificata@mil dommi n]

To: [original sender]

X-Ri ferimento-Mssage-1D: [nsgid]

The nessage body contains a text part that constitutes the
notification in readable format, according to a nodel that relates
the follow ng information:

Server-User Acceptance PEC notification
On [date] at [time] ([time zone]), the nessage "[subject]"”
originating from"[original sender]" and addressed to:

[recipient_1] (["certified mail"™ | "ordinary mail"])
[recipient_2] (["certified mail" | "ordinary mail"])
[recipient_n] (["certified mail" | "ordinary mail"])

was accepted by the systemand forwarded to the recipient(s).
Message identifier: [PEC msgid of corresponding
PEC transport envel ope]
The sane certification data is inserted in an XM file added to the
notification nessage, allow ng automatic checks on it (section 4.4).
Par si ng MUST be done on the XM. part only. Additional parts MAY be
i ncl uded by the provider for provider-specific services. The nessage
MJST foll ow the fornmat described in section 4. 3.
3.1.5. PEC Transport Envel ope

A PEC transport envel ope is a nmessage generated by the Access Point
that contains the original nmessage as well as certification data.

As nentioned in section 2.1.1.2, the PEC transport envel ope inherits
fromthe original nessage the values of the follow ng header fields,
whi ch MUST be rel ated unnodified:

0 Received

o To:

o Cc:

0 Return-Path:

o0 Reply-To: (if present)

Petrucci, et al. I nf or mati onal [ Page 21]



RFC 6109 Certified Electronic Mil April 2011

On the other hand, the following fields MJST be nodified, or inserted
i f necessary:

X-Trasporto: posta-certificata
Date: [actual date of server-user acceptance]
Subj ect: POSTA CERTI FI CATA: [original subject]
From "On behalf of: [original sender]"
<certified-mail @nail _domain] >
Reply-To: [original sender] (inserted only if not present)
Message- 1 D: [ PEC nmsgid generated as in section 2.2.1]
X-Ri ferimento- Message-1D: [nsgid]
X-Ti poRi cevuta: [conpl etal/ breve/sintetica]

The "X-TipoRicevuta:" field indicates the type of delivery PEC
notification the sender wi shes to receive -- conplete, brief, or
conci se

The body of the PEC transport envel ope contains a text part that
constitutes the readable fornat of the nmessage according to a nodel
that relates the following certification data

Certified mail nessage

On [date] at [time] ([time zone]), the message "[subject]" was
sent by "[original sender]" and addressed to:

[recipient 1]

[recipient_2]

[recipient_n]

The original message is included in attachment.

Message identifier: [PEC nmsgid of corresponding

PEC transport envel ope]

Wthin the PEC transport envel ope, the entire, non-nodified origina
nmessage is inserted in a format conpliant with [EMAIL] (except for
what has been said regarding the nessage identifier), as well as an
XML part, which contains the certification data that was already
related in text format, and information on the type of nmessage and
PEC notification requested (section 4.4). Parsing MJST be done on
the XML part only. Additional parts MAY be included by the provider
for provider-specific services. The nessage MJST follow t he fornat
described in section 4.3.

Note that the routing data of the PEC transport envel ope (forward and
reverse paths) remain unaltered.
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3.1.6. Timeout Delivery Error PEC Notification

If the sending provider doesn’'t receive a server-server acceptance or
delivery PEC notification fromthe receiving provider within 12 hours
of the nessage dispatch, it inforns the user that the recipient’s
provider mght not be able to deliver the nessage. In case the
sendi ng provi der doesn’'t receive a delivery PEC notification within
24 hours after nessage dispatch, it emts another non-delivery PEC
notification to the user by the 24-hour timeout, but not before 22
hours have passed.

Such a communi cation takes place through a PEC notification of non-
delivery due to tinmeout, the header of which contains the follow ng
fields:

X-Ri cevuta: preavvi so-errore-consegna

Date: [date of notification em ssion]

Subj ect: AWI SO DI MANCATA CONSEGNA PER SUP. TEMPO MASSI MO
[original subject]

From posta-certificata@mail domain]

To: [original recipient]

X-Ri ferimento- Message-1D: [nsgid]

The body of the first non-delivery PEC notification (12-hour tineout)
contains a text part that represents the readable format of the
notification which will relate the follow ng data:

Non-del i very PEC notification

On [date] at [time] ([time zone]), the nessage

"[subject]" originating from"[original sender]"

and addressed to "[recipient]"

has not been delivered within the first 12 hours foll ow ng
its dispatch. Not excluding that the nmessage mght eventually
be delivered, it is deened useful to consider that dispatch
m ght not have a positive outcone. The systemw |l see to
sendi ng anot her non-delivery PEC notification if in the
following twelve hours no confirmation is received fromthe
reci pi ent.

Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

On the other hand, 24-hour-tinmeout induced PEC notifications, which

have the same header as described above, will have the foll ow ng text
in their body:
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Non-del i very PEC notification

On [date] at [tinme] ([tinme zone]), the nessage
"[subject]" originating from"[original sender]"

and addressed to "[recipient]"”

has not been delivered within 24 hours of its dispatch.

The transaction is deened to be considered ternminated with a
negati ve outcorme.

Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

The sane certification data is inserted in an XM. file added to both
PEC notification types to allow automatic checks (section 4.4).

Par si ng MUST be done on the XM. part only. Additional parts MAY be
added for services supplied by the PEC provider. Regardless, the
original nessage MUST NOT be included. The message MJST follow the
format described in section 4.3.

A timeout PEC notification is generated if one of the foll ow ng
scenari 0s occurs:

o the sending provider receives a server-server acceptance PEC
notification during the first 12 hours foll owi ng nessage di spatch,
but does not receive a delivery PEC notification at all. 1In this
case, it would be a 24-hour tineout PEC notification.

o the sending provider does not receive a server-server acceptance
PEC notification, but receives a delivery PEC notification after
12 hours and before the 24-hour tineout. In this case it would be
a 12-hour timeout PEC notification.

o the sending provider doesn't receive either a server-server
acceptance or a delivery PEC notification. 1In this case, two
timeout PEC notifications are generated; a 12-hour and a 24-hour
ti meout PEC notification.

I ncom ng Poi nt
1. Server-Server Acceptance PEC Notification

When correct PEC transport envel opes (as defined in section 2.2.2.)
are exchanged between PEC providers, the receiver MJST send a server-
server acceptance PEC notification to the sender. The single

di spatched notification concerns all recipients who belong to the
same provider, and to whomthe i ncom ng nessage was addressed, as
stated in the routing data (forward and reverse paths) of the SMIP
transaction. Wthin the certification data of a single server-server
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acceptance PEC notification, all recipients of the nessage to which
it refers are listed. |In general, when receiving a PEC transport
envel ope, each provider MJST enmit one or nobre server-server
acceptance PEC notifications to cover, in absence of SMIP transport
errors, all the recipients in its jurisdiction

The header of a server-server acceptance PEC notification contains
the follow ng fields:

X-Ri cevuta: presa-in-carico

Date: [date of server-server acceptance]
Subj ect: PRESA IN CARICO [original subject]
From posta-certificata@mail domain]

To: [sender provider service mail box]

X-Ri ferimento- Message-1D: [nsgid]

The provider’s service emai|l address is obtained fromthe PEC
providers directory during the necessary queries nade in the
signature verification stage.

The body contains a text part that follows the underlying nodel:

Server-server acceptance PEC notification

On [date] at [tine] ([time zone]), the nmessage "[subject]"
originating from"[original sender]" and addressed to:
[recipient_1]

[recipient_2]

[recipient_n]

was accepted by the system

Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

The sane certification data is inserted in an XM file which is added
to the notification message to allow for automatic checks (section
4.4). Parsing MIJST be done on the XML part only. Additional parts
MAY be added by the provider for provider-specific services. The
nessage MJST foll ow the format described in section 4.3.

3.2.2. PEC Anonaly Envel ope
If the tests on an incom ng nmessage detect an error, or the nessage
is identified as being ordinary mail and the provider is set to

forward it to the recipient, the system MJST insert such a nessage in
a PEC anonaly envel ope. Before delivery, the entire nmessage received
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at the Incoming Point is inserted in a format conpliant with [ EMAIL]
as a [M ME1] part inside a new nessage that MJST inherit the

unnodi fied values for the foll owi ng header fields fromthe received
nmessage:

0 Received:

o To:

o Cc:

0 Return-Path:

0 Message-ID:

VWereas, the foll owi ng header fields MJST be nodified or inserted:

X-Trasplorto: errore
Date: [m essage arrival date]
Subj ect: ANOMALI A MESSAGE O [original subject]
From "On behalf of: [original sender]"
<posta-certificata@nail _domain] >
Reply-To: [original sender (inserted only if not already
present)]

The body contains a user-readable text part according to a nodel that
relates the follow ng data:

Message anomal y

On [date] at [tine] ([time zone]), the nmessage "[subject]™
originating from"[original sender]" and addressed to:
[recipient_1]

[recipient_2]

[recipient_n]

was received.

The data has not been certified due to the followi ng error:
[concise description of error]

The original message is attached.

Due to uncertainty regarding origin and/or conformty of the nessage
recei ved, the PEC anomaly envel ope MUST NOT contain [M MEl] parts
other than the entire nessage that arrived at the I ncom ng Point.

Note that the routing data of such an envel ope (forward and reverse
paths) remain unaltered. Doing so guarantees both nmessage forwarding
to the recipients, and reception of SMIP error notifications, if any
occur, by the sender (as specified in [ SMIP] and [ SMIP-DSN]).
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3.2.3. Virus Detection PEC Notification

If the Inconming Point receives virus-infected PEC messages, it MJST
NOT forward them Rather it MJST informthe sending provider, which
wWill in turn informthe sending user, of the failed transm ssion. A
separate PEC notification of virus detection MJST be sent on behal f
of every recipient within the provider’s donain.

In case a virus is detected during the reception phase of a nessage
whose origin was asserted through sender signature verification, the
system generates a virus-detected PEC notification indicating the

error found, and sends it to the sending provider’s service nail box.

The header of this PEC notification contains the follow ng fields:

X-Ri cevuta: rilevazi one-virus

X-Mttente: [original sender]

Date: [date of notification em ssion]

Subj ect: PROBLEMA DI SI CUREZZA: [original subject]
From posta-certificata@mail domain]

To: [sender provider notifications]

X-Ri ferimento- Message-1D: [nsgid]

The body contains a readable text part according to a nodel that
rel ates the follow ng data:

Virus detection PEC notification

On [date] at [time] ([time zone]), in the message "[subject]”
originating from"[original sender]"” and addressed to
"[recipient]"

a security problemwas detected [ID of content type detected].
Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

The sane certification data is inserted in an XML file and added to
the notification to allow for automatic checks (section 4.4).

Par si ng MUST be done on the XM. part only. Additional parts MAY be

i ncl uded by the provider for provider-specific services. Regardless,
the original nessage MUST NOT be included. The nmessage MJST foll ow
the format described in section 4.3.

The nessage body MJST contain the reason for which the transm ssion
coul d not be conpl et ed.
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3.2.4. Virus-Induced Delivery Error PEC notification

At the reception of a virus detection PEC notification fromthe
recei ving provider, the sender provider emts a non-delivery PEC
notification to the sending user

The header for this notification contains the followi ng fields:

X-Ri cevuta: errore-consegna

X-VerificaSi curezza: errore

Date: [date of notification em ssion]

Subj ect: AWI SO DI MANCATA CONSEGNA PER VI RUS: [origina
subj ect ]

From posta-certificata@mail domain]

To: [original sender]

X-Ri feri mento- Message-1D: [nsgid]

The body contains a readable text part according to a nodel that
rel ates the follow ng data:

Delivery error PEC notification due to virus

On [date] at [time] ([time zone]), in the message "[subject]”
addressed to "[recipient]”

a security problemwas detected [ID of content type detected
by the anti-virus].

The nessage was not delivered.

Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

Al the information necessary for the construction of such a PEC
notification can be obtained fromthe correl ated virus-detected PEC
notification.

The sane certification data is inserted in an XM file and added to
the notification message to allow for automatic checks (section 4.4).
Par si ng MUST be done on the XM. part only. Additional parts MAY be

i ncl uded by the provider for provider-specific services. The reason
the transacti on was not conpleted MIUST be specified in the nessage,
whi ch MUST foll ow the format described in section 4.3.
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3.3. Delivery Point

3.3.1. Checks on Incom ng Messages
VWhen a nessage arrives at the Delivery Point, the systemverifies:
0 nessage type
o whether or not a PEC notification has to be returned.

3.3.2. Delivery PEC Notification
A delivery PEC notification is issued only after a correct PEC
transport envel ope (sections 2.2.2 and 3.1.5) has been delivered to
the recipient’s nail box.
In all other cases (e.g., PEC anomaly envel opes, PEC notifications),
the delivery PEC notification is not issued. Regardless, the nessage
received at the Delivery Point MJUST be delivered to the recipient’s

mai | box unchanged.

This notification tells the user that his/her message has been

successfully delivered to the specified recipient. It includes
readabl e text that certifies the date and tine of delivery, sender
and receiver data, and the subject. It also contains an XM

certification data file and other optional parts for functionalities
of fered by the provider

The following fields are inserted in the header

X-Ri cevuta: avvenut a-consegna

Date: [delivery date]

Subj ect: CONSEGNA: [original subject]
From posta-certificata@mil domai n]
To: [original sender]

X-Ri ferinmento-Mssage-1D: [nsgid]

The val ue of the "X-TipoRicevuta:" header field in the PEC transport
envel ope is derived fromthe original nessage, thus allow ng the
sender to determne the type of delivery PEC notification requested
fromthe primary recipients of the original nessage. The
notification MIUST follow the format described in section 4.3.

3.3.2.1. Delivery PEC Notification: Conplete
This is the default value for delivery PEC notifications. Wen no

value for "X-TipoRi cevuta:" is specified, or when it contains the
val ue "conpleta" (conplete), the systemw |l require a conplete
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delivery PEC notification fromaddressees in the "To:" field, while a
conci se PEC notification (section 3.3.2.3) will be required from
those in the "Cc:" field. The distinction between primary recipients
and those in carbon copy is done through an analysis of the "To:" and
"Cc:" fields. For PEC notifications sent on behalf of primry

reci pients, a conplete copy of the original nessage along with any
attachments is inserted in the notification. 1In case the systemin
charge of delivery is not able to deternmine the recipient type due to
ambiguity problenms in the "To:" and "Cc:" fields, delivery MIST be
considered as if addressed to a primary recipient and include the
conpl ete copy of the original nessage.

The notification body contains a readable text part that relates
certification data according to the follow ng nodel

Del i very PEC notification

On [date] at [tinme] ([time zone]), the message "[subject]™
originating from"[original sender]" and addressed to
“"[recipient]"

was placed in the destination’ s nail box.

Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

The sane certification data is inserted in an XM file and added to
the notification (section 4.4), along with any other parts that MAY
be inserted by the provider for provider-specific services. Parsing
MJUST be done on the XM. part only. The delivery PEC notification
MUST be issued on behal f of every recipient of the message, and MJST
follow the format described in section 4.3.

3.3.2.2. Delivery PEC Notification: Brief

In order to decrease the anpbunt of data flowing, it is possible for
the sender to ask for a delivery PEC notification in "brief" format.
The brief delivery PEC notification contains the original nessage and
a ci phered hash value for each of its parts. The hash val ue SHOULD
be cal cul ated on base64 encoded parts. As specified in section 5.3,
PEC nmessages MJUST transit only on nmachi nes that belong to the PEC
network and that MJST NOT alter the encoding of the nmessage during
its transition/processing.

NOTE: Even though PEC uses these rel axed specifications, PEC
interoperability tests between over 20 service providers have never
reveal ed any problens. This is probably due to nmail servers |eaning
nore towards | eaving the messages they receive intact without
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appl yi ng any changes. But issues might arise if a server decides to
nodi fy encoded parts; for exanple, change the base64 |ine |ength,
whose hash val ue cal cul ated at the receiver’'s end would then differ
fromthat at the sender’s side.

To be able to verify the transmtted contents it is necessary for the
sender to keep the unaltered original copy of the part(s) to which
the hash val ues refer.

If the PEC transport envel ope contains the header
X-Ti poRi cevuta: breve

the Delivery Point enmits a brief delivery PEC notification on behalf
of the primary recipients, and a concise one (section 3.3.2.3) on
behal f of carbon copy recipients. The value of the header field in
the PEC transport envel ope is derived fromthe original message.

The notification body contains a readable text part according to a
nodel that relates the following certification data

Brief delivery PEC notification

On [date] at [tinme] ([time zone]), the message "[subject]™
originating from"[original sender]" and addressed to
“"[recipient]"

was placed in the destination’ s nail box.

Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

The sane certification data is inserted in an XM. file and added to
the notification (section 4.4), along with other parts that MAY be
i ncluded for specific provider-supplied services. Parsing MJIT be
done on the XML part only. The delivery PEC notification is issued
on behal f of every recipient of the nessage, and MJST follow the
format described in section 4.3.

The M ME structure of the original nessage is unaltered as it is
added to the notification, but each MME part with a "nane" paraneter
in the header field "Content-Type:" or a "filenanme" paranmeter in the
header field "Content-Disposition:" MJIST be substituted by a text
file containing that M ME part’s hash val ue.

When the original nessage has an SSMMe format, it is necessary not
to alter the integrity of the nmessage structure. Verification of the
SIMME part in the original nessage takes place when the M ME type of
the top-level entity (which coincides with the nessage itself) is
checked. An S/M ME nessage MAY have the following MM types (as per
[ SM MEV3]):
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o multipart/signed

Represents an original nessage signed by the sender using the
structure described in [MMe-SECURE]. The nessage is made up of
two M ME parts: the first is the nmessage itself before the
application of the sender’s signature, whereas the second contains
signature data. The second part (generally of type
"application/pkcs7-signature" or "application/x-pkcs-signature")
contai ns data added during the signing phase and MJST be | eft
unchanged to avoi d conprom sing the overall nessage structure;

o "application/pkcs7-m nme" or "application/x-pkcs7-m ne"

The nessage is conposed of a sole CVM5 object within the MM part.
G ven that attachnents cannot be separated fromthe CV5 object,
the MME part is left intact (i.e., it is not replaced by the hash
val ue); therefore, the brief PEC notification is the sane as the
conpl ete PEC notification.

If the original nessage contains parts whose "Content-Type:" is
"message/rfc822", i.e., contains an email nessage as attachnent, the
entire attached nmessage is substituted with its correspondi ng hash
val ue.

Therefore, when enitting a brief delivery PEC notification, the
provi der MJST:

1. identify and extract all the parts fromthe first MME part of the
mul tipart/signed S/M ME nmessage;

2. calculate the hash values of all the files attached by the sender
to the original nessage;

3. substitute originals with their hash val ues.

In general, in the case of original nmessages in SIMME format, the
copy of the nessage inserted within the brief delivery PEC
notification will have the follow ng characteristics:

o if the original message is signed, the S/MME structure and
signature-relative data will remain unchanged. The nmessage wl |
generate an error in a future signature integrity verification
phase follow ng the substitution of attachnments with the
correspondi ng hash val ues.

o if the original message contains the "application/pkcs7-m me" or

"application/x-pkcs7-m me" M ME type, attachments present in the
nessage will not be substituted by their hash val ues, due to
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i mpossibility of identification within a CMS structure. The
content of the brief delivery PEC notification will coincide with
that of a nornmal delivery PEC notification

The al gorithm used for hash calculation is the [SHAl], cal cul ated on
the entire content of the part. To allow distinction between hash
files and the files to which they refer, the suffix ".hash" is added
to the original filename. The hash value is witten in the file
usi ng a hexadeci mal representation as a single sequence of 40
characters. The MM type of these attachments is set to
"text/plain" to highlight their textual nature

3.3.2.3. Delivery PEC Notification: Concise
If the PEC transport envel ope contains the header
X-Ti poRi cevuta: sintetica

the Delivery Point enmits, both to prinmary and carbon copy recipients,
a conci se delivery PEC notification that does not contain the
origi nal nessage.

The nessage body of the notification contains a readable text part
according to a nodel that relates the followi ng certification data:

Conci se delivery PEC notification

On [date] at [tinme] ([time zone]), the message "[subject]"
originating from"[original sender]" and addressed to
"[recipient]”

was placed in the destination’ s nail box.

Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

The sane certification data is inserted within an XM. file and added
to the notification (section 4.4), along with additional parts that
MAY be included for provider-specific services. Parsing MIUST be done
on the XML part only. The notification is sent to each one of the
reci pients to whomthe nessage is delivered, and MJST follow the
format described in section 4.3.

The conci se delivery PEC notification follows the sanme em ssion rules

as the delivery PEC notification; added to it is only the XM. file
containing the certification data, not the original nessage.
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3.3.3. Non-Delivery PEC Notification

If an error occurs during the delivery of a correct PEC transport
nmessage, the systemreturns to the sender a non-delivery PEC
notification that indicates the error condition

The header will contain the follow ng fields:

X-Ri cevuta: errore-consegna

Date: [date of notification em ssion]

Subj ect: AVWVI SO DI MANCATA CONSEGNA: [origi nal subject]
From posta-certificata@mil domai n]

To: [original sender]

X-Ri ferimento-Mssage-1D: [nsgid]

The notification body contains a readable text part according to a
nodel that relates the foll ow ng data

Non-del i very PEC notification

On [date] at [tinme] ([tinme zone]), in the nessage "[subject]"
originating from"[original sender]" and addressed to
"[recipient]”

an error was detected [brief error description].

The nmessage was refused by the system

Message identifier: [PEC msgid of corresponding

PEC transport envel ope]

The sane certification data is inserted within an XM_ file and added

to the notification in order to allow for automatic checks (section

4.4). Parsing MJST be done on the XML part only. Additional parts

MAY be included by the PEC provider for provider-specific services.

The notification MJST follow the format described in section 4. 3.
3.4. Sender and Receiver Belonging to the Same Domai n

PEC nmessages MUST be processed even if both sender and receiver(s)
bel ong to the sanme PEC dommai n.

3.5. Exanple: Conplete Transaction between Two PEC Dormai ns

A correct transaction between two PEC domai ns goes through the
fol | owi ng steps:

0 The sending user sends an email to his provider’s Access Point;

0o The Access Point runs all checks and emts a server-user
acceptance PEC notification to the user
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4.

4.

0 The Access Point creates a PEC transport envel ope and forwards it
to the Inconming Point of the receiving provider

o0 The receiver’s Incomng Point verifies the PEC transport envel ope
and creates a server-server acceptance PEC notification to be sent
to the sending provider;

0 The sender’s Incomng Point verifies the validity of the server-
server acceptance PEC notification and forwards it to the Delivery
Poi nt ;

o The sender’'s Delivery Point saves the server-server acceptance PEC
notification in the provider’'s service nail box;

o The receiver’s Incom ng Point forwards the PEC transport envel ope
to the receiver’s Delivery Point;

o The receiver’'s Delivery Point verifies the contents of the PEC
transport envel ope and saves it in the recipient’s nail box;

0 The receiver’'s Delivery Point creates a delivery PEC notification
and sends it to the sender’s |Incom ng Point;

o The sender’s Inconming Point verifies the validity of the delivery
PEC notification and forwards it to the sender’s Delivery Point;

0 The sender’s Delivery Point saves the delivery PEC notification in
the sending user’s mail box;

o The receiving user has the nessage at his disposition

NOTE: Sonme of these steps night occur in parallel, thus the
interaction mght conplete in a different order

For mat s
1. Tenporal Reference

For all operations carried out during nmessage, notification, and | og
el aborati on processes by the Access, |Inconing, and Delivery Points,
it is necessary to have an accurate tenporal reference avail able.

Al'l events (generation of PEC notifications, transport envel opes,

| ogs, etc.) that constitute the transacti on of nessage el aboration at
the Access, Inconming, and Delivery Points MJUST enploy a sole tenpora
val ue obtained fromwi thin the transaction itself.
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4.

4.

2.

3.

Doing this renders the instant of nessage el aborati on unanbi guous
within PEC | ogs, notifications, nessages, etc., generated by the
server.

User Date/Tine

Tenporal indications supplied by the service in readable format (text
in PEC notifications, transport envelopes, etc.) are provided with
reference to the legal time at the nmoment of the operation.

Following is the specification using the syntax description notation
defined in [ ABNF].

dat e-ful | year = 4DIGA T

dat e- nont h =2DIAT ; 01-12

dat e- nday =2DIGAT ; 01-28, 01-29, 01-30, 01-31 based on
; mont h/ year

ti me- hour =2DIAT ; 00-23

time-mnute =2DIAT ; 00-59

ti me-second =2DIGAT ; 00-58, 00-59, 00-60 based on | eap second
; rules

ti me- of f set ="(" ("+" [/ "-") tinme-hour ":" time-mnute ")"

partial -tine = tinme-hour ":" time-mnute ":" tinme-second

full -date
full-tinme

date-nday "/" date-nonth "/" date-fullyear
partial -tine tinme-offset

NOTE: For number of days in a nonth, |eap year, and | eap second
restrictions see section 5.7 of [TIMESTAMP].

Format of a PEC Message Body

This section describes the characteristics of the various components
of PEC nessages and notifications generated by a PEC system If one
of the nessage parts contains characters with val ues outside of the
range 0-127 (7-bit ASCII), that part will have to be adequately
encoded so that 7-bit transportation conpatibility is guaranteed
(e.g., quoted-printable, base64 as per [M ME1]).

Bef ore applying the signature, the message body has Content- Type:
nmul tipart/m xed. Each part is described in the sections below. The
first part is the user readable text generated by the PEC system
while the second and third parts are interchangeable in order and
contain the original nmessage and the XML file for the certification
dat a.

Petrucci, et al. I nf or mati onal [ Page 36]



RFC 6109 Certified Electronic Mil April 2011

4. 3.

4. 3.

4. 3.

4.4,

Pet

1. User Readabl e Text

Character set: 1SO 8859-1 (Latin-1)
M ME type: text/plain or multipart/alternative

The nultipart/alternative MM type MAY be used to add an HTM
versi on of the body of system generated nessages. |In this case, two
sub-parts MJST be present: one of type text/plain, the other
text/htm. For the HTM. part:

o it MJIST contain the sane information as related in the text part;

o it MJUST NOT contain references to elenents (e.g., inages, sounds,
font, style sheets), neither internal to the nessage (added M Me
parts) nor external (e.g., hosted on the provider’'s server);

o it MJST NOT have active content (e.g., JavaScript, VBscript, Plug-
in, ActiveX).

2. Oiginal Message

M ME type: nessage/rfc822
At tachment nane: postacert.emn

3. Certification Data

Character set: UTF-8
M ME type: application/xm
Attachnent nane: certdata. xm

Certification Data Schene

Following is the DID relative to the [ XM.] file that contains
certification data attached to PEC notifications.

<l--Use the el enent "postacert" as root-->

<I--"tipo" indicates the typol ogy of the PEC nessage-->
<I--The attribute "errore" can have the follow ng val ues-->
<l--"nessuno" = no error-->

<l--"no-dest" (with type="errore-consegna") = -->

<I-- wrong recipient-->
<l--"no-dom ni 0" (with type="errore-consegna") = -->

<I-- wrong donai n-->
<I--"virus" (with type="errore-consegna") = virus-->
<l--"virus" (with type="non-accettazione") = virus-->
<l--"altro" = generic error-->

<! ELEMENT postacert (intestazione, dati)>
<! ATTLI ST post acert
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ti po (accettazi one
non- accettazi one
presa-in-carico
avvenut a- consegna
posta-certificata
errore-consegna
preavvi so- errore-consegna
ril evazi one-virus) #REQU RED
errore (nessuno
no- dest |
no- dom ni o
virus |
altro) "nessuno">

<! --Header of the original nessage-->

<l ELEMENT i ntestazione (mttente,
destinatari +,
ri sposte,
oggetto?) >

<l--Sender ("From" field) of the original nessage-->
< ELEMENT mittente (#PCDATA) >

<I--Complete list of recipients ("To:" and "Cc:" fields)-->
<I--of the original nessage-->
<I--"tipo" indicates the typol ogy of the recipient-->
<! ELEMENT destinatari (#PCDATA) >
<I ATTLI ST desti natari
tipo (certificato | esterno) "certificato">

<I--Value of the "Reply-To:" field of the original nessage-->
<! ELEMENT ri sposte (#PCDATA) >
<I--Value of the "Subject:" field of the original nmessage-->
<! ELEMENT oggetto (#PCDATA) >

<! --PEC nessage data-->

<! ELEMENT dati (gestore-enittente,
dat a,
identificativo,
nsgi d?,
ri cevuta?,
consegna?,
ri cezi one*,
errore-esteso?)>

<I--Descriptive string of the provider that certifies -->

<l--the data-->
<! ELEMENT gestore-em ttente (#PCDATA) >
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4.

5.

<I--Date/tinme of nessage el aboration-->
<l--"zona" is the difference between local time and UTC in -->
<l--"[+]-]hhmi" format-->
<! ELEMENT data (giorno, ora)>
<! ATTLI ST dat a
zona CDATA #REQUI RED>

<l--Day in "dd/ i yyyy" format-->

<! ELEMENT gi orno (#PCDATA) >

<l--Local hour in "hh:mmss" format-->
<! ELEMENT ora (#PCDATA) >

<!'--PEC nsgi d-->
<l ELEMENT identificativo (#PCDATA) >

<I--nsgid of the original message before nodifications-->
<! ELEMENT nsgi d (#PCDATA) >

<!--For PEC transport envel opes and delivery notifications-->
<l--indicate the type of PEC notification requested by the-->
<!--sender-->
<l ELEMENT ricevuta EMPTY>
<I ATTLI ST ricevuta
tipo (conpleta
breve |
sintetica ) #REQU RED>

<l--For delivery, non-delivery, virus-induced non-delivery, -->
<I-- virus detection, and tineout PEC notifications-->

<!--Reci pient address to which delivery has been carried -->
<l--out/tried-->

<! ELEMENT consegna (#PCDATA) >

<I--For server-server acceptance PEC notifications-->
<I--recipients for whomit is the relative PEC notification-->
<l ELEMENT ri cezi one (#PCDATA) >

<l--1n case of error-->
<l--brief description of the error-->
<! ELEMENT errore-esteso (#PCDATA) >

PEC Providers Directory Schene

The PEC providers directory is created through a centralized LDAP

2011

server that contains the providers’ data and their correspondi ng PEC

mai | donmi ns.
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The following are the directory schene’'s attri butes:

- providerCertificateHash: hash of provider's certificate
- providerCertificate: provider certificate

- providerNane: provider nane

- mai | Recei pt: provider reception enmail address

- managedDomrai ns: managed domai ns

- LDI FLocationURL: provider LD F record URL

- providerUnit: secondary operating environment name

The directory’ s base root is "o=postacert” and the

"Di stingui shedNane" of single records is of the type

"<provi der Nane=<name>, o=postacert>". Search within the directory is
carried out mainly in case-sensitive node using the
"providerCertificateHash" attribute (during envel ope signature
verification phase) or the "managedDonai ns" attribute (during nmessage
acceptance phase). It is possible for the record of a single
provider to contain nultiple "providerCertificate" attributes with
the related "providerCertificateHash" attributes in order to all ow
the handling of the renewal of expiring certificates. The provider
MUST nake sure to update its record with sufficient advance before
the certificate expiration date, by adding a new certificate whose
validity overlaps that of the previous one.

The data of all PEC providers is enconpassed in a [LDIF] file, which
is available as an [HTTPS] object and can be found at the URL to

whi ch the ' LDI FLocati onURL’ attribute in the "dn: o=postacert" record
points (see section 4.5.6). To guarantee authenticity, that file
MJST be signed by the provider for the operations regarding its PEC
services using the nethod described for single providers. The file,
the signature, and the X 509v3 certificate MJST be inserted in a
PKCS#7 structure in binary ASN.1 DER format as a file with ".p7nf
extension. The centralized [LDAP] system downl oads that file on a
daily basis and, after suitable verifications of the signature,
applies it to the provider’'s record.

Through the [LDIF] file, single providers MJST keep a copy of the
directory locally, updated on a daily basis, in order to inprove
system performance by avoi di ng continuous request dispatches to the
central system for every nessage el aboration phase.
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I f secondary environnents are present, the [LDIF] file indicated in
the main environnent’s record MJST relate the contents of all the
provi der-rel evant records.

NOTE: This specification uses an unregi stered LDAP DN name space
that may lead to conflict with other registered or
unr egi st ered nanes.

4.5.1. providerCertificateHash Attribute

The ’providerCertificateHash’ attribute is a hexadeci ma
representation of the hash in SHAL format of the X 509v3 certificate
used by the provider for PEC notifications and envel ope signatures.

( 1.3.6.1.4.1.16572.2.2.1 NAME ’'providerCertificateHash’
DESC ' Hash SHA1 of X 509 certificate in hexadeci mal format’
EQUALI TY casel gnor el ASMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

The I A5String ( 1.3.6.1.4.1.1466.115.121.1.26 ) syntax is defined in
[ LDAP- SYNTAXES] .

4.5.2. providerCertificate Attribute
The 'providerCertificate' attribute holds a set of certificate(s)
used by the provider to sign PEC notifications and transport
envel opes.
( 1.3.6.1.4.1.16572.2.2.2 NAME 'providerCertificate’
DESC ' X. 509 certificate in ASN.1 DER binary format’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.8 )

The Certificate syntax ( 1.3.6.1.4.1.1466.115.121.1.8 ) is defined in
[ RFC4523] .

As required by this attribute type’'s syntax, values of this attribute
are requested and transferred using the attribute description
"providerCertificate; binary" [RFC4522].

4.5.3. providerNanme Attribute

The ' providerNanme’' attribute contains the nanme of the PEC provider.
Al records MJST contain their provider’s nane in this attribute.
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( 1.3.6.1.4.1.16572.2.2.3 NAME ' provider Nane’
DESC ' PEC provi der name’
EQUALI TY casel gnhoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15
S| NGLE- VALUE )

The Directory String ( 1.3.6.1.4.1.1466.115.121.1.15 ) syntax is
defined i n [ LDAP- SYNTAXES] .

4.5.4. mail Receipt Attribute

4.

5.

The 'nmmil Receipt’ attribute contains the provider’'s email address
within the provider to which server-server acceptance and virus
detection PEC notifications are sent. This address is a linted
versi on of the addr-spec construct described in [EMAIL] (wthout
angl e brackets); it only permts the dot-atomtext formon both the
| eft- and right-hand sides of the "@, and does not have internal
CFV\E.

( 1.3.6.1.4.1.16572.2.2.4 NAME ' mai | Recei pt’
DESC ' E-mai | address of the service nail box’
EQUALI TY casel gnor el ASMat ch
SUBSTR casel gnor el A5Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115.121. 1. 26
SI NGLE- VALUE )

The 1 A5String ( 1.3.6.1.4.1.1466.115.121.1.26 ) syntax is defined in
[ LDAP- SYNTAXES] .

5. nmanagedDonmi ns Attribute

The ' managedDonai ns’ attribute holds a set of domains [SMIP] that are
handl ed by a PEC provider. Domains are limted to dot-atom form
([ RFC1034], [EMAIL]).

( 1.3.6.1.4.1.16572.2. 2.5 NAVE ' managedDonai ns’
DESC ' Donai ns handl ed by the PEC provider’
EQUALI TY casel gnor el ASMat ch
SUBSTR casel gnor el A5Subst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

The 1 A5String ( 1.3.6.1.4.1.1466.115.121.26 ) syntax is defined in
[ LDAP- SYNTAXES] .

The ' managedDonai ns’ attribute holds a set of domains [SMIP] that are
handl ed by a PEC provider. Domains are limted to dot-atom form
([ RFC1034], [EMAIL]).
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4.5.6. LDl FLocationURL Attribute

The ' LDl FLocationURL' attribute contains an [HTTPS] URL that points
to the location of the [LDIF] file defining the provider’'s record.
VWhen the attribute is present in the record "dn: o=postacert”, then
it contains the definition of the entire directory in [LDIF] format.
The LDIF file will have a M Me type of application/pkcs7-minme, with
the paraneter sm nme-type/signed-data. [SM MEV3] The LDIF file is
encoded using the UTF-8 character set.

Secondary environnent records MJST NOT contain the ’LDI FLocati onURL
attribute which is obtained fromthe main environment’s attributes
for all records connected to the provider

( 1.3.6.1.4.1.16572.2.2.6 NAME ' LDl FLocati onURL
DESC ' URL of the LD F file that defines the entry’
EQUALI TY caseExact Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 15
SI NGLE- VALUE )

The Directory String ( 1.3.6.1.4.1.1466.115.121.1.15 ) syntax is
defined i n [ LDAP- SYNTAXES] .

4.5.7. providerUnit Attribute

The " providerUnit’ attribute contains the name of secondary operating
environnents -- an attribute not present for the nmain environment.

It is possible for the provider to define several distinct records,
each indicating a single, different, secondary operating environnent,
for which it is possible to declare specific attributes that are, if
need be, distinct fromthose relative to the main and ot her

envi ronnents.

The "Di stingui shedName" of the records relative to the secondary
operating environnents are of the type

"<provi der Uni t s=<envi r onnment >, pr ovi der Name=<nane>, o=post acert >".
Every provider MJST have a record associated to its own main

envi ronnent, distinguishable for the absence of the "providerUnit"
attribute within the record and the Distingui shedNane.

( 1.3.6.1.4.1.16572.2.2.7 NAME 'providerUnit’
DESC ' Nane of the secondary operative environnent’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubstri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 15
S| NGLE- VALUE )
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The Directory String ( 1.3.6.1.4.1.1466.115.121.1.15 ) syntax is
defined i n [ LDAP- SYNTAXES] .

4.5.8. LD FLocati onURLOhj ect Object d ass
The schema definition of the 'LDI FLocati onURLObj ect’ object class:

( 1.3.6.1.4.1.16572.2.1.1 NAME ' LDl FLocati onURLObj ect’
SUP top AUXI LI ARY
MAY ( LDI FLocati onURL ) )

4.5.9. Provider Ohject dass
The schena definition of the ’provider’ object class:

( 1.3.6.1.4.1.16572.2.1.2 NAME ' provider’
SUP top STRUCTURAL
MUST ( providerCertificateHash
providerCertificate
provi der Nane
mai | Recei pt
managedDomai ns )

MAY ( description
LDl FLocat i onURL
providerUnit )

4.5.10. LDIF File Exanple

The following LDIF file represents an exanple of a providers’
directory, containing a base root and two fictitious providers. The
inserted certificates are two self-signed certificates used for
exanpl e purposes only:

dn: o=postacert

obj ectclass: top

obj ectcl ass: organi zation

obj ect C ass: LDl FLocati onURLObj ect

0: postacert

LDI FLocati onURL: https://igpec.rupa. exanpl e.comigpec.ldif.p7m
description: Base root for the PEC providers directory

dn: provi der Name=Anonynous Certified Mail S.p.A ,o=postacert
obj ectclass: top

obj ect cl ass: provider

provi der Nane: Anonynous Certified Mail S.p. A
providerCertificateHash:
7E7AEF1059AE0F454F2643A95F69EC3556009239
providerCertificate; binary::
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M | DBj CCAm+gAW BAgl BADANBgk ghki GOw0BAQQFADBMVIs wCQYDVQQRGEW
JJVDEpMCc GALUEChMyQWBvbm t YSBQb3NOYSBDZXJ0aWZpY2F0YSBTLNAU
@S4xLDAgBgkghki GOWOBCQEWHXBv ¢ 3RhLWNI cnRpZm j YXRhQGFuc @j ZX
JOLm ONMBAXDTAy MTI wOTE3M Q<NVoXDTAz MTI wOTE3M QxNVowZj ELMAKG
ALUEBhMCSVQXKTANBgNVBAOTI EFub25pbVWEgUEzdGEgQRVydd maVNhdG
Eg Uy 5wk EuMBWWKg YIKoZI hve NAQKBFh1wbh3NOYS1j ZXJ0aWZpY2F0YUBh
bnBvY2VydC5pdDCBnz ANBgk ghki GOwWOBAQEFAACE] QAW Yk Cg YEAr 8J+gK
KdxVILz DMPqwnEy OP8H Kwbl 0Szs8p6UZaj ZdpeUKONcbr v1Qy XZNNt SMC
2uL09HDyx8agj gzZWihypnehgui SK3bushal5RSpMahi qxne2b0HhOG/ 3G
al Zel gr wgnEl na4dMNUaLhbOvTd/ sqPUS378whs1 al hWkzy 34 Xc CAWEAAa OB
wz CBWDAd BgNVHQAEFgQUNSI COznQUWESOxspZ/ aBzsaGrRZMwgZAGALUdI w
SBi DCBhYAUN8I COznQWESOxspZ/ aBzsaGrRZChagRoMGYx Cz AJBgNVBAYT
Akl UVBkwIwYDVQKEY BBbnmBuaWLhl FBvc3RhI ENl cnRpZm j YXRhI FMucC
5BLj EsMCoGCSqGS| h3DQEJARYdc @z dGEt Y2Vydd maVWhdGFAYWEwWh2NI
cnNQUaXSCAQAWDAYDVRO TBAUWAWEB/ z ANBgk ghki GOwOBAQQFAAOBgQAS8B
Z+q1qSKpuf f zTBpM beFkDI xMgMa+ycnxdM\vcWCmLA9Zi FJsvqYhDDgA
Xxf H kr zXuSZk Yg6W QCsLp0aYVy40QCl wbQunhr vsxh3vsGCgN76JzZ9
57/ 10CFNnLf gf 1VH2NSS8TaYCC / VO7WLQLKkc A2VI x| QP7Me SUw==

nmai | Recei pt: ssaccept ance@ost al ser. exanpl e. com

LDI FLocati onURL: https://anpocert. exanpl e.confanpocert.|dif.p7m

managedDorai ns: mai |l . anpocert. exanpl e. com

managedDomai ns: cert. conpany. exanpl e. com

managedDonai ns: cost mec. exanpl e. com

description: Certified nail services for conpanies

dn: provi der Name=Post al Services S.p. A o=postacert

obj ectclass: top

obj ect cl ass: provi der

provi der Nane: Postal Services S.p.A

providerCertificateHash:
e00f dd9d88be0e2cc766b893315caf 93d5701aba

providerCertificate; binary::
M | DH CCAoegAw BAgl BADANBgk ghki G3w0BAQQFADBU M WCQYDVQQGEW
JJVDEf MBOGALUEChMAU2Vydm 6aSBQb3NOYWkpl FMuci 5sLj EPMAOGALUE
Cx MGRC5 DLk MuNMSOWKwYJ Ko ZI hvc NAQKBFh5wWh3NOYS1j ZXJ0aWzpY2FOYU
Bz ZXJIwbh3NO YWw aXQamhcNVDl xM A5MrczM E2WhcNVDIVkM A5MIczM E2
W BuMIBwWCQYDVQQGEWJI J VDEf MBOGALUEChMAU2Vydm 6aSBQL3NOYWkpl F
Muci 5sLj EPMAOGALUECX MGRC5 DLk MuMSOWKWYJKoZI hvc NAQKk BFh5wh3NO
YS1j ZXJ0aWZpY2F0YUBz ZXJwb3NO YWw aXQagZ8wDQYJKoZl hvc NAQEBBQ
ADgYOAM GJA0GBAKoc7n6z A+sCBNATMcf J+U2aoDEsr j / cChG3QANG ST +I
ygWk YXLBZNF SDWjL1K4edLr 4gCZI DFsgqOPI EaYZhYRG hbcuJ9H zZdt WX
XxCWEVWNAMFzl sASogsh5JeqS8db3A1IVkvhOIEUF aCYk8YMAK XYdCt LDOs
9t CYZeTE2ut 9AgMBAAG gcswycgwHQYDVROOBBYEFHPW7VJI ol M3VYhuHa
eAwWpPF51 eMM GYBgNVHSMEgZAWY Y2 AFHPW7VJI ol MBVYhuHae AwpPF51 eM
0 XKk ¢ DBu M wCQYDVQQGEW] J VDEf MBOGALTUEChMAU2Vy diml 6aSBQu3NOYW
xpl FMuci 5sLj EPMAOGA1UECX MGRC5 DLk MuMSOWKwYJKoZI hvc NAQk BFh5w
b3NOYS1j ZXJ0aWzZpY2F0YUBz ZXJwb3NO YViwua XSCAQAWDAYDVRO TBAUWAW
EB/ zANBgkghki GOwOBAQQFAAOBg QApge XvmOy Ej whMr Xez PAXEL MZw 4qq
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r5ri 4XuxTq6sS9j RsEbZr S+NnbcJ7S7e FWNQVNX YFVI qdWLh8gEXs TLXn
sKycSnHoCf uphr KvXj QvR2da75U4zGSkr oi yvJ2s9Tti CcT3l Q I j nvr Fb
aSBi yzj +za7f oFUCQW CLt DaA==

mai | Recei pt: takecharge@ost al ser. exanpl e. com

LDI FLocati onURL: https://postal ser.exanple.com I dif.txt.p7m

managedDomai ns: postal -servi ces. exanpl e. com

managedDonmi ns: recei vedmai | . exanpl e. com

description: Certified mail services for the public

The following LDIF file represents an exanple of a PEC providers’
directory, containing a base root and two fictitious providers, the
first of which handles a secondary environnent as well. The
certificates inserted are two self-signed certificates used for
exanpl e purposes only:

dn: o=postacert

obj ectclass: top

obj ectcl ass: organi zation

obj ect O ass: LDl FLocati onURLOhj ect

0: postacert

LDI FLocati onURL: https://igpec.rupa. exanpl e.comigpec.ldif.p7m
description: Base root for the PEC providers directory

dn: provi der Name=Anonynous Certified Mail S.p.A ,o=postacert
obj ectclass: top

obj ect cl ass: provider

provi der Nane: Anonynous Certified Mail S.p. A

providerCertificateHash:
7E7AEF1059AEOF454F2643A95F69EC3556009239
providerCertificate; binary::

M | DBj CCAm+gAW BAgl BADANBgk ghki GOw0BAQQFADBNMMVIs wOQYDVQQGEW
JJVDEpMCc GALUEChMyQWBvbm t YSBQb3NOYSBDZXJ0aWZpY2F0YSBTLNAU
S4xLDAgBgkghki GOWOBCQEWHXBv ¢ 3RhLWNI cnRpZm j YXRhQGFuc (j ZX
JOLm ONMB4XDTAy MTI1 wOTE3M QxNVOXDTAz MII wOTE3M QxNVowZj ELMAKG
ALUEBhMCSVQxKTANBgNVBAOTI EFub25pbWEgUIzdCGEgQRVYydd naVWhd G
Eg Uy 5WLK EuMSWwWKg YIKoZI hvcNAQKBFh1wb3NOYS1j ZXJ0aWzpY2F0YUBh
bnBvY2VydC5pdDCBnz ANBgk ghki GOWOBAQEFAACB] QAW Yk Cg YEAr 8J+gK
KdxVILz DMPqwnEy OP8H Kwbl 0Szs8p6UZaj ZdpeUKONcbr v1Qy XZNNt SMC
2uL09HDyx8agj gZWlhypnehgui SK3bushal5RSpMzhi gxne2b0HhOG7 3G
al Zel gr wgnEl na4MNUaLhbOvTd/ sqPUS378whsI1 al hWwzy 34 Xc CAWEAAa OB
wz CBWDAd BgNVHQA EFgQUN8I CO0znQUNESOxspZ/ aBzsaGr RZMwZAGALUdI w
SBi DCBhYAUN8I COznQWESOxspZ/ aBzsaGrvRZChagRoMGYx Cz AJBgNVBAYT
Akl UMSKkwIWYDVQQKEY BBbmBuaWLhl FBvc3Rhl ENL cnRpZni j YXRhI FMucC
5BLj EsMCoGCSqGS| b3DQEJARYdc Pz dGEt Y2Vydd maVWhd GFAYWEwWh2NI
cnNQUaXxXSCAQAWDAYDVRO TBAUWAWEB/ z ANBgk ghki GOw0OBAQQFAAOBgQAS8B
Z+q1qSKpuf f zTBpM beFkDl xMgMa+ycnxdM\vcWjCmLA9Zi FIsvqYhDDgA
Xxf Hj kr zXuSzkYg6W QCsLp0aYVy40QC wobQunhr vsxh3vsGCgN76JzZ9
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57/ 10CFNnLf gf 1VH2NSS8TaYCCi / VO7WLQLKkc A2VI x| QP7Me SUw==

nmai | Recei pt: notifications@npocert.it.exanple

LDI FLocati onURL: http://anpocert. exanpl e. conf anpocert.ldif.p7m

managedDorai ns: mai |l . anpocert . exanpl e. com

managedDomai ns: cert.conpany. exanpl e. com

managedDonai ns: cost nmec. exanpl e. com

description: Certified nail services for conpanies

dn: providerUnit=Secondary Environnment, provider Name=Anonynous
Certified Mail S.p.A. ,o=postacert

obj ectclass: top

obj ect cl ass: provi der

provi der Nane: Certified Mail S. p.A

providerUnit: Secondary Environnent

providerCertificateHash:
7E7AEF1059AEO0F454F2643A95F69EC3556009239

providerCertificate; binary::
M | DBj CCAm+gAwW BAgl BADANBgk gqhki GOw0 BAQQFADBMVIs wCQYDVQQRGEW
JJVDEpMCc GALUEChMyQW\Bv b t YSBQb3NOYSBDZXJ0aWZpY2FOYSBTLNAU
@4xLDAgBgkghki GOWOBCQEVWHXBY c3RhLWNI cnRpZm j YXRhQGFuc Rj ZX
JOLni OMBAXDTAy MTI wOTE3M QxNVoXDTAz MTI wOTE3M QxNVowZj ELMAKG
ALUEBhMCSVQxKTANBgNVBAOTI EFub25pbWEgUXIzdCGEgQR2Vydd naVWhdG
EgUy 5wk EuMBWWKg YJKoZIl hvec NAQKBFh1wb3NOYS1j ZXJ0aWZpY2F0YUBh
bnBvY2VydC5pdDCBnz ANBgk ghki GOWOBAQEFAACE) QAwWg Yk Cg YEAr 8J+gK
KdxV9Lz DMPgwnEy OP8H Kwhl 0Szs8p6UZaj ZdpeUKONcbr v1Qy XZNNt SMC
2uL09HDyx8agj gZWilhypnehgui SK3bushal5RSpMzhi gxne2b0HhOG73GF
al Zel gr wgnEl na4MNUaLhbOvTd/ sqPUS378w51 al hWkzy 34 Xc CAWEAAaOB
wz CBWDAd BgNVHQAEFgQUN8I CO0znQNESOxspZ/ aBzsaGv RZMwZAGALUdI w
SBi DCBhYAUN8I COznQWESOxspZ/ aBzsaGrRZChagRoMGYx Cz AJBgNVBAYT
Akl UVBkwIwYDVQKEY BBbmBuaWehl FBvc3Rhl ENl cnRpZm j YXRhI FMucC
5BLj EsMCoGCSqGS| b3DQEJARYdc @z dGEt Y2Vydd maVWAhd GFAYWSwWH2NI
cnQUaXSCAQAWDAYDVROTBAUWAWEB/ z ANBgk ghki GOWOBAQQFAACBgQA58B
Z+qlqgSKpuf f zTBpM beFkDI xMgMa+ycnxdM\vcWjCmLA9Zi FIsvgYhDDgA
Xxf Hj kr zXuSzZkYg6W QCsLp0aYVy40QCl wbQunhr vsxh3vsGoCgN76JzZ9
57/ 10CFNnhLf gf 1VH2NSS8TaYCCi / VO7WLQLKkc A2VI x| QP7Me SUnw==

mai | Recei pt: notificati ons@econdary. anpocert. exanpl e. com

managedDonai ns: nmanagenent . anpocert. exanpl e. com

nmanagedDonai ns: personnel . anpocert. exanpl e. com

description: Corporate internal services

dn: provi der Name=Postal Services S.r.|., o=postacert

obj ectclass: top

obj ect cl ass: provi der

provi der Nane: Postal Services S.r.l.

providerCertificateHash:
e00f dd9d88be0e2cc766b893315caf 93d5701aba

providerCertificate; binary::
M | DHy CCAoegAw BAgl BADANBgk ghki GOw0BAQQRFADBU M WCQYDVQQRGEW
JJVDEf MBOGALUEChMANU2Vydm 6aSBQb3NOYWkpl FMuci 5sLj EPMAOGALUE
Cx MGRC5DLK MUNMSOWKwWYJ Ko ZI hvec NAQKBFh5wWh3NOYS1j ZXJ0aWzpY2FOYU
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5.

5.

5.

Bz ZXJwbh3NO0 YWwaXQaHhcNVDI xM A5MTczM E2WhcNVDWKM ASMIczM E2
W BuMIBwCQYDVQQGEW] J VDEf MBOGALTUEChMAU2Vydm 6aSBQb3NOYWpl F
Muci 5sLj EPMAOGALUECX MGRC5 DLk MuMSOWKWYJKoZI hvc NAQK BFh5wh3NO
YS1j ZXJ0aWZpY2F0YUBz ZXJwb3NO YWw aXQngZ8wDQYJKoZl hvc NAQEBBQ
ADgYOAM GJA0GBAKoc 7n6z A+s CBNATMcf J+U2aoDEsr j / cOhG3QANG ST +
ygWKYXLBZNf SDWjL1K4edLr 4gCZI DFsqOPI EaYZhYRG hbcuJ9H zdt WX
XCWEVWNA Mzl sASogsh5JeqS8db3A1IVkvhOIEUF aCYk8YMAK XYdCt LDOs
9t CYZeTE2ut 9AgMBAAG gcswycgwHQYDVROOBBYEFHPW7VJ I ol MBVYhuHa
eAwpPF51 eMM GYBgNVHSMEgZAwWg Y2AFHPW7 V]I ol MBVYhuHae AwpPF51 eM
0 XKk ¢ DBu M wWCQYDVQQGEW] J VDEf MBOGALUEChMAU2Vy dml 6aSBQh3NOYW
xpl FMuci 5sLj EPMAOGALUECX MGRC5 DLk MuMSOWKWYJKoZI hvc NAQK BFh5w
b3NOYS1j ZXJ0aWzpY2F0YUBz ZXJ wh 3NO YWw a XSCAQAWDAYDVRO TBAUWAW
EB/ zANBgk ghki GOw0BAQQFAAOBg QApgeXv Dy Ej whMr Xez PAXELMZw 4qq
r5ri 4XuxTg6sS9j RsEbZr S+NnbcJ7S7e FMNQWINX YFVIqdWoLh8gEXsTLXn
sKycPSnHoCf uphr KvXj QvR2da75U4z GSkr 0i yvJ2s9Tti CcT3I Q1 j mvr F
baSBi yzj +za7f oFUCQnkCLt DaA==

mai | Recei pt: ssacceptance@ost al ser. exanpl e. com

LDI FLocati onURL: http://postal ser.exanple.confldif.txt.p7m

managedDonai ns: postal - servi ces. exanpl e. com

managedDomai ns: recei vednai | . exanpl e. com

description: Certified mail services for the public

Security-Rel ated Aspects
1. Digital Signature

It is recormended that a dedicated hardware nodul e be used to handl e
private key and signature operations, the specifications of which are
out side the scope of this docunent. |It’'s up to the PEC providers to
conformto security requisites expected for the service

2. Authentication

User access to PEC services through the Access Point MJST be all owed
only upon successful user authentication on the system

For exanple, authentication m ght use user-ID and password, or, if
avai | abl e and consi dered necessary for the type of service provided,
an electronic ID card or the national services card. Choice of

aut hentication nethod is left to the better judgnent of the service
provider. Authentication is necessary to guarantee as nuch as
possi bl e that the nessage is sent by a PEC user whose identification
data is congruent with the specified sender, so as to avoid
falsification of the latter.
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5.

5.

5.

3. Secure Interaction

4.

5.

To guarantee that the original nmessage remmins unaltered during
transaction, envel opment and signature are applied on outgoing
nmessages at the Access Point, and subsequent verification of incom ng
nessages is done at the Incom ng Point.

Al'l communi cations within the PEC network MJST use secure channel s.
Integrity and confidentiality of connections between PEC provider and
user MUST be guaranteed through the use of secure protocols, such as
those based on [TLS] and those that create a secure transport channe
on whi ch non-secure protocols can transmt (e.g., |Psec).

The interaction between providers MJST take place using SMIP on

[ TLS], as per [SMIP-TLS]. The Incoming Point MJST provide and
announce its support for the STARTTLS extension, as well as accept
bot h unencrypted connections (for ordinary mail) and protected ones.
To guarantee conplete traceability in the flow of PEC nessages, these
MUST NOT transit on systenms external to the PEC network. Wen
exchangi ng nessages between different providers, all transactions
MJUST t ake pl ace between machi nes that belong to the PEC network or
are directly managed by the provider. An "MX' type record MAY be
associ ated to each PEC domain defined within the system for nane
resol ution, in which case secondary reception systens specified in
that record MJUST be under direct control of the provider. Al in
conformance with [ SMIP].

Vi rus

Anot her inportant security aspect that concerns the PEC system is
related to the technical and functional architecture that MJST bl ock
the presence of viruses from endangering the security of all handl ed
nmessages. It is therefore REQU RED to have installations and

conti nuous updates of anti-virus systens that hinder infections as
much as possible without intervening on the content of the certified
mail, in conpliance with what has been di scussed thus far.

S/IMME Certificate

In this document the S/MME certificate profile is defined for use in
the certification of PEC messages done by the providers. The
proposed profile of the SSMME certificate is based on the | ETF
standards [ SM MECERT] and [CRL], which in turn are based on the
standard | SO | EC 9594- 8: 2001.
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5.5.1. Provider-Related Information (Subject)

The information related to the PEC provider holder of the certificate
MJST be inserted in the Subject field (Subject DN). More precisely,
the Subject DN MJUST contain the PEC provider’s nanme as it is in the
"provi der Nane" attribute published in the PEC providers directory
(section 4.5), but the Subject DN does not have to match the Provider
entry DN in the LDIF. The providerName MJST be present in the
ConmonName or Organi zati onNane attributes of the "Subject:" field in
the certificate.
Certificates MUST contain an Internet nmil address, which MJST have a
val ue in the subject AltNane extension, and SHOULD NOT be present in
the Subject Distinguished Nare.
Val id subjectDN are:

C=IT, O=AcnePEC S.p. A, CN=Posta Certificata

C=IT, C=Servizi PEC S.p. A, CN=Posta Certificata

Val ori zation of other attributes in the Subject DN, if present, MJST
be done in conpliance with [CRL].

5.5.2. Certificate Extensions
Ext ensi ons that MJST be present in the SSMME certificate are:
o Key Usage
o Authority Key ldentifier
0 Subject Key ldentifier
0 Subject Alternative Nane

The Basic Constraints extension (Object ID:2.5.29.19) MJST NOT be
present.

The val orization of the above |isted extensions for the described
profile foll ows.

The Key Usage extension (Object ID 2.5.29.15) MJST have the

digital Signature bit (bit 0) activated and MUST be narked as
critical. The extension MAY contain other active bits correspondi ng
to different Key Usage, as long as that doesn’'t contrast with the

i ndications in [CRL].
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The Authority Key ldentifier (Object ID 2.5.29.35) MJST contain at
| east the keyldentifier field and MUST NOT be marked as critical.

The Subject Key ldentifier extension (Object ID 2.5.29.14) MIST
contain at |east the keyldentifier field and MJUST NOT be marked as
critical.

The Subject Alternative Name (Object ID 2.5.29.17) MJIST contain at
| east the rfc822Nane field and MUST NOT be marked as critical.

Addi ng ot her extensions that have not been described in this docunent
is to be considered OPTIONAL, as long as it remains conpliant with
[CRL]; such added extensions MJST NOT be narked as critical.

5.5.3. Exanple

Following is an exanple of an S/IMME certificate conpliant with the
m ni mal requisites described in this profile. Values used are of
fictitious providers generated for exanpl e purposes only.

5.5.3.1. Ceneral-Use Certificate in Annotated Version

An asterisk near the | abel of an extensi on neans that such an
ext ensi on has been nmarked as critical.

VERSI ON: 3
SERI AL: 11226 (0x2bda)
| NNER S| GNATURE:
ALG ID: id-shal-wth-rsa-encryption
PARAMETER: O
| SSUER:
Country Narme: |IT
Organi zation Nane: Certifier 1
Organi zational Unit Nane: Certification Service Provider
Conmmon Nane: Certifier S .p.A
VALI DI TY:
Not Before: Oct 5, 04 09:04:23 GVI
Not After: Cct 5, 05 09:04:23 GVI
SUBJECT:
Country Name: |IT
Organi zati on Nane: AcmePEC S. p. A
Comon Name: Certified Muil
PUBLI C KEY: (key size is 1024 bits)
ALGORI THM
ALG ID: id-rsa-encryption
PARAMETER: O
MODULUS: 0x00af beb4 5563198a aa9bac3f 1b29b5be
7f 691945 89d01569 ca0d555b 5c¢33d7e9
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5.5.3.

d15ff 128 6792def 5 b3f 884e6 54b326db
cf
EXPONENT: 0x010001
EXTENSI ONS!
Subj ect At Nare:
RFC Nane: posta-certificata@cnepec.it
Key Usage*: Digital Signature
Authority Key ldentifier: 0x12345678 aaaaaaaa bbbbbbbb
ccceccccc dddddddd
Subj ect Key ldentifier: Ox3afae080 6453527a 3e5709d8 49a941a8

a3a70ael
S| GNATURE
ALG ID: id-shal-with-rsa-encryption
PARAMETER: O

VALUE: 0x874b4d25 70a46180 c9770a85 fe7923ce
b22d2955 2f 3af 207 142b2aba 643aaabl

d8f d10b4 c9e00ebc cO89f 7a3 54921907
ff 885220 ce796328 bOf 8ecac 86ffblcc

2. Ceneral-Use Certificate in Dunp ASN. 1

0 30 794: SEQUENCE {
4 30 514: SEQUENCE {
8 A0 3 [0] {

10

13
17
19

30

32
34
36
38
43

47
49
51
56

77

02 1: I NTEGER 2

- }
02 2: | NTEGER 11226
30 13: SEQUENCE {
06 9: OBJECT | DENTI FI ER
: shalw t hRSAEncryption (1 2 840 113549 1 1 5)
05 O: NULL

30 101: SEQUENCE {
31 11:  SET {

30 9: SEQUENCE {
06 3: OBJECT | DENTI FI ER countryNane (2 5 4 6)
13 2: PrintableString "IT
' }
1 }
31 28: SET {
30 26: SEQUENCE {
06 3: OBJECT | DENTI FI ER organi zati onNanme (2 5 4 10)
13 19: PrintableString 'Certificatore 1
' }

: }
31 220 SET{

Petrucci, et al. I nf or mati onal [ Page 52]



RFC 6109

79 30
81 06

86 13

101
103
105
110

135
137
152

167
169
171
173
178

182
184
186
191

207
209
211
216

235
238
240
251

253

31

30
06

13

30
17

30

30
06

13

31

06

13

31

30

13

30

30
06

05

03

Pet rucci ,

20:

13:

32:
30:
3:

23:

30:
13:
13:

66:
11:

23:
21:
3:

14:

26:
24:
3:

17:

}
}
159:
13:
9:
0:

141:
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SEQUENCE {
OBJECT | DENTI FI ER or gani zational UnitName (2 5 4 11)
PrintableString 'Certification Service Provider’

}

SET {

SEQUENCE {
OBJECT | DENTI FI ER conmonNane (2 5 4 3)
PrintableString 'Certificatore S.p. A’

SEQUENCE {
UTCTi me ’ 0410050904237’
UTCTi e * 0510050904232’

SEQUENCE {
SET {
SEQUENCE {
OBJECT | DENTI FI ER countryNane (2 5 4 6)
PrintableString 'IT

}

SET {
SEQUENCE {
OBJECT | DENTI FI ER or gani zati onName (2 5 4 10)
PrintableString ' AcmePEC S. p. A’

}

SET {

SEQUENCE {
OBJECT | DENTI FI ER conmonNane (2 5 4 3)
PrintableString 'Posta Certificata’

}

SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER rsaEncryption (1 2 840 113549
111)
NULL

BIT STRING 0 unused bits

30 81 89 02 81 81 00 AF BE B4 55 63 19 8A AA 9B
AC 3F 1B 29 B5 BE 7F 69 19 45 89 DO 15 69 CA 0D
55 5B 5C 33 D7 E9 C8 6E FC 14 46 C3 C3 09 47 DD
CD 10 74 1D 76 4E 71 14 E7 69 42 BE 1C 47 61 85
4D 74 76 DD OB B5 78 4F 1E 84 DD B4 86 7F 96 DF

et al.
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5E 7B AF OE CE EA 12 57 0B DF 9B 63 67 4D F9 37

B7 48 35 27 C2 89 F3 C3 54 66 F7 DA 6C BE 4F 5D

85 55 07 A4 97 8C D1 5F F1 28 67 92 DE F5 B3 F8
[ Anot her 12 bytes skipped ]

; }
397 A3 123 [3] {
399 30 121: SEQUENCE {

401 30 39: SEQUENCE {
403 06 3: OBJECT | DENTI FI ER subj ect Alt Name (2 5 29 17)
408 04 32: OCTET STRI NG

30 1E 81 1C 70 6F 73 74 61 2D 63 65 72 74 69 66
69 63 61 74 61 40 61 63 6D 65 70 65 63 2E 69 74

: }
442 30 14:  SEQUENCE {

1
444 06 3 OBJECT | DENTI FI ER keyUsage (2 5 29 15)
449 01 1: BOOLEAN TRUE
452 04 4t OCTET STRI NG

: 03 02 07 80

: }
458 30 31: SEQUENCE {
460 06 3: OBJECT | DENTIFIER authorityKeyldentifier (2 5 29 35)
465 04 24: OCTET STRI NG
: 30 16 11 11 11 11 AA AA AA AA AA BB BB BB BB CC CC
CC CC DD DD DD DD

: }
491 30 29: SEQUENCE {
493 06 3: OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
498 04 22: OCTET STRI NG
: 04 14 3A FA EO 80 64 53 52 7A 3E 57 09 D8 49 A9
41 A8 A3 A7 OA E1
}
}
}

S
522 30 13: SEQUENCE {
524 06 9: OBJECT | DENTI FI ER

: shalwi t hRSAEncryption (1 2 840 113549 1 1 5)
535 05 O: NUL L

; }
537 03 257: BIT STRING 0 unused bits

: 87 4B 4D 25 70 A4 61 80 C9 77 OA 85 FE 79 23 CE
B2 2D 29 55 2F 3A F2 07 14 2B 2A BA 64 3A AA 61
1F FO E7 3F C4 E6 13 E2 09 3D FO E1 83 A0 CO F2
C6 71 7F 3A 1C 80 7F 15 B3 D6 1E 22 79 B8 AC 91
51 83 F2 3A 84 86 B6 07 2B 22 E8 01 52 2D A4 50
9F C6 42 D4 7C 38 B1 DD 83 CD FC E8 C3 12 C3 62
64 OF 16 BF 70 15 BC 01 16 78 30 2A DA FA F3 70
E2 D3 OF 00 BO FD 92 11 6C 55 45 48 F5 64 ED 98
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[ Anot her 128 bytes skipped ]
}

5.6. PEC Providers Directory

The contents of the PEC providers directory MJST be queried via
[HTTP] on a Secure Socket Layer (SSL), as described in [TLS],
exclusively by licensed providers that have the necessary user
certificates; this access nodality guarantees authenticity,
integrity, and confidentiality of data. Each provider downl oads the
LDIF file through an [HTTPS] session, which is authenticated by
checking the X. 509 certificate issued by a certification authority.

6. PEC System Cient Technical and Functional Prerequisites

This section lists the prerequisites that rmust be respected by a
client in order to guarantee the mninmal operative functionalities to
the user of a general PEC system

o handling of Access and Delivery Points through secure channels;

o handling of user authentication in nessage di spatch and reception
whi ch make use of standard protocols, such as [IMAP], [POP3], and
[HTTP] ;

o support for MM format according to [M ME1l] and [ M ME5];
o support for "1SO 8859-1 (Latin-1)" character set;

o support for SIMME v3 standard, as in [SM MEV3], for verification
of signatures applied to PEC envel opes and notifications.

7. Security Considerations

Al security considerations from[CM5] and [ SM MEV3] apply to
applications that use procedures described in this docunent.

The centralized LDAP server is a critical point for the security of
the whol e PEC system An attack could conproni se the whol e PEC
system PEC providers that periodically download the LDIF file
SHOULD use the best security technology to protect it fromloca
attacks. A PEC provider could be conpromised if an attacker changed
a certificate or nodified the list of domains associated to it in the
LDIF file that was copied to the PEC provider system
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When verifying the validity of the signature of a nessage, the

reci pi ent system SHOULD verify that the certificate included in the
[CMB] nmessage is present in the LDIF file (section 4.5) and that the
domai n extracted by the [EMAIL] "From" header is listed in the
managedDomnai ns attribute associated to said certificate.

8. | ANA Consi derations
8.1. Registration of PEC Message Header Fields
Thi s docunent defines new header fields used in the messages that
transit in the PEC network. As specified and required by
[ HEADERS- | ANA], this docurment regi sters new header fields as
Provi si onal Message Header Fields as follows.
8.1.1. Header Field: X-Riferinento-Mssage-ID:
Applicable protocol: mail [EMAIL]
Status: provisional
Aut hor/ Change controll er:
Cl audi o Petrucci
Di gi t PA
Viale Carlo Marx 31/49
00137 Roma
Italy
EMai | : PETRUCCI @li gi t pa. gov.it
Speci fication docunment: this docunent, section 2.2.1, Appendix A
8.1.2. Header Field: X-Ricevuta:
Applicabl e protocol: mail [EMAIL]
Status: provisional
Aut hor/ Change controller:
Cl audi o Petrucci
Di gi t PA
Viale Carlo Marx 31/49
00137 Roma

Italy
EMai | : PETRUCCI @li gi t pa. gov.it
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Speci fication docunment: this docunent, sections 2.1.1.1.1, 3.1.2,
3.1.3, 3.1.4, 3.1.6, 3.2.1, 3.2.3, 3.2.4,
3.3.2, 3.3.3, Appendix A

8.1.3. Header Field: X-VerificaSicurezza:
Applicabl e protocol: mail [EMAIL]
Status: provisional
Aut hor/ Change controller:

Cl audi o Petrucci

Di git PA

Viale Carl o Marx 31/49

00137 Romm

Italy

EMai | : PETRUCCI @li gi t pa. gov.it

Speci fication docunent: this docunent, sections 2.1.1.1.3, 3.1.3,
3.2.4, Appendix A

8.1.4. Header Field: X-Trasporto:
Applicabl e protocol: mail [EMAIL]
Status: provisional
Aut hor/ Change controller:

Cl audi o Petrucci

Di git PA

Viale Carlo Marx 31/49

00137 Romm

Italy

EMai | : PETRUCCI @li gi t pa. gov.it

Speci fication docunment: this docunent, sections 3.1.5, 3.2.2,
Appendi x A.

8.1.5. Header Field: X-TipoRicevuta:
Applicabl e protocol: mail [EMAIL]

Status: provisional
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Aut hor/ Change controller:
Cl audi o Petrucci
Di gi t PA
Viale Carlo Marx 31/49
00137 Ronmm
Italy
EMai | : PETRUCCI @li gi t pa.gov.it

Speci fication docunment: this docunent, sections 3.1.5, 3.3.2,
3.3.2.1, 3.3.2.2, 3.3.2.3, Appendix A

8.1.6. Header Field: X-Mttente:
Applicabl e protocol: mail [EMAIL]
Status: provisional
Aut hor/ Change controller:
Cl audi o Petrucci
Di gi t PA
Viale Carlo Marx 31/49
00137 Ronmm
Italy
EMai | : PETRUCCI @li gi t pa.gov.it
Speci fication docunent: this docunent, sections 3.2.3, Appendix A
8.2. Registration of LDAP (bject ldentifier Descriptors
Thi s docunent defines new LDAP attributes and object classes for
object identifier descriptors. As specified and required by
[ LDAP-1 ANA], this document registers new descriptors as foll ows per
the Expert Review.
8.2.1. Registration of Object Classes and Attribute Types
Subj ect: Request for LDAP Descriptor Registration
Descriptor (short nane): See conments

oject ldentifier: See conments

Person & email address to contact for further infornmation:
See "Aut hor/ Change Controller"

Usage: See comments

Petrucci, et al. I nf or mati onal [ Page 58]



RFC 6109 Certified Electronic Mil April 2011

Specification: (I-D)
Aut hor/ Change Controller:

Cl audi o Petrucc

Di gi t PA

Viale Carlo Marx 31/49

00137 Roma

Italy

EMai | : PETRUCCI @li gi t pa. gov.it

Comrent s:

The foll owing object identifiers and associ ated object classes/
attribute types are requested to be registered.

ab Descri pt or Usage
1.3.6.1.4.1.16572.2.1.1 LDI FLocat i onURLObj ect @]
1.3.6.1.4.1.16572.2.1.2 provi der @]
1.3.6.1.4.1.16572.2.2.1 provi derCertificateHash A
1.3.6.1.4.1.16572.2.2.2 providerCertificate A
1.3.6.1.4.1.16572.2.2.3 provi der Nare A
1.3.6.1.4.1.16572.2.2. 4 mai | Recei pt A
1.3.6.1.4.1.16572.2.2.5 nmanagedDonai ns A
1.3.6.1.4.1.16572.2.2.6 LDI FLocat i onURL A
1.3.6.1.4.1.16572.2.2.7 provi der Uni t A
Legend
O => nject dass
A => Attribute Type
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NOTE: The right columm represents a translation of the Italian fields

for

readability’ s sake only.

Header fields that MJST be us

are the ones in the |eft colum.

X-Ri ferinmento-Mssage-1D

X- Ri cevut a
non-accettazi one
accettazi one
preavvi so- error e-consegna
presa-in-carico
rilevazi one-virus
errore-consegna
avvenut a- consegna

X-Mttente

X-VerificaSi curezza
errore

X-Trasporto
posta-certificata
errore

X-Ti poRi cevut a
conpl et a
br eve
sintetica

certificatore
Subj ect val ues:

Accettazi one

Posta certificata
Presa in carico
Consegna

Anonal i a messaggi o
Probl emn di sicurezza

Avvi so di non accettazi one
Avvi so di non accettazi one
per virus

Avvi so di mancata consegna
Avvi so di mancata consegna
per virus

Avvi so di mancata consegna
per sup. tenmpo massi no

Petrucci, et al
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Ref erence Message ldentifier
Noti fi cation
non acceptance
server-user acceptance
delivery error advance notice
server-server acceptance
virus detection
delivery error
nmessage delivered
Sender
Security Verification
error
Transport
certified mai
error
Notification Type
conpl ete
bri ef
conci se

certificator

SERVER- USER ACCEPTANCE
CERTI FI ED MAI L

SERVER- SERVER ACCEPTANCE

DELI VERY

MESSAGE ANOVALY

SECURI TY PRCBLEM

NON ACCEPTANCE PEC NOTI FI CATI ON
VI RUS DETECTI ON | NDUCED NON
ACCEPTANCE PEC NOTI FI CATI ON

NON DELI VERY PEC NOTI FI CATI ON
NON DELI VERY DUE TO VI RUS PEC
NOT1 FI CATI ON

NON DELI VERY DUE TO Tl MEQUT PEC
NOTI FI CATI ON
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Apr i

Italian terns in the DID relative to the certification XML file:

accettazi one
altro
avvenut a- consegna
certificato
consegna

dat a

dati

destinatari

est erno

errore
errore-consegna
errore-esteso
gestore-enmttente
gi orno
identificativo

i nt estazi one
mttente

no- dest (i natari o)
no-dom ni o

non- accett azi one
nessuno

oggetto

ora
posta-certificata
preavvi so- error e-consegna
presa-in-carico
ri cevuta

ri cezi one
rilevazi one-virus
ri sposte

tipo

| nf or mat i ona

server-user acceptance
ot her

del i vered

certificate

delivery

dat e

dat a

reci pients

ext erna

error

delivery error

ext ensi ve error
transmtting provider
day

i dentifier

header

sender

no recipi ent

no donain

non acceptance

none

subj ect

hour

certified mai

delivery error advance notice
server-server acceptance
notification

recei pt (the act of receiving)
virus detection
replies

type

2011
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