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A Docunent Format for Requesting Consent

Status of This Meno
Thi s docunent specifies an Internet standards track protocol for the

Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst r act

Thi s docunent defines an Extensible Markup Language (XM.) format for
a perm ssion docunent used to request consent. A perm ssion docunent
witten in this format is used by a relay to request a specific

reci pient permssion to performa particular routing translation.
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1. Introduction

The framework for consent-based conmuni cations in the Session
Initiation Protocol (SIP) [RFC5360] identifies the need for a format
to create perm ssion docunments. Such perm ssion docunents are used
by SIP [ RFC3261] relays to request perm ssion to perform
translations. A relay is defined as any SIP server, be it a proxy,
B2BUA (Back-to-Back User Agent), or some hybrid, which receives a
request and translates the Request-URlI into one or nore next-hop URI's
to which it then delivers a request.

The format for perm ssion docunents specified in this docunment is
based on Common Policy [ RFC4745], an XM. docunent format for
expressing privacy preferences.

2. Definitions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

Thi s docunent uses the terns defined in [ RFC5360]. For conpl et eness,

these ternms are repeated here. Figure 1 of [RFC5360] shows the

rel ati onship between target and recipient URIs in a translation

operation.

Reci pi ent URI:
The Request-URI of an outgoing request sent by an entity (e.g., a
user agent or a proxy). The sending of such request can have been
the result of a translation operation

Rel ay:
Any SIP server, be it a proxy, B2BUA (Back-to-Back User Agent), or
sone hybrid, that receives a request, translates its Request-UR
into one or nore next-hop URIs (i.e., recipient URIs), and
delivers the request to those URIs.

Target URI:

The Request-URI of an incomng request that arrives to a relay
that will performa translation operation.

Transl ation | ogic:

The logic that defines a translation operation at a relay. This
logic includes the translation’s target and recipient URISs.
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Transl ati on operation

Operation by which a relay translates the Request-URl of an

i ncom ng request (i.e., the target URI) into one or nore URlI s
(i.e., recipient URIs) that are used as the Request-URI s of one or
nore out goi ng requests.

3. Perm ssion Docunent Structure

A perm ssion docunment is an XM. docurent, formatted according to the
schema defined in [RFC4745]. Perm ssion docunents inherit the MM
type of comon policy docunents, 'application/auth-policy+xm’'. As
described in [RFC4745], this type of docunent is conposed of three
parts: conditions, actions, and transformations.

This section defines the new conditions and actions defined by this
specification. This specification does not define any new
transformation.

3.1. Conditions

The conditions in a perm ssion docunent are a set of expressions,
each of which evaluates to either TRUE or FALSE. Note that, as

di scussed in [RFC4745], a perm ssion docunent applies to a
translation if all the expressions in its conditions part evaluate to
TRUE.

3.1.1. Recipient Condition

The recipient condition is natched against the recipient URl of a
translation. Recipient conditions can contain the sane el enents and
attributes as identity conditions.

VWhen performng a translation, a relay matches the recipient
condition of the perm ssion docunment that was used to request

perm ssion for that translation against the destination UR of the
out goi ng request. \When receiving a request granting or denying
perm ssions (e.g., a SIP PUBLISH request as described in [ RFC5360]),
the relay matches the recipient condition of the perm ssion docunent
that was used to request perm ssion against the identity of the
entity granting or denying permssions (i.e., the sender of the
PUBLI SH request). If there is a match, the recipient condition
evaluates to TRUE. Qherw se, the recipient condition evaluates to
FALSE.

Since only authenticated identities can be matched, this section

defi nes acceptable nmeans of authentication, which are in line with
those described in Section 5.6.1 of [RFC5360].
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The 'id attribute in the el enments <one> and <except> MJST contain a
schene when these el ements appear in a perm ssion docunent.

VWhen used with SIP, a recipient granting or denying a rel ay
perm ssions is considered authenticated if one of the follow ng
techni ques is used:

SIP Identity [RFC4474], as described in Section 5.6.1.1 of
[ RFC5360]. For PUBLI SH requests that are authenticated using the
SIP Identity mechanism the identity of the sender of the PUBLISH
request is equal to the SIP URI in the From header field of the
request, assunming that the signature in the Identity header field
has been val i dat ed.

P- Asserted-ldentity [RFC3325] (which can only be used in closed
networ k environnents) as described in Section 5.6.1.2 of
[ RFC5360]. For PUBLI SH requests that are authenticated using the
P- Asserted-ldentity nmechanism the identity of the sender of the
PUBLI SH request is equal to the P-Asserted-ldentity header field
of the request.

Return Routability Test, as described in Section 5.6.1.3 of
[ RFC5360]. It can be used for SIP PUBLI SH and HTTP GET requests.
No aut hentication is expected to be used with return routability
tests and, therefore, no identity matching procedures are defined.

SI P digest, as described in Section 5.6.1.4 of [RFC5360]. The
identity of the sender is set equal to the SIP Address of Record
(AOR) for the user that has authenticated thensel ves.

3.1.2. ldentity Condition

The identity condition, which is defined in [RFC4745], is matched
agai nst the URI of the sender of the request that is used as input
for a translation.

When perforning a translation, a relay matches the identity condition
against the identity of the sender of the incoming request. |I|f they
match, the identity condition evaluates to TRUEE O herw se, the
identity condition evaluates to FALSE

Since only authenticated identities can be matched, the follow ng
subsecti ons define acceptabl e neans of authentication, the procedure
for representing the identity of the sender as a URI, and the
procedure for converting an identifier of the form user@onain
present in the 'id attribute of the <one> and <except> el ements,
into a URI.
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3.1.2.1. Acceptable Means of Authentication

When used with SIP, a request sent by a sender is considered
authenticated if one of the followi ng techniques is used:

SIP Digest: the relay authenticates the sender using SIP digest
aut hentication [ RFC2617]. However, if the anonynous
aut henti cation described on page 194 of [RFC3261] is used, the
sender is not considered authenticated.

Asserted ldentity: if a request contains a P-Asserted-ID header
field [ RFC3325] and the request is conming froma trusted el enent,
the sender is considered authenticated.

Cryptographically Verified Identity: if a request contains an
Identity header field as defined in [RFC4474], and it validates
the From header field of the request, the request is considered to
be authenticated. Note that this is true even if the request
contai ned a From header field of the form
si p: anonynmous@xanpl e.com As long as the signature verifies that
the request legitimately came fromthis identity, it is considered
aut henti cat ed.

3.1.2.2. Conputing a URI for the Sender

For requests that are authenticated using SIP Digest, the identity of
the sender is set equal to the SIP Address of Record (ACR) for the
user that has authenticated thenselves. For exanple, consider the
foll owi ng "user record” in a database

SIP AOR: sip:alice@xanple.com
di gest usernane: al

di gest password: f779aj vvh8a6s6
di gest real m exanple.com

If the relay receives a request and challenges it with the real mset
to "exanpl e.cont, and the subsequent request contains an

Aut hori zation header field with a usernanme of "ali" and a di gest
response generated with the password "f779aj vvh8a6s6", the identity
used in matching operations is "sip:alice@xanple.conf

For requests that are authenticated using [ RFC3325], the identity of
the sender is equal to the SIP URl in the P-Asserted-1D header field.
If there are nultiple values for the P-Asserted-ID header field
(there can be one sip URI and one tel URI [RFC3966]), then each of
themis used for the conparisons outlined in [ RFC4745]; if either of
them match a <one> or <except> elenent, it is considered a match.
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For requests that are authenticated using the SIP Identity mechani sm
[ RFC4474], identity of the sender is equal to the SIP URI in the From
header field of the request, assuming that the signature in the
Identity header field has been vali dated.

SIP also allows for anonynobus requests. |If a request is anonynous
because the digest chall enge/response used the "anonynous" usernane,
the request is considered unauthenticated and will not natch the
<identity> condition. |If a request is anonynous because it contains
a Privacy header field [ RFC3323], but still contains a P-Asserted-I1D
header field, the identity in the P-Asserted-1D header field is stil
used in the authorization conputations; the fact that the request was
anonynous has no inpact on the identity processing. However, if the
request had traversed a trust boundary and the P-Asserted-1D header
field and the Privacy header field had been renoved, the request will
be consi dered unaut henticated when it arrives at the relay, and thus
not match the <sender> condition. Finally, if a request contained an
Identity header field that was validated, and the From header field
contained a URI of the form sip:anonynous@xanpl e.com then the

sender is considered authenticated, and it will have an identity
equal to sip:anonymous@xanple.com Had such an identity been pl aced
into a <one> or <except> elenent, there will be a match.

3.1.2.3. Conputing a SIP URI fromthe id Attribute

If the <one> or <except> condition does not contain a schene,
conversion of the value in the 'id attribute to a SIP URI is done

trivially. |If the characters in the 'id attribute are valid
characters for the user and hostpart components of the SIP URI, a
"sip:’ is appended to the contents of the 'id attribute, and the
result is the SIP URI. If the characters in the 'id attribute are

not valid for the user and hostpart components of the SIP URI,
conversion is not possible and, thus, the identity condition

eval uates to FALSE. This happens, for exanple, when the user portion
of the "id attribute contains UTF-8 characters.

3.1.3. Target Condition

The target condition is matched against the target URI of a
translation. The target condition can contain the sane el ements and
attributes as identity conditions.

When perfornming a translation, a relay matches the target condition
agai nst the destination of the incom ng request, which is typically
contained in the Request-URI. If they match, the target condition
evaluates to TRUEE. (Qherw se, the target condition evaluates to
FALSE.
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3.1.4. Validity Condition

The <validity> elenment is not applicable to this docunent. Each
<perm ssion> elenment has an infinite lifetime and can be revoked
usi ng an i ndependent nechani sm as described in Section 5.8 of

[ RFC5360]. In any case, as discussed in Section 4.1 of [RFC5360],
perm ssions are only valid as long as the context where they were
granted is valid. |If present, <validity> elenments MJST be ignored.

3.1.5. Sphere Condition

The <sphere> elenent is not applicable to this docunment and therefore
is not used. |f present, <sphere> el enments MJUST be ignored.

3.2. Actions

The actions in a perm ssion docunent provide URIs to grant or deny
perm ssion to performthe translation described in the docunent.

Note that the <trans-handling> el enent is not an action, as
defined in Common Policy [ RFC4745], but rather an informationa
el enent. Therefore, the conflict resolution nechani sm does not

apply to it.
Each policy rule contains at | east two <trans-handling> el enents; one
elenment with a URI to grant and another with a URl to deny
per ni ssi on.
3.2.1. Translation Handling

The <trans-handling> provides URIs for a recipient to grant or deny
the relay permssion to performa translation. The defined val ues
are:

deny: this action tells the relay not to performthe translation
grant: this action tells the server to performthe translation

The 'permuri’ attribute in the <trans-handling> el ement provides a
URI to grant or deny permission to performa translation

4. Exanpl e Docunent

In the follow ng exanple, a client adds ’'sip: bob@xanple.org’ to the
transl ati on whose target URl is 'sip:alices-friends@xanple.com.

The relay handling the translation generates the foll ow ng perm ssion
docunent in order to ask for permssion to relay requests sent to
"sip:alices-friends@xanple.com to 'sip:bob@xanple.org’. The
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target URI is ’'sip:alices-friends@xanple.com, and the recipient UR
is 'sip:bob@xanple.org’. The sender’s identity does not play a role
in this example. Therefore, the perm ssion docunment does not put any
restriction on potential senders.

toeoo---- + R + Perm ssion
| | | | Request
| ddient | | Rel ay | with
| | | sip:alices-friends@xanple.com| Permssion
SR + | | Docurment
| | +------- + [------------- +
| || Transl .| |
| Mani pul ation ||Logic | |
e S| 4------- + | |
Add R R R R + |
si p: bob@xanpl e. org \%
T +

| |
| Reci pi ent |
| sip:bob@xanpl e. org

| |
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<?xm version="1.0" encodi ng="UTF-8"7?>
<cp: rul eset
xm ns="urn:ietf:parans: xm :ns:consent-rul es"
xm ns: cp="urn:ietf:params: xm :ns: conmon- pol i cy">
<cp:rule id="f1">
<cp: condi ti ons>
<cp:identity>
<cp: many/ >
</cp:identity>
<reci pi ent >
<cp: one id="sip: bob@xanpl e. org"/ >
</ reci pi ent >
<t ar get >
<cp:one id="sip:alices-friends@xanple.conl/>
</target>
</ cp:conditions>
<cp: acti ons>
<trans- handl i ng
perm uri ="si ps: grant - lawdch5Fasddf ce34@xanpl e. cont
>grant </ trans- handl i ng>
<trans- handl i ng
permuri="https://exanpl e. conl grant - lLawdch5Fasddf ce34"
>gr ant </ trans- handl i ng>
<trans- handl i ng
perm uri ="si ps: deny- 23r Csdf gvdT5sdf gye@xanpl e. cont
>deny</trans-handl i ng>
<trans- handl i ng
permuri="https://exanpl e. com deny- 23r Csdf gvdT5sdf gye"
>deny</trans-handl i ng>
</cp: acti ons>
<cp:transfornmations/>
</cp:rul e>
</cp:rul eset>
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5. XM Schemn

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema
t arget Nanmespace="urn: i etf: parans: xm : ns: consent -r ul es"
xm ns:cr="urn:ietf:parans: xm :ns:consent-rul es"
xm ns: cp="urn:ietf:parans: xm : ns: comron- policy"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Scherma"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >

<l-- Conditions -->
<xs: el enent name="recipient" type="cp:identityType"/>
<xs: el enent nane="target" type="cp:identityType"/>

<l-- Actions -->
<xs: si npl eType nane="trans-val ues">
<xs:restriction base="xs:string">
<xs: enuneration val ue="deny"/ >
<xs:enuneration val ue="grant"/>
</xs:restriction>
</ xs:si npl eType>

<xs: el enent name="trans-handl i ng">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs:extensi on base="trans-val ues">
<xs:attribute name="permuri" type="xs:anyURl"
use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >

</ xs: schema>

6. Extensibility

2008

Thi s specification defines el enents that do not have extension points
in the "urn:ietf:parans: xm:ns:consent-rul es" namespace. |nstance

docunents that utilize these elenment definitions SHOULD be schemn

valid. Applications processing instance docunents with content that
is not understood by the application MJST ignore that content. |ETF

ext ensi on docunents of this specification MAY reuse the
"urn:ietf:params: xm :ns:consent-rul es" nanespace to define new
el enent s.
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7. 1 ANA Consi derations

This section registers a new XM_ nanespace and a new XM. schena per
the procedures in [ RFC3688].

7.1. XM Nanespace Registration

URI: urn:ietf:parans: xnm:ns:consent-rules
Regi strant Contact: |ETF Sl PPI NG working group <sipping@etf.org>,
CGonzal o Canmarill o <Gonzal o. Canmaril |l o@ri csson. conp
XML:
BEG N

<?xm version="1.0"7?>

<! DOCTYPE htm PUBLIC "-//WBC//DITD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht nl - basi c10. dt d" >

<htm xm ns="http://ww. w3. org/ 1999/ xhtm " >

<head>
<meta http-equiv="content-type"

content="text/htm ; charset =i so-8859-1"/>

<titl e>Consent Rul es Nanespace</title>

</ head>

<body>
<hl>Nanespace for Perm ssion Docunents</hl>
<h2>urn:ietf:parans: xm :ns:consent-rul es</h2>

<p>See <a href="http://ww. rfc-editor.org/rfc/rfc5361.txt">RFC 5361
</ a>. </ p>

</ body>

</htm >

END

7.2. XM Schema Registration
URI: urn:ietf:parans: xm :schema: consent-rul es

Regi strant Contact: |ETF Sl PPI NG worki ng group <sipping@etf.org>,
CGonzal o Camarill o <Gonzal o. Camarill o@ri csson. conpr

XM.:  The XML scherma to be registered is contained in Section 5.
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8.

10.

10.

Security Considerations

RFC 5360 [ RFC5360] di scusses security-related i ssues, such as how to
aut henticate SIP and HTTP requests granting perm ssions and how to
transport perm ssion docunments between relays and recipients, that
are directly related to this specification
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Ful | Copyright Statenent
Copyright (C The IETF Trust (2008).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI' N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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