Net wor k Wor ki ng Group Wayne Hat haway
RFC # 512 AMES- 67
NI C # 16443 25 May 1973

MORE ON LOST MESSAGE DETECTI ON

| would like to second Edwi n Meyer’s (RFC #492) strong opposition to the
proposal s made in RFC #467 concerning solutions to the "lost allocate"
and "hal f-cl osed" phenonmena. |In particular | support all of his
principl es concerning the "hal f-cl osed" phenonenon. | also agree that
the proposed "l ost allocate" solution tends to nask the real problem of

| ost messages. | would, however, like to propose the follow ng
alternative scheme for recognizing | ost nmessages.

| propose that one of the two unused eight-bit bytes in the level 2
nessage | eader be designated the "Sequence Control Byte" (SCB). This
SCB woul d be essentially a nmodul o 255 nessage count. Upon receipt of a
nmessage, the receiving NCP woul d conpare the SCB in the previous the
nmessage with the expected SCB as conmputed fromthe SCB in the previous
message on the same link. A discrepancy indicates a | ost nmessage, which
could then be reported i mMmediately via an appropriate ERR nmessage. This
ERR nmessage (to be defined) would contain both received and expected
SCB's, allow ng possible recovery of the | ost nessage (if sufficient
space were available in the sending host to save the | ast severa
messages for each link). At any rate, the |ost nmessage woul d be

recogni zed i medi ately, whether it was an ALL (or any control nessage)
or a data nessage. The nessage with the unexpected SCB shoul d be
processed nornally, with the SCB for the next message conputed fromit.

For compatibility, the SCB woul d be defined such that an SCB of zero

i ndi cates that no checking is to be done. The SCB follow ng 255 woul d
thus be 1. This would nmean that current NCP's woul d not have to be
changed unl ess actual checking were desired (since the |level 2 protoco
specifies that these two unused bytes must be zero.) This specia
definition of zero SCB woul d al so allow RST's and ERR s to bypass
checki ng, which would be useful in avoiding possible |oops.

Thi s proposed schene is simlar to the second schene suggested by Jon
Postel (RFC #516) except that it is on a per-link basis rather than a
per-host basis. This is significant, however, as it renoves the

requi renent that all nessages fromone host to another arrive in the
order sent (which cannot be guaranteed). It also provides for
conpatibility with existing NCPs. Jon's first proposal (save al
messages until RFNM received) is weak in two areas: first, it is

possi ble that the receiving | MP has sent a RFNM for a nessage that in
fact never gets to its host, and second, it requires (at |east for
swapped systens such as ours) either that nmessages be saved in resident
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storage (expensive) or that RFNM s be handl ed by a swapped process (al so
expensive). The third proposal (that of a host-to-host acknow edgnent
schene) is perhaps the best, but as that requires quite najor changes to
the level 2 protocol, an interimsolution such as that proposed here
seens of val ue.
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