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Status of This Meno

This meno defines an Experinental Protocol for the Internet
conmunity. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this nmeno is unlimted.

Abst r act

Thi s docunent adapts the Mobile | Pv6 Fast Handovers to inprove del ay
and packet loss resulting from Mbile | Pv4 handover operations.
Specifically, this docunent addresses novement detection, |P address
configuration, and |location update |atencies during a handover. For
reducing the I P address configuration |atency, the docunent proposes
that the new Care-of Address is always made to be the new access
router’s | P address.
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1. Introduction

Thi s docunent adapts the fast handover specification [rfc4068] to

| Pv4 networks. The fast handover protocol specified in this docunent
is particularly interesting for operation over |inks such as | EEE 802
wirel ess links. Fast handovers are not typically needed for wred
nedia due to the relatively large delays attributable to establishing
new connections in today’'s wired networks. Mbile |Pv4d [rfc3344]

regi stration nessages are reused (with new type nunbers) in this
docunent to enable faster inplenentation using existing Mbile |Pv4
software. This document does not require link-layer triggers for
protocol operation, but performance will typically be enhanced by
using the appropriate triggers when they are available. This
document assunes that the reader is fanmliar with the basic operation
and term nol ogy of Mobile IPv4d [rfc3344] and Fast Handovers for
Mobile I Pv6 [rfc4068].

The active agents that enable continued packet delivery to a nobile
node (MN) are the access routers on the networks that the nobile node
connects to. Handover neans that the nobile node changes its network
connection, and we consider the scenario in which this change neans
change in access routers. The nobile node utilizes the access
routers as default routers in the normal sense, but also as partners
in mobility managenent. Thus, when the nobile node nobves to a new
network, it processes handover-related signaling in order to identify
and develop a relationship with a new access router. In this
docunent, we call the previous access router PAR and the new access
router NAR, consistent with the termnology in [rfc4068]. Unless

ot herwi se nentioned, a PARis also a Previous Foreign Agent (PFA) and
a NAR is also a New Forei gn Agent (NFA).

On a particular network, a nmobile node may obtain its I P address via
DHCP [rfc2131] (i.e., Co-located Care-of Address) or use the Foreign
Agent CoA. During a handover, the new CoA (NCoA) is always nmade to
be that of NAR This allows a nobile node to receive and send
packets using its previous CoA (PCoA), so that delays resulting from
| P configuration (such as DHCP address acqui sition delay) subsequent
to attaching to the new |link are di sengaged from affecting the

exi sting sessions.

Unlike in Mbile IPv6, a Mbile IPv4 host may rely on its Foreign
Agent to provide a Care-of Address. Using the protocol specified in
this docunent, the binding at the PAR is al ways established between
the on-link address the nobile node is using and a new CoA that it
can use on the NAR s link. Wen FA-CoA is used, the on-link address
is the MN's honme address, not the FA-CoA itself, which needs to be
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bound to the NCoA. So, when we say "a binding is established between
PCoA and NCoA", it is actually the home address of the nobile node
that is bound to the NCoA in the FA-CoA node.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Term nol ogy

The term nol ogy used in this document in based on [rfc4068] and
[rfc3344]. W provide sonme definitions bel ow for convenience.

Mobil e Node (MN): A Mobile | Pv4d host.

Access Point (AP): A Layer 2 device connected to an | P subnet that
offers wireless connectivity to an MN. An Access Point Identifier
(AP-1D) refers to the APs L2 address. Sonetines, AP-ID is also
referred to as a Base Station Subsystem | D (BSSID).

Access Router (AR): The MN's default router.

Previ ous Access Router (PAR): The MN's default router prior to its
handover.

New Access Router (NAR): The MN's default router subsequent to its
handover .

Previ ous CoA (PCoA): The IP address of the MN valid on PAR s
subnet .

New CoA (NCoA): The MN' s Care-of Address valid on NAR s subnet.

Handover: A process of terminating existing connectivity and
obt ai ning new | P connectivity.

(AP-1D, AR-Info) tuple: Contains an access router’'s L2 and IP
addresses, and the prefix valid on the interface to which the
Access Point (identified by AP-ID) is attached. The triplet
[Router’s L2 address, Router’s IP address, Prefix] is called
"AR-1 nfo".
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3.

Factors Affecting Handover

Both |ink-1ayer operations and | P-1ayer procedures affect the

per cei ved handover performance. However, the overall perfornmance is
al so (always) a function of specific inplementation of the technol ogy
as well as the systemconfiguration. This docunent only specifies IP
| ayer protocol operations. The purpose of this section is to provide
an illustration of events that affect handover performance, but it is
purely informative.

The | P-1ayer handover delay and packet |oss are influenced by

| atenci es due to novenent detection, |IP address configuration, and
the Mobile IP registration procedure. Myvenent detection |atency
cones fromthe need to reliably detect novenent to a new subnet

This is a function of the frequency of router advertisenments as well
as default agent reachability. |P address configuration |atency
depends on the particular I P CoA being used. |If co-located nmode with
DHCP is used, the latency is quite likely going to be higher and
potentially unacceptable for real-tine applications such as Voice
over IP. Finally, the Mobile IP registration procedure introduces a
round-trip of delay between the Mbile Node and its Hone Agent over
the Internet. This delay is incurred after the nmobil e node perforns
noverent detection and | P configuration.

Underlying the I P operations are |ink-layer procedures. These are
technol ogy-specific. For instance, in | EEE 802.11, the handover
operation typically involves scanning access points over al
avai | abl e channel s, selecting a suitable access point, and
associating with it. It may also involve performng access contro
operations such as those specified in | EEE 802. 1X [i eee-802. 1x].
These del ays contribute to the handover performance. See [fh-ccr]
and Chapters 20 and 22 in [mi-book]. Optinizations are being
proposed for standardization in | EEE; for instance, see

[i eee-802. 11r] and [ieee-802.21]. Together with appropriate

i mpl enent ati on techni ques, these optim zations can provide the
required |l evel of delay support at the link-layer for real-tine
applications.
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4. Protoco
4.1. Overview

The design of the protocol is the same as for Mbile IPv6 [rfc4068].
Readers should consult [rfcd4068] for details; here we provide a
sunmary.

The protocol avoids the delay due to novenment detection and IP
configuration and di sengages Mobile IP registration delay fromthe
time-critical path. The protocol provides the surroundi ng network
nei ghbor hood i nfornmati on so that a nobile node can determ ne whet her
it is noving to a new subnet even before the handover. The

i nformation provided and the signaling exchanged between the | oca
nmobility agents allow the nobile node to send and receive packets

i medi ately after handover. 1In order to disengage the Mobile IP
registration |atency, the protocol provides routing support for the
continued use of a nobile node’s previous CoA

After a nobile node obtains its |Pv4d Care-of Address, it builds a
nei ghbor hood access point and subnet map using the Router
Solicitation for Proxy Advertisement (RtSolPr) and Proxy Router
Advertisement (PrRtAdv) nessages. The nobile node may scan for
access points (APs) based on the configuration policy in operation
for its wireless network interface. |If a scan detects a new AP, the
nobi | e node resol ves the corresponding AP Identifier to subnet
information using the Rt Sol Pr and PrRt Adv nessages menti oned above.

At sone point, the nobile node decides to undergo handover. It sends
a Fast Binding Update (FBU) nessage to PAR fromthe previous |ink or
fromthe new link. An FBU nessage enabl es creation of a binding

bet ween t he nobil e node’s previous CoA and the new CoA.

The coordination between the access routers is done by way of the
Handover Initiate (H') and Handover Acknow edge (HAck) messages
defined in [rfc4068]. After these signals have been exchanged

bet ween the previous and new access routers (PAR and NAR), data
arriving at PAR will be tunneled to NAR for delivery to the newy
arrived nmobil e node. The purpose of H is to securely deliver the
routing parameters for establishing this tunnel. The tunnel is
created by the access routers in response to the delivery of the FBU
fromthe nobil e node
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4.2. Operation

In response to a handover trigger or indication, the nobile node
sends a Fast Binding Update message to the Previous Access Router
(PAR) (see Section 5.1). Depending on the Mbile |IP node of
operation, the source IP address is either the Hone Address (in FA
CoA node) or co-located CoA (in CCoA node). The FBU nessage SHOULD
(when possible) be sent while the nobile node is still connected to
PAR.  Wien sent in this "predictive" node, the fields in the FBU MJST
be set as foll ows:

The Honme Address field is either the Hone Address or the co-
| ocat ed CoA whenever the nobile node has a co-located CoA.

The Hone Agent field is set to PAR s | P address.

The Care-of Address field is the NAR s | P address (as di scovered
via a PrRt Adv nessage).

The fields in the | P header MJUST be set as foll ows:
The Destination |P address is PAR s | P address.

The Source |IP address is either the Hone Address or the co-Ilocated
CoA whenever the nobile node has a co-1ocated CoA.

As a result of processing the FBU PAR creates a binding between the

address given by the nmobile node in the Home Address field and NAR s

I P address in its routing table. The PAR sends an FBack nessage (see
Section 5.2) as a response to the nobil e node.

The tineline for the predictive node of operation (adapted from
[rfc4068]) is shown in Figure 1.

Koodl i & PerKkins Experi ment al [ Page 7]



RFC 4988 M P4 Fast Handovers Cct ober 2007

MN PAR NAR
| | |
EEREEE Rt Sol Pr------- >| |
| <----- PrRt Adv-------- | |
| | |
|------ FBU- - -~ == -~ S [ >|
| < oene HACK- - - - = - - - - |
| <--FBack---| - - FBack- - - > |
| | |

di sconnect forward

| packet S:::::::::::::::>|
| | |
| | |

connect | |
| | |
I = >|
| <============—=========—=—============= (el | ver packet S

| | (i ncl udi ng FBack)

Figure 1: Predictive Fast Handover

The nobil e node sends the FBU, regardless of its previous

transm ssion, when attachnent to a newlink is detected. This
mnimally allows NAR to detect the nobile node’s attachnent, but al so
the retransni ssion of FBU when an FBack has not been received yet.
When sent in this "reactive" node, the Destination |IP address in the

| P header MUST be NAR s | P address; the rest of the fields in the FBU
are the same as in the "predictive" case.

When NAR receives FBU, it may al ready have processed the H nessage
and created a host route entry for the nobile node, using either the
hone address or the co-located care-of address as provided by PAR
In that case, NAR SHOULD i medi ately forward arriving and buffered
packets as well as the FBAck nessage. In any case, NAR MJST forward
the contents of the FBU nessage, starting fromthe Type field, to
PAR; the Source and Destination |IP addresses in the new packet now
contain the | P addresses of NAR and PAR, respectively.

The reactive node of operation (adapted from[rfc4068]) is
illustrated in Figure 2. Even though the Figure does not show the H
and HAck nessages illustrated in Figure 1, these nessages could

al ready have been exchanged (in the case when the PAR has al ready
processed the FBU sent fromthe previous link); if not, the PAR sends
a H message to the NAR  The FBack packet is forwarded by the NAR to
the MN along with the data packets.
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MN PAR NAR
| | |
[------ Rt Sol Pr------- >| |
| <----- PrRt Adv-------- | |
| | |

di sconnect | |
| | |
| | |

connect |
PR FBU---- - - - EEET T T P >|
| | <----- FBU----------- |
| | ------ FBack-------- >|
| forward |
| packet S:::::::::::::::>|
| |
| <===========—=—=—=—==—=—=—==—=—=—=—============ (el | ver packet S
|
|

(i ncl udi ng FBack)
|

Fi gure 2: Reactive Fast Handover

The Handover Initiate (H') and Handover Acknow edge (HAck) messages
serve to establish a bidirectional tunnel between the routers to
support packet forwarding for PCoA. The tunnel itself is established
as a response to the FBU nessage. The PAR sends the H nessage with
Code = 0 when it receives FBU with source | P address set to PCoA

The PAR sends H with Code = 1 when it receives FBU with source IP
address not set to PCoA (i.e., when received fromNAR). This allows
NAR to di sambi guate H nessage processing sent as a response to

predictive and reactive nodes of operation. |If NAR receives a H
nessage with Code = 1, and it has already set up a host route entry
and a reverse tunnel for PCoA, it SHOULD still respond with a HAck

nmessage, using an appropriate Code val ue defined in Section 5.6.

The protocol provides an option for NAR to return NCoA for use by the
nobi |l e node. Wen NAR can provide an NCoA for exclusive use of the
nobi |l e node, the address is supplied in the HAck nessage. The PAR

i ncludes this NCoA in FBack. Exactly how NAR manages the address
pool fromwhich it supplies NCoA is not specified in this docunent.
Nevert hel ess, the MN should be prepared to use this address instead
of performng DHCP or simlar operations to obtain an |IPv4 address.

Even t hough the nobile node can obtain this NCoA fromthe NAR it is

unaware of the address at the time it sends an FBU. Hence, it binds
PCoA to NAR s | P address as before.

Koodl i & PerKkins Experi ment al [ Page 9]



RFC 498

5. Mes

This section specifies the formats for messages used in this
protocol. The Code val ues bel ow are the same as those in [rfc4068],
and do not require any assignment from | ANA.

5.1. Fast Binding Update (FBU)
The FBU format is bitwise identical to the Registration Request
format in [rfc3344]. The sane destination port nunber, 434, is used,
but the FBU and FBAck nessages in this specification have new nessage
type nunbers.

0 1 2 3

8 M P4 Fast Handovers Cct ober 2007

sage Formats

012345678901234567890123456789¢01

T S T ST S S e T S S S S S S i

Type | x| X] DM G r| T| x| reserved | Lifetime

i S T S T e T e S S S S S S S

Home Address

T S S S S SEp S S S S S SR S U S SR S S

Home Agent

T S T ST S S e T T S S S S S

Car e- of Address

B T S S S T T i S S S R S S

|
+
|
+
|
+

Koodl i

I dentification
B T i ST S T s T T S S S S S R e
Ext ensions ...
i S R S
Figure 3. Fast Binding Update (FBU) Message
P Fi el ds:

Source address: The interface address fromwhich the nessage
sent. Either PCoA (co-located or Home Address), or NAR s IP
address (when forwarded from NAR to PAR).

Destinati on Address: The | P address of the Previ ous Access
Router (PAR) or the New Access Router (NAR).

Source Port: variable

Destination port: 434

& Per ki ns Experi ment al [ Page 10]
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Message Fi el ds:
Type: 20

Flags: See [rfc3344]. The 'S and "B flags in [rfc3344] are
sent as zero, and ignored on reception

reserved: Sent as zero, ignored on reception

Lifeti me: The nunmber of seconds remaini ng before the binding
expires. This value MJST NOT exceed 10 seconds.

Home Address: MJST be either the co-located CoA or the Hone
Address itself (in FA- CoA node)

Hone Agent: The Previ ous Access Router’s global |P address

Car e-of Address: The New Access Router’s gl obal |P address.
Even when a New CoA is provided to the MN (see Section 5.4),
NAR s | P address MJUST be used for this field.

I dentification: a 64-bit nunber used for matching an FBU with
FBack. ldentical to usage in [rfc3344]

Ext ensi ons: MJST contain the M\- PAR Aut henti cati on Extension
(see Section 8)

The MN- PAR Aut hentication Extension is the Generalized Mbile IP

Aut hentication Extension in [rfc4721] with a new Subtype for M\ PAR
Aut hentication. The Authenticator field in the Generalized Mbile IP
Aut hentication Extension is cal culated using a shared key between the
MN and the PAR  However, the key distribution itself is beyond the
scope of this docunent, and is assuned to be perforned by other neans
(for example, using [rfc3957]).
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Fast Bi ndi ng Acknow edgnent (FBAck)

The FBAck format is bitwise identical to the Registration Reply
format in [rfc3344].

Koodl

0

1 2 3

012345678901234567890123456789¢01

+-

+-

+-

+-
|
+

|
+-
|

+-

T T i S e i s st oI S e S e S il Tt S S R S S e S
Type | Code | reserved | Lifetinme
B i i T e S ik seTe O I S i S S R S R it dEIE I R SR
Hone Address
I i i it S R R e e R e e S it I SR e e S T e it S SRR R
Home Agent |
T T i S e i s st oI S e S e S il Tt S S R S S e S

I dentification +
B s ok I S o e s ol I EIE R R R e S et I S S S S il ik i T B
Ext ensions ...
T S S

Figure 4: Fast Binding Acknow edgnent (FBAck)

I P Fields:

Message Source address: Typically copied fromthe destination
address of the FBU nessage

Destination Address: Copied fromthe Source |IP address in FBU
nessage

Source Port: variable

Destination port: Copied fromthe source port in FBU nessage

Message Fi el ds:

Type: 21
Code: Indicates the result of processing FBU nessage.

0: FBU Accepted

1: FBU Accepted, NCoA supplied

128: FBU Not Accepted, reason unspecified
129: Administratively prohibited

130: Insufficient resources

reserved: Sent as zero, ignored on reception

& Per ki ns Experi ment al [ Page 12]
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Lifetime: The granted nunmber of seconds renmining before
bi ndi ng expires.

Hone Address: either the co-located CoA or the Hone Address
itself (in FA-Coa node)

Hone Agent: The Previ ous Access Router’s gl obal |P address

Identification: a 64-bit nunber used for matching FBU  Copied
fromthe field in FBU for which this FBack is a reply.

Ext ensi ons: The M\-PAR Aut hentication extension MJST be present

(see Section 8). In addition, a New | Pv4 Address Option, with
Opti on- Code 2, MUST be present when NAR supplies the NCoA (see
Section 6.2).

5.3. Router Solicitation for Proxy Advertisenment (RtSol Pr)

Mobi | e Nodes send Router Solicitation for Proxy Advertisenent in
order to pronpt routers for Proxy Router Advertisenments. Al the
i nk-1ayer address options have the format defined in Section 6.1.
The nessage format and processing rules are identical to those
defined in [rfc4068].

0 1 2 3
01234567890123456789012345678901
A S S S e i S R T S S i SR S

| Type | Code | Checksum

B s i S i I i S S S i i
| Subt ype | Reserved | [ dentifier
I I s S T S i i S
| Options ...

I S S S

Figure 5. Router Solicitation for Proxy Advertisenment (RtSol Pr)
Message

| P Fields:
Source Address: An | P address assigned to the sending interface

Desti nati on Address: The address of the Access Router or the
all routers multicast address.

Time-to-Live: At least 1. See [rfcl256].
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| CVMP Fi el ds:
Type: 41. See Section 3 in [rfc4065].
Code: O
Checksum The 16-bit one’'s conpl enent of the one’s conpl enent
sum of the | CVMP nessage, starting with the | CWP Type. For
conputing the checksum the Checksum and the Reserved fields
are set to 0. See [rfcl256].
Subtype: 6

Reserved: MUST be set to zero by the sender and ignored by the
receiver.

Identifier: MJST be set by the sender so that replies can be
matched to this Solicitation.

Valid Options:

New Access Poi nt Link-1layer Address: The |ink-layer address or
identification of the access point for which the MN requests
routing advertisement information. It MJST be included in al

Rt Sol Pr nessages. More than one such address or identifier can
be present. This field can also be a wildcard address (see
Section 6.1).

5.4. Proxy Router Advertisenent (PrRtAdv)

Access routers send out a Proxy Router Advertisenment nessage
gratuitously if the handover is network-initiated or as a response to
Rt Sol Pr nessage from a nobil e node, providing the Iink-Iayer address,
| P address, and subnet prefixes of neighboring access routers. Al
the link-1ayer address options have the format defined in Section

6. 1.

The nessage format and processing rules are identical to those
defined in [rfc4068].
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1 2 3

01234567890123456789012345678901
A S S S e i S R T S S i SR S

I P

+-

+-

+-

Type | Code | Checksum
B i s i T T i S S S i e S i T 2
Subt ype | Reserved | [ dentifier |
S e L o e e s T R N

Options ...
R I e e e

Figure 6: Proxy Router Advertisement (PrRtAdv) Message

Fi el ds:
Source Address: An | P address assigned to the sending interface
Destinati on Address: The Source Address of an invoki ng Router
Solicitation for Proxy Advertisement or the address of the node
the Access Router is instructing to handover.

Time-to-Live: At least 1. See [rfcl256].

| CVP Fi el ds:

Val

&

Type: 41. See Section 3 in [rfc4065].

Code 0, 1, 2, 3, or 4. See bel ow

Checksum The 16-bit one’s conpl enent of the one’s conpl enent
sum of the | CVMP nessage, starting with the | CVMP Type. For
conputing the checksum the Checksum and the Reserved fiel ds
are set to 0. See [rfcl256].

Subtype: 7

Reserved: MUST be set to zero by the sender and ignored by the
receiver.

Identifier: Copied fromRouter Solicitation for Proxy
Advertisement or set to Zero if unsolicited.

id Options in the foll owi ng order
New Access Point Link-layer Address: The |ink-layer address
(LLA) or identification of the access point. Wen there is no

wildcard in RESol Pr, this is copied fromthe LLA (for which the
router is supplying the [AP-ID, AR-Info] tuple) present in
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Rt Sol Pr. Wen a wildcard is present in R Sol Pr, PAR uses its
nei ghbor hood i nformation to populate this field. This option
MUST be present.

New Router’s Link-layer Address: The |link-layer address of the
Access Router for which this nessage is proxied. This option
MUST be included when Code is 0 or 1.

New Router’s | P Address: The |IP address of NAR  This option
MUST be incl uded when Code is 0 or 1.

New Router Prefix Information Option: The nunber of [ eading
bits that define the network nunber of the corresponding
Router’s | P Address option (see above).

New CoA Option: MAY be present, typically when PrRt Adv is sent
unsolicited. PAR MAY compute new CoA by comunicating with the
NAR or by neans not specified in this docunment. In any case,
the MN shoul d be prepared to use this address instead of
perform ng DHCP or similar operations to obtain an |Pv4
address. Even when it uses the New CoA provided, the MN MJST
bind its current on-link address (PCoA) to that of NAR in the
FBU message.

A PrRRAdv with Code 0 nmeans that the MN should use the [AP-1D,
AR-Info] tuple present in the options above. In this case, the
Option-Code field (see Section 6.1) in the New AP LLA option is 1,
reflecting the LLA of the access point for which the rest of the
options are related, and the Option-Code for the New Router’s LLA
option is 3. Miltiple tuples my be present.

A PrRRAdv with Code 1 nmeans that the nessage is sent unsolicited. |If
a New | Pv4 option (see Figure 10) is present follow ng the New Router
Prefix Information option (see Section 6.3), the MN SHOULD use the
suppl i ed NCoA and send the FBU inmedi ately or else stand to | ose
service. This nessage acts as a network-initiated handover trigger
The Option-Code field (see Section 6.1) in the New AP LLA option in
this case is 1 reflecting the LLA of the access point for which the
rest of the options are rel ated.

A Proxy Router Advertisenent with Code 2 nmeans that no new router
information is present. The LLA option contains an Option-Code val ue
that indicates a specific reason (see Section 6.1).

A Proxy Router Advertisenent with Code 3 neans that new router
information is only present for a subset of access points requested.
The Option-Code values in the LLA option distinguish different

out comes (see Section 6.1).
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A Proxy Router Advertisenent with Code 4 neans that the subnet

i nformation regardi ng nei ghboring access points is sent unsolicited,
but the nessage is not a handover trigger, unlike when the nessage is
sent with Code 1. Miltiple tuples nmay be present.

When a wildcard AP identifier is supplied in the Rt Sol Pr nmessage, the
Pr Rt Adv nmessage should include all avail abl e [ Access Poi nt

I dentifier, Link-Layer Address option, Prefix Information Option]
tupl es corresponding to the PAR s nei ghbor hood.

The New CoA option may al so be used when the PrRtAdv is sent as a
response to a Rt Sol Pr nmessage. However, the solicited Rt Sol Pr and
Pr Rt Adv exchange for nei ghborhood di scovery is logically decoupl ed
fromthe actual handover phase involving the FBU and FBack nessages
(above) as well as H and HAck messages (see below). This neans the
access routers have to carefully nanage the supplied address due to
the relative scarcity of addresses in |Pv4.

5.5. Handover Initiate (H)

The Handover Initiate (H') is an | CVWP nessage sent by an Access
Router (typically PAR) to another Access Router (typically NAR) to
initiate the process of a nobile node’s handover.

The nessage fornmat and processing rules are identical to those
defined in [rfc4068].

0 1 2 3
01234567890123456789012345678901
i T S S s S S S S i S

| Type | Code | Checksum

s S S i I S R R e h T Tk e S S S o T S
| Subt ype | S|U Reserved | I dentifier

B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Options ...

R el i R e e e

Figure 7. Handover Initiate (H') Message
| P Fields:
Source Address: The | P address of the PAR
Destination Address: The | P address of the NAR

Time-to-Live: At least 1. See [rfcl256].
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| CMP Fi el ds:

Val

Type: 41. See Section 3 in [rfc4065].
Code: 0 or 1. See bel ow

Checksum The 16-bit one’'s conpl enent of the one’s conpl enent
sum of the | CVMP nessage, starting with the | CWP Type. For
conputing the checksum the Checksum and the Reserved fields
are set to 0. See [rfcl256].

Subtype: 8

S: Assigned address configuration flag. Wen set, this nessage
requests a new CoA to be returned by the destination. May be
set when Code = 0. MJST be 0 when Code =1

U Buffer flag. When set, the destination SHOULD buffer any
packets towards the node indicated in the options of this
nessage. Used when Code = 0, SHOULD be set to 0 when Code = 1.

Reserved: MUST be set to zero by the sender and ignored by the
receiver.

Identifier: MJST be set by the sender so replies can be natched
to this message

id Options:

Li nk-l ayer address of MN: The link-1ayer address of the M\ that
i s undergoi ng handover to the destination (i.e., NAR). This
option MUST be included so that the destination can recognize
the MN

Previ ous Care-of Address: The |IP address used by the MN while
attached to the originating router. This option MJST be
i ncluded so that a host route can be established on the NAR

New Car e-of Address: This option MAY be present when the MN

wi shes to use a new | P address when connected to the
destination. When the 'S bit is set, NAR MAY provide this
address in HAck, in which case the MN should be prepared to use
this address instead of performng DHCP or siml|ar operations
to obtain an | Pv4 address.

PAR uses Code = 0 when it processes the FBU received with PCoA as
source | P address. PAR uses Code = 1 when the FBU is received with

NAR' s

Koodli &

| P address as the source | P address.
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The Handover Acknow edgnment nessage is a new | CMP nessage that MJUST
be sent (typically by NAR to PAR) as a reply to the Handover Initiate

(H') (see Section 5.5) nessage.

The nessage fornmat and processing rules are identical to those

defined in [rfc4068].

0

1

2 3

01234567890123456789012345678901
i T S S s S S S S i S

| Type

Code

| Checksum

e I T S S i S R L h ok T

Subt yp
Option

e |

S ...

Reserved

| I dentifier |

T T T S S e il e S St
+-

i Sl SN

| P Fields

Sour ce Address:

Handov

Desti nati on Address:

Handov
Ti me-t
| CMP Fi el
Type:
Code:

WNE o

4.
128

Fi gure

8: Handover Acknow edge (HAck) Message

Copied fromthe destination address of the
er Initiate Message to which this nessage is a response.

Copied fromthe source address of the

er Initiate Message to which this nmessage is a response.

o-Li ve:
ds:

41. See

Handover
Handover
Handover
Handover

At

| east 1.

See [rfc1256].

Section 3 in [rfc4065].

Accept ed
Accept ed,
Accept ed,
Accept ed

addr essi ng)

Handover

. Handover

Accept ed

NCoA not valid
NCoA in use
NCoA assi gned (used in Assigned

NCoA not assi gned

Not Accepted, reason unspecified

129: Administratively prohibited

130

Koodli & Perkin

: Insufficient

S

resour ces
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Checksum The 16-bit one’s conpl enent of the one’s conpl enent
sum of the | CVMP nessage, starting with the | CWP Type. For
conputing the checksum the Checksum and the Reserved fields
are set to 0. See [rfcl256].

Subtype: 9

Reserved: MUST be set to zero by the sender and ignored by the
receiver.

Identifier: Copied fromthe corresponding field in the Handover
Initiate message this nmessage is in response to.

Valid Options:

New Care-of Address: If the 'S flag in the H nessage is set,
this option MIJST be used to provi de NCoA the MN shoul d use when
connected to this router. This option MAY be included even
when 'S bit is not set, e.g., Code 2 above. The M should be
prepared to use this address instead of perform ng DHCP or
simlar operations to obtain an | Pv4 address.

The Code 0 is the expected average case of a handover being accepted
and the routing support provided for the use of PCoA. The rest of
the Code val ues pertain to the use of NCoA (which is conmon in
[rfc4068]). Code values 1 and 2 are for cases when the MN proposes
an NCoA and the NAR provides a response. Code 3 is when the NAR
provi des NCoA (which could be the sane as that proposed by the MN).
Code 4 is when the NAR does not provide NCoA, but instead provides
routing support for PCoA

6. Option Formats

The options in this section are specified as extensions for the H
and HAck nessages, as well as for the PrRt Sol and PrRt Adv nessages.
The Option-Code val ues bel ow are the sane as those in [rfc4068], and
do not require any assignnent from | ANA

6.1. Link-Layer Address Option Format
0 1 2 3
01234567890123456789012345678901
s S S o T i i S S i (i
| Type | Length | Option-Code | LLA ..
R Rt i i i i e T I I S S S R i e S R e e i s o

Figure 9: Link-Layer Address Option Fornmat
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Fi el ds:
Type: 20
Opt i on- Code:

0: Wldcard requesting resolution for all nearby access
poi nts

1: Link-Layer Address of the New Access Point
2: Link-Layer Address of the MN
3: Link-Layer Address of the NAR
4: Link-Layer Address of the source of the RtSol Pr or
Pr Rt Adv nessage
5: The access point identified by the LLA belongs to the

current interface of the router

6: No prefix information available for the access point
identified by the LLA

7: No fast handovers support available for the access point
identified by the LLA

Length: The length of the option (including the Type, Length
and Option-Code fields) in units of 8 octets.

Li nk- Layer Address: The variable-length |ink-1ayer address.
The content and format of this field (including byte and bit
ordering) depends on the specific link-layer in use.

There is no length field for the LLA itself. |nplenentati ons MJST
determ ne the length of the LLA based on the specific |ink technol ogy
where the protocol is run. The total size of the LLA option itself
MUST be a nultiple of 8 octets. Hence, padding may be necessary
dependi ng on the size of the LLA used. |In such a case, the padN
option [rfc2460] MUST be used. As an exanple, when the LLAis 6
bytes (nmeaning 7 bytes of padding is necessary to bring the LLA
option length to 2), the padN option will have a length field of 5
and 5 bytes of zero-valued octets (see [rfc2460]).
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6.2. New | Pv4 Address Option Fornat

This option is used to provide the new router’s |Pv4 address or the
NCoA in PrRt Adv, as well as PCoA and NCoA in H and HAck nessages.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S
| Type | Length | Option-Code | Reserved |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

| New | Pv4 Address |
e i e i S S S e S I S R e s e
Fi gure 10: New | Pv4 Address Option For mat
Fi el ds:
Type: 21

Length: The length of the option (including the Type, Length
and Option-Code fields) in units of 8 octets.

Opt i on- Code:
1: Previous CoA
2: New CoA
3: NAR s | P Address

Reserved: Set to zero.

New | Pv4 Address: NAR s | Pv4 address or the NCoA assigned by
NAR.

6.3. New Router Prefix Information Option
This option is used in the PrRt Adv nessage.

0 1 2 3

01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| Type | Length | Option-Code | Prefix-Length |
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Reserved |
B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e

Figure 11: New Router Prefix Information Option Format

Koodl i & PerKkins Experi ment al [ Page 22]



RFC 4988 M P4 Fast Handovers Cct ober 2007

7.

Fi el ds:
Type: 22

Length: The length of the option (including the Type, Length
and Option-Code fields) in units of 8 octets.

Option-Code: O

Prefi x-Length The nunber of |eading bits that define the
networ k nunber of the corresponding Router’s I P Address option

Reserved: Set to zero
Security Consi derations

As outlined in [rfc4068], the followi ng vulnerabilities are
identified and the sol utions nentioned.

| nsecure FBU

Failure to protect the FBU nmessage could result in packets neant for
an address being stolen or redirected to sone unsuspecti ng node.
This concern is simlar to that in Mbile Node and Hone Agent

rel ati onshi p.

Hence, the FBU and FBack messages MJST be protected using a security
associ ation shared between a nmobile node and its access router. In
particul ar, the M\-PAR Aut hentication Extension MJST be present in
each of these nessages. This docunent does not specify how the
security association is established between an MN and the AR/ FA.

Secure FBU, malicious or inadvertent redirection

Even if the M\-PAR authentication extension is present in an FBU, an
MN may inadvertently or maliciously attenpt to bind its PCoA to an
uni ntended address on NAR s |ink, and cause traffic flooding to an
unsuspecti ng node.

This vulnerability is avoided by always binding the PCoA to the NAR s
| P address, even when the NAR supplies an NCoA to use for the MN. It
is still possible to jamNAR s buffer with redirected traffic.
However, the handover state corresponding to the MN's PCoA has a
finite lifetine, and can be configured to be a few nultiples of the
antici pated handover |atency. Hence, the extent of this

vul nerability is small. It is possible to trace the culprit MN wth
an established security association at the access router.
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Communi cati on between the access routers:

The access routers comuni cate using H and HAck nmessages in order to
establish a tenmporary routing path for the M undergoi ng handover.
Thi s message exchange needs to be secured to ensure routing updates
take place as intended.

The H and HAck nessages need to be secured using a preexisting
security association between the access routers to ensure at | east
nmessage integrity and authentication, and SHOULD al so i ncl ude
encryption. |Psec ESP SHOULD be used.

8. | ANA Consi derations

The | ANA assi gnments made for nessages, extensions, and options
specified in this docunent are described in the foll owi ng paragraphs.

Thi s docunent defines two new nessages that use the Mobile | Pv4
control nessage format [rfc3344]. These nessage details are as

fol |l ows:
[ S S +
| Type | Description | Reference
Ho- - - - T T +
| 20 | FBU | Section 5.1
| 21 | FBAck | Section 5.2
S R, B - B - +

Thi s docunent defines four new experinmental |CVMP nmessages that use
the 1CVWP Type 41 for IPv4. See Section 3 in [rfcd4065]. The new
nessages specified in this docunent have been assi gned Subtypes from
the registry in [rfc4065]:

B R S S +
| Subtype | Description | Reference
S T T +
| 6 | Rt Sol Pr | Section 5.3 |
| 7 | Pr Rt Adv | Section 5.4

| 8 | HI | Section 5.5 |
| 9 | HAck | Section 5.6
TS T T +

Thi s docunent defines three new options that have been assi gned Types
fromthe Mbile I P Extensions for | CVMP Router Discovery nmessages
[rfc3344]. These options are as foll ows:
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10.

10.

Fomm o o e e oo U +
| Type | Descri ption | Reference |
S R o e e oo R +
| 20 | LLA | Section 6.1 |
| 21 | New IPv4 Address | Section 6.2 |
| 22 | NAR Prefix Info | Section 6.3 |
Fomm o o e e oo U +

The M\- PAR Aut hentication Extension described in Sections 5.1 and 5.2
is a Ceneralized Mbile | P Authenticati on Extension defined in
Section 5 of [rfc4721]. The M\-PAR Authenticati on has been assigned
a Subtype fromthe registry specified in [rfcd4721]. The Extension
details are as foll ows:

S T e +
| Subtype | Descri ption | Ref erence |
SR o e e e e e T +
| 4 | M\-PAR Auth Extension | Section 5.1 |
STy TR O O +
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on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
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