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Abst r act

Thi s docunent defines a franmework for the delivery of Internet Media
GQuides (IMzs). An IMsis a structured collection of multinedia
session descriptions expressed using the Session Description Protoco
(SDP), SDPng, or some similar session description format. This
docunent describes a generalized nodel for | MG delivery nechani sns,
the use of existing protocols, and the need for additional work to
create an I MG delivery infrastructure.
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1

| ntroducti on

Internet Media Guides (IMss) provide and deliver structured

col l ections of nultinedia descriptions expressed using SDP [2], SDPng
[3], or other description formats. They are used to describe sets of
mul tinedia services (e.g., television program schedul es, content
delivery schedul es) and refer to other networked resources including
web pages. | Mss provide an envel ope for netadata formats and session
descriptions defined el sewhere with the aimof facilitating
structuring, versioning, referencing, distributing, and maintaining
(cachi ng, updating) such information

| MG net adata may be delivered to a potentially |arge audi ence, which
uses it to join a subset of the sessions described and which nmay need
to be notified of changes to the | MG netadata. Hence, a franework
for distributing | MG netadata in various different ways is needed to
accomodat e the needs of different audiences: For traditiona

br oadcast-styl e scenarios, nulticast-based (push) distribution of I MG
net adata needs to be supported. Were no nulticast is avail able,

uni cast - based push is required.

Thi s docunent defines a comon framework nmodel for | MG delivery
mechani sns and their deployment in network entities. There are three
fundanental conponents in the I MG franmework nodel: data types,
operation sets, and entities. These conponents specify a set of
framework guidelines for efficient delivery and description of IMs
net adata. The data types give generalized nmeans to deliver and
manage the consi stency of application-specific | MG nmetadata. | MG
operations cover broadcast, nulticast distribution, event
notification upon change, unicast-based push, and interactive
retrievals sinmlar to web pages.

Since we envision that any Internet host can be a sender and receiver
of I MG netadata, a host involved in | MG operations perforns one or
nore of the roles defined as the entities in the I M5 framework nodel
The requirenents for | M5 delivery mechani sms and descriptions can be
found in the I MG requirenents docunent [4].

Thi s docunent outlines the use of existing protocols to create an | MG
delivery infrastructure. It aims to organize existing protocols into
a conmon nodel and show their capabilities and limtations fromthe
vi ewpoi nt of I M5 delivery functions.

Ter m nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].
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2.1. New Terns

Internet Media Guide (IM3: IMsis a generic termto describe the
formation, delivery, and use of |IMG nmetadata. The definition of
the IMGis intentionally left inprecise [4].

| MG El ement: The smallest atomi c el enent of netadata that can be
transmtted separately by | M5 operations and referenced
i ndividually fromother I Ms el enents [4].

| MG Met adata: A set of metadata consisting of one or nore | MG
el enents. | MG netadata describes the features of multinedia
content used to enable selection of and access to nedia sessions
contai ning content. For exanple, netadata nmay consist of a nedia
object’s URI, title, airtime, bandwi dth needed, file size, text
summary, genre, and access restrictions [4].

| MG Description: A collection of IMc netadata with a data type
i ndicating a self-contained set or a subset of |IMG netadata, or a
reference to | MG net adat a

| MG Delivery: The process of exchanging | MG metadata both in terms of
| arge-scal e and atom c data transfers [4].

| MG Sender: An | MG sender is a logical entity that sends | M5 net adat a
to one or more | MG receivers [4].

| MG Receiver: An IMGreceiver is a logical entity that receives | M5
nmet adata froman | M5 sender [4].

| MG Transceiver: An | Ms transceiver conbines an | MG recei ver and
sender. It may nodify received | MG netadata or nerge | MG netadata
received froma several different | M5 senders [4].

| MG Qperation: An atom c operation of an I M5 transport protocol, used
bet ween | MG sender(s) and | MG receiver(s) for the delivery of I MG
net adata and for the control of | MG sender(s)/receiver(s) [4].

| M5 Transport Protocol: A protocol that transports | M netadata from
an | MG sender to I MG receiver(s) [4].

| MG Transport Session: An association between an | Mc sender and one
or nore | MG receivers within the scope of an | M5 transport
protocol. An |IMS transport session involves a tine-bound series
of I M5 transport protocol interactions that provide delivery of
| MG met adata fromthe | MG sender to the | MG receiver(s) [4].
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I MG Transfer: A transfer of I MG netadata froman | MG sender to | MG
receiver(s).

3. | MG Conmon Fr amewor k Model

Two comon el enents are found in all existing | MG candi date cases:
the need to describe the services and the need to deliver the
descriptions. 1In sone cases, the descriptions provide multicast
addresses and thus are part of the transport configuration. In other
cases, descriptions are specific to the nmedia application and may be
meant for either human or nmachi ne consunption. Thus, the
technol ogi es can be roughly divided into three areas:

o Application-specific Metadata: data describing the content of
services and medi a which are both specific to certain
applications and generally human readabl e.

o Delivery Descriptions: the descriptions (netadata) that are
essential to enable (e.g., multicast) delivery. These include
fram ng (headers) for application-specific netadata, the
net adata el ement identification and structure, and fundanental
sessi on dat a.

o Delivery Protocols: the nmethods and protocols to exchange
descripti ons between the senders and the receivers. An IM5
transport protocol consists of two functions: carrying | MG
netadata froman | MG sender to an | MG receiver and controlling
an | MG transport protocol. These functions are not al ways
excl usive; therefore, some nessages may conbi ne control nessages
and netadata carriage functions to reduce the anmount of the
nessagi ng.

3.1. | M5 Data Types

A data nodel is needed to precisely define the term nol ogy and

rel ati onshi ps between sets, supersets, and subsets of netadata. A
preci se data nodel is essential for the inplenmentation of |Mss,
although it is not within the scope of this framework and requires a
separate specification. However, there are three | M5 data types in
general : Conplete | MG Descriptions, Delta | Mc Descriptions, and | MG
Poi nters.

3.1.1. Complete | MG Description
A Compl ete | MG Description provides a self-contai ned set of netadata
for one nedia object or service, i.e., it does not need additiona

information fromany other M5 elenent. This is not to be confused
with "conplete | MG netadata", which, although vaguely defined here,

Nonura, et al. I nf or mati onal [ Page 5]



RFC 4435 | MG Fr amewor k April 2006

3.

3.

3.

1.

1.

2.

represents the conpl ete | MG netadata dat abase of an | MG sender (or

rel ated group of | M5 senders -- potentially the conplete Internet | MG
know edge). An I MG sender will generally deliver only subsets of
nmetadata fromits conplete database in a particular | M5 transport
sessi on.

2. Delta I MG Description

A Delta | MG Description provides only part of a Conplete | M5
Description, defining the difference froma previous version of the
Conpl ete I M5 Description. Delta | MG Descriptions may be used to
reduce network resource usage, for instance, when data consistency is
essential and snall and frequent changes occur to | MG el enents.

Thus, this description does not represent a conplete set of netadata
until it is conmbined with other nmetadata that may already exist or
arrive in the future.

3. | M5 Pointer

An I MG Pointer identifies or |ocates netadata. This nmay be used to
separately obtain netadata (Conplete or Delta | MG Descriptions) or
per f orm anot her | MG managenent function such as data expiry (and
erasure). The I MG Pointer may be used to reference | MG netadata
elements within the | MG transport session and across | M5 transport
sessions. This pointer type does not include | MG netadata per se
(although it nmay al so appear as a data field in Conplete or Delta | MG
Descri ptions).

I MG Entities

There are several fundanental |IMG entities that indicate the
capability to performcertain roles. An Internet host involved in
| MG operations may adopt one or nore of these roles, which are
defined in nore detail in Section 3.3.

| MG Announcer: sends | MG ANNOUNCE

| MG Li stener: recei ves | M ANNOUNCE

| MG Querier: sends | MG QUERY and receives | MG RESCOLVE

| MG Resol ver: recei ves | MG QUERY then sends | Mc RESOLVE

| M5 Subscri ber: sends | MG SUBSCRI BE t hen receives | MG NOTI FY

I MG Notifier: recei ves | MG SUBSCRI BE t hen sends | MG NOTI FY
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Figure 1 shows the relationship between MG entities and the | MG
sender and receiver.

o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| | MG Sender
o e e e e e oo oo - o e e e e e oo oo - o e e e e e oo oo - +
| | MG Announcer | | MG Notifier | | MG Resol ver
o e e e oo o e e e oo o e e e oo +

| N N

nmessage | |

direction % % %
o e e e e e oo oo - o e e e e e oo oo - o e e e e e oo oo - +
| | MG Li st ener | | MG Subscriber | | MG Queri er
o e e e oo o e e e oo o e e e oo +
| | MG Recei ver |
Fom e oo - Fom e oo - Fom e oo - +

Figure 1. Relationship between I MG Entities, Senders, and Receivers
3.3. Operation Set for |Ms Delivery

A finite set of operations both neets the I M5 requirenents [4] and
fits the roles of existing protocols. These are crystallized in the
next few sections.

3.3.1. | MG ANNOUNCE

VWhen an | MG receiver participates in unidirectional comunications
(e.g., over satellite, terrestrial radio, and wired multicast
networks), an | MG receiver may not need to send any | MG nessage to an
| MG sender prior to | MG netadata delivery. In this case, an I MG
sender can initiate unsolicited distribution for | M5 netadata and an
| MG sender is the only entity that can maintain the distribution
(this includes scenarios with nultiple and cooperative | M5 senders).
This operation is useful when there are | arge nunbers of | MG
receivers or the M5 receivers do not have a guaranteed uplink
connection to the I MG sender. The | M5 sender nay al so include

aut hentication data in the ANNOUNCE operation so that | MG receivers
may check the authenticity of the netadata. This operation can carry
any of the | M5 data types.

There is no restriction to prevent | MG ANNOUNCE from bei ng used in an
asynchronous solicited nmanner, where a separate operation (possibly
out of band) enables | M5 receivers to subscribe/register to the | MG
ANNOUNCE oper ati on
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3.3.2. | M5 QUERY

If an | MG receiver needs to obtain | MG netadata, an | MS receiver can
use an | M5 QUERY operation and initiate a receiver-driven | M5
transport session. The | MG receiver expects a synchronous response
to the subsequent request fromthe I MG sender. This operation can be
used where a bidirectional transport network is avail abl e between the
| MG sender and receiver. Some | MG receivers may want to obtain | MG
nmet adat a when network connectivity is available or just to avoid
caching unsolicited | MG nmetadata. The | MG receiver must indicate the
extent and data type of nmetadata wanted in some nessage in the
operation. The extent indicates the nunber and groupi ng of netadata
descriptions. 1In sone cases, it nmay be feasible to request an | MG
sender’s conpl ete netadata col |l ection

3.3.3. | MG RESOLVE

An | MG sender synchronously responds, and sends | MG netadata, to an
| MG QUERY that has been sent by an I MG receiver. This operation can
be used where a bidirectional transport network is avail abl e between
the | MG sender and receiver. |If the | MG QUERY specifies a subset of
| MG met adata (extent and data type) that is available to the I M5
sender, the I MG sender can resolve the query; otherwise, it should
indicate that it is not able to resolve the query. The | M5 sender
may aut henticate the I MG receiver during the QUERY operation to
determine if the M5 receiver is authorized to receive that mnetadata.
The sender may al so include authentication data in the RESOLVE
operation so that I MG receivers may check the authenticity of the
nmetadata. This operation may carry any of the | MG data types.

3.3.4. | MG SUBSCRI BE

If an I MG receiver wants to be notified when the | MG netadata it

hol ds becomes stale, the | MG recei ver can use the | MG SUBSCRI BE
operation in advance in order to solicit I M5 NOTI FY messages from an
| MG sender.

This operation may provide the | MG sender with specific details of
whi ch metadata or notification services it is interested in the case
where the | M5 sender offers nore than the sinplest "all data"
service. This operation inplicitly provides the functionality of
unsubscribing to informan | MG sender that an | M5 recei ver wi shes to
stop getting certain (or all) notifications. It should be noted that
unsubscription may be provided inplicitly by the expiry (timeout) of
a subscription before it is renewed.
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Since the I MG receiver does not know when netadata will be updated
and the notify nessage will arrive, this operation does not
synchronize with the notify messages. The | MG receiver nmay wait for
notify nmessages for a long tinme. The | M5 sender may aut henticate the
| MG receiver to check whether an | M5 SUBSCRI BE operation is from an
authorized | MG recei ver.

3.3.5. | MG NOTI FY

An | MG NOTI FY is used asynchronously in response to an earlier |IMG
SUBSCRI BE. An | MG NOTI FY operation indicates that updated | MG
netadata is available or part of the existing |Ms netadata is stale.
An | MG NOTI FY may be delivered nmore than once during the tinme an | MG
SUBSCRIBE is active. This operation may carry any of the | M5 data
types. The | M5 sender may al so include authentication data in the

| MG NOTI FY operation so that | MG receivers may check the authenticity
of the nessages.

3.3.6. Binding between | MG Operations and Data Types

There is a need to provide a binding between the various | MG
operations and | MG data types to all ow managenent of each discrete
set of I MG netadata transferred using an | MG operation. This binding
nust be independent of any particular nmetadata syntax used to
represent a set of | MG netadata, as well as be conpatible with any

| M5 transport protocol. The binding nust uniquely identify the set
of I MG netadata delivered within an I MG transfer, regardl ess of the
nmet adat a syntax used. The uni queness may only be needed within the
domai ns the netadata is used, but this must enable globally unique
identification to support Internet usage. Care should be taken that
scope- and dommai n-specific identifiers do not | eak outside the scope;
using gl obally unique identifiers such as URLs avoi ds these probl ens.

The bi ndi ng nmust provide versioning to the transferred | Mc net adat a
so that changes can be easily handl ed and stale data identified, and
give tenporal validity of the transferred | MG netadata. It nust
invalidate the | MG netadata by indicating an expiry tine, and nmay
optionally provide a tine (presumably in the future) from when the

| MG net adat a beconmes valid. The tenporal validity of a metadata
object may need to be updated later. Furthernore, the binding nust
be i ndependent of any specific netadata syntax used for the | MG
netadata, in the sense that no useful syntax should be excl uded.
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3.4. Overview of Protocol Operations

Figure 2 gives an overview of the relationship between transport
cases, | MG operations, and | M5 data types. It is not a protoco
stack. Ceneralized multicast point-to-multipoint (P-to-M and
uni cast point-to-point (P-to-P) transports are shown.

TN +
| MG | I
Data Types | Conpl ete Desc., Delta Desc., Pointer |
| |
o e e e oo S S +
I MG | I MG ANNCUNCE | | M5 SUBSCRIBE | | MG QUERY |
QOperations | | | MG NOTI FY | | MG RESOLVE
. R T . +
| M5 | | |
Transport | P-to-M | P-to-P |
| | |
. e +

Figure 2: I MG Transport, |Ms Qperations, and | MG Data Types
4. Depl oyment Scenarios for IMs Entities

Thi s section provides sone basic depl oyment scenarios for | MG
entities that illustrate comon threads fromprotocols to use cases.
For the purposes of clarity, this document presents the sinple
dat afl ow from an | MG sender to an | M5 receiver, as shown in Figure 3.

Figure 3: A Sinmple I MG Sender to | M5 Recei ver Rel ationship
4.1. Internediary Cases

Sone | MG netadata may be distributed to a |arge nunmber of | M3

recei vers, for exanple, when public netadata is distributed to al

| MG receivers of a certain group. This kind of I MG netadata may be
distributed fromone | Mz sender to nultiple I MG receivers (Figure 4)
or may be relayed across a set of | M5 transceivers that receive the

| MG net adata, possibly filter or nodify its content, and then forward
it.
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S + S +
| 1 MG | | 1 MG |
| Sender | ---- ---->| Receiver
S + \ / S +
\ /
\ R + /
--> I MG | -----
-->| Transcei ver| \
/ R + \
S + / \ S +
| 1 MG | / ----> MG |
| Sender | ---- | Receiver
S + S +

Figure 4. A Relay Network with an | MG Transcei ver

| MG senders and receivers are |ogical functions, and it is possible
for sone or all hosts in a systemto performboth roles, as, for

i nstance, in nany-to-nany comruni cations or where a transceiver is
used to conbine or aggregate | MG netadata for sonme | MG receivers. An
| MG receiver may be allowed to receive | MG nmetadata from any nunber
of | MG senders.

| MG netadata is used to find, obtain, manage, and play nedia content.
| MG net adata may be nodified during IMctransfer. For exanple, a
server may use IM3s to retrieve nedia content via unicast and then
make it available at scheduled times via multicast, thus requiring a
change of the corresponding netadata. |MG transceivers may add or
delete information or aggregate | M5 netadata fromdifferent | M5
senders. For exanple, a rating service nmay add its own content

rati ngs or recomendations to existing netadata. An inplication of
changing (or aggregating) |Ms nmetadata fromone or nore | MG senders
is that the original authenticity is lost. Thus, it may be
beneficial to sign fragnents so that the intermediary can replace a
fragment w thout changing the authenticity of the remainder. For
exanpl e, smaller fragnents may be appropriate for nore volatile
parts, and | arger ones nay be appropriate for stable parts.
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4.2. One-to-Many Unidirectional Milticast

The one-to-many unidirectional multicast case inplies many | MG
recei vers and one or nore | MG senders inplenmenting | MG announcer and
I MG |istener operations as shown in Figure 5.

Uni di recti onal o e +

--------------- > | | MG |

downl i nk | Listener |

------------- >| 1 |

/ Fom e oo - - +
SR + /
| I M5 [~=cnmnn-
| Announcer | \

e + \ e +

------------- >| I MG |

| Listener |

| # |

Fomme e oo +

Figure 5. I MG Unidirectional Multicast Distribution Exanple

Note, as defined in the I MG requirement REL-4 [4], an | M5 transport

protocol MJST support reliable nessage exchange. This includes the

one-to-nany unidirectional nulticast case; however, the nechanismto
provide this is beyond the scope of this docunent.

4.3. One-to-One Bidirectional Unicast
In the one-to-one bidirectional unicast case, both query/resolve

(Figure 6) and subscribe/notify (Figure 7) nessage exchange
operations are feasible.

Fomm oo - + Fomm oo - +
| | MG | | | MG |
| Resol ver | | Querier |
R + R +
| |
| <--mmmmma-- MG QUERY ----------- |
| |
[---------- | MG RESOLVE---------- >

Figure 6: Query/Resol ve Sequence Exanpl e
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R + Fom ek +
| | MG | | | MG |
| Notifier | | Subscriber |
Fomm oo - + Fomm e oo - +
| |
| <--------- | MG SUBSCRI BE--------- |

Figure 7: Subscribe/Notify Sequence Exanple
4. 4. Conbi ned Qperations with Conmon Met adat a
As shown in Figure 8, a common data nodel for multiple protocol

operations allows a diverse range of | M5 senders and receivers to
provi de consistent and interoperable sets of | MG netadata.

| MG Met adat a | MG Sender s | MG Recei vers
. +
R + ---->| I MG Listener |
| I MG | / LR +

/| Announcer |-----
B + ] +--emeeeaaa + \ S +
| I MG | -+ / ---->| I MG Listener |
| description | |-+ / | - - - - - - -
| metadata 1| | | / R + [---> I MG Querier |
T + 1| ----- | I MG | <----/ LR +
A + ]\ | Resolver |

B + \ e +<----\ S +
\ \--->] I MG Querier |
L R R + | - - - - - - -]
V| ITMG | <--------- > 1 MG |
| Notifier | | Subscri ber |
SR + R +

Fi gure 8: Conbined Systemw th Common Met adat a
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5. Applicability of Existing Protocols to the Proposed Franework Mbde
5.1. Existing Standards Fitting the | MG Framework Mde

SDP: The SDP format [2] could be used to describe session-I|eve
paraneters (e.g., scheduling, addressing, and the use of nedia
codecs) to be included in Conplete | M5 Descriptions. Although there
are extension points in SDP allowing the format to be extended, there
are limtations in the flexibility of this extension mechanism
However, SDP syntax cannot provide | Ms Descriptions and | M5 Pointers
wi t hout significant overhead. It is expected that the information
conveyed by SDP is just a small subset of | MG netadata; thus, the use
of SDP for other than session paraneters nay not be reasonabl e.

SDPng [3]: Sinmilar to SDP, this format could al so be used for
representing session-level paraneters of | M5 nmetadata. Conpared to
SDP, the XM.-based format of SDPng shoul d be rmuch nore flexible and
al | ow extensions and integration with other description fornmats.

MPEG 7: Descriptions based on the MPEG 7 standard [5] coul d provide
application-specific nmetadata describing the properties of nmultinedia
content beyond paraneters carried in SDP or SDPng descriptions.
MPEG 7 provides a nmachi ne-readabl e format of representing content
categories and attributes, hel ping end-users or receiving software in
choosi ng content for reception. MPEG 7 is based on XM, so it is
wel |l suited to be conbined with other XM.-based formats such as
SDPng.

TV- Anytime: The TV-Anytine Forum [6] provides descriptions based on
XML schema for TV-specific program guides. TV-Anytinme uses the
MPEG 7 User description profile to alimted extent, only for user
preferences and usage history, and also a TV-Anytine-specific data
nodel for other schema. These are optinized to describe broadcast
schedul es, on-demand program gui des and program events.

HTTP: The HTTP protocol [7] can be used as a bidirectional unicast

| MG transport protocol. Being a request-reply-oriented protocol

HTTP is well suited for inplenenting synchronous operations such as
QUERY, RESOLVE, and even SUBSCRI BE. However, HITP does not provide
asynchronous operations such as ANNOUNCE and NOTI FY and to i npl enent
asynchronous operations using HITP, I MG receivers should poll the I M5
sender periodically. Thus, by itself, HTTP is not sufficient to
fulfill all of the IMGrequirenents [4] in a unicast depl oynment.

Sessi on Announcenent Protocol (SAP): The announcenent nechani sm

provi ded by SAP [8] provides unidirectional delivery of session

di scovery information. Although SDP is the default payl oad format of
SAP, the use of a MME type identifier for the payload all ows
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arbitrary payload formats to be used in SAP nessages. Thus, SAP
could be used to inplenent the multicast and uni cast | M5 ANNOUNCE and
| M5 NOTI FY operati ons.

However, SAP | acks scalable and efficient reliability, extensibility
for payl oad size, and congestion control, and only one description is
al | owed per SAP nessage due to | ack of payl oad segrmentation

In principle, SAP could be extended to get around its limitations.
However, the anmount of changes needed in SAP to address all of the
above limtations would effectively result in a new protocol. Due to
these limtations, the use of SAP as an | MG transport protocol is not
reconmmended.

SIP: The SIP-specific event nechani smdescribed in RFC 3265 [ 9]
provides a way to inmplenent | M5 SUBSCRI BE and | M5 NOTI FY operati ons
via a bidirectional unicast connection. However, there are
scalability problens with this approach, as RFC 3265 currently does
not consider multicast.

Real Tinme Stream ng Protocol (RTSP): The RTSP protocol [10] defines a
retrieval -and-update notification nechani sm naned DESCRI BE and
ANNOUNCE, for the description of a presentation or media object in
order to initialize a stream ng session. These nethods are a subset
of the entire streamng control operations in RTSP;, thus, these could
not be avail able for individual nechanisns. However, the DESCRI BE
method in RTSP could be used to instantiate | MG QUERY, | MG RESOLVE,
and | MG SUBSCRI BE, and the RTSP ANNOUNCE coul d be used to instantiate
an | MG NOTI FY for a stream ng session controlled by RTSP

5.2. | M5 Mechani sm Needs Wiich Are Not Met by Existing Standards

Several needs result fromthe | M5 requirenents, franmework nodel, and
exi sting rel evant mechani sms as al ready shown in this docurment. Four
speci fic groupings of work are readily apparent: (a) specification of
an adequate nulticast- and unidirectional -capabl e announcenent
protocol ; (b) specification of the use of existing unicast protocols
to enabl e uni cast subscri be and announcenent/notification
functionality; (c) specification of the metadata envel ope that is
conmon to, and independent of, the application metadata syntax(es)
used; and (d) agreement on basic nmetadata nodels to enable
interoperability testing of the above. The follow ng sections
descri be each of these.
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5.2.1. A Multicast Transport Protoco

SAP is currently the only open standard protocol suited to the
unidirectional /multicast delivery of I MG nmetadata. As discussed, it
fails to meet the M5 requirenents in many ways and, since it is not
designed to be extensible, we recognize that a new nulticast
transport protocol for announcenents needs to be specified to neet

| MG needs. This protocol will be essential to | MG delivery for

uni directional and multicast depl oynments.

The Asynchronous Layered Coding (ALC) [11] protocol fromthe | ETF
Rel i abl e Multicast Transport (RMI) working group is very interesting
as it fulfills many of the requirenents, is extensible, and has the
ability to "plug-in" both FEC (Forward Error Correction, for
reliability) and CC (Congestion Control) functional blocks. It is
specifically designed for unidirectional multicast object transport.
ALC is not fully specified, although the RMI working group had a
fully specified protocol using ALC called FLUTE (File Delivery over
Unidirectional Transport) [12]. FLUTE seens to be the only fully
specified transport and open specification on which a new | MG
announcement protocol could be designed. Thus, we recommend that ALC
and FLUTE be the starting points for this protocol’s design.

Devel opi ng a new protocol from scratch, or attenpting to inprove SAP
is also feasible, although it would involve repeating many of the
desi gn processes and decisions already nmade by the I ETF for ALC. In
particul ar, any announcemnent protocol mrust feature sufficient
scalability, flexibility, and reliability to neet | M5 needs. Al so,
the 1 MG ANNOUNCE operation must be supported and | M5 NOTI FY
capability could be investigated for both hybrid unicast-mnulticast
and uni directional unicast systens.

5.2.2. Usage of Unicast Transport Protocols

A thorough description of the use of existing unicast protocols is
essential for the use of M3 in a unicast point-to-point

environnent. Such a specification has not been published, although
several usable unicast transport protocols and specifications can be
harnessed for this (SIP [13], SIP events [9], HTTP [7], etc.). In
particul ar, both | M5 SUBSCRI BE- NOTI FY and | MG QUERY- RESOLVE oper ati on
pairs must be enabled. W anticipate that the | MG QUERY- RESOLVE
operation can be achi eved using HTTP, although other transport
protocol options may be beneficial to consider too.
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5.2.3. | MG Envel ope

An | MG envel ope provides the binding between | MG operations and data
types. Such a binding can be realized by defining a comon m ni ma
set of information needed to manage | MG netadata transfers, and by
including this information with any set of | M5 netadata delivered to
| MG recei vers.

Four options for | M5 netadata transfer envel ope delivery are
f easi bl e:

1. Enbedding in a transport protocol header. This can be done
wi th either header extensions of existing protocols, or newy
defined header fields of a new (or new version of a) transport
protocol. However, multiple nethods for the variety of
transport protocols would hinder interoperability and
transport protocol independence.

2. A separate envel ope object, which points to the | MG netadata
"object’, delivered in-band with the nmetadata transport
protocol session. This might conplicate delivery as the
envel ope and 'service’ netadata objects would have to be
bound, e.g., by pairing sone kind of transport object numbers
(anal ogous to port nunber pairs sonetines used for RTP and
RTCP [14]). This would al so enabl e schenes that deliver
envel ope and netadata 'objects’ by different nmedia, also using
nore than a single transport protocol

3. A netadata wrapper that points to and/or enbeds the service
netadata into its 'super-syntax’'. For exanple, XM would
enabl e enbeddi ng generic text objects.

4. Enbedding in the netadata itself. However, this requires a
new field in many netadata syntaxes and woul d not be feasible
if a useful syntax were not capable of extensibility in this
way. It also introduces a larger 'inplenentation
interpretation’ variety, which would hinder interoperability.
Thus, this option is not recomended.

It is likely that nore than one of these options will fulfill the
needs of | Mss, so the selection, and possibly optimzation, is left
for subsequent specification and feedback frominpl ementation
experience. Such a specification is essential for | MG delivery.

When there are superset/subset relations between | M5 Descriptions, it
is assuned that the | M5 Descriptions of the subset inherit the
paraneters of the superset. Thus, an | M5 netadata transfer envel ope
carrying the I MG Descriptions of a superset may inplicitly define
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paranmeters of | MG Descriptions belonging to its subset. The
rel ati ons between | MG Descriptions may span from one envel ope to
anot her according to a data nodel definition

5.2.4. Metadata Data Mde

A structured data nmodel would allow reuse and extension of the set of
nmet adata and may enabl e use of multiple syntaxes (SDP, MPEG 7, etc.)
as part of the sane body of | MG netadata.

For the successful deployment of IM3s in various environnents,
further work may be needed to define netadata and data nodels for
application-specific requirenents. Existing (and future) work on
these woul d need to be mapped to the | MG data types and use of the
| MG transfer envel ope concept as descri bed above.

Thi s docunent is a framework for the delivery of | Ms netadata and
thus further discussion on the definition data nodels for IM3s is
beyond its scope.

6. Security Considerations

The I MG framework is devel oped fromthe | M5 requirenents docunent

[4], and so the selection of specific protocols and nechani smfor use
with the I MG franework nmust also take into account the security

consi derations of the | M5 requirenents docunent. This framework
docunent does not mandate the use of specific protocols. However, an
| MG specification would inherit the security considerations of

speci fic protocol s used.

Protocol instantiations that are used to provide | M5 operations wll
have very different security considerations depending on their scope
and purpose. However, there are several general issues that are

val uabl e to consider and, in sone cases, provide technical solutions
for. These are described bel ow.

I ndi vi dual and group privacy: Custom zed | M5 netadata may revea

i nformati on about the habits and preferences of a user and may thus
deserve confidentiality protection, even if the original information
were public. Protecting this metadata agai nst snooping requires the
same actions and neasures as for other point-to-point and nulticast
Internet conmunications. Naturally, the risk of snoopi ng depends on
the anmount of individual or group personalization the | M5 netadata
cont ai ns.

| MG aut henticity: In some cases, the | MG receiver needs to be assured

of the sender or origin of M5 metadata or its nodification history.
This can prevent denial -of-service or hijacking attenpts that give an
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| MG recei ver incorrect information in or about the netadata, thus
preventing successful access of the nedia or directing the | M5
receiver to the incorrect nedia possibly with tastel ess materi al

| MG recei ver authorization: Some or all of any I MG sender’s netadata
may be private or val uabl e enough to allow access to only certain I MG
receivers and thus nmake it worth authenticating users. Encrypting
the data is also a reasonabl e step, especially where group
conmuni cati ons nethods results in unavoi dabl e snoopi ng opportunities
for unauthorized nodes.

Unidirectional specifics: Adifficulty that is faced by
unidirectional delivery operations is that many protocols providing
application-level security are based on bidirectional comrunications.
The application of these security protocols in case of strictly
unidirectional links is not considered in the present document.

Mal i ci ous code: Currently, I Mz are not envisaged to deliver
execut abl e code at any stage. However, as sonme | M5 transport
protocol s may be capable of delivering arbitrary files, it is
RECOMVENDED t hat the | MG operations do not have wite access to the
system or any other critical areas.
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