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This meno defines an Experinental Protocol for the Internet
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Di scussi on and suggestions for inprovenment are requested.
Distribution of this meno is unlimted.
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| ESG Not e
It is the opinion of the Security Area Directors that this docunent
defines a nechanismto use a conplex system (nanmely PKI certificates)
for authentication, but then intentionally discards the key benefits
(nanmely integrity on each transm ssion). Put another way, it has al
of the pain of inplenenting a PKI and none of the benefits. W
shoul d not support it in use in Internet protocols.

The sane effect, with the benefits of PKI, can be had by using
TLS/ SSL, an existing al ready standards track protocol.

Abst r act
Thi s docunent defines a SASL (Sinple Authentication and Security

Layer) authentication mechani smbased on | SO | EC 9798-3 and FI PS PUB
196 entity authentication.
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1. Introduction
1.1. Overvi ew

Thi s docunent defines a SASL [ RFC2222] authenticati on mechani sm based
on | SO'I EC 9798-3 [1SO3] and FIPS PUB 196 [FIPS] entity
aut henti cati on.

Thi s mechani smonly provides authentication using X 509 certificates
[ X509]. It has no effect on the protocol encodings and does not
provide integrity or confidentiality services.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in RFC 2119 [ RFC2119].

The key benefit of asynmetric (public key) security, is that the
secret (private key) only needs to be placed with the entity that is
bei ng authenticated. Thus, a private key can be issued to a client,
whi ch can then be authenticated by ANY server based on a token
generated by the client and the generally avail able public key.
Symmetric authenticati on nechani sns (password nechani sns such as
CRAM MD5 [ RFC2195]) require a shared secret, and the need to maintain
it at both endpoints. This neans that a secret key for the client
needs to be maintained at every server that nay need to authenticate
the client.

The service described in this neno provides authentication only.
There are a nunber of places where an authentication only service is
useful, e.g., where confidentiality and integrity are provi ded by

| ower | ayers, or where confidentiality or integrity services are
provi ded by the application

1.2. Relationship to TLS

The functionality defined here can be provided by TLS, and it is
i mportant to consider why it is useful to have it in both places.
There are several reasons for this, e.g.

- Simplicity. This mechanismis sinmpler than TLS. |If there is
only a requirenment for this functionality (as distinct from al
of TLS), this sinplicity will facilitate depl oynment.

- Layering. The SASL nechanismto establish authentication works

cleanly with nost protocols. This nechanismcan fit nore
cleanly than TLS for sone protocols.
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- Proxies. |In some architectures the endpoint of the TLS session
may not be the application endpoint. In these situations, this
mechani sm can be used to obtain end-to-end authentication

- Upgrade of authentication. 1In sone applications it may not be
clear at the tine of TLS session negotiation what type of
aut hentication nay be required (e.g., anonynobus, server,
client-server). This nechanismallows the negotiation of an
anonynous or server authenticated TLS session which can, at a
later tinme, be upgraded to provide the desired | evel of
aut henti cati on.

2. Description of Mechani sm

2.1. Scope
The nechani sm described in this neno provides either nutual or
unilateral entity authentication as defined in ISOIEC 9798-1 [|SO1]
using an asymmetric (public-key) digital signature nechanism

2.2. Authentication nodes
Thi s SASL mechani sm contai ns two authenticati on nodes:

- Unilateral client authentication: The client digitally signs a
chall enge fromthe server, thus authenticating itself to the
server.

- Mitual authentication: The client digitally signs a chall enge
fromthe server and the server digitally signs a chall enge from
the client. Thus both the client and server authenticate each
ot her.

2.3. SASL key

Thi s mechani sm has two SASL keys corresponding to the two different
nodes:

- "9798-U<al gorithnp" for unilateral client authentication
- "9798-M<al gorithne" for nutual authentication

Each SASL key nmay be used with a list of algorithns. A list of
supported algorithnms is given in Section 4.
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2.4. Unilateral dient Authentication

This section gives a brief description of the steps that are
performed for unilateral client authentication. The actual data
structures are described fully in Section 3.

a) The server generates a random chall enge value R B and sends it
to the client.

b) The client generates a random value R A and creates a token
TokenAB. The token contains R A, the client’s certificate and
also a digital signature created by the client over both R A
and RB. Optionally, it also contains an identifier for the
server.

c) The client sends the token to the server.
d) The server verifies the token by:

- verifying the client’s signature in TokenAB (this includes
full certificate path processing as described in [ RFC2459]),

- verifying that the random nunber R B, sent to the client in
Step 1, agrees with the random nunber contained in the
si gned data of TokenAB, and

- verifying that the identifier for the server, if present,
mat ches the server’s distinguishing identifier

2.5. Mutual Authentication
This section gives a brief description of the steps that are
performed for rmutual authentication. The actual data structures are

described fully in Section 3.

a) The server generates a random chall enge value R B and sends it
to the client.

b) The client generates a random value R A and creates a token
TokenAB. The token contains R A, the client’s certificate and
also a digital signature created by the client over both R A
and RB. Optionally, it also contains an identifier for the
server.

c) The client sends the token to the server.

d) The server verifies the token by:
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- verifying the client’'s signature in TokenAB (this includes
full certificate path processing as described in [ RFC2459]),

- verifying that the random nunber R B, sent to the client in
Step 1, agrees with the random nunber contained in the
si gned data of TokenAB, and

- verifying that the identifier for the server, if present,
mat ches the server’s distinguishing identifier

e) The server creates a token TokenBA. The token contains a third
random value R C, the server’s certificate and a digita
signature created by the server over R A, R B and R C.
Optionally, it also contains an identifier for the client.

f) The server sends the token to the client.

g) The client verifies the token by:

- verifying the server’s signature in TokenBA (this includes
full certificate path processing as described in [ RFC2459]),

- verifying that the random nunber R B, received by the client
in Step 1, agrees with the random nunber contained in the
si gned data of TokenBA,

- verifying that the random nunber R A sent to the server in
Step 2, agrees with the random nunber contained in the
si gned data of Token BA and

- verifying that the identifier for the client, if present,
mat ches the client’s distinguishing identifier

3. Token and Message Definition

Not e - Protocol data units (PDUs) SHALL be DER-encoded [ X690]
before transnitted

3.1. The "TokenBAl" PDU

TokenBAl is used in both the unilateral client authentication and
nmut ual authentication nodes and is sent by the server to the client.

TokenBAl contains a random val ue, and, optionally, the servers nane
and certificate information.
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TokenBAl :: = SEQUENCE ({
randonB  RandomNunber,
entityB [0] GCeneral Nanes OPTI ONAL,
certPref [1] SEQUENCE SI ZE (1..MAX) OF TrustedAut h OPTI ONAL

}
3.2. The "TokenAB" PDU

TokenAB is used in the unilateral client authentication and mutual
aut hentication nodes and is sent by the client to the server.
TokenAB contai ns a random nunber, entity B s name (optionally),
entity certification information, an (optional) authorization
identity, and a signature of a DER-encoded val ue of type TBSDat aAB.
The certA field is used to send the client’s X. 509 certificate (or a
URL to it) and a related certificate chain to the server.

The authlID field is to be used when the identity to be used for
access control is different than the identity contained in the
certificate of the signer. |If this field is not present, then the
identity fromthe client’s X. 509 certificate shall be used.

TokenAB :: = SEQUENCE {
randomA  RandomNunber,
entityB [0] General Names OPTI ONAL,
certA [1] CertData,
aut hl D [ 2] Ceneral Nanes OPTI ONAL,
signature SI GNATURE { TBSDat aAB }

} (CONSTRAI NED BY {-- The entityB and authl D fields shall be included
-- in TokenAB if and only if they are also included in TBSDat aAB.
-- The entityB field SHOULD be present in TokenAB whenever the
-- client believes it knows the identity of the server.--})

TBSDat aAB : : = SEQUENCE ({
randomA RandonmNumber ,
randonB RandonNunber,
entityB [0] General Nanes OPTI ONAL,
authl D [1] General Names OPTI ONAL

}
3.3. The "TokenBA2" PDU

TokenBA2 is used in the nutual authentication node and is sent by the
server to the client. TokenBA2 contains a random nunber, entity A's
name (optionally), certification information, and a signature of a
DER- encoded val ue of type TBSDataBA. The certB field is to be used
to send the server’s X 509 certificate and a related certificate
chain to the client.
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TokenBA2 ::= SEQUENCE ({
randonC  RandomNunber,
entityA [0] GCeneral Nanes OPTI ONAL,
certB [1] CertData,
signature SI GNATURE { TBSDat aBA }

} (CONSTRAI NED BY {-- The entityA field shall be included in TokenBA2
-- if and only if it is also included in TBSDataBA. The entityA
-- field SHOULD be present and MUST contain the client’s nane
-- fromtheir X 509 certificate.--})

TBSDat aBA :: = SEQUENCE {
randonmB RandonmNunber,
randomA RandonmNunber,
randomC RandomNunber,
entityA General Nanes OPTI ONAL

}
3.4. The "TrustedAuth" type
TrustedAuth ::= CHO CE {
aut hori t yName [0] Narme,
-- SubjectNane from CA certificate
i ssuer NaneHash [1] OCTET STRI NG
-- SHA-1 hash of Authority' s DN
i ssuer KeyHash [2] OCTET STRI NG

-- SHA-1 hash of Authority's public key
authorityCertificate [3] Certificate,

-- CAcertificate
pkcs15KeyHash [4] OCTET STRI NG

-- PKCS #15 key hash

}

The TrustedAuth type can be used by a server in its initial message
("TokenBAl1") to indicate to a client preferred certificates/public
key pairs to use in the authentication.

A trusted authority is identified by its nane, hash of its name, hash
of its public key, its certificate, or PKCS #15 key hash. |If
identified by its nane, then the authorityNane field in TrustedAuth
contai ns the SubjectNane of its CA certificate. If it is identified
by the hash of its name then the issuerNaneHash field contains the
SHA- 1 hash of the DER encodi ng of SubjectNane fromits CA
certificate. |If it is identified by the hash of its public key then
the issuerKeyHash field contains the SHA-1 hash of the authority’s
public key. The hash shall be cal cul ated over the val ue (excl uding
tag and | ength) of the subject public key field in the issuer’s
certificate. |If it is identified by its certificate then the
authorityCertificate field contains its CA certificate. If it is
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identified by the PKCS #15 key hash then the pkcsl5KeyHash field
contains the hash of the CA's public key as defined in PKCS #15
[ PKCS15] Section 6.1.4.

3.5. The "CertData" type

The certification data is a choice between a set of certificates and
a certificate URL

The certificate set alternative is as in [RFC2630], meaning it is

i ntended that the set be sufficient to contain chains froma

recogni zed "root" or "top-level certification authority" to all of
the sender certificates with which the set is associated. However,
there may be nore certificates than necessary, or there may be fewer
than necessary.

Not e - The precise nmeaning of a "chain" is outside the scope of
this docunment. Sone applications may i npose upper linmts on
the length of a chain; others may enforce certain
rel ati onshi ps between the subjects and issuers of
certificates within a chain.

VWen the certURL type is used to specify the location at which the
user’'s certificate can be found, it MJST be a non-relative URL, and
MUST foll ow the URL syntax and encoding rules specified in [ RFC1738].
The URL nust include both a schene (e.g., "http" or "ldap") and a
schene-specific part. The schenme-specific part nust include a fully
qualified domain name or | P address as the host.

CertData ::= CHO CE {
certificateSet SET SIZE (1..MAX) OF Certificate
cert URL | A5Stri ng,

-- For future extensions

}
3.6. The "RandomNunber" type

A random nunber is sinply defined as an octet string, at |east 8
bytes | ong.

RandomNunber ::= OCTET STRI NG (SI ZE(8. . MAX))
3.7. The "SI GNATURE" type
This is simlar to the "SIGNED' paraneterized type defined in

[ RFC2459], the difference being that the "SI GNATURE" type does not
i nclude the data to be signed.
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SI GNATURE { ToBeSi gned } ::= SEQUENCE {
al gorithm Al gorithmdentifier
signature BIT STRI NG
} (CONSTRAI NED BY {-- Must be the result of applying the signing
-- operation indicated in "algorithm' to the DER-encoded octets of
-- a value of type -- ToBeSigned })

3.8. O her types
The " CGeneral Nanes" type is defined in [ RFC2459].
4. Supported Al gorithns

The foll owing signature algorithnms are recognized for use with this
mechani sm and identified by a key. Each key would be conbined to
make two possi bl e SASL nechani sns. For exanpl e the DSA- SHA1

al gorithm woul d gi ve 9798- U- DSA- SHA1, and 9798- M DSA- SHA1. Al

al gorithm nanes are constrained to 13 characters, to keep within the
total SASL limt of 20 characters.

The following table gives a list of algorithmkeys, noting the object
identifier and the body that assigned the identifier

Key oject Id Body
RSA- SHA1- ENC  1.2.840.113549.1.1.5 RSA
DSA- SHAL 1.2.840.10040.4.3 ANS|
ECDSA- SHA1 1.2.840.10045.4.1 ANS|

Support of the RSA-SHA1-ENC al gorithmis RECOMVENDED for use with
this mechani sm

5. Exanpl es
5.1. |1 MAP4 exanpl e

The foll owi ng exanpl e shows the use of the I1SQO I EC 9798-3
Aut hentication SASL nmechanismw th | MAP4 [ RFC2060] .

The base64 encodi ng of chall enges and responses, as well as the "+ "
precedi ng the responses are part of the I MAP4 profile, not part of
this specification itself (note that the line breaks in the sanple
authenticators are for editorial clarity and are not in rea

aut henticators).
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* OK | MAP4 server ready

A001 AUTHENTI CATE 9798- U- RSA- SHAL

+ MAOECBI 41 1h5h0eY

M | BAgQ | xh51 0h5RYegD4l Nc2FzbClyLXVzLm\vbaFPFk1odHRWGO 8vY2VydHM
ci 11cy5j b20vY2VydD9paDlodmMNOQVFFRKk JRQURNWIVBZ2hBR2hZVFIna0ZgJnNu
PUVQOXVFbFkz SOR Z2pscj CBkz ANBgk ghki GOwWOBAQUFAAOBgQCkuC2C&gt Yex GGL
NEz LA4bh51 qJ GOZy SACMrT +nDr V7 A7TKAgbpQROQuZpMCl 7zvNt / L3Q QZat i X8d1X
bu40l +g2TJzJt 06070gonmkdDwgl A/ 3zp2Wvbhl | 0Mbt Hf DSWEDZEYDEA3/ eGg
kWi 1v1l EVdFuYnr Tr SEAWEOhXxdQ A==

S: A001 OK Wl come, 9798- U- RSA- SHA1 aut henticated user: Magnus

OuWOw

6. | ANA Consi derati ons

By registering the 9798-<U M>-<al gorithnk protocols as SASL

mechani sns, inplementers will have a well-defined way of adding this
aut henti cation nechanismto their product. Here is the registration
tenplate for the SASL mechani snms defined in this nmenp:

SASL nechani sm nanes: 9798- U- RSA- SHA1- ENC
9798- M RSA- SHA1- ENC
9798- U- DSA- SHAL
9798- M DSA- SHAL
9798- U- ECDSA- SHAL
9798- M ECDSA- SHAL
; For a definition of the algorithns
see Section 4 of this neno.

Security Considerations: See Section 7 of this meno
Publ i shed specification: This neno

Person & email address to

contact for further

i nformation: See Section 9 of this nmeno.
I nt ended usage: COVIVON

Aut hor/ Change controller: See Section 9 of this meno.

7. Security Considerations

The nmechani sns described in this nmenop only provides protection

agai nst passi ve eavesdroppi ng attacks. They do not provi de session
privacy or protection fromactive attacks. In particular, man-in-
the-m ddl e attacks ai ned at session "hi-jacking" are possible.

The random nunbers used in this protocol MJST be generated by a
cryptographically strong random nunber generator. |If the nunber is
chosen froma small set or is otherwi se predictable by a third party,
then this nechani smcan be attacked.
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The inclusion of the random nunber R A in the signed part of TokenAB
prevents the server from obtaining the signature of the client on
data chosen by the server prior to the start of the authentication
mechani sm This measure may be required, for exanple, when the same
key is used by the client for purposes other than entity

aut hentication. However, the inclusion of R B in TokenBA2, whil st
necessary for security reasons which dictate that the client should
check that it is the sane as the value sent in the first nessage, my
not offer the same protection to the server, since RB is known to
the client before R Ais chosen. For this reason a third random
nunber, R C, is included in the TokenBA2 PDU
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APPENDI CES
A. ASN. 1 nodul es
A.1. 1988 ASN. 1 nodul e
SASL- 9798- 3- 1988
DEFINITIONS IMPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --
| MPORTS

Nane, Algorithmdentifier, Certificate
FROM PKI X1Explicit88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- pki x1-explicit-88(1)}

Gener al Nanes
FROM PKI X1l mplicit88 {iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d-pkixl-inplicit-88(2)};

TokenBAl ::= SEQUENCE {
randonB RandonNunber ,
entityB [0] GCeneral Nanmes OPTI ONAL,
certPref [1] SEQUENCE SIZE (1..MAX) OF TrustedAuth OPTI ONAL

}

TokenAB :: = SEQUENCE {

randomA  RandomNunber,

entityB [0] GCeneral Nanmes OPTI ONAL,

certA [1] CertData,

aut hl D [ 2] General Nanes OPTI ONAL,

si gnat ure SEQUENCE {
al gorithm Al gorithmdentifier,
signature BIT STRI NG

}

} -- The entityB and authl D fields shall be included in TokenAB
-- if and only if they are also included in TBSDataAB. The entityB
-- field SHOULD be present in TokenAB whenever the client
-- believes it knows the identity of the server.

-- The signature operation shall be done on a
-- DER-encoded val ue of type TBSDat aAB.
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TBSDat aAB :: = SEQUENCE {
randomA RandoniNunber,
randonB RandonNunber ,
entityB [0] General Names OPTI ONAL,
authl D [1] General Names OPTI ONAL

}

TokenBA2 :: = SEQUENCE ({
randonC  RandomNumber,
entityA [0] GCeneral Nanes OPTI ONAL,
certB [1] CertData,
si gnat ure SEQUENCE {
al gorithm Al gorithm dentifier,
signature BIT STRI NG

}
} -- The entityA field shall be included in TokenBA2
-- if and only if it is also included in TBSDataBA. The entityA
-- field SHOULD be present and MJST contain the client’s nane
-- fromtheir X 509 certificate. The signature shall be done
-- on a DER-encoded val ue of type TBSDat aBA.

TBSDat aBA :: = SEQUENCE {
randonB RandonNumber,
randomA RandonmNunber,
randomC RandonmNunber,
entityA General Nanes OPTI ONAL

}
TrustedAuth ::= CHO CE {
aut hori t yNane [0] Nane,
-- SubjectNane from CA certificate
i ssuer NaneHash [1] OCTET STRI NG
-- SHA-1 hash of Authority's DN
i ssuer KeyHash [2] OCTET STRI NG
-- SHA-1 hash of Authority’s public key
authorityCertificate [3] Certificate,
-- CAcertificate
pkcs15KeyHash [4] OCTET STRI NG
-- PKCS #15 key hash
}
CertData ::= CHO CE {
certificateSet SET SIZE (1..MAX) OF Certificate,
cert URL | A5String
}
RandomNunber ::= OCTET STRI NG (Sl ZE(8.. MAX))
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END
A 2. 1997 ASN.1 nodul e
SASL- 9798- 3- 1997
DEFI NI TIONS | MPLICI T TAGS :: =
BEG N
-- EXPORTS ALL --
| MPORTS

Al gorithm dentifier, Name, Certificate
FROM PKI X1Explicit93 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani snms(5) pkix(7) id-nmod(0)
i d- pki x1-explicit-93(3)}

Gener al Nanes
FROM PKI X2l mplicit93 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani snms(5) pkix(7) id-nmod(0)
i d- pki x1-inplicit-93(4)};

TokenBAl :: = SEQUENCE ({
randonB  RandomNunber,
entityB [0] GCeneral Nanes OPTI ONAL,
certPref [1] SEQUENCE SI ZE (1..MAX) OF TrustedAut h OPTI ONAL

}

TokenAB :: = SEQUENCE {
randomA  RandomNunber,
entityB [0] GCeneral Nanes OPTI ONAL,
certA [1] CertData,
aut hl D [ 2] Ceneral Nanes OPTI ONAL,
signature SI GNATURE { TBSDat aAB }

} (CONSTRAI NED BY {-- The entityB and authl D fields shall be included
-- in TokenAB if and only if they are also included in TBSDat aAB.
-- The entityB field SHOULD be present in TokenAB whenever the
-- client believes it knows the identity of the server.--})

TBSDat aAB :: = SEQUENCE {
randomA RandonmNunber,
randonmB RandomNunber,
entityB [0] General Names OPTI ONAL,
authl D [1] General Names OPTI ONAL
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TokenBA2 ::= SEQUENCE ({
randonC  RandomNunber,
entityA [0] GCeneral Nanes OPTI ONAL,
certB [1] CertData,
signature SI GNATURE { TBSDat aBA }

} (CONSTRAI NED BY {-- The entityA field shall be included in TokenBA2
-- if and only if it is also included in TBSDataBA. The entityA
-- field SHOULD be present and MUST contain the client’s nane
-- fromtheir X 509 certificate.--})

TBSDat aBA :: = SEQUENCE {
randonmB RandonmNunber,
randomA RandonmNunber,
randomC RandomNunber,
entityA General Nanes OPTI ONAL

}
TrustedAuth ::= CHO CE {
aut hori t yNane [0] Nane,
-- SubjectNane from CA certificate
i ssuer NaneHash [1] OCTET STRI NG
-- SHA-1 hash of Authority’s DN
i ssuer KeyHash [2] OCTET STRI NG
-- SHA-1 hash of Authority's public key
authorityCertificate [3] Certificate,
-- CAcertificate
pkcs15KeyHash [4] OCTET STRI NG
-- PKCS #15 key hash
}
CertData ::= CHO CE {
certificateSet SET SIZE (1..MAX) OF Certificate,
cert URL | A5Stri ng,
-- For future extensions
}
RandonNunber ::= OCTET STRI NG (S| ZE( 8. . MAX))
SI GNATURE { ToBeSi gned } ::= SEQUENCE {

al gorithm Al gorithm dentifier,
signature BIT STRI NG
} (CONSTRAI NED BY {-- Must be the result of applying the signing
-- operation indicated in "algorithm' to the DER- encoded octets of
-- a value of type -- ToBeSigned })
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Ful | Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Zuccherato & Nystrom Experi ment al [ Page 17]






