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Abst ract

Thi s meno descri bes pagi ng, assesses the need for |IP paging, and
presents a list of reconmendations for Seanpby charter itens
regardi ng work on paging. The results are specifically directed
toward the task undertaken by the design team and are not neant to
be the definitive word on paging for all time, nor to be binding on
Seanoby or ot her working groups, should the situation with regard to
I P nobility protocols or radio |link support undergo a major change.

1.0 Introduction

The |1 ESG has requested that the Seanpby Wirki ng Group devel op a
probl em st atement about the need for additional protocol work to
support alerting of dormant node nobil e hosts, comonly known as |IP
pagi ng, for seam ess IP mobility. The paging design teaminterpreted
this as direction to exam ne whether location of a nobile node in
power saving node can be supported by the existing Mbile |IPv4d and
Mobil e | Pv6 protocols given existing radio |ink protocols.

Many existing radio |link protocols and nobile systems support

| ocation of and radio |link establishnment with nobile nodes that are

i n power saving node and hence are not actively listening for
delivery of IP packets all the tine or are not listening on the radio
channel s normal |y associated with delivering IP traffic to nobile
nodes. This alerting functionality allows nobile nodes to reduce
power consunption and decreases signaling |oad on the network for
tracking mobil es that are not actively participating in |IP packet
generation or reception
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When a nobile is in | ow power consunpti on node, special steps need to
be taken to locate the nobile and alert it. These steps differ
depending on the radio Iink, but the generic name for this process is
paging, a termthat is comonly used in cellular tel ephony.

In this docunent, after some initial definitions and nmaterial related
to nore clearly explaining what paging is, we assess the need for
paging in existing IP nobility protocols (nanely Mbile IP[1] [2]).
We then develop a list of work itens for the Seampby worki ng group
related to this need. Note that the discussion in this docunent and
the concl usions regarding work itens are directed toward existing IP
nobility protocols and existing radio link protocols. Should a major
change occur in radio link support or the available IP nobility
protocols, such as the introduction of a mcronobility protocol for

I P, the issues examned in this document may need to be revisited.

2.0 Definitions

The following definitions are relevant with respect to clarifying the
pagi ng functionality:

Dormant Mode - A state in which the nobile restricts its ability
to receive normal IP traffic by reducing nonitoring of radio
channels. This allows the nobile to save power and reduces
signaling | oad on the network.

Ti me-sl otted Dormant Mbde - A dormant node inplenentation in which
the nmobil e alternates between periods of not listening for any
radio traffic and listening for traffic. Tine-slotted dormant
node i npl enentations are typically synchronized with the network
so the network can deliver traffic to the nmobile during |istening
periods. Additionally, the nobile may be restricted to listening
on specific signaling channels that, according to current

practice, are not typically used to carry IP traffic.

Pagi ng - As a consequence of a nobil e-bound packet destined for a
nobile currently in dormant node, signaling by the network through
radi o access points directed to locating the nobile and alerting
it to establish a last hop connection. This messaging is in
addition to sinply delivering the packet to the nobile, i.e., |ast
hop routing of packets is NOT considered to be pagi ng.

Pagi ng Area - Collection of radio access points that are signal ed
to locate a dormant node nobile node. A paging area does not
necessarily correspond to an |IP subnet. A dormant node nobile
node may be required to signal to the network when it crosses a
pagi ng area boundary, in order that the network can maintain a
rough i dea of where the nobile is |ocated.
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Pagi ng Channel - A radi o channel dedicated to signaling dormant
node nobiles for pagi ng purposes. By current practice, the
protocol used on a paging channel is usually dictated by the radio
i nk protocol, although sone pagi ng protocols have provision for
carrying arbitrary traffic (and thus could potentially be used to
carry | P).

Traffic Channel - The radi o channel on which IP traffic to an
active nobile is typically sent. This channel is used by a nobile
that is actively sending and receiving IP traffic, and is not
continuously active in a dormant node nobile. For sone radio |ink
protocols, this may be the only channel avail able.

Pagi ng Area Registrations - Signaling froma dormant node nobile
node to the network when the nobil e node crosses a paging area
boundary to establish the nobile node’s presence in the new pagi ng
ar ea.

3.0 Discussion of Paging

Dor mant node i s advantageous to a nobile node and the network for the
foll owi ng reasons:

- Power savings. By reducing the ambunt of tine the nobile is
required to listen to the radio interface, the drain on the nobile
node’'s battery is reduced.

- Reduced signaling for location tracking. By requiring the
nmobile to only signal when it crosses a pagi ng area boundary
rather than when it sw tches between radi o access points, the
amount of signaling for tracking the nobile is reduced because
pagi ng areas typically contain nany radi o access points.

In existing radio link protocols, there is a clear distinction

bet ween t hose protocols that support dormant node only and those that
support dormant node with paging. Radio |link protocols that do not
support pagi ng have no pagi ng areas, no dedicated pagi ng channel, and
no radio link protocol specifically directed towards |ocating a
dormant node mobile, while radio |ink protocols that do support
pagi ng have these features. Although generalizations always run the
ri sk of being contradicted by specific exceptions, the follow ng
conparison of existing radio link protocol support for these two
cases may be instructive.
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3.1 Dornant Mdde Support Only

In radio link protocols that only support dornmant node, a dornmant
node nobile node typically operates in tine slotted node and there is
only one radi o channel available, nanely the traffic channel. The
nobi | e node periodically wakes up, and, synchronously, the radio
access point in the network with which the nobile node is associated
delivers any | P packets that have arrived while the nobil e node was
asl eep. Radio access points are required to buffer incom ng packets
for dormant node mobil es; exactly how many packets and how | ong they
are buffered are inplenentation dependent.

If the nobil e node happens to nove out of range of the access point
with which it was associated, while it is in dormant node, it

di scovers this when it awakens and reassociates with a new access
point. The new access point then contacts the old access point over
the wired backbone, the old access point sends any buffered packets,
and the new access point delivers themto the nobile.

Radi o link protocols with dormant node support only are typically
wi rel ess LAN protocols in unlicensed spectrumin which the nobile
node is not charged for using a traffic channel, and hence there is
no need for conserving spectrum usage.

3.2 Dornmant Modde with Pagi ng Support

In radio link protocols with support for paging, the radio |ink
typically supports nore than one channel. A dormant node nobile node
may operate in time slotted node, periodically waking up to listen to
the paging channel, or it may sinply listen to the pagi ng channe
continuously. The inportant point is that the nobile does not listen
to nor transmit on a traffic channel while in dormant node.

The radi o access points are grouped into paging areas, and the radio
i nk protocol supports periodic signaling between the nobile and the
network only when the nobile crosses a pagi ng area boundary, for the
purpose of giving the network a rough idea of the nobile s |ocation
(paging area registrations). Sonme deploynents of paging do not even
use paging area registrations. They use heuristics to determ ne
where the nmobile is | ocated when a packet arrives, in which case, no
signaling is required while the nobile is in dornmant node.

An incomng packet is directed to the paging area where the nobile

| ast reported, or the paging area is determ ned by heuristics. The
network performs a radio |link page by sending out a signal on the
pagi ng channel. The signal may be repeated until the nobile answers
or a tineout occurs. In the former case, the packet is delivered, in
the latter, the nmobile is assumed to be unreachabl e.
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Radi o Iink protocols with paging support tend to be in |icensed
spect rum where the network operator has an interest in reducing the
amount of signaling over traffic channels. Such reduction frees
traffic channel spectrumfor revenue-produci ng use, and avoids
chargi ng the customer for signaling overhead.

4.0 Is | P Paging Necessary?

In this section, we consider whether |IP paging support is necessary.
We first consider radio |ink protocols that have no support for

pagi ng. W then examine radio |ink protocols that have pagi ng
support. As discussed in the introduction, the focus is on whether
the existing | ETF nobility protocol, nanely Mbile IP, requires
enhancenent. W also briefly discuss the relationship between paging
and a potential future mcromobility protocol

4.1 |1 P Paging for Dormant Mbde Only Radi o Links

One possible justification for IP paging is for radio |inks that do
not support paging. The reasoning is that an |P paging protoco
could allow | ocation of a dormant node nobile in radi o networks that
do not support paging in the radi o protocol

An inportant point to keep in mnd when considering this possibility
is that, for radio |links that do support paging, paging is typically
used to locate nobiles for which the network has a rough idea of
where the nmobile is located. More specifically, in order to conserve
signaling between the network and the nmobile and to reduce power
drain on the mobile, the nobile only updates the network about its

| ocation when it crosses a paging area boundary (if even then), which
is far less frequent than when it crosses a radi o access point
boundary. If IP paging is to be of any use to radio Iink protocols
that do not support paging, it nust also be the case that it allows
the network to maintain a rough idea of where the nobile is,

ot herwi se, the amount of signaling involved in tracking the nmobile
and power drain on the nobile is not reduced.

However, as the description in the previous section indicates, for
radi o |inks without paging support, the network always has an *exact*
i dea of where the nobile is located. When the nobile nmoves into
range of a new radio access point, it re-registers with the access
point in that cell allowi ng the new access point to contact the old
and deliver any buffered traffic. Additionally, the new access point
at that time may choose to deliver a foreign agent advertisenment (for
Mobil e I Pv4) or router advertisement (for Mbile IPv6) to the nobile
if the nobil e node has changed subnets, so that the nobile can
perform Mobile IP re-registration in order to make sure its IP
routing is current. There is absolutely no anbiguity in the nmobhile’s
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| ocation as far as the network is concerned, and so the network can
continue to route packets to the nobile node while the nobile is in
dormant node with assurance (nodul o buffer overflows and tineouts at
the radi o access point) that the packets will be delivered to the
nmobile the next tine it wakes up from dormant node.

As a consequence, |P paging provides no advantages for radio |ink
protocols in which the radio |ink does not have support for paging.

4.2 1P Paging for Radio Links with Pagi ng Support

In radio links that do support paging, there are two cases to

consi der: networks of radio |inks having a honbgeneous radio
technol ogy and networks of radio Iinks having heterogeneous radio
technol ogi es. W exam ne whether Mbile | P can support dormant node
| ocation for both these cases.

4. 2.1 Honmpbgeneous Technol ogy Networ ks

For honpbgeneous technol ogy networks, the primary issue is whether
signaling involved in Mobile IP is enough to provide support for

| ocating dormant node nobil e nodes. Subnets constitute the unit of
signaling for presence in IP. Wen a nobile node noves from one
subnet to another, Mbile IP signaling is required to change the
nobil e’ s care-of address. This signaling establishes the nobile's
presence in the new subnet. Paging areas constitute the unit of
signaling for dormant node nobile presence at the radio |evel.
Pagi ng area registrations or heuristics are used to establish a
dormant node mobil e’ s presence in a particul ar pagi ng area.

I f paging area registrations can always serve to trigger Mbile IP
registrations, there is no need for an | P pagi ng protocol because the
network (specifically the hone or hierarchical agent) wll always
have an up-to-date picture of where the nobile is and can al ways
route packets to the nobile. The key determning factor with regard
to whether paging area registrations can be used in this fashion is
how subnets are mapped into paging areas. |If it is always possible
to map the two such that a paging area registration can serve as a
transport for a Mbile IP registration, or sone other technique (such
as network assisted handoff [3] [4]) can be used to transfer the
Mobile IP registration, then no | P pagi ng protocol is needed.

In general, the nmappi ng between pagi ng areas and subnets can be
arbitrary, but we consider initially a smoth subset relationship, in
whi ch paging areas are subsets of subnets or vice versa. Network
topol ogi es in which one subnet is split between two or nore paging
areas are therefore elimnated. The restriction is arbitrary, but by

Kenpf I nf or mati onal [ Page 6]



RFC 3132 Dor mant Mode Host Al erting Probl em Statenent June 2001

starting here, we can di scover whether additional work is needed. W
al so consider a case where paging area registrations in the radio
| ayer protocol are always done. This is also optinistic.

There are three cases:

1) The topol ogi cal boundaries of the paging area and subnet are
i denti cal

2) Miultiple paging areas are part of the same subnet.

3) Miultiple subnets are part of the sane paging area.

Each case is considered in the foll owi ng subsections.
4.2.1.1 Subnet and Pagi ng Area Boundaries ldentica

In the case where radi o pagi ng areas nmap one to one onto | P subnets
(and hence Mobile IPv4 foreign agents or | Pv6 access routers), it is
possible to use radio |link paging together with Mbile |IP handoff
techni ques for the network to track the nmobile's location. |If the
pagi ng area update protocol supports sending arbitrary packet data
over the paging channel, the access router or foreign agent can send
a router advertisenment or foreign agent advertisenment to the nobile
as part of the signal that the nobile has entered the new pagi ng
area, and the nobile can send a Mbile IP registration as part of the
pagi ng area update. For other cases, enhancenments to Mbile IP

net wor k- assi st ed handoff techni ques can allow the network to track
the mobile as it nmoves from pagi ng area (== subnet) to paging area.
QO her uses of the Mobile IP registration protocol are al so possible
dependi ng on the | evel of paging support for packet data. As a
consequence, the hone or hierarchical agent has conplete know edge of
routes to the nobile and can route packets to the foreign agent or
access router. Radio |layer paging may be needed at the foreign agent
or access router in order to re-establish a traffic channel with the
nobile, but no IP paging is required.

4.2.1.2 Multiple Paging Areas Map into One Subnet
The case where multiple radio paging areas map to a single |IP subnet
is the same as above, with the exception that the [ast hop Mbile

| Pv4 foreign agent or | Pv6 access router for the subnet performs
paging in nultiple paging areas to |locate the nobile.
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4.2.1.3 Multiple Subnets Map into One Pagi ng Area

In the case where a single radi o paging area nmaps onto nultiple IP
subnets, it is not possible to directly use Mbile I P handoff between
| ast hop access routers or foreign agents to track the mobile’ s
location as it noves, because the nobile does not signal its |ocation
when it changes subnets. Wthin the set of subnets that span the
pagi ng area, the mobile’s novenent is invisible to the L2 paging
system so a packet delivered to the nobile' s | ast known | ocation nay
result in a page that is answered in a different subnet.

Consi der the follow ng exanple. Suppose we have a network in which
there are two pagi ng areas, PA(1) and PA(2). Wthin each, there are
many subnets. Consider a nobile that nmoves from PA(1l) to PA(2), and
enters PA(2) at subnet X Using the paging area registration, it
signals the network that it has noved, and suppose that the paging
area registration contains a Mbile IP registration. The agent
handl i ng the L2 pagi ng protocol sends the registration to the
hone/ hi erarchical agent (or perhaps it sinply gets routed). The
hore/ hi erar chi cal agent now knows that the nobile has a CoA in subnet
X, as does the mobile. After the nobile has conpl eted the paging
area registration/Mobile IP registration, it goes back to sleep

But the nobile does not stop in subnet X, it keeps nmoving while in
dormant node, when it is doing no signaling (L2, nobile IP or other)
to the network. It noves from subnet X where it originally entered
the paging area clear to the other side of the paging area, in a
conpletely different subnet, subnet Y.

Suppose a packet comes into the hone/hierarchical agent for this
nobi |l e. Because the hone/ hi erarchical agent believes the nobile is
in subnet X, it sends the packet to the access router or foreign
agent for subnet X. The packet gets to the access router or foreign
agent, and the access router or foreign agent performs a radi o page
for the nobile in subnet X. Since the mobile isn’t in subnet X, it
wakes up in subnet Y because the radi o page propagates throughout the
paging area. It does a nobile IP re-registration because it sees
that it is in a new subnet, but the packet at the access router or
foreign agent in subnet X can’t get to the nobile.

Wthout any further support, the access router or foreign agent in
subnet X drops the packet. The only way to get the packet to the
nobi |l e node fromthe access router or foreign agent is for the nobile
node to send a binding update to the access router or foreign agent
when it wakes up in the new subnet. Once the access router or
forei gn agent has the new binding, it can forward the packet. Sone
snoot h handoff techni ques depend on sending bindi ng updates to
foreign agents [5], so arranging for the nobile node to send a
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bi ndi ng update woul d be possible. In IPv6, it becones |ess
attractive because of the need for security on the binding update.
In either case, the result would be yet nore Mbile IP signaling
bef ore the packet could be delivered, increasing the amunt of

| at ency experienced by the nobile.

Wiile it may be possible with enhancenents to Mobile IP to handle the
case, the enhancenents woul d probably introduce nore | atency and
signaling into the initial connection between the nobile and the
networ k when the nobil e awakes from dornmant node. An |P paging

prot ocol between the hone or hierarchical agent and a pagi ng agent in
the paging area would serve to reduce the amount of |atency involved
in delivering the initial packet. Wth IP paging, the arrival of the
packet at the home/ hierarchical agent results in an IP page to a
pagi ng agent in the last reported paging area. The pagi ng agent
performs an L2 page to the nobile. The nmobile answers the page with
a nobile IP registration to the home/hi erarchical agent and the
hone/ hi erarchi cal agent sends the packet. The hone/ hierarchica

agent and the nobile already have a security association, so there is
no need to negotiate one, and buffering of the first packet and any
further incoming packets prior to the nmobile IP registration is
handl ed by the homre/ hi erarchical agent rather than a router at the
edge, so the edge routers can be sinpler. Finally, the
hone/ hi erarchi cal agent can start routing to the nobile as soon as
the registration cones in.

4.1.2.4 More Conpl ex Hompbgeneous Network Cases

Up until now, the discussion has not identified any case where the
probl em of | ocating and delivering the first packet to a dornant nobde
nobi |l e could not be handled by Mbile I P with enhancenments. |IP
pagi ng serves as a promising optimzation in the nultiple subnets to
singl e paging area case, but in principle additional Mbile IP
signaling (potentially lots in the case of IPv6 if a security

associ ation is needed) could handle the problem However, the
exanpl es exam ned in the above sections are really best-case. In
practice, the mapping of subnets to paging areas is likely to be far
| ess clear cut, and the use of paging area registrations far |ess
comon than has been assuned in these cases.

Requiri ng network operators to nake pagi ng areas and subnets conform
to a subset relationship that would allow nobile IP signaling to do
doubl e duty as paging area updates is unrealistic. |In practice,
pagi ng areas often overlap and there is often not even a clear subset
rel ati onshi p between pagi ng areas thensel ves. Sone radi o protocols,
such as WCDVA [6], allow different nobile termnals in the sane

geogr aphi cal area to have different paging area identifiers. Wrking
through each case and trying to identify whether Mobile I P needs
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enhancenent woul d probably result in a much nore conplex result than
having a sinple I P paging protocol that allows a hone/hierarchica
agent to notify an L2 agent in the paging area when a new packet
cones in.

Finally, requiring operators to always turn on pagi ng area
registrations is unacceptable, and using Mbile |IP registrations
won’'t work if paging area registrations are not done. The above
description is ideal with regard to signaling between the nobile node
in dormant nmode and the network. Anecdotal evidence indicates that
nost operators do not turn on paging area registrations, they use
heuristics to deternmine where to page for the nobile. If the
operator does not turn on paging area registrations, there is no way
for the nobile to report its position when it changes pagi ng area,
hence no L2 vehicle for potential dormant node use of Mbile IP

4.2.2 Heterogeneous Technol ogy Networ ks

In a network composed of links with multiple technol ogies, the

probl ens identified above become multiplied. Using Mbile |IP becones
even nore cunbersone, because the subnet to which the initial packet
is delivered, besides not being in the same subnet on which the
dormant node mobile is | ocated, may be on a radi o network which the
user would actually not prefer to use in their current |ocation

Thi s coul d happen, for exanple, if the nobile noved inside a building
and radi o coverage on one interface became weak or nonexistent, or if
the user had a choice of a cheaper or higher bandw dth connection

The nobile may actually no | onger be listening or reachable on the
pagi ng channel of the old network, so when the old access router or
forei gn agent pages on the old radio network, the nobile, which is
now | istening only for pages on the new network, may not answer, even
though it is reachable on the new network. Arranging for pages in
mul tiple radio networks is a possibility, but without an L3 paging
protocol to abstract away fromthe L2 details, the details of each L2
protocol mnust be handl ed separately.

A pagi ng protocol that unifies paging across nultiple radio
technol ogi es therefore | ooks attractive. There nmay be commonalities
in the corresponding radi o paging protocols that allow a napping to
be established between the radio protocols and an abstract |P paging
protocol. For exanple, assune we have a common pagi ng area
identifier defined at the IP layer that is mapped to each radio
pagi ng protocol by the access points. An |P paging nessage
containing the identifier is sent to nultiple access points, where
the appropriate radi o pagi ng nessage is sent based on the particul ar
technol ogy i npl enented by the access points. The results are then
returned by the radi o pagi ng responses, mapped back into IP by the
access points, and delivered back to the origin of the page.
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An additional case to consider is when a single subnet consists of
mul tiple radio access technologies. A wireless access point usually
provides L2 bridge behavior to the wired link with which it is
connected. If two access points with inconpatible technol ogi es and
non-overl apping cells are connected to the same subnet, a mobil e node
with interfaces to both technol ogi es woul d need pagi ng from both
technologies. |If reachability can be established sinply by ARP or
nei ghbor di scovery, no | P paging is needed. However, note that ARP
or nei ghbor discovery requires that a functional traffic channel be
available to the nobile, since these protocols are typically

i mpl enented for wired networks in which a single channel exists on

which all IP traffic is delivered. |If the nobile is currently in the
sl eep phase of a tine-slotted dormant node, or if it is listening to
a paging channel it will fail to respond to these requests. In this

case, some means of triggering a radio page fromIP is necessary to
find the mobile. Mbdifying ARP or nei ghbor discovery to utilize a
pagi ng channel if available is a possible, if somewhat nessy,
alternative, but a dedicated | ocation protocol nmay be sonewhat

cl eaner.

4.3 Paging and M cromobility

I f the Seanmpbby Working Group decides that an IP micronpbility
protocol is necessary, then the above analysis is no | onger conplete.
A mcronobility protocol nmay require sone type of pagi ng support.

The design team does not want to include any further discussion of
pagi ng and micrompbility at this point, because it is not clear

whet her m cronobility will be pursued by Seanpbby and hence such

di scussi on woul d be premature.

5.0 What Exactly is the Problenf

Wil e the above analysis has identified situations in which |ocation
of a mobile in dormant node may require sonme action at the |IP |ayer,
it is inportant keep in mnd what the problemis. The problemto be
solved is the location of a nobile node because it has noved while in
dormant node. |P paging is one solution to the problem there may be
ot hers.

6.0 Recommendati ons
The design group recomends the followi ng charter itens for Seanboy:
1) Since the design group has identified several network
depl oynment scenarios where existing Mbile IP technol ogy cannot
find a nobile in dormant node, protocol work is necessary to

define a way for the network to find a mobile that is currently
in dormant node
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2)

3)

4)
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The work defined above should be pursued in a way that is

maxi mal |y consistent with Mbile I P and other existing | ETF
protocols. The work should al so generate recomendati ons about
how to achi eve the best match between existing radi o pagi ng
protocols and |IP.

I f the Seanmpby working group decides to pursue a micronmobility
protocol that requires paging, the Seanmpby group shoul d
undertake the design of a new paging protocol within the
context of that work.

There is sone evidence that cellul ar operators’ depl oynents of
pagi ng are highly variable, and may, in fact, be suboptinmal in
nmany cases with respect to supporting IP. The Seanpby working
group should wite a BCP which explains howto performIP
subnet to pagi ng area mappi hg and whi ch techni ques to use when,
so network designers in wreless networks have a gui de when
they are setting up their networks.
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