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Storing Vendor Information in the LDAP root DSE
Status of this Meno

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2001). Al Rights Reserved.
Abst r act

Thi s docunent specifies two Lightweight Directory Access Protoco
(LDAP) attributes, vendorName and vendor Versi on that MAY be included
in the root DSA-specific Entry (DSE) to advertise vendor-specific
information. These two attributes supplenent the attributes defined
in section 3.4 of RFC 2251.

The information held in these attributes MAY be used for display and
i nformati onal purposes and MJUST NOT be used for feature advertisenent
or discovery.

Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2219]

1. Overview

LDAP clients discover server-specific data--such as avail able
controls, extensions, etc.--by reading the root DSE. See section 3.4
of [RFC2251] for details.

For display, infornmation, and limted function discovery, it is
desirable to be able to query an LDAP server to determ ne the vendor
nanme of that server and also to see what version of that vendor’s
code is currently installed.
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1.1 Function discovery

There are many ways in which a particular version of a vendor’s LDAP
server inmplementation may be functionally inconmplete, or may contain
software anomalies. It is inmpossible to identify every known
shortcom ng of an LDAP server with the given set of server data
advertisement attributes. Furthernore, often times, the anomalies of
an inmpl ementation are not found until after the inplenmentation has
been di stributed, deployed, and is in use.

The attributes defined in this docunent MAY be used by client
i npl enentations in order to identify a particul ar server
i mpl enentation so that it can "work around” such anonali es.

The attributes defined in this docunent MUST NOT be used to gather
information related to supported features of an LDAP inplenmentation
Al'l LDAP features, nechanisns, and capabilities--if advertised--MJST
be advertised through other nechanisns, preferably advertisenent
mechani sns defined in concert with said features, mechanisnms, and
capabilities.

2. Attribute Types
These attributes are an addition to the Server-specific Data
Requi renents defined in section 3.4 of [RFC2251]. The associ ated
syntaxes are defined in section 4 of [RFC2252].

Servers MAY restrict access to vendor Name or vendor Versi on and
clients MIUST NOT expect these attributes to be avail able.

2.1 vendor Name

This attribute contains a single string, which represents the name of
the LDAP server inplenenter.

Al'l LDAP server inplenentations SHOULD mai ntain a vendor Nane, which
is generally the nane of the conpany that wote the LDAP Server code
like "Novell, Inc."

( 1.3.6.1.1.4 NAME 'vendor Name’ EQUALITY
1.3.6.1.4.1.1466. 109. 114. 1 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SI NGLE- VALUE NO- USER- MODI FI CATI ON USAGE dSAOperation )

2.2 vendor Ver si on

This attribute contains a string which represents the version of the
LDAP server inplenmentation
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Al'l LDAP server inplenentations SHOULD nai ntain a vendor Ver si on

Note that this value is typically a rel ease val ue--conprised of a
string and/or a string of numbers--used by the devel oper of the LDAP
server product (as opposed to the supportedLDAPVersi on, which
specifies the version of the LDAP protocol supported by this server).
This is single-valued so that it will only have one version val ue.
This string MJST be uni que between two versions, but there are no

ot her syntactic restrictions on the value or the way it is formatted.

( 1.3.6.1.1.5 NAME 'vendor Versi on” EQUALITY
1.3.6.1.4.1.1466. 109. 114. 1 SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SI NGLE- VALUE NO- USER- MODI FI CATI ON USACE dSAQperation )

The intent behind the equality match on vendorVersion is to not all ow
a less than or greater than type of query. Say release "LDAPv3 8. 0"
has a problemthat is fixed in the next release "LDAPv3 8.5", but in
the mean tine there is also an update rel ease say version "LDAPv3
8.01" that fixes the problem This will hopefully stop the client
fromsaying it will not work with a version |ess than "LDAPv3 8.5"
when it would also work with "LDAPv3 8.01". Wth the equality nmatch
the client woul d have to exactly match what it is |ooking for.

3. Notes to Server Inplenenters

Server inplenenters nmay consider tying the vendorVersion attribute
value to the build nmechanismso that it is automatically updated when
the version val ue changes.

4. Notes to Client Devel opers

As nentioned in section 2.1, the use of vendor Nane and vendor Ver si on
MJUST NOT be used to discover features.

It should be noted that an anomalies often on affect subset of
i mpl enentati ons reporting the same version information. Mst
i mpl enent ati ons support nultiple platforns, have nunerous
configuration options, and often support plug-ins.

Client inplenentations SHOULD be witten in such a way as to accept
any val ue in the vendorNane and vendorVersion attributes. If a
client inplenentati on does not recogni ze the specific vendor Nane or
vendor Versi on as one it recogni zes, then for the purposes of ’'working
around’ anonmlies, the client MJUST assune that the server is conplete
and correct. The client MUST work with inplenmentations that do not
publish these attributes.
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5. Security Considerations

The vendor Nane and vendor Version attributes are provided only as

di splay or informational nechanisns, or as anonaly identifying
mechani sns. Client and application inplenenters nust consider that
the existence of a given value in the vendorNane or vendor Version
attribute is no guarantee that the server was actually built by the
asserted vendor or that its version is the asserted version and
shoul d act accordingly.

Server inmplenenters should be aware that this information could be
used to exploit a security hole a server provides either by feature
or flaw.

6. | ANA Consi derati ons

Thi s docunent seeks to create two attributes, vendorNane and

vendor Versi on, which the IANA will primarily be responsible. This is
a one tinme effort; there is no need for any recurring assi gnnent
after this stage.
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10. Full Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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