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Abstract

Thi s docunent specifies an authentication scheme for the Tel net
protocol under the framework described in [ RFC2941], using the Secure
Renot e Password Protocol (SRP) authentication nmechanism The

speci fic mechani sm SRP-SHALl, is described in [ RFC2945].

1. Conmand Nanes and Codes
Aut henti cati on Types
SRP 5

Subopti on Conmands
AUTH
REJECT
ACCEPT

CHALLENGE
RESPONSE

A WNEFLO

EXP
PARANS

O
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2. Command Meani ngs
| AC SB AUTHENTI CATI ON | S <aut henti cation-type-pair> AUTH | AC SE

This command indicates that the client has supplied the
usernane and is ready to receive that user’'s field paraneters.
There is no authentication information to be sent to the renote
side of the connection yet. This should only be sent after the
| AC SB AUTHENTI CATI ON NAME conmand has been issued. |If the

nodi fier byte (second byte of the authentication-type-pair)

has any bits other than AUTH WHO MASK or AUTH HOW MASK set,

both bytes are included in the session key hash described | ater.
This ensures that the authentication type pair was correctly
negoti ated, while maintaini ng backward-conpatibility with existing
sof t war e.

| AC SB AUTHENTI CATI ON REPLY <aut henti cati on-type-pair> PARAMS <val ues
of nodul us, generator, and salt> | AC SE

This command is used to pass the three paraneter val ues used
in the exponentiation to the client. These values are often
called n, g, and s.

| AC SB AUTHENTI CATION | S <aut hentication-type-pair> EXP <client’s
exponential residue> | AC SE

This command is used to pass the client’s exponential residue,
ot herwi se known as A, conputed agai nst the parameters exchanged
earlier.

| AC SB AUTHENTI CATI ON REPLY <aut henti cati on-type-pair> CHALLENGE
<server’'s exponential residue> | AC SE

This command is used to pass the server’s exponential residue,
conput ed agai nst the sane paraneters. This quantity is actually
the sumof two residues, i.e. g*"x + g"b. For details see [ SRP]
and [ RFC2945].

| AC SB AUTHENTI CATI ON | S <aut henti cati on-type-pai r> RESPONSE
<response fromclient> | AC SE

This command gi ves the server proof of the client’s authenticity
with a 160-bit (20 byte) response.
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| AC SB AUTHENTI CATI ON REPLY <aut henti cati on-type-pair> ACCEPT
<server's response> | AC SE

This command i ndicates that the authentication was successful.
The server will construct its own proof of authenticity and
include it as sub-option data

| AC SB AUTHENTI CATI ON REPLY <aut henti cati on-type-pair> REJECT
<optional reason for rejection> | AC SE

This command indicates that the authentication was not successful,
and if there is any nore data in the sub-option, it is an ASClI
text nessage of the reason for the rejection

For the PARAMS command, since three pieces of data are being
transmtted, each parameter is preceded by a 16-bit (two byte) length
specifier in network byte order. The EXP commands do not have a
count in front of the data because there is only one piece of data in
that suboption. The CHALLENGE, RESPONSE, and ACCEPT data al so do not
have a count because they are all fixed in size.

3. Inplementation Rul es

Currently, only AUTH CLI ENT_TO SERVER npbde is supported. Although
the SRP protocol effectively perforns inplicit nutual authentication
as a result of the two-way proofs, only the AUTH HOW ONE_WAY

aut hentication node is currently defined. The AUTH HOW MJTUAL
setting is being reserved for an explicit mutual -authentication
variant of the SRP protocol to be defined in future specifications.

Al large nunber data sent in the argunents of the PARAMS and EXP
conmands nust be in network byte order, i.e. nost significant byte
first. No padding is used.

The SRP-SHA1 nmechani sm as described in [ RFC2945] generates a 40-byte
session key, which allows inplenentations to use different keys for

i ncom ng and outgoing traffic, increasing the security of the
encrypted session. It is reconmmended that the Tel net ENCRYPT nethod,
if it is used, be able to take advantage of the |onger session keys.

4. Exanpl es

User "tjw' may wish to log in on machine "foo". The client would
send | AC SB AUTHENTI CATI ON NAME "tjw' | AC SE | AC SB AUTHENTI CATION | S
SRP AUTH I AC SE. The server would |l ook up the field and salt
paranmeters for "tjw' fromits password file and send them back to the
client. dient and server woul d then exchange exponential residues
and cal culate their session keys (after the client pronpted "tjw' for
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his password). Then, the client would send the server its proof that
it knows the session key. The server would either send back an
ACCEPT or a REJECT. |If the server accepts authentication, it also
sends its own proof that it knows the session key to the client.

dient Server
| AC DO AUTHENTI CATI ON
| AC WLL AUTHENTI CATI ON

[ The server is now free to request authentication information.
]
| AC SB AUTHENTI CATI ON SEND
SRP CLI ENT| ONE_VAY]|
ENCRYPT_USI NG_TELOPT
SRP CLI ENT| ONE_WAY
| AC SE

[ The server has requested SRP authentication. It has indicated
a preference for ENCRYPT_USI NG TELOPT, which requires the
Tel net ENCRYPT option to be negoti ated once authentication

succeeds. If the client does not support this, the server
iswilling to fall back to an encryption-optional node.
The client will now respond with the nane of the

user that it wants to log in as. ]

| AC SB AUTHENTI CATI ON NAME

"tiw' I AC SE

| AC SB AUTHENTI CATION I S

SRP CLI ENT| ONE_WAY| ENCRYPT_USI NG_TELOPT AUTH
| AC SE

[ The server |ooks up the appropriate information for "tjw' and
sends back the paraneters in a PARAMS conmand. The paraneters
consi st of the values N, g, and s, each preceded with a two-
byte size paraneter. ]

| AC SB AUTHENTI CATI ON REPLY
SRP CLI ENT| ONE_WAY]
ENCRYPT_USI NG TELOPT PARAVS
SS SsS nn nn nn nn ...

ss ss gg g9 gg gg ...

Ss ss tt tt tt tt

| AC SE
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[ Both sides send their exponential residues. The client
sends its value A and the server sends its value B. In SRP
the CHALLENGE nmessage may be conputed but not sent before
the EXP command. ]

| AC SB AUTHENTI CATI ON | S
SRP CLI ENT| ONE_WAY| ENCRYPT_USI NG TELOPT EXP
dada aa aa aa aa aa aa aa ...

| AC SE
| AC SB AUTHENTI CATI ON REPLY
SRP CLI ENT| ONE_W\AY]
ENCRYPT_USI NG TELOPT CHALLENGE
bb bb bb bb bb bb bb bb ...
| AC SE

[ The client sends its response to the server. This is the
message Min the SRP protocol, which proves possession of
the session key by the client.

Si nce ENCRYPT_USI NG TELOPT is specified, the two octets
of the authentication-type-pair are appended to the
session key K before the hash for Mis computed. |If
the client and server had agreed upon a node wi thout
the encryption flag set, nothing would be appended to K

Both this nessage and the server’'s response are as long as
the output of the hash; the length is 20 bytes for SHA-1. ]

| AC SB AUTHENTI CATION I S

SRP CLI ENT| ONE_WAY| ENCRYPT_USI NG_TELOPT RESPONSE
XX XX XX XX XX XX XX XX ...

| AC SE

[ The server accepts the response and sends its own proof. ]
| AC SB AUTHENTI CATI ON REPLY

SRP CLI ENT| ONE_WAY|
ENCRYPT_USI NG TELOPT ACCEPT

YY YY YY YY YY YY YY Yy ..
| AC SE
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5. Security Considerations

The ability to negotiate a common aut henticati on mechani sm between
client and server is a feature of the authentication option that
shoul d be used with caution. Wen the negotiation is performed, no
aut hentication has yet occurred. Therefore, each system has no way
of knowi ng whether or not it is talking to the systemit intends. An
i ntruder could attenpt to negotiate the use of an authentication
system which is either weak, or already conpronised by the intruder

Since SRP relies on the security of the underlying public-key
cryptosystem the nodulus "n" should be | arge enough to resist
brute-force attack. A length of at |east 1024 bits is recomended,
and i npl enentations should reject attenpts to use noduli that are
shorter than 512 bits, or attenpts to use invalid nmoduli and
generator paranmeters (non-safe-prime "n" or non-primtive "g").

6. | ANA Consi derati ons

The authentication type SRP and its associ ated suboption val ues are
regi stered with 1ANA. Any suboption values used to extend the
protocol as described in this docunent nust be registered with | ANA
before use. 1ANA is instructed not to issue new suboption val ues

wi t hout submi ssion of documentation of their use.
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9. Full Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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