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Abst r act
The Uni form Resource Locator (URL) schenes, "cid:" and "md:" allow
references to nessages and the body parts of nessages. For exanple,
within a single nultipart nessage, one HTM. body part m ght include
enbedded references to other parts of the same nmessage.

Changes from (RFC 2111)

Clarified the exanple on page 3 on of converting cid URLs to
Content-1Ds. The exanple now uses a cid URL instead of an md

Corrected the exanpl e nmessages to have the correct Content-ID form
they now use the angle brackets. Added a Message-1D header to the
second exanpl e.

1. Introduction

The use of [MME] within email to convey Web pages and their

associ ated inmages requires a URL schene to permt the HTM. to refer
to the inages or other data included in the nessage. The Content-1D
Uni form Resource Locator, "cid:", serves that purpose

Simlarly Net News readers use Message-1Ds to |link rel ated nessages

together. The Message-ID URL provides a schene, "md:", to refer to
such nessages as a "resource"
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The "m d" (Message-I1D) and "cid" (Content-ID) URL schenmes provide
identifiers for messages and their body parts. The "nmid" schene uses
(a part of) the nmessage-id of an emmil nessage to refer to a specific
nmessage. The "cid" scheme refers to a specific body part of a
nmessage; its use is generally limted to references to other body
parts in the sane nessage as the referring body part. The "m d"
schene may also refer to a specific body part within a designated
nessage, by including the content-1D s address.

A note on term nology. The terms "body part” and "M ME entity" are
used interchangeably. They refer to the headers and body of a MM
nessage, either the nessage itself or one of the body parts contained
ina Miltipart nessage.

2. The M D and CI D URL Schenes
RFC 1738 [URL] reserves the "md" and "cid" schenmes for Message-ID
and Content-1D respectively. This nenorandum defines the syntax for
those URLs. Because they use the same syntactic elenents they are
present ed toget her.

The URLs take the form

content-id = url - addr - spec

nessage-id url - addr - spec

url - addr - spec addr-spec ; URL encodi ng of RFC 822 addr-spec

"cid* ":" content-id

cid-url

m d-url = "md" nmessage-id [ "/" content-id ]

Notes: In Internet mail messages, the addr-spec in a Content-I1D

[M ME] or Message-1D [822] header is enclosed in angle brackets
(<>). Since addr-spec in a Message-1D or Content-I1D m ght contain
characters not allowed within a URL; any such character (including
“I", which is reserved within the "m d" schenme) nust be hex-encoded
usi ng the %h escape nechanismin [URL].

A"md" URL with only a "nessage-id" refers to an entire nessage.
Wth the appended "content-id", it refers to a body part within a
nmessage, as does a "cid" URL. The Content-ID of a M ME body part is
required to be globally unique. However, in many systens that store
nmessages, body parts are not indexed i ndependently their context
(message). The "m d" URL | ong form was designed to supply the
context needed to support interoperability with such systens.
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A inplenmentation conforming to this specification is required to
support the "md" URL |ong form (nmessage-id/content-id). Conform ng

i mpl enent ati ons can choose to, but are not required to, take

advant age of the content-id s uniqueness and interpret a "cid" URL to
refer to any body part within the nessage store.

In limted circunstances (e.g., within nultipart/alternate), a single
nessage nmay contain several body parts that have the sane Content-1D.
That occurs, for exanple, when identical data can be accessed through
di fferent nmethods. In those cases, conform ng inplenentations are
required to use the rules of the containing MM entity (e.g.,
nultipart/alternate) to select the body part to which the Content-1D
refers.

A "cid" URL is converted to the corresponding Content-I|D nessage
header [M ME] by rempving the "cid:" prefix, converting the % encoded
character to their equivalent US-ASClI| characters, and enclosing the
remai ning parts with an angle bracket pair, "<" and ">". For

exanpl e, "cid: foo049%25f col@ar.net" corresponds to

Content-1D: <foo04%25f ool@ar. net >

Reversing the process and converting URL special characters to their
% encodi ngs produces the original cid.

A"md" URL is converted to a Message-1D or Message-|I D Content-ID
pair in a simlar fashion.

Bot h nessage-id and content-id are required to be gl obally unique.
That is, no two different nmessages will ever have the sane Message-1D
addr-spec; no different body parts will ever have the sane Content-ID
addr-spec. A common techni que used by many nessage systens is to use
atine and date stanmp along with the local host’s domai n nane, e.g.,
950124. 162336@XI son. com

Sone Exanpl es

The foll owi ng nessage contains an HTM. body part that refers to an

i mge contained in another body part. Both body parts are contained
ina Miltipart/Related MM entity. The HTML IM5tag contains a
cidurl which points to the inage.

From fool@ar. net

To: foo2@ar. net

Subj ect: A sinple exanple

M ne-Version: 1.0

Content - Type: multipart/rel ated; boundary="boundary-exanple-1";
type=Text/HTM
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- -boundary-exanple 1
Cont ent - Type: Text/HTM.; charset =US- ASCl

to the other body part, for exanple through a statenment such as:
<I M5 SRC="ci d: foo4*fool@ar.net" ALT="IETF | ogo">

- - boundary- exanpl e- 1

Content-I1D: <foo4*fool@ar. net>
Cont ent - Type: | MAGE/ G F
Cont ent - Tr ansf er - Encodi ng: BASE64

ROl GODI hGAGQAPEAAP/ / | | | ZRaCgoAAAACH+PUNvCH yaWwdodCAoQykgMTk5
NSBJRVRCGLi BVbnF1dGhvem 6ZWQyZHVwb @ j YXRpb24gcHIvad i aXR ZC4A
etc...

- - boundar y- exanpl e- 1- -

The foll owi ng nessage points to anot her nessage (hopefully still in
the recipient’s nessage store).

From bar @one. com

To: phooey@l | . com

Subject: Here's howto do it

Message- I D: <970701. 32784@/l er s. none. con®
Content-type: text/htm; charset=usasci

<A HREF= "mi d: 960830. 1639@XI son. conm part A. 960830. 1639@Xl son. coni >
previ ous nmessage</ A>, shows how the approach you propose can be
used to acconplish ..

3. Security Considerations

The URLs defined here provide an addressing or referencing nechani sm
The val ues of these URLs disclose no nore about the originators

envi ronnent than the correspondi ng Message-I1 D and Content-ID val ues.
Where concern exists about such disclosures the originator of a
nessage using mid and cid URLs nust take precautions to insure that
confidential information is not disclosed. Those precautions should
already be in place to handl e existing mail use of the Message-1D and
Content-1D.
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7.

Ful | Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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