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| nt roducti on

We often mention the Internet, and in the press you read about the
Internet as the prototype of the Information H ghway; as a research
tool; as open for business; as not ready for prinme tine; as a place
your children mght communicate with (pick one) a. strangers, b
teachers, c. pornographers, d. other children, e. their parents; as
bi gger than Pol and; as smaller than Chicago; as a place to surf; as
the bi ggest hype since Wodstock; as a conpetitive business tool; as
the newest thing since sliced bread.

A recent New York Tinmes article quoting one of us as to the current
size of the Internet has particularly stirred up quite a ruckus. The
exact figures attributed to John in the article are not the ones we
recommended for such use, but the main point of contention is whether
the Internet is, as the gist of the article said, smaller than nany
ot her estimates have said. Cearly lots of people really want to
believe that the Internet is very large. Succeeding discussion has
shown that some want to believe that so nuch that they want to count
conput ers and peopl e that are probably *going to be* connected some
time in the future, even if they are not actually connected now. W
prefer to talk about who is actually on the Internet and on other
networks now. W' || get back to the sizes of the various networks
later, but for nowlet’s discuss a nore basic issue that is at the
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heart of much confusion and contention about sizes: what is the
I nternet, anyway?

Starting at the Center

For real confusion, start trying to get agreenment on what is part of
the Internet: NSFNET? ClX? Your conpany’s internal network?

Prodi gy? FidoNet? The mainfrane in accounting? Sone people would
i nclude all of the above, and perhaps even consider excl uding
anything politically incorrect. Qhers have cast doubts on each of
the above.

Let’s start sone place al nbst everyone would agree is on the
Internet. Take RIPE, for exanple. The acronym stands for European
P Networks. RIPE is a coordinating group for IP networking in
Europe. (IP is the Internet protocol, which is the basis of the
Internet. |P has a suite of associated protocols, including the
Transm ssion Control Protocol, or TCP, and the nane |P, or sonetines
TCP/ 1P, is often used to refer to the whole protocol suite.) RIPE s
conputers are physically located in Arsterdam The inportant feature
of RIPE for our purposes is that you can reach RIPE (usually by using
its domain, ripe.net) fromjust about anywhere anyone woul d agree is
on the Internet.

Reach it with what? Well, just about any service anyone woul d agree
is related to the Internet. RIPE has a WW (Wrld Wde Wb) server,
a Gopher server, and an anonynous FTP server. So they provide
docunents and ot her resources by hypertext, menu browsing, and file
retrieval. Their personnel use client programs such as Msaic and
Lynx to access other people s servers, too, so RIPE is a both

di stributor and a consuner of resources via WWY Gopher, and FTP
They support TELNET interfaces to some of their services, and of
course they can TELNET out and log in remotely anywhere they have
personal |ogin accounts or soneone el se has an anonynous TELNET
service such a library catal og available. They also have el ectronic
mail, they run some mailing lists, and sone of their people read and
post news articles to USENET newsgroups.

WNWV CGopher, FTP, TELNET, mail, lists, and news: that’'s a pretty
characteristic set of major Internet services. There are many nore
obscure Internet services, but it's pretty safe to say that an
organi zation like RIPE that is reachable with all these services is
on the Internet.

Reachabl e from where? Russia first connected to the Internet in

1992. For a while it was reachable fromnetworks in the Comercia
Internet Exchange (Cl X) and from various other networks, but not from
NSFNET, the U.S. National Science Foundati on network. At the tine,
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sonme peopl e considered NSFNET so inmportant that they didn't count
Russi a as reachabl e because it wasn’t accessible through NSFNET.
Since there are now several other backbone networks in the U S. as
fast (T3 or 45Mops) as NSFNET, and routing through NSFNET isn't very
restricted anynore, few people would make that distinction anynore.
So for the nmonent let’s just say reachable through NSFNET or Cl X

net wor ks, and get back to services.

Looking at Firewalls

Many conpani es and ot her organi zations run networks that are
deliberately firewalled so that their users can get to servers like
those at ripe.net, but nobody outside the conpany network can get to
conpany hosts. A user of such a network can thus use WWV Gopher,
FTP, and TELNET, but cannot supply resources through these protocols
to people outside the conpany. Since a network that is owned and
operated by a conpany in support of its own operations is called an
enterprise network, let’'s call these networks enterprise |IP networks,
since they typically use the Internet Protocol (IP) to support these
services. Some conpanies integrate their enterprise IP networks into
the Internet without firewalls, but npst do use firewalls, and those
are the ones that are of interest here, since they're the ones with
one-way access to these Internet services. Another nane for an
enterprise IP network, with or without firewall, is an enterprise

I nternet.

For purposes of this distinction between suppliers and consuners, it
doesn’t matter whether the hosts behind the firewal|l access servers
beyond the firewall by direct IP and TCP connections fromtheir own

| P addresses, or whether they use proxy application gateways (such as
SOCKS) at the firewall. In either case, they can use outside

servi ces, but cannot supply them

So for services such as WWV Copher, FTP, and TELNET, we can draw a
useful distinction between supplier or distributor computers such as
those at ripe.net and consuner conputers such as those inside
firewall ed enterprise IP networks. It mght seem nore obvious to say
producer conputers and consuner conputers, since those would be nore
clearly paired ternms. However, the information distributed by a
supplier conputer isn't necessarily produced on that conputer or
within its parent organization. |In fact, nost of the information on
the bigger FTP archive servers is produced el sewhere. So we choose
to say distributors and consuners. Stores and shoppers woul d work
about as well, if you prefer.

Even nore useful than discussing conmputers that actually are

suppliers or consuners right now may be a distinction between
suppl i er-capabl e conputers (not firewall ed) and consuner-capabl e
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conputers (firewalled). This is because a conputer that is not
supplying information right now nay be capabl e of doing so as soon as
someone puts information on it and tells it to supply it. That is,
setting up a WMWY Copher, or FTP server isn't very difficult; much
less difficult than getting corporate perm ssion to breach a
firewall. Simlarly, a conputer may not be able to retrieve
resources by WWV Gopher, at the nmonent, since client prograns for
those services usually don’t conme with the conputer or its basic
software, but al nost any conputer can be nmade capabl e of doing so by
addi ng sone software. In both cases, once you’' ve got the basic IP
networ k connection, adding capabilities for specific services is

rel atively easy.

Let’s call the non-firewalled conputers the core Internet, and the
core plus the consumner-capabl e conputers the consumer Internet. Sone
peopl e have referred to these two categories as the Backbone I nternet
and the Internet Web. We find the already existing connotations of
"Backbone" and "Web" confusing, so we prefer core Internet and
consuner |Internet.

It's true that many companies with firewalls have one or two
conputers carefully placed at the firewall so that they can serve
resources. Conpany enpl oyees may be able to place resources on these
servers, but they can’t serve resources directly fromtheir own
conputers. It’s rather like having to reserve space on a single
conpany delivery truck, instead of owning one yourself. If you're
tal ki ng about conpani es, yes, the conpany is thus fully on the core
Internet, yet its users aren’t as fully on the Internet as users not
behind a firewall

If you're just interested in conputers that can distribute

i nformati on (naybe you're selling server software), that’s a much
smaller Internet than if you're interested in all the conputers that
can retrieve such information for their users (maybe you have

i nformati on you want to distribute). A few years ago it probably
woul dn’t have been hard to get agreenment that firewall ed conpany
networks were a different kind of thing than the Internet itself.
Nowadays, firewalls have becone so popular that it's hard to find an
enterprise IP network that is not firewalled, and the total nunber of
hosts on such consumer-capabl e networks is probably al nost as | arge
as the nunber on the supplier-capable core of the Internet. So nany
people now like to include these consumner-capabl e networks along with
the supplier-capabl e core when discussing the Internet.

Sone people claimthat you can’t neasure the nunber of consumer-
capabl e conputers or users through nmeasurenments taken on the Internet
itself. Perhaps not, but you can get an idea of how many actua
consuners there are by sinply counting accesses to sel ected servers
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and conparing the results to other known facts about the accessing
organi zations. And there are other ways to get useful information
about consuners on the Internet, including asking them

il, Lists, and News

But what about mail, lists, and news? W carefully left those out of
the discussion of firewalls, because alnost all the firewalled
networ ks do | et these conmunications services in and out, so there’'s
little useful distinction between firewalled and non-firewall ed
networ ks on the basis of these services. That's because there’s a
big difference between these communi cations services and the resource
sharing (TELNET, FTP) and resource di scovery (CGopher, WWNY services
that firewalls usually filter. The communications services are
normal |y batch, asynchronous, or store-and-forward. These
characterizations mean nore or | ess the same thing, so pick the one
you |like best. The point is that when you send mail, you conpose a
nmessage and queue it for delivery. The actual delivery is a separate
process; it may take seconds or hours, but it is done after you
finish conposing the nessage, and you nornmally do not have to wait
for the nessage to be delivered before doing sonething else. It is
not unconmon for a mail systemto batch up several nessages to go
through a single network link or to the sane destination and then
deliver themall at once. And mail doesn’t even necessarily go to
its final destination in one hop; repeated storing at an internediate
destination foll owed by forwarding to anot her conmputer is common;
thus the termstore-and-forward. Miiling lists are built on top of
the sanme delivery nechanisns as regular electronic mail. USENET news
uses sonewhat different delivery nechanisns, but ones that are al so
typically batch, asynchronous, and store-and-forward. Because it is
delivered in this manner, a nail nessage or a news article is much
less likely to be a security problemthan a TELNET, FTP, Gopher, or
WAV connection. This is why firewalls usually pass mail, lists, and
news in both directions, but usually stop incom ng connections of
those interactive protocols.

Because WMV Gopher, TELNET, and FTP are basically interactive, you

need I P or sonething like it to support them Because mail, lists,
and news are asynchronous, you can support themw th protocols that
are not interactive, such as UUCP and FidoNet. |In fact, there are

whol e networks that do just that, called UUCP and Fi doNet, anong
others. These networks carry mail and news, but are not capabl e of
supporting TELNET, FTP, Gopher, or WWV W don't consider them part
of the Internet, since they lack the nost distinctive and
characteristic services of the Internet.

Sone peopl e argue that networks such as Fi doNet and UUCP shoul d al so
be counted as being part of the Internet, since electronic mail is
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the nost-used service even on the core, supplier-capable Internet.
They further argue that the biggest benefit of the Internet is the
conmuni ty of discussion it supports, and nmail is enough to join that.
Vell, if mail is enough to be on the Internet, why is the Internet
drawi ng such attention from press and new users alike? Mil has been
around for quite a while (1972 or 1973), but that’'s not what has nmde
such an inpression on the public. Wat has is the interactive
services, and interfaces to them such as Mdysaic. Asynchronous

net wor ks such as Fi doNet and UUCP don’t support those interactive
services, and are thus not part of the Internet. Besides, if being
part of a comunity of discussion was enough, we would have to al so

i ncl ude anyone with a fax nachine or a tel ephone. Recent events have
denonstrated that all readers of the New York Times would al so have
to be included. Wth edges so vague, what would be the point in
calling anything the Internet? W choose to stick with a definition
of the Internet as requiring the interactive services.

Sone peopl e argue that anything that uses RFC-822 mail is therefore
using Internet mail and must be part of the Internet. W find this
about as plausi ble as arguing that anybody who flies in a Boeing 737
is using Amrerican equi pnent and is thus within the United States.
Besi des, there are plenty of systens out there that use mail but not
RFC- 822.

So what to call systens that can exchange nmil, but aren’t on the
Internet? W say they are part of the Matrix, which is all computer
systens worl| dwi de that can exchange electronic mail. This termis
borrowed (with permission) fromBill G bson, the science fiction
witer.

Q her people refer to the Matrix as global E-mail. That's accurate,
but is a description, rather than a name. Sone even call it the e-
mail Internet. We find that termnisleading, since if a system can
only exchange mail, we don't consider it part of the Internet. Not

to nention not everything in the world defines itself in terms of the
Internet, or comunicates through the Internet. FidoNet and WA Vnet,
for exanpl e, have gateways between thensel ves that have nothing to do
with the Internet. Referring to the Matrix as the Internet is rather
like referring to the United Kingdom as England. You may call it
conveni ent shorthand; the Scots may di sagree.

What about news? Well, the set of all systenms that exchange news

al ready has a nanme: USENET. USENET is presunably a subset of the
Matrix, since it's hard to i magi ne a USENET node without nail, even
though USENET itself is news, not mail. USENET is clearly not the
same thing as the Internet, since many (al nost certainly nost)

I nternet nodes do not carry USENET news, and many USENET nodes are on
ot her networks, especially UUCP, FidoNet, and BI TNET.
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A few years ago it was popular in some corners of the press to
attempt to equate USENET and the Internet. They' re clearly not the
same. News, like mail, is an asynchronous, batch, store-and-forward
service. The distinguishing services of the Internet are

i nteractive, not news.

Asynchr onous Conpared to Dial up

Pl ease note that interactive vs. asynchronous isn't the same thing as

direct vs. dialup connections. Dialup IPis still IP and can support
all the usual IP services. |It’s true that for the nore bandw dth-
i ntensive services such as WWY you' |l be a |ot happier with a *fast*

di alup I P connection, but any dialup | P connection can support WW
Sone people call these on-denand | P connections, or part-tine |IP
access. They're typically supported over SLIP, PPP, |SDN, or perhaps
even X 25.

It’s also true that it’'s a lot easier to run a useful interactive
Internet supplier node if you' re at |least dialed up nost of the tine
so that consumers can reach your node, but you can run servers that
are accessi ble over any dialup I P connection whenever it’'s dialed up
It’s true that some access providers handle lowend dialup IP
connections through a rotary of IP addresses, and that’s not
conduci ve to running servers, since it’'s difficult for users to know
how to reach them But given a dedicated |IP address, how | ong you
stay dialed up is a matter of degree nore than of quality. AIP
connection that's up the great majority of the tine is often called a
dedi cat ed connection regardl ess of whether it’s established by
dialing a nodemor starting software over a hardwired |ink

It's possible to run UUCP over a dedicated IP connection, but it’'s
still UUCP, and still does not support interactive services.

Sone peopl e obj ect to excluding the asynchronous networks froma
definition of the Internet just because they don’t support the
interactive services. The argunent they make is that FTP, Gopher

and WMV can be accessed through mail. This is true, but it's hardly
the same, and hardly interactive in the same sense as using FTP,
Gopher, or WMVover an IP connection. 1t’s rather |ike saying a

mai | -order catalog is the sane as going to the store and buying an
itemon the spot. Besides, we've yet to see anyone log in renotely
by mail .

| P Characteristic?
We further choose to define the Internet as being those networks that

use IP to permit users to use both the comuni cati on services and at
| east TELNET and FTP anong the interactive services we have |isted.
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This requirement for | P has been questioned by sone on the basis that
there are now application gateways for other protocol suites such as
Novel | Netware that permt use of such services. This kind of
application gateway is actually nothing new, and is not yet

wi despread. We choose to think of such networks, at |east for the
nonent, as yet another |ayer of the onion, outside the core and
consuner |ayers of the Internet.

O hers have objected to the use of IP as a defining characteristic of
the Internet because they think it’s too technical. Actually, we
find far fewer people confused about whether a software package or
networ k supports | P than about whether it’'s part of the Internet or
not .

Sone peopl e point out that services |ike WWY Gopher, FTP, TELNET,
etc. could easily be inplemented on top of other protocol suites.
This is true, and has been done. However, people seemto forget to
ask why these services devel oped on top of IPin the first place.
There seens to be sonething about IP and the Internet that is
especi al Iy conducive to the devel opnent of new protocols. W nake no
apol ogi es about naming I P, because we think it is inportant.

There is also the question of IP to where? |f you have a UN X shel

| ogi n account on a conputer run by an Internet access provider, and
that systemhas I P access to the rest of the Internet, then you are
an Internet user. However, you will not be able to use the ful
graphi cal capabilities of protocols such as WWV because the

provi der’s system cannot display on a bitmpped screen for you. For
that, you need IP to your own conputer with a bitmapped screen

These are two different degrees of Internet connectivity that are

i mportant to both end users and marketers. Sonme people refer to them
as text-only interactive access and graphical interactive access.
Sone peopl e have gone so far as to say you have to have graphica
capabilities to have a full service Internet connection. That may or
may not be so, but in the interests of keeping the major categories
to a mninmum we are sinply going to note these degrees and say no
nore about themin this article. However, we agree that the

di stinction of graphical access is beconming nore inmportant with the
spread of WWVand Mbsai c.

Conf erenci ng Systens and Commercial Miil Systens

Conf erenci ng systens such as Prodi gy and ConpuServe that support nail
and often something |ike news, plus database and services. But nost
of them do not support the characteristic interactive services that
we have listed. The few that do (Del phi and ACQL), we sinmply count as
part of the Internet. The others, we count as part of the Mtrix,
since they all exchange mail
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We find that users of conferencing systens have no particul ar
difficulty in distinguishing between the conferencing systemthey use
and the Internet. ConmpuServe users, for exanple, refer to "Internet
mail ", which is correct, since the only off-system mail CompuServe
supports is to the Internet, but they do not in general refer to
ConpuServe as part of the Internet.

Similarly, users of the various comercial electronic nail networks,
such as MCI Mail and Sprint-Miil, seemto have no difficulty in

di stingui shing between the mail network they use and the Internet.
Since they all seemto have their own addressing syntax, this is
hardly surprising. W count these comrercial mail networks as part
of the Matrix, but not part of the Internet. Many of them have IP
links to the Internet, but they don't let their users use them
instead limting the services they carry to just nmail

Russian Dol ls

So let’s think of a series of nested Chinese boxes or Russian dolls;
the kind where inside Boris Yeltsin is Mkhail Gorbachov, inside

Gor bachov is Brezhnev, then Kruschev, Stalin, Lenin, and nmaybe even
Tsar Nicholas Il. Let’'s not talk about that many concentric |ayers,
though, rather just three: the Matrix on the outside, the consuner
Internet inside, and the core Internet inside that.

the core t he consuner the Matrix

I nt er net I nt er net
interactive supplier- consurner - by mai
services capabl e capabl e

stores and shoppers nai

shopper s or der
asynchronous yes yes yes services

Sone peopl e have argued that these categories are bad because they
are not nmutually exclusive. Well, we observe that in real life
net wor ks have differing degrees of services, and the ones of nost

interest share the | east commpn denom nator of electronic nmail. Thus

concentric categories are needed to describe the real world. You
can, however, extract three nutually-exclusive categories by

referring to the core Internet, the interactive consuner-only part of
the Internet, and to asynchronous systens.

O her peopl e have argued that these categories are not sequenti al

They | ook sequential to us, since if you start with the core Internet
and nove out, you subtract services, and if you start at the outside
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of the Matrix and nove in, you add services.
Qutside the Matrix

In addition to computers and networks that fit these classifications,
there are also LANs, mainframes, and BBSes that don't exchange any
services with other networks or conmputers; not even mail. These
systens are outside the Matrix. For exanple, nmany conpani es have an
Appl eTal k LAN in nmarketing, a Novell NetWare LAN in managenent, and a
mai nframe in accounting that aren’t connected to talk to anything
else. In addition, there are a few | arge networks such as France’s
Tel etel (commonly known as Mnitel) that support very |arge user
popul ati ons but don't communicate with anything el se. These are al
currently outside all our Chinese boxes of the core Internet, the
consuner Internet, and the Mtrix.

DNS and Mai|l Addresses

There are other interesting network services that make a di fference
to end users. For exanple, DNS (Domain Nane Systen) donai n nanes
such as tic.com and donai n addresses such tic@ic.comcan be set up
for systems outside the Internet. W used tic.comwhen we only had a
UUCP connection, and few of our correspondents noticed any difference
when we added an | P connection (except our mail was faster). This
woul d be nore or | ess a box enclosing the consuner |nternet and
within the Matrix. But the other three boxes are arguably the nost

i mportant.

Sone peopl e have cl ai med that anything that uses DNS addresses is
part of the Internet. W note that DNS addresses can be used with
the UUCP network, which supports no interactive services, and we
reject such an equation

It is interesting to note that over the years various attenpts have
been nade to equate the Internet with something else. Until the

m d-1980s |ots of people tried to say the Internet was the ARPANET.
In the late 1980s many tried to say the Internet was NSFNET. |In the
early 1990s nany tried to say the Internet was USENET. Now many are
trying to say the Internet is anything that can exchange mail. W
say the Internet is the Internet, not the same as anything el se.

Summary

So, here we have a sinple set of categories for several of the
categories of network access people tal k about npst these days. Any
such categories are at |east somewhat a matter of opinion, and other
people will propose other categories and other nanes. W |ike these
cat egories, because they fit our experience of what real users
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actual ly perceive.

You' Il notice we've avoi ded use of the words "connected" and
"reachabl e" because they nean different things to different people at
different tines. For either of themto be nmeaningful, you have to
say which services you are tal king about. To us, reachable usually
neans pingable with | CMP ECHO, which is another way to define the
core Internet. To others, reachable mght nean you can send nai
there, which is another way to define the Mtri x.

Once we have ternms for networks of interest, we can tal k about how
big those networks are. W think the ternms we have defined here
refer to groups of conputers that people want to use, and that sone
peopl e want to neasure. Many narketers want to know about users.
Well, users of mail are in the Matrix, and users of interactive
services such as WWVand FTP are in the Internet. Qher people are
nore interested in suppliers or distributors of information
Suppliers of information by nail can be anywhere in the Matrix, but
suppliers of information by WWVor FTP are in the core Internet. It
is easy to define nore and finer degrees of distinctions of
capabilities and connectivity, but these three mmjor categories
handl e the nmpst inmportant cases.

We invite our readers to tell us what distinctions they find
i mportant about the various networks and their services.

Security Consi derations
Security issues are not discussed in this nmeno.
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