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Introduction to Wite Pages Services based on X 500
Status of this Menp

This meno provides information for the Internet community. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nenmo is unlinted.

Abstract

Thi s docunent ains at organisations who are using |ocal and gl oba
el ectroni ¢ communication on a day to day basis and for whom using an
el ectronic Wite Pages Service is therefore indispensable.

The document provides an introduction to the international ITUT
(fornmerly CCITT) X.500 and | SO 9594 standard, which is particularly
suited for providing an integrated |ocal and gl obal electronic Wite
Pages Servi ce.

In addition a short overview of the experience gained fromthe
Par adi se X. 500 pilot is given. References to nore detail ed
i nformati on are included.

The docurent shoul d be useful for managers of the above nentioned
organi sati ons who need to get the necessary executive conmtnent for
maki ng the address information of their organi sation avail able by
nmeans of X 500.
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1. Introduction

Due to the tremendous growt h and devel opment of internationa
conput er networks we have nowadays the possibility to overcome -
wi t hout having to travel - geographical distances when working
together with other people. Besides the possibility of using the
tel ephone we may use el ectronic data exchange to discuss working
document s, new ideas, plans or whatsoever. One of the npbst popul ar
nmeans for this is electronic mail, which can be used to exchange
all kinds of electronic data: frominformal pure text nessages to
formatted and nul ti-medi a docunents.

As the nunber of people connected to conputer networks grows (and
it does continuously, it is at |east doubling each year!), it
becones nore difficult to track down people’'s electronic (mail)
addresses. Hence, in order to make gl obal conmunication over
conput er networks work, a global Wite Pages service is

i ndi spensabl e. Such a service should of course provide people’s

el ectronic mail addresses, but could also easily contain tel ephone
and fax nunbers and postal addresses.

Currently, one technical solution for a globally distributed

VWite Pages service is X. 500 and there exists an internationa

i nfrastructure based on X. 500 technol ogy call ed ' Paradi se
(Piloting An inteRnationAl Directory SErvice), which contains about
1.5 million entries belonging to persons and 3,000 bel onging to
organi sations. Wrldwi de 35 countries are involved. Paradise is

al so a project of the EC. The project continues until Septenber
1994. Afterwards its operational tasks will be taken over by a

Eur opean service provider for the R& conmmunity (DANTE)

The goal of Paradise and related national initiatives is to

stimul ate and extend the use of the X 500 Wite Pages service.
Wthin the pilot attention is paid to technical and organi sationa
aspects. The Paradise infrastructure is mainly based on the
Internet Protocol. The specific issues that are related to the use
of the Internet Protocol for X 500 can be found in [5].

In the decision process of joining the international X 500

i nfrastructure and opening (part) of the local (address)
information to the outside world, it is inmportant that an
organi sation fully understands the technical and organi sationa
i ssues that are involved.

Thi s docunent tries to be of help in this matter first by
expl ai ning the main concepts of X 500 (section 2) and subsequently
by pointing out its benefits (section 3), the organisationa
aspects that are involved (section 4), and for which other

RARE Wor ki ng Group on Network Applications Support [ Page 2]



RFC 1684 Introduction to X 500 Wiite Pages Services August 1994

applications the X. 500 infrastructure may be used in the near
future (section 5).

2. Concept of X. 500

The X. 500 standard describes a so-called "Directory Service' , which
can be used for all types of electronic directories. This docunent
focusses on the use of X. 500 for a global Wite Pages Directory.
The concept of X. 500 may roughly be divided in the 'Directory
nodel’ and the ’Information nodel’

2.1 Directory nodel

X. 500 uses a distributed approach to achi eve the goal of a gl oba
Directory Service. The idea is that |ocal (communication oriented)

i nformati on of an organisation is maintained locally in one or nore
so called Directory System Agents (DSA's). 'Locally’ is a flexible
expression here: it is possible that one DSA keeps information of
nore than one organi sation. A DSA essentially is a database:

- in which the information is stored according to the X 500
standard (see section 2.2),

- that has the ability, where necessary, to exchange data
with other DSA's.

Through the conmuni cati on anmong each other the DSA's formthe
Directory Information Tree (DIT). The DIT is a virtual hierarchica
dat astructure consisting of a 'root’, below which 'countries’ are
defined. Below the countries (usually) 'organisations’ are defined,
and bel ow an organi sation 'persons’, or first additiona

"organi sational units’', are defined (see the sinplified illustration
bel ow where only three countries and no organi sati onal units are
presented). The DIT is a representation of the gl obal Directory.

r oot 0
[\
[ ]\
[ ]\
countries uk de fr
! /\ [\
/A N
or gani sati ons a b c de f
1 L
per sons Ce e Cee e

RARE Wor ki ng Group on Network Applications Support [ Page 3]



RFC 1684 Introduction to X 500 Wiite Pages Services August 1994

Each DSA holds a part of the global Directory and is able to find
out, through the hierarchical DT structure, which DSA hol ds which
parts of the Directory.

The standard does not describe howto distribute different part of
the Directory anmong DSA' s. However, the infornmation corresponding to
a single node of the DIT (i.e., a country, organi sation, person)
cannot be distributed over several DSA's. |In practice a |arge

organi sation will maintain one or nore DSA's that hold its part of
the Directory. Snaller organisations nay share a DSA with other
organi sations. The distribution anong the DSA's is totally transparent
to the users of the Directory.

A user of the Directory can be a person or a conputer. A user
accesses the Directory through a so-called Directory User Agent
(DUA). The DUA automatically contacts a nearby DSA by neans of which
the user may search or browse through the DIT and retrieve
corresponding information. A DUA can be inplenmented in all sorts of
user interfaces. Therefore users may access the Directory through
dedi cated DUA interfaces or for exanple e-nmil applications.
Currently nost DUA nterfaces to be used by persons are dedi cated, but
it is expected that in the near future a lot of DUA interfaces wll
be integrated with other applications.

2.2 Informati on Mode

Besi des the Directory nodel, the X 500 standard al so defines the
i nformati on nmodel used in the Directory Service.

Al information in the Directory is stored in "entries’, each of

whi ch belongs to at |east one so-called 'object class’. In the Wite
Pages application of X 500, on which we focus here, object classes
are defined such as 'country’, ’'organisation’, ’'organisational unit’
and ' person’

The actual information in an entry is determ ned by so-called
"attributes’ which are contained in that entry. The object classes to
which an entry bel ongs define what types of attributes an entry may
use and hence what information is specific for entries belonging to
that object class. The object class 'person’ for exanple allows
attribute types like 'common name’, ’'tel ephone nunber’, and ' e-nai
address’ to be used and the object class 'organisation’ allows for
attribute types like "organi sation nane’ and ’'busi ness category’.
Dependent on its type an attribute can take one or nore val ues.

To specify the nane of an entry in the DIT, at |east one attribute

value of the entry is used. The entry of a person is usually naned
after the value of the attribute type 'common nane’. The nane of an
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entry must be unique on the sane level in the subtree of the DIT to
whi ch the entry bel ongs.

An exanpl e of an entry belonging to the object class ’'person’ is:

Attribute type Attribute val ue

hj ect d ass: top
per son

Conmon Narre: Thomas Lenggenhager
T. Lenggenhager

Sur nane: Lenggenhager

Post al Address: SW TCH

Li mmat quai 138
CH- 8001 Zuerich

Tel ephone Nunber: +41 1 268 1540
Facsim | e Tel ephone Nunber: +41 1 268 1568
Mai | : | enggenhager @wi t ch. ch

This entry corresponds to the node in the DIT that occurs bel ow the
node of the organisation 'SWTCH and is named after the first val ue
of the attribute type 'conmmon nane’: ' Thonmas Lenggenhager’

3. Benefits of X 500

Why shoul d one use X. 500 for a local Wite Pages service? Here are
sonme good argunents:

- The distributed character of the service. A large
organi sation may distribute the responsibility for the
managenment of the information it presents through X 500 by
distributing this information over several DSA s (without
| osing the overall structure)

- The flexibility of the service. Besides for public purposes,
X. 500 may al so be used for specific private Directory Service
applications. Wiereas the definitions of the DI T, object
classes and attribute types of the public Wite Pages
informati on within an organi sation have to conformto those
of the rest of world, the internal applications may use their
own DIT structure and their own definitions of object classes
and attributes (the values being only visible within (a part)
of the organisation). Neverthel ess one local infrastructure
can be used for both the public and private conputers.
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- Good alternative for paper Directories. The provision of
Wi te Pages services based on X. 500 may be a good alternative
for paper directories, because the latter directories are
rarely up-to-date (due to the printing costs) and because
X. 500 not only can be used by hunmans but al so by
applications.

Sone inmportant argurents in favour of X 500 for gl obal use are:

- By its distributed nature X. 500 is particularly suited for a
| arge gl obal Wite Pages directory. Mintenance can take
place in a distributed way.

- Good searching capabilities. X 500 offers the possibility to
do searches in any level or in any subtree of the DIT. In
order to do a search an attribute type together with a val ue
have to be specified. Then the Directory searches for al
entries that contain an attribute of that type with the given
val ue. For exanple one can search for all persons in an
organi sation having a particular common nane, or al
organi sations within a country that have tel ecomunications
as their business category. It is up to the organisations
that maintain the DSA's to deci de who may perform which
searches and al so how nany | evel s deep a search may be

Searches can be done on the basis of an exact or approximte
match. It is worthwile to note that distributed searches
(that need connections to a ot of DSA's) may be expensive
and are generally not encouraged.

- There are DUA interfaces for the Wite Pages service
avai | abl efor all types of workstations (DCS, Macintosh CS,
Uni x). For an overview of X 500 avail able software see
RFC 1292 [2] or updates of this docunent.

- X.500 is an international standard. Using a standard
obvi ously nmeans | ess problenms with interoperability and
i nterworking. Also the standard is updated according to
practical experience.

4. Oganisational aspects of X 500 (experience from Paradi se)

The organi sational aspects involved in operating a | ocal X 500 (or
any other electronic) Directory can roughly be divided in three
sub- aspect s: dat amanagenent, |egal issues and cost aspects. Wth
respect to cost aspects there is no publicly known nodel or
experience at the nonent.
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Therefore the focus in this docunent is on datamanagenent and | ega
i ssues.

Dat a nmanagenment refers to issues that are related to inserting
appropriate information into the Directory and keeping it up to date.

Fromt he experience of participants in Paradise we obtain that the
following itens are of first inportance:

- Executive commtment. Wthout this it is alnost inpossible to
create an organi sation wide up-to-date electronic Directory.

- Structure of the local DIT. In joining the internationa
i nfrastructure an organi sation has to conformto sone rules
for the local DIT structure as presented to the global X 500
infrastructure. A recomrendation on howto structure a |oca
DIT and how to use the available attributes can be found in
[7]. The nost inportant recomendation in the latter docunent
is to keep the local part of the DIT as sinple (flat) as
possi bl e. The reason is that users from outside the
organi sation may otherw se have difficulties in finding
entries of persons within the organi sation (searches in the
DIT are often only all owed one | evel deep).

- Attributes to be used. For the existing infrastructure the
obj ects and associated attributes that are globally used, are
documented in [1].

- Sources of the data. An organisation has to find out where to
get what kind of data and devel op procedures for upl oading
its DSA(’s).

- Delegating responsibilities for updates. Procedures have to
bedevel oped for updates of the |ocal Directory. These
procedures have to include del egation of responsibilities.

- Security procedures. Rules have to be set for access and
security. Wio nmay contact the DSA? Who will have access to
whi ch subtrees and what attributes?

A study of the | egal consequences of presenting (address) information
via X.500 lead to the main conclusion that in Europe an organisation
has to fornmally register its data collections. Registration inplies
defining a goal for the application. This has to be done for the

Wi te Pages service as well as for any deviating |ocal application of
X.500. However, the different national laws may differ with respect
to legal restrictions. For nore information on this subject we refer
to "Building a Directory Service, Final Report test phase SURFnet
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X. 500 pilot project", E. Huizer, SURFnet B.V., Utrecht NL, 1994.
(copi es avail abl e from SURFnet B.V.)

Among t he Paradi se nenbers there are several pilots running at the
nonent with the goal to evaluate the organisational aspects. Case
studies coming fromthese pilots will be docunented.

Smal | or nedium size organi sations that have not too many entries to
insert in the Directory may use one of the different nationa
initiatives concerning a 'central DSA'. These central DSA' s are
operated by national service providers and contain the Wite Pages
information of a lot of small and nedi um size organi sations. For
organi sations in countries wi thout such a national service there is
al so a European central DSA (Paradi se) and an Anerican central DSA
(InterNIC). It is worth noting that the central DSA services are only
technical services, i.e., a participating organisation still has to
cover the organisational issues. However, part of a central DSA
service may be consultancy with respect to datamanagenent and | ega

i ssues.

5. Applications of X 500

Besi des for White Pages, X 500 can be useful for all kinds of
distributed informati on storage from whi ch humans or nachi nes can
benefit. Exanples that are likely to use X. 500 in the near future
are: distribution Iist nechanism public key distribution for Privacy
Enhanced Mail (PEM), routing of X 400 nmessages, distribution of ED
identifiers, etc. For nore information we refer to [7]. Below the
first three applications are briefly discussed.

The distribution Iist nechanismuses X 500 for finding the e-nmail
addresses of the persons that have subscribed to a list. The

di stributed approach of X 500 makes it possible that people change
their e-mail address wi thout having to change their subscription to
distribution lists.

PEM (see a.o. [8] or [4]) uses a public key nechani smfor exchanging

secure e-nail nessages. For exanple: one will be able to end a secure
nmessage by encrypting a nmessage with the publicly known (public) key

of the recipient. Only the recipient of the message can deci pher the

nmessage using his/her private key. In order to nmake such a mechani sm
wor k one nust have access to the public keys of all possible

reci pients. X 500 can be used for this purpose.

At this noment a world-wide pilot is running in which X 400 routing
i s done by means of X 500. X. 400 MIA’s use special DUA's to find via
the Directory the MTA's to which the recipients of a nessage want
their mail to be delivered. The distributed approach of X 500 will
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nmean nuch | ess routi ng managenment (currently tables are used that
have to be updat ed/ exchanged peri odically).
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7. Security Considerations
Security issues are not explicitly discussed in this menp.
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