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The PPP I nternetwork Packet Exchange Control Protocol (IPXCP)

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Abst ract

The Point-to-Point Protocol (PPP) [1] provides a nethod for
transmtting nmulti-protocol datagrans over point-to-point |inks. PPP
defines an extensible Link Control Protocol, and proposes a fam |y of
Net wor k Control Protocols for establishing and configuring different
net wor k- | ayer protocols.

The | PX protocol was originally used in Novell’s NetWare products
[3], and is now supported by nunerous other vendors. This docunent
defines the Network Control Protocol for establishing and configuring
the |1 PX protocol over PPP

This menmo is the product of the Point-to-Point Protocol Wrking G oup

of the IETF. Comments should be submitted to the ietf-
ppp@icdavis. edu mailing list.
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1. Introduction
PPP has three mai n conponents:
1. A nethod for encapsul ating multi-protocol datagrans.

2. A Link Control Protocol (LCP) for establishing, configuring,
and testing the data-1ink connection

3. Afanmily of Network Control Protocols for establishing and
configuring different network-|ayer protocols.

In order to establish conmunications over a point-to-point |ink, each
end of the PPP link nust first send LCP packets to configure and test
the data link. After the link has been established and optiona
facilities have been negoti ated as needed by the LCP, PPP nust send

| PXCP packets to choose and configure the |IPX network-|ayer protocol
Once | PXCP has reached the Opened state, |PX datagrans can be sent
over the |ink.

The link will remain configured for conmunications until explicit LCP
or | PXCP packets close the link down, or until sonme external event
occurs (an inactivity timer expires or network adm nistrator

i ntervention).
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1.1 Specification of Requirenents

In this docunment, several words are used to signify the requirenents
of the specification. These words are often capitalized.

MUST

This word, or the adjective "required", neans that the definition
is an absolute requirenment of the specification

MUST NOT

Thi s phrase nmeans that the definition is an absol ute prohibition
of the specification

SHOULD

This word, or the adjective "recommended", neans that there may
exist valid reasons in particular circunstances to ignore this

item but the full inplications should be understood and carefully
wei ghed before choosing a different course.

MAY

This word, or the adjective "optional", neans that this itemis
one of an allowed set of alternatives. An inplenmentation which
does not include this option MJST be prepared to interoperate with
anot her inplementation which does include the option.

1.2 Term nol ogy

Thi s docunent frequently uses the follow ng termns:
peer
The other end of the point-to-point |ink.

silently discard

This means the inplementation discards the packet without further
processing. The inplenentation SHOULD provide the capability of
l ogging the error, including the contents of the silently

di scarded packet, and SHOULD record the event in a statistics
counter.
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end- system

A user’s machine. 1t only sends packets to servers and ot her
end-systens. It doesn’t pass any packets through itself.
router

Al'l ows packets to pass through, usually from one ethernet segnent
to another. Sonetinmes these are called "internediate-systens".

hal f -rout er

Two normal routers, with an unnunbered |ink between them Each
| ooks like a router to the |ocal users, but Netware doesn’t
under st and unnunbered |inks, so each router is made to | ook |ike
they both are a single machine.

2. A PPP Network Control Protocol for |IPX

The 1 PX Control Protocol (IPXCP) is responsible for configuring,
enabl i ng, and disabling the | PX protocol nodul es on both ends of the
poi nt-to-point link. |PXCP uses the sane packet exchange mechani sm
as the Link Control Protocol. |PXCP packets may not be exchanged
until PPP has reached the Network-Layer Protocol phase. |PXCP
packets received before this phase is reached should be silently

di scar ded.

The 1 PX Control Protocol is exactly the same as the Link Control
Protocol [1] with the follow ng exceptions:

Franme Modifications

The packet may utilize any nodifications to the basic frame format
whi ch have been negotiated during the Link Establishment phase.

Data Link Layer Protocol Field

Exactly one | PXCP packet is encapsulated in the Information field
of a PPP Data Link Layer frame where the Protocol field indicates
type hex 802B (IPX Control Protocol).

Code field

Only Codes 1 through 7 (Configure-Request, Configure-Ack,

Confi gure- Nak, Configure-Reject, Term nate-Request, Terninate-Ack
and Code-Reject) are used. Qher Codes should be treated as

unr ecogni zed and should result in Code-Rejects.
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Ti meout s

| PXCP packets may not be exchanged until PPP has reached the

Net wor k- Layer Protocol phase. An inplenentation should be
prepared to wait for Authentication and Link Quality Determ nation
to finish before timng out waiting for a Configure-Ack or other
response. It is suggested that an inplenentation give up only
after user intervention or a configurable anbunt of tine.

Configuration Option Types
| PXCP has a distinct set of Configuration Options.
2.1 Sending | PX Dat agrans

Bef ore any | PX packets nmay be communi cated, PPP nust reach the
Net wor k- Layer Protocol phase, and the I PX Control Protocol must reach
the Opened state.

Exactly one | PX packet is encapsulated in the Information field of a
PPP Data Link Layer franme where the Protocol field indicates type hex
002B (I PX dat agranj.

The maxi mum | ength of an IPX datagramtransnitted over a PPP link is
the sane as the nmaxi mum |l ength of the Information field of a PPP data
link layer frame. Since there is no standard nmethod for fragnmenting
and reassenbling | PX datagrams, PPP |inks supporting | PX MJST all ow
at least 576 octets in the information field of a data |ink |ayer
frane.

2.2 | PX-WAN pr ot ocol

A Novell specification called IPX-WAN [4] is intended to provide
mechani sns sinmilar to | PXCP negotiati on over wide area links. As
viewed by PPP, IPX-WAN is a part of IPX, and |IPX-WAN packets are
i ndi stingui shable from other |PX packets.

Currently, Novell has inplenented | PXCP w t hout any Configuration
Options, and requires successful |PX-WAN conpl eti on, even when al
requi red paraneters have been hand configured. This makes it

i mpossi ble for the current Novell products to interoperate with other
| PXCP i npl enent ati ons which do not already include support for |PX-
VAN,

2.3 Desired Paraneters

To resol ve the possible conflict between the two configuration
net hods, this specification defines the concept of "Desired
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Paranmeters". \Were applicable, each Configuration Option indicates
the environnent where the paranmeter which is negotiated MAY be
required by the inplenentation for proper operation

This determination is highly inplenmentati on dependent. For exanpl e,
a particular inplementation mght require that all |inks have
addresses, while another inplenentation m ght not need such
addresses. The configuration negotiation is intended to di scover
that this pair of inplementations will never converge.

2.4 Co-existence with | PX-WAN

An | PXCP i npl ement ati on which includes support for |PX-WAN SHOULD
al ways reach Opened state, even when unable to negotiate sone
"Desired Parameter", and when no Configuration Options are
successfully negotiated. This allows |IPX-WAN the opportunity to
finish the negoti ati on.

If an inplenentati on does not include support for IPX-WAN, it SHOULD
NOT reach Opened state when unable to negotiate sonme "Desired
Par anmeter”.

| PX-WAN uses a "Tinmer Request" packet to set up the link. These MJST
NOT be sent until | PXCP has Opened the |ink.

An inplenmentati on which provides both | PX-WAN and | PXCP Confi guration
Options capability SHOULD only send a Ti mer Request packet when a

Ti mer Request packet is received, or upon failure to successfully
negotiate a "Desired Paraneter”.

If unable to conplete | PX-WAN setup when a "Desired Paranmeter" is
unknown, by default |PXCP SHOULD term nate the |ink

However, some inplementations mght be capabl e of operating w thout
all indicated "Desired Paraneters”, in which case the term nation
MUST be configurable.

3. I PXCP Configuration Options
| PXCP Configuration Options allow nodifications to the standard
characteristics of the network-Iayer protocol to be negotiated. If a
Configuration Option is not included in a Configure-Request packet,
the default value for that Configuration Option is assuned.

| PXCP uses the same Configuration Option format defined for LCP [1],
with a separate set of Options.

Up-to-date values of the IPXCP Option Type field are specified in the
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nost recent "Assigned Nunmbers" RFC [2]. Current val ues are assigned
as follows:

| PX- Net wor k- Nunber

| PX- Node- Nunber

| PX- Conpr essi on- Prot oco

| PX- Rout i ng- Pr ot ocol

| PX- Rout er - Name

| PX- Confi gurati on- Conpl ete

OO WNPE

3.1 | PX- Net wor k- Nunber
Descri ption

This Configuration Option provides a way to negotiate the IPX
networ k nunber to be used for the link. This allows an

i mpl enentation to | earn the network nunmber, or to ensure agreenent
on the network nunber.

The networ k nunber MUST be unique within the routing domain, or
zero to indicate that it is not used for routing.

The sender of the Configure-Request states which network number is
desired. A network nunber specified as zero in a Configure-
Request shall be interpreted as requesting the peer to specify
anot her value in a Configure-Nak. A network nunber specified as
zero in a Configure-Ack shall be interpreted as agreenent that no
val ue exi sts.

Both ends of the |ink MJUST have the same network number. Wen a
Confi gure-Request is received which has a | ower network nunber
than locally configured, a Configure-Nak MJST be returned with the
hi ghest networ k numnber.

VWen the peer did not provide the option in its Configure-Request,
the option SHOULD NOT be appended to a Confi gure- Nak

By default, no network number is assigned to the link (the network
nunber is zero). There is no need for a network number if the
interface is not used by a routing protocol

This is a Desired Paraneter when the inplenmentation is operating
as a router. It MJST be negotiated if the network nunmber is non-
zero, and has been derived from anot her interface.

Any | PX-WAN packets received MJST supercede information negoti ated
in this option.
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A sunmary of the | PX-Network-Nurber Configuration Option format is
shown below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T s i I S e i S i i S S e S

| Type | Length | | PX- Net wor k- Nunber

s S S i I S R R e h T Tk e S S S o T S
| | PX-Network-Nurber (cont.) |

B S S i i T S

Type
1
Lengt h
6
| PX- Net wor k- Nurber

The four octet |PX-Network-Nurmber is the desired | ocal |PX network
nunber of the sender of the Configure-Request. This nunber may be
zero, which is interpreted as being a | ocal network of unknown
nunber that is not used by the routing protocol

3.2 | PX- Node- Nunber
Descri ption

This Configuration Option provides a way to negotiate the |IPX node
nunber to be used for the local end of the link. This allows an

i mpl ementation to learn its node nunber, or to informthe peer of
its node nunber.

The node nunber MJST be uni que for the network nunber.

The sender of the Configure-Request states which node nunber is
desired. A node nunber specified as zero in a Configure-Request
shall be interpreted as requesting the peer to specify another
value in a Configure-Nak. A node nunber specified as zero in a
Configure-Ack shall be interpreted as agreenent that no val ue
exi sts.

I f negotiation about the peer node nunber is required, and the
peer did not provide the option in its Configure-Request, the
option can be appended to a Configure-Nak. The value of the node
nunber given MJUST be acceptabl e as the peer |PX-Node-Nunber, or
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indicate with a zero value that the peer provide the information.

By default, no node nunber is assigned to the link (the node
nunber is zero). There is no need for a node nunmber if the
interface is not used by a routing protocol

This is a Desired Paraneter when the inplenmentation is operating
as an end-system However, when the node nunber has been
statically configured, this option SHOULD NOT be negoti ated unl ess
requested by the peer.

Any | PX-WAN packets received MUST supercede information negoti at ed
in this option.

A summary of the | PX-Node- Number Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
T S T s i S i i S S S S ok

| Type | Length | | PX- Node- Nunber

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S
| | PX- Node- Nunber (cont.)

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g

Type
2
Length
8
| PX- Node- Nunber

The six octet |PX-Node-Nunber is the desired | ocal |PX node nunber
of the sender of the Configure-Request.

3. 3 | PX- Conpr essi on- Prot oco

Descri ption
This Configuration Option provides a way to negotiate the use of a
speci fic conpression protocol. By default, conpression is not
enabl ed.

The sender of this Configuration Option indicates that it can
recei ve packets with the specified conpression technique. A
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Configure- Ack MAY obligate the peer to send such packets,
dependi ng on the protocol negoti at ed.

I nformati on negotiated in this option MJST supercede any | PX-WAN
packets received, since |IPX-WAN packets could be affected by the
conpressi on techni que.

A summary of the | PX-Conpression-Protocol Configuration Option
format is shown below The fields are transmitted fromleft to
right.

0 1 2 3
01234567890123456789012345678901
e SER S I S U S S S S R S S SR S ok T

| Type | Length | | PX- Conpr essi on- Pr ot ocol
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| Data ...
+- - - -+
Type
3
Length
>= 4

| PX- Conpr essi on- Prot oco

The | PX- Conpression-Protocol field is two octets and indicates the
conpressi on protocol desired. Odd values for this field are al ways
the sane as the PPP Data Link Layer Protocol field values for that
same conpression protocol. Even values are used when the conpression
protocol is interleaved with |IPX packets.

Up-to-date val ues of the | PX-Conpression-Protocol field are specified
in the nost recent "Assigned Nunbers" RFC [2]. Current values are
assigned as foll ows:

Val ue (in hex) Protoco

0002 Tel ebit Conpressed | PX
0235 Shi va Conpressed NCP/ | PX

Dat a

The Data field is zero or nbre octets and contains additional data
as determned by the particular conpression protocol
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3.4 | PX- Routi ng- Protocol
Descri ption

This Configuration Option provides a way to negotiate the use of a
specific routing protocol (or no routing protocol, if desired).
The sender of this option is specifying that it wi shes to receive
i nformati on of the specified routing protocol. Miltiple protocols
MAY be requested by sending nmultiple |IPX-Routing-Protoco
Configuration Options. The "no routing protocol required" val ue
is mutually exclusive with other val ues.

By default, Novell’'s conbination of Routing Information Protoco
(RIP) and Server Advertising Protocol (SAP) is expected.

This is a Desired Paraneter when the inplenmentation is operating
as an end-system to indicate that no routing protocol is
necessary.

Any | PX-WAN packets received MAY add to infornmation negotiated in
this option.

A summary of the | PX-Routing-Protocol Configuration Option format is
shown below. The fields are transmtted fromleft to right.

0 1 2 3

01234567890123456789012345678901
T S T ST S S e T S S S S S S i

| Type | Length | | PX- Rout i ng- Pr ot ocol
B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| Data ...
- -4+ 4
Type
4
Lengt h
>= 4

| PX- Rout i ng- Prot oco

The | PX-Routing-Protocol field is two octets and indicates the
type of Routing-Protocol desired. This two octet quantity is sent
nost significant octet first.

Up-to-date val ues of the | PX-Routing-Protocol field are specified
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in the nost recent "Assigned Nunbers" RFC [2]. Current values are
assigned as foll ows:

Val ue Pr ot oco

No routing protocol required
RESERVED

Novel | RI P/ SAP required
Novel | NLSP required

ANEFLO

Dat a

The Data field is zero or nbre octets and contains additional data
as determined by the routing protocol indicated in the Routing-
Prot ocol field.

3.5 | PX- Rout er - Nanme
Descri ption

This Configuration Option provides a way to convey information
about the IPX server nane.

The nature of this option is advisory only. It is provided as a
neans of inproving the end systenmis ability to provide a sinmple
user interface. This option MJST NOT be included in a Configure-
Nak.

A summary of the | PX-Router-Nanme Option format is shown below. The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
I S T i S S S T S S S S D i S S S i

| Type | Lengt h | Nane. . . |
s S S o T i i S S i (i

Type
5
Length

>= 3
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Name

This field contains the name of the IPX entity on this end of the
link. The synbolic name should be between 1 and 47 ASCI
characters in length, containing the characters A through 'Z,
underscore (_), hyphen (-) and "at" sign (@. The length of the
nane i s bounded by the option |ength.

On reception, the nane SHOULD be padded to 48 characters using the
NUL character. Those readers famliar with NetWare 3.x servers
will realize that this is equivalent to the file server nane.

3.6 | PX-Configuration-Conpl ete
Descri ption

This Configuration Option provides a way to indicate that al

i mpl enent ati on-dependent Desired Paranmeters are satisfied. It is
provi ded as a neans of detecting when convergence will occur in a
het er ogeneous environnent.

This option SHOULD be included in a Configure-Request when the
conbi nati on of statically configured paraneters and of fered
Configuration Options will result in successful configuration

The nature of this option is advisory only. This option MJST NOT
be included in a Configure-Nak

| mpl ement ati on Note: An inplenentation which does not support

| PX-WAN can i mredi ately detect that link setup will not be
successful when a Desired Paraneter is unknown, if this optionis
not present in the peer’s Configure-Request or is Rejected by the
peer. This avoids timeout del ays.

An i mpl enent ati on whi ch supports | PX-WAN may i nmprove |ink setup
time by skipping | PX-WAN entirely when this option has been Ack’'d
in both directions.

However, it is perfectly acceptable to conplete configuration

wi t hout including this option. An inplenentation which includes
the entire panoply of configuration options and | PX- WAN SHOULD
interoperate with an inpl enentati on which does not support |PX-WAN
nor any configuration options (including this one), as |long as the
Desired Paraneters are satisfied by default or hand configuration

A summary of the | PX-Configuration-Conplete Option format is shown
bel ow. The fields are transmtted fromleft to right.
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0 1
0123456789012345
i s S M S
| Type | Lengt h |
B i S S S it s ol T S S

Type
6
Length
2
APPENDI X A. Link Delay and Throughput

There has been sone concern over correctly estimating the |ink del ay
(in 55 mllisecond ticks) used by Novell routing protocols.

| PX-WAN uses its Tiner Request and Reply for this purpose. The
neasured delay is nultiplied by a factor of 6, because the
nmeasurenent is done during initialization of the |link, and does not
refl ect actual | oading.

The delay is better measured using the PPP LCP Echo facility, by
inserting a tinmestanp in the data part of the Request, and conparing
it with the same timer when the reply returns. This nmethod coul d be
used to periodically re-evaluate the actual round trip delay as link
and system | oads change. The echo packet size SHOULD be 576, to
match the default |PX packet size.

In the absence of such dynanic nmeasurenents, enpirical evidence has
shown the following to be sufficient:

2,400 bps 134 ticks

14, 400 bps 21 ticks
57,600 bps 5 ticks
> 1 Mops 1 tick

Security Consi derations

Security issues are not discussed in this nmeno.
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