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A Security Problem and Proposed Correction
Wth Wdely Depl oyed DNS Software

Status of this Meno

This meno provides information for the Internet community. It does
not specify an Internet standard. Distribution of this meno is
unlimted.

Abst r act

Thi s docunent discusses a flaw in sone of the currently distributed
nane resolver clients. The flaw exposes a security weakness rel ated
to the search heuristic invoked by these same resol vers when users
provide a partial domain name, and which is easy to exploit (although
not by the masses). This docunment points out the flaw, a case in
point, and a sol ution

Backgr ound

Current Domain Nane Server clients are designed to ease the burden of
renmenbering | P dotted quad addresses. As such they translate human-
readabl e nanes into addresses and other resource records. Part of
the transl ation process includes understandi ng and dealing with

host nanes that are not fully qualified domain names (FQDNS).

An absolute "rooted" FQDN is of the format {nane}{.} A non "rooted"
domain nane is of the format {nane}

A donmmi n nane may have many parts and typically these include the
host, domain, and type. Exanple: foobar.conpany.com or
f ooschool . uni versity. edu.

Fl aw

The problemw th nost widely distributed resolvers based on the BSD
BIND resolver is that they attenpt to resolve a partial nanme by
processing a search list of partial domains to be added to portions
of the specified host name until a DNS record is found. This
"feature" is disabled by default in the official BIND 4.9.2 rel ease.

Exanmpl e: A TELNET attenpt by User @achi ne. Tech. ACES. COM
to Uni vHost . Uni versity. EDU
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The resolver client will realize that since "UnivHost. University. EDU'
does not end with a ".", it is not an absolute "rooted" FQDN. It
will then try the follow ng conbinations until a resource record is

f ound:

Uni vHost . Uni ver si ty. EDU. Tech. ACES. COM
Uni vHost . Uni ver si ty. EDU. ACES. COM

Uni vHost . Uni versi ty. EDU. COM

Uni vHost . Uni versity. EDU

Security Issue

After registering the EDU. COM donain, it was discovered that an

unli beral application of one wildcard CNAME record woul d cause *all*
connects fromany .COMsite to any .EDU site to terninate at one
target machine in the private edu.com sub-domai n.

Further, discussion reveals that specific hostnanmes registered in
this private subdomain, or any simlarly named subdomai n may be used
to spoof a host.

Exanpl e: har var d. edu. com CNAME  target host

Thus all connects to Harvard.edu fromall .comsites would end up at
targthost, a nmachi ne which could provide a Harvard. edu | ogi n banner

This is clearly unacceptable. Further, it could only be nmade worse
with domains |ike COM EDU, ML.GOV, GOV.COM etc.

Public vs. Local Name Space Adm nistration

The specification of the Domain Nane System and the software that
implements it provides an undifferentiated hierarchy which pernmits
del egation of administration for subordinate portions of the name
space. Actual administration of the name space is divided between
"public" and "local" portions. Public adm nistration pertains to al
top-1evel donmins, such as .COM and .EDU. For sonme donmins, it also
pertains to some nunber of sub-domain levels. The multi-level nature
of the public adnministration is nost evident for top-level domains
for countries. For exanple in the Fully Qualified Donai n Nare,

dbc. ntview. ca.us., the portion "nmtview ca.us" represents three |levels
of public admnistration. Only the left-nbst portion is subject to

| ocal admi nistration.
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So

The danger of the heuristic search comon in current practise is that
it it is possible to "intercept" the search by matching agai nst an
uni nt ended val ue while wal king up the search list. Wile this is
potentially dangerous at any level, it is entirely unacceptabl e when
the error inpacts users outside of a |ocal administration

When attenpting to resolve a partial domain nane, DNS resolvers use
the Domai n Nane of the searching host for deriving the search |ist.
Exi sting DNS resol vers do not distinguish the portion of that nane
which is in the locally adm nistered scope fromthe part that is
publical ly adm ni stered.

ution(s)

At a mninmum DNS resol vers nust honor the BOUNDARY between | ocal and
public administration, by limting any search lists to locally-
adm ni stered portions of the Domain Nane space. This requires a

par amet er whi ch shows the scope of the nane space controlled by the

| ocal adm nistrator.

This woul d permt progressive searches fromthe nost qualified to
l ess qualified up through the locally controlled domain, but not
beyond.

For exanple, if the local user were trying to reach

User @hi ef . adm n. DESERTU. EDU fr om
st ar bur st, ast r o. DESERTU. EDU

it is reasonable to permt the user to enter just chief.adnmn, and
for the search to cover:

chi ef . adm n. ast r o. DESERTU. EDU
chi ef . adm n. DESERTU. EDU

but not
chi ef . adm n. EDU

In this case, the value of "search" should be set to "DESERTU. EDU'
because that’s the scope of the nane space controlled by the | oca
DNS admi ni strator.

This is nmore than a nmere optim zation hack. The |ocal admi nistrator
has control over the assignment of names within the locally
admi ni stered domain, so the adm nistrator can nake sure that
abbreviations result in the right thing. Qutside of the |oca
control, users are necessarily at risk.
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A nmore stringent nmechanismis inplemented in BIND 4.9.2, to respond
to this problem

The DNS Nane resolver clients narrows its IMPLICIT search list |F ANY
toonly try the first and the |last of the exanples shown.

Any additional search alternatives must be configured into the
resol ver EXPLI CI TLY.

DNS Name resol ver software SHOULD NOT use inmplicit search lists in
attenpts to resolve partial nanes into absolute FQNs ot her than the
hosts’s i medi ate parent domain

Resol vers which continue to use inplicit search lists MJUST limt
their scope to locally administered sub-donains.

DNS Name resol ver software SHOULD NOT come pre-configured with
explicit search lists that perpetuate this problem

Further, in any event where a "." exists in a specified name it
shoul d be assuned to be a fully qualified domain nane (FQDN) and
SHOULD be tried as a rooted nanme first.

Example: G ven wuser@.b.c.d connecting to e.f.g.h only two tries
shoul d be attenpted as a result of using an inplicit
search list:

e.f.g.h. and e.f.g.h.b.c.d.

G ven user@.b.c.d. connecting to host those same two
tries woul d appear as:

Xx.b.c.d. and x.

Sone organi zati ons make regular use of multi-part, partially
qualified Domain Names. For exanple, host foo.locl.org.city.state.us
m ght be used to making references to bar.loc2, or munble.loc3, al

of which refer to whatever.locN. org.city.state. us

The stringent inmplicit search rules for BIND 4.9.2 will now cause
these searches to fail. To return the ability for themto succeed,
configuration of the client resolvers nust be changed to include an
explicit search rule for org.city.state.us. That is, it nust contain

an explicit rule for any -- and each -- portion of the |ocally-
admi ni stered sub-domain that it wi shes to have as part of the search
list.
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Security Considerations
This menmo indicates vulnerabilities with all too-forgiving DNS
clients. It points out a correction that would elimnate the future
potential of the problem
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