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1. I nt roducti on

A networ k managenent system contains: several (potentially
many) nodes, each with a processing entity, terned an agent,
whi ch has access to managenent instrunentation; at |east one
management station; and, a management protocol, used to convey
managenent i nformati on between the agents and managenent
stations. Operations of the protocol are carried out under an
admi ni strative framework which defines both authentication and
aut hori zati on policies.

Net wor k management stations execute nanagenent applications
whi ch nmonitor and control network el enents. Network el ements
are devices such as hosts, routers, termnal servers, etc.,
whi ch are nonitored and controlled through access to their
managenent i nformation

Management information is viewed as a collection of nanaged
objects, residing in a virtual information store, ternmed the
Managenent |Informati on Base (MB). Collections of related
objects are defined in MB nodul es. These nodules are witten
using a subset of OSI's Abstract Syntax Notation One (ASN. 1)
[1], terned the Structure of Managenent Information (SM) [2].

It may be useful to define the acceptabl e | ower-bounds of

i npl enentation, along with the actual |evel of inplenentation
achieved. It is the purpose of this docunent to define the
notati on used for these purposes.

1.1. A Note on Term nol ogy

For the purpose of exposition, the original Internet-standard
Net wor k Managenent Franmework, as described in RFCs 1155, 1157,
and 1212, is termed the SNWP version 1 framework (SNWPv1).

The current framework is ternmed the SNMP version 2 franmework

( SNVPV2) .
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2. Definitions
SNVPv2- CONF DEFI NI TIONS ::= BEA N
-- definitions for confornmance groups

OBJECT- GROUP MACRO :: =
BEGQ N
TYPE NOTATION :: =
hj ect sPart
"STATUS" St atus
"DESCRI PTI ON' Text
Ref er Par t

VALUE NOTATION :: =
val ue( VALUE OBJECT | DENTI FI ER)

nj ectsPart ::=
"OBJECTS" "{" (bjects "}"
hjects ::=
oj ect
| Objects "," Object
hj ect =
val ue( Nane Obj ect Nane)
Status ::=
"current"”
| "obsol ete"
ReferPart ::=
" REFERENCE" Text
| enpty
-- uses the NVT ASCII character set
Text ::="""" string """"
END
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-- definitions for conpliance statenents

MODULE- COVPLI ANCE MACRO : : =
BEG N
TYPE NOTATION :: =
"STATUS" St at us
"DESCRI PTI ON' Text
Ref er Par t
Modul ePar t

VALUE NOTATION :: =
val ue( VALUE OBJECT | DENTI FI ER)

Status ::=
“current"
| "obsol ete"
ReferPart ::=
" REFERENCE" Text
| enpty
Modul ePar t =
Modul es
| enpty
Modul es :: =
Modul e
| Modul es Modul e
Modul e :: =
-- nane of nodule --
"MODULE" Mbdul eNane
Mandat or yPar t
Conpl i ancePar t
Modul eNamre :: =

nodul er ef erence Mdul el dentifier

April 1993

-- must not be enpty unless contained

-- in MB Mdul e

| enpty
Modul el dentifier ::=

val ue( Modul el D OBJECT | DENTI Fl ER)

| enpty
Mandat oryPart ::=

* MANDATORY- GROUPS" "{" Groups "}"

| enmpty
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Goups ::=
G oup
| Goups "," G oup
Goup ::=
val ue( Group OBJECT | DENTI FI ER)

Conpl i ancePart ::=

Conpl i ances
| enmpty
Conpl i ances ::=
Conpl i ance
| Compliances Conpliance
Conpl i ance ::=

Conpl i anceG oup
| Object

Conpl i anceG oup ::=
" GROUP" val ue(Name OBJECT | DENTI FI ER)
" DESCRI PTI ON' Text

ohject ::=
"OBJECT" val ue( Nanme Obj ect Nane)
Synt axPart
Wit eSynt axPart
AccessPart
" DESCRI PTI ON' Text

-- must be a refinement for object’s SYNTAX cl ause
SyntaxPart ::=
" SYNTAX" type( SYNTAX)
| enpty

-- must be a refinement for object’s SYNTAX cl ause
WiteSyntaxPart ::=
"WRI TE- SYNTAX" type( Wit eSYNTAX)

| enpty

AccessPart ::=
"M N- ACCESS" Access

| enpty

Access ::
"not - accessi bl e"

| "read-only"

| "read-wite"
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| "read-create"
-- uses the NVT ASCI| character set

Text ::="""" string """"
END
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definitions for capabilities statements

AGENT- CAPABI LI TIES MACRO :: =
BEG N

TYPE NOTATION :: =
" PRODUCT- RELEASE" Text
"STATUS" St at us
"DESCRI PTI ON' Text
Ref er Par t
Modul ePar t

VALUE NOTATION :: =

April 1993

-- agent’s sysCbjectID [3] or snmpORID [4]

val ue( VALUE OBJECT | DENTI FI ER)

Status ::=
"current"
| "obsol ete"
ReferPart ::=
" REFERENCE" Text
| enpty
Modul ePart :: =
Modul es
| enpty
Modul es :: =
Modul e
| Modul es Modul e
Modul e :: =
-- nane of module --
" SUPPORTS" Modul eNane
"I NCLUDES" "{" Groups "}"
Vari ati onPart
Modul eNane :: =

identifier Mddul eldentifier
Modul el dentifier ::=
val ue( Modul el D OBJECT | DENTI FI ER)

| enmpty
Goups ::=
G oup
| Goups "," Goup
Goup ::=

Case, Mcd oghrie, Rose & Wal dbusser

[ Page 7]



RFC 1444 Conf ormance Statenents for SNMPv2 April 1993

val ue(Name OBJECT | DENTI FI ER)

Vari ationPart ::=
Vari ati ons
| enpty
Variations ::=
Vari ation
| Variations Variation

Variation ::=
"VARI ATI ON' val ue( Nane Obj ect Nane)
Synt axPart
Wit eSynt axPart
AccessPart
Creati onPart
Def Val Par t
"DESCRI PTI ON' Text

-- nmust be a refinenment for object’s SYNTAX cl ause
SyntaxPart ::=
" SYNTAX" type( SYNTAX)

| enpty

-- must be a refinement for object’s SYNTAX cl ause
WiteSyntaxPart ::=
"WVRI TE- SYNTAX" type(WiteSYNTAX)

| enmpty

AccessPart ::=
" ACCESS" Access

| enpty

Access ::=
"not -i nmpl enent ed"
"read-only"
"read-wite"
"read-create”
following is for backward-conpatibility only
"wite-only"

CreationPart ::=
" CREATI ON- REQUI RES" "{" Cells "}"

| enpty
Cells ::=
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Cel |
| Cells "," Cell
Cell ::=
val ue(Cel | Obj ect Nane)
Def Val Part ::=
"DEFVAL" "{" val ue(Defval ObjectSyntax) "}"
| enmpty
-- uses the NVT ASCII character set
Text ::="""" string """"
END
END
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3. Mapping of the OBJECT- GROUP macro

For confornmance purposes, it is useful to define a collection
of rel ated managed objects. The OBJECT- GROUP nacro is used to
define each such collection of related objects. It should be
noted that the expansion of the OBJECT- GROUP macro is
somet hi ng whi ch conceptual | y happens during inplementation and
not during run-tinme.

To "inplenent" an object, a SNMPv2 entity acting in an agent
role nust return a reasonably accurate val ue for nanagenent
protocol retrieval operations; simlarly, if the object is
witable, then in response to a managenent protocol set
operation, a SNWPv2 entity nust accordingly be able to
reasonably influence the underlying nanaged entity. |If a
SNMPv2 entity acting in an agent role can not inplenent an

obj ect, the nanagenent protocol provides for the SNMPv2 entity

to return an exception or error, e.g, noSuchCbject [6]. Under
no circunstances shall a SNMPv2 entity return a value for
objects which it does not inplement -- it nust always return

the appropriate exception or error, as described in the
protocol specification [6].

3.1. Mapping of the OBJECTS cl ause

The OBJECTS cl ause which nmust be present, is used to nane each
obj ect contained in the confornmance group. Each of the naned
obj ects nmust be defined in the sane informati on nodul e as the
OBJECT- GROUP macro appears, and rmust have a MAX- ACCESS cl ause
val ue of "read-only", "read-wite", or "read-create".

3.2. Mapping of the STATUS cl ause

The STATUS cl ause, which nmust be present, indicates whether
this definition is current or historic.

The values "current", and "obsol ete" are self-explanatory.
3.3. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a
textual definition of that group, along with a description of
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any relations to other groups. Note that generic conpliance
requi renents should not be stated in this clause. However,

i mpl enentation rel ati onshi ps between this group and ot her
groups nay be defined in this clause.

3.4. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a
textual cross-reference to a group defined in sone other

i nformati on module. This is useful when de-osifying a MB
nmodul e produced by sone ot her organization

3.5. Mapping of the OBJECT- GROUP val ue

The val ue of an invocation of the OBJECT- GROUP macro is the

nane of the group, which is an OBJECT | DENTI FI ER, an
adm ni stratively assigned nane.
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3.6. Usage Exanple

Consi der how the systemgroup fromMB-11 [3] night be
descri bed:

syst enGr oup OBJECT- GROUP
OBJECTS { sysDescr, sysObjectlD, sysUpTine,
sysCont act, sysNane, syslLocation,
sysServices }
STATUS current
DESCRI PTI ON
"The system group defines objects which are conmon
to all managed systens.”
= { mbllGoups 1}

According to this invocation, the conformance group naned
{ mbllIGoups 1}

contains 7 objects.
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4. Mappi ng of the MODULE- COMPLI ANCE nacr o

The MODULE- COVPLI ANCE nacro is used to convey a mnimum set of
requirenments with respect to inplenentati on of one or nore MB
nodul es. It should be noted that the expansion of the

MODULE- COVPLI ANCE nmacro i s sonethi ng which conceptual ly
happens during inplenentation and not during run-time.

A requirenment on all "standard" MB nodules is that a
correspondi ng MODULE- COVPLI ANCE specification is al so defined,
either in the same information nodule or in a conpanion

i nformati on nodul e.

4.1. Mapping of the STATUS cl ause

The STATUS cl ause, which nmust be present, indicates whether
this definition is current or historic.

The values "current", and "obsol ete" are self-explanatory.

The "deprecated" value indicates that that object is obsolete,
but that an inplenmentor may wish to support that object to
foster interoperability with ol der inplenentations.

4.2. Mapping of the DESCRIPTION cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a
textual definition of this conpliance statement and shoul d
enbody any information which woul d ot herwi se be comuni cat ed
in any ASN.1 conmmentary annotations associated with the

stat enent.

4.3. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a
textual cross-reference to a conpliance statenent defined in
sone ot her information nodul e.

4.4. Mapping of the MODULE cl ause

The MODULE cl ause, which nust be present, is repeatedly used
to nane each M B nodul e for which conpliance requirenents are
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bei ng specified. Each MB nodule is naned by its nodul e nane,
and optionally, by its associated OBJECT | DENTI FI ER as wel | .
The nodul e name can be omtted when the MODULE- COVPLI ANCE

i nvocation occurs inside a MB nodule, to refer to the
enconpassi ng M B nodul e.

4.4.1. Mapping of the MANDATORY- GROUPS cl ause

The MANDATORY- GROUPS cl ause, which need not be present, nanes
the one or nore groups within the correspondent M B nodul e
whi ch are unconditionally mandatory for inplenentation. |If a
SNWPv2 entity acting in an agent role clainms conpliance to the
M B nmodul e, then it nust inplenent each and every object

wi thin each conformance group listed. That is, if a SNWPv2
entity returns a noSuchOhject exception in response to a
management protocol get operation [5] for any object within
any mandatory confornmance group for every MB view, then that
SNWPv2 entity is not a conformant inplenmentation of the MB
nmodul e.

4.4.2. Mapping of the GROUP cl ause

The GROUP cl ause which need not be present, is repeatedly used
to nane each M B group which is conditionally mandatory or
uncondi tionally optional for conpliance to the MB nodule. A
M B group named in a GROUP cl ause nust be absent fromthe
correspondent MANDATORY- GROUPS cl ause.

Condi tionally mandatory groups include those which are
mandatory only if a particular protocol is inplenented, or
only if another group is inplenented. A GROUP clause’'s
DESCRI PTI ON specifies the conditions under which the group is
condi tional ly nandatory.

A M B group which is named in neither a MANDATORY- GROUPS
cl ause nor a GROUP cl ause, is unconditionally optional for
conpliance to the M B nodul e.

4.4.3. WMapping of the OBJECT cl ause

The OBJECT cl ause whi ch need not be present, is repeatedly
used to nane each M B object for which conpliance has a
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refined requirenent with respect to the MB nodule definition
The M B obj ect nust be present in one of the conformance
groups naned in the correspondent MANDATORY- GROUPS cl ause or
GROUP cl auses.

4.4.3.1. Mapping of the SYNTAX cl ause

The SYNTAX cl ause, which need not be present, is used to
provide a refined SYNTAX for the object named in the
correspondent OBJECT clause. Note that if this clause and a
WRI TE- SYNTAX cl ause are both present, then this clause only
appl i es when instances of the object named in the
correspondent OBJECT cl ause are read.

Consult Section 10 of [2] for nore information on refined
synt ax.

4.4.3.2. Mapping of the WRI TE- SYNTAX cl ause

The WRI TE- SYNTAX cl ause, which need not be present, is used to
provide a refined SYNTAX for the object nanmed in the
correspondent OBJECT cl ause when instances of that object are
witten.

Consult Section 10 of [2] for nore information on refined
synt ax.

4.4.3.3. Mapping of the M N ACCESS cl ause

The M N- ACCESS cl ause, which need not be present, is used to
define the mninmal |evel of access for the object named in the
correspondent OBJECT clause. |If this clause is absent, the

m ni mal | evel of access is the sanme as the maxi mal |eve
specified in the correspondent invocation of the OBJECT- TYPE
macro. |If present, this clause nust not specify a greater

| evel of access than is specified in the correspondent

i nvocati on of the OBJECT- TYPE nacro.

The | evel of access for certain types of objects is fixed
according to their syntax definition. These types are:
conceptual tables and rows, auxiliary objects, and objects
with the syntax of Counter32, Counter64, or certain types of
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textual conventions (e.g., RowStatus [6]). A M N ACCESS
cl ause should not be present for such objects.

An inplenentation is conpliant if the |level of access it
provides is greater or equal to the minimal |evel in the
MODULE- COVPLI ANCE nmacro and | ess or equal to the naximal |eve
in the OBJECT- TYPE nacr o.

4.4.3.4. WMapping of the DESCRI PTION cl ause

The DESCRI PTI ON cl ause must be present for each use of the
GROUP or OBJECT cl ause. For an OBJECT clause, it contains a
textual description of the refined conpliance requirenent.

For a GROUP clause, it contains a textual description of the
condi tions under which the group is conditionally mandatory or
uncondi tional Iy optional

4.5. Mappi ng of the MODULE- COVPLI ANCE val ue
The val ue of an invocation of the MODULE- COVPLI ANCE macro is
an OBJECT | DENTIFIER. As such, this value may be

authoritatively used when referring to the conpliance
statenment enbodi ed by that invocation of the nmacro.
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4.6. Usage Exampl e

Consi der how a conpliance statenent night be included at the
end of the MB-11 docunent [3], assuning that conformance
groups were defined therein:

m bl | Conpl i ances
OBJECT | DENTI FI ER : :
m bl | Groups OBJECT | DENTI FI ER ::

{ mbllConformance 1 }
{ mbllConformance 2 }

m bl | Conpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statenent for SNWPv2 entities
resi ding on systens which inplenent the |nternet
suite of protocols."

MODULE -- conpliance to the containing MB nodul e

MANDATORY- GROUPS  { systentxoup, snnpGoup }

GROUP i nterfacesG oup

DESCRI PTI ON
"The interfaces group is nandatory for systens
with network interfaces."

GROUP i pG oup

DESCRI PTI ON
"The ip group is mandatory for systens which
i mpl ement |IP."

GROUP i cnpGoup

DESCRI PTI ON
"The icnp group is mandatory for systens which
i mpl enent | CVP. "

GROUP tcpG oup

DESCRI PTI ON
"The tcp group is mandatory for systems which
i mpl enent TCP."

OBJECT tcpConnSt at e
M N- ACCESS read-only
DESCRI PTI ON

"A conpliant system need not allow
wite-access to this object.”

GROUP udpGroup
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DESCRI PTI ON
"The udp group is mandatory for systens which
i mpl enent UDP. "

GROUP egpG oup

DESCRI PTI ON
"The egp group is mandatory for systems which
i mpl enent EGP."

::={ mbllConpliances 1 }

According to this invocation, to claimalignnent with the
conpl i ance statenent named

{ mbllConmpliances 1 }

a system nust inplement RFC1213's systenoup and snnpG oup
conformance groups. |If the systeminplenments any network
interfaces, then RFC1213' s interfacesG oup confornmance group
nust be inplenented. Further, if the systeminplenments any of
the IP, I1CVP, TCP, UDP, or EGP protocols, then the
correspondent confornance group in RFC1213 nust be

i mpl enented, if conpliance is to be clainmed. Finally,

al t hough RFC1213 specifies that it makes "protocol sense" for
the tcpConnState object to be witable, this specification
allows the systemto permt only read-only access and stil

cl ai m conpl i ance.
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5.  Mappi ng of the AGENT- CAPABI LI TI ES nacro

The AGENT- CAPABI LI TIES macro is used to convey the
capabilities present in a SNMPv2 entity acting in an agent
role. It should be noted that the expansion of the AGENT-
CAPABI LI TIES macro is somet hing which conceptual |y happens
during inplenentation and not during run-time.

Wien a MB nodule is witten, it is divided into units of
conformance terned groups. |If a SNWPv2 entity acting in an
agent role clains to inplement a group, then it nust inplenment
each and every object within that group. O course, for

what ever reason, a SNVPv2 entity mght inplenent only a subset
of the groups within a MB nodule. 1In addition, the
definition of some M B objects | eave sone aspects of the
definition to the discretion of an inplenentor.

Practical experience has denonstrated a need for concisely
descri bing the capabilities of an agent with respect to one or
nmore M B nmodul es. The AGENT- CAPABI LI TIES macro all ows an
agent inplementor to describe the precise |evel of support

whi ch an agent clains in regards to a MB group, and to bind
that description to the value of sysCbjectlD [3] associated
with the agent, or to the value of an instance of the snmpORI D
object in the snnpORTable [4]. |In particular, sone objects
may have restricted or augnented syntax or access-|evels.

I f the AGENT- CAPABILITIES invocation is given to a
managemnent - stati on i npl enmentor, then that inplenentor can
bui | d managerment applications which optim ze thensel ves when
conmuni cating with a particular agent. For exanple, the
managenent -station can maintain a database of these

i nvocations. Wen a nanagenent-station interacts with an
agent, it retrieves the agent’'s sysCbjectI D [3]. Based on
this, it consults the database. |If an entry is found, then
the managenment application can optim ze its behavior

accordi ngly.

Note that this binding to sysObjectlD may not always suffice
to define all MB objects to which an agent can provide
access. |In particular, this situation occurs where the agent
dynam cally |l earns of the objects it supports. In these
cases, the snmpORI D col utm of snnpORTabl e [4] contains

i nformati on which should be used in addition to sysChjectlD.
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Note that the AGENT- CAPABI LI TIES macro specifies refinenents
or variations with respect to OBJECT-TYPE nacros in MB
nodul es, NOT with respect to MODULE- COVWPLI ANCE nacros in
conpl i ance statenents.

5.1. Mapping of the PRODUCT- RELEASE cl ause

The PRODUCT- RELEASE cl ause, which rmust be present, contains a
textual description of the product release which includes this
agent .

5.2. Mapping of the STATUS cl ause

The STATUS cl ause, which nust be present, indicates whether
this definition is current or historic.

The values "current”, and "obsol ete" are self-explanatory.

The "deprecated"” value indicates that that object is obsolete,
but that an inplenmentor may wi sh to support that object to
foster interoperability with ol der inplenmentations.

5.3. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present, contains a
textual description of this agent.

5.4. Mapping of the REFERENCE cl ause

The REFERENCE cl ause, which need not be present, contains a
textual cross-reference to a capability statenent defined in
sone ot her information nodul e.

5.5. Mapping of the SUPPORTS cl ause

The SUPPORTS cl ause, which need not be present, is repeatedly
used to nane each M B nodul e for which the agent clains a
conplete or partial inplenentation. Each MB nodule is named

by its nodul e name, and optionally, by its associ ated OBJECT
| DENTI FI ER as wel | .
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5.5.1. Mapping of the I NCLUDES cl ause

The | NCLUDES cl ause, which nust be present for each use of the
SUPPORTS cl ause, is used to nane each M B group associ at ed
with the SUPPORT cl ause, which the agent clains to inplenent.

5.5.2. Mapping of the VARI ATI ON cl ause

The VARI ATI ON cl ause, which need not be present, is repeatedly
used to nanme each M B object which the agent inplenments in
some variant or refined fashion with respect to the
correspondent invocation of the OBJECT- TYPE macr o.

Note that the variation concept is neant for generic

i mpl enentation restrictions, e.g., if the variation for an
obj ect depends on the values of other objects, then this
shoul d be noted in the appropriate DESCRI PTI ON cl ause.

5.5.2.1. Mapping of the SYNTAX cl ause

The SYNTAX cl ause, which need not be present, is used to
provide a refined SYNTAX for the object named in the
correspondent VARI ATION clause. Note that if this clause and
a WRI TE- SYNTAX cl ause are both present, then this clause only
appl i es when instances of the object nanmed in the
correspondent VARI ATI ON cl ause are read.

Consult Section 10 of [2] for nore information on refined

synt ax.

5.5.2.2. Mapping of the WRI TE- SYNTAX cl ause

The WRI TE- SYNTAX cl ause, which need not be present, is used to
provide a refined SYNTAX for the object named in the
correspondent VARI ATI ON cl ause when instances of that object

are written.

Consult Section 10 of [2] for nore information on refined
synt ax.
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5.5.2.3. Mapping of the ACCESS cl ause

The ACCESS cl ause, which need not be present, is used to

i ndi cate the agent provides less than the maxi mal |evel of
access to the object naned in the correspondent VAR ATI ON
cl ause.

The val ue "not-inpl emented" indicates the agent does not
i npl enent the object, and in the ordering of possible val ues
is equivalent to "not-accessible".

The value "wite-only" is provided solely for backward
conpatibility, and shall not be used for new y-defined object
types. In the ordering of possible values, "wite-only" is

| ess than "not-accessible".

5.5.2.4. Mapping of the CREATI ON- REQUI RES cl ause

The CREATI ON- REQUI RES cl ause, which need not be present, is
used to nane the colummar objects of a conceptual row to which
val ues rmust be explicitly assigned, by a managenent protoco
set operation, before the agent will allow the instance of the
status colum of that rowto be set to ‘active’. (Consult the
definition of RowStatus [6].)

If the conceptual row does not have a status colum (i.e., the
obj ects corresponding to the conceptual table were defined
using the mechanisns in [7,8]), then the CREATI ON- REQUI RES

cl ause, which need not be present, is used to nane the

col umar objects of a conceptual row to which val ues nust be
explicitly assigned, by a nmanagenent protocol set operation
before the agent will create new instances of objects in that
r ow.

This clause must not present unless the object named in the
correspondent VARI ATION cl ause is a conceptual row, i.e., has
a syntax which resolves to a SEQUENCE cont ai ni ng col umar
objects. The objects nanmed in the value of this clause
usually will refer to colummar objects in that row. However,
objects unrelated to the conceptual row may al so be specified

Al'l objects which are naned in the CREATI ON- REQUI RES cl ause

for a conceptual row, and which are columar objects of that
row, nust have an access |level of "read-create".
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5.5.2.5. Mapping of the DEFVAL cl ause

The DEFVAL cl ause, which need not be present, is used to
provide a refined DEFVAL val ue for the object naned in the
correspondent VARI ATION cl ause. The semantics of this val ue
are identical to those of the OBJECT- TYPE macro’ s DEFVAL

cl ause.

5.5.2.6. Mapping of the DESCRI PTI ON cl ause

The DESCRI PTI ON cl ause, which nust be present for each use of
the VARI ATI ON cl ause, contains a textual description of the
variant or refined inplenentation

5.6. Mapping of the AGENT- CAPABI LI TI ES val ue

The val ue of an invocation of the AGENT- CAPABI LI TIES nmacro is
an OBJECT | DENTI FI ER, which nanes the val ue of sysCbjectlD [ 3]

or snmpORID [4] for which this capabilities statenent is
val i d.
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5.7. Usage Exanple

Consi der how a capabilities statenent for an agent m ght be
descri bed:

exanpl eAgent AGENT- CAPABI LI Tl ES

PRODUCT- RELEASE "ACME Agent release 1.1 for 4BSD'
STATUS current
DESCRI PTI ON "ACME agent for 4BSD"
SUPPORTS RFC1213-M B
| NCLUDES { systenGroup, interfacesG oup,

at G oup, ipGoup, icnpG oup,
tcpG oup, udpG oup, snnmpG oup }

VARI ATI ON i f Adm nSt at us

SYNTAX | NTEGER { up(1), down(2) }

DESCRI PTION "Unable to set test npde on 4BSD'
VARI ATI ON i f Oper St at us

SYNTAX I NTEGER { up(1), down(2) }

DESCRI PTION "Information |limted on 4BSD'

VARI ATI ON atEntry
CREATI ON- REQUI RES { at PhysAddress }
DESCRI PTI ON " Address mappi ngs on 4BSD require
bot h protocol and nedi a addresses”

VARl ATI ON i pDefaul t TTL

SYNTAX | NTEGER ( 255. . 255)

DESCRI PTION "Hard-wi red on 4BSD"
VARI ATl ON i pl nAddr Errors

ACCESS not - i npl enent ed

DESCRI PTION "I nformation not avail abl e on 4BSD"
VARI ATl ON i pRout eType

SYNTAX I NTEGER { direct(3), indirect(4) }

WRI TE- SYNTAX | NTEGER { invalid(2), direct(3),
indirect(4) }
DESCRI PTION "Information limted on 4BSD'

VARI ATI ON tcpConnSt at e

ACCESS read-only
DESCRI PTION "Unable to set this on 4BSD"
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SUPPORTS EVAL-M B
| NCLUDES { functionsG oup, expressionsG oup }
VARI ATI ON exprEntry

CREATI ON- REQUI RES { eval String }
DESCRI PTI ON " Conceptual row creation supported"

::= { acneAgents 1 }

According to this invocation, an agent with a sysCbjectlD (or
snmpORI D) val ue of

{ acmeAgents 1 }
supports two M B nodul es.

FromMB-11, all confornmance groups except the egpG oup
conf ormance group are supported. However, the object
i plnAddrErrors is not inplemented, whilst the objects

i f Adm nSt at us
i f Oper St at us

i pDefaul t TTL
i pRout eType

have a restricted syntax, and the object
tcpConnSt at e

is available only for reading. Note that in the case of the
obj ect ipRouteType the set of values which may be read is
different than the set of val ues which may be witten.
Finally, when creating a new instance in the atTable, the
set-request nmust create an instance of atPhysAddress.

Fromthe EVAL-M B, all the objects contained in the

functi onsG oup and expressi onsG oup confornmance groups are
supported, without variation. |In addition, creation of new
instances in the expr table is supported.
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6. Extending an Information Mdul e

As experience is gained with a published infornmation nodul e,
it may be desirable to revise that information nodul e.

Section 10 of [2] defines the rules for extending an

i nformati on nmodul e. The remai nder of this section defines how
conf ormance groups, conpliance statenments, and capabilities
statenents may be extended.

6.1. Confornmance G oups

If any non-editorial change is nmade to any cl ause of an object
group then the OBJECT | DENTI FI ER val ue associ ated with that
obj ect group nmust al so be changed, along with its associated
descri ptor.

6.2. Conpliance Definitions

If any non-editorial change is made to any cl ause of a
conpliance definition, then the OBJECT | DENTI FI ER val ue
associated with that conpliance definition nust al so be
changed, along with its associ ated descriptor.

6.3. Capabilities Definitions
If any non-editorial change is made to any cl ause of a
capabilities definition, then the OBJECT | DENTIFI ER val ue

associated with that capabilities definition nmust al so be
changed, along with its associ ated descriptor.
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9. Security Considerations

Security issues are not discussed in this nmeno.
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