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Privacy and Accuracy Issues in Network Information Center

Dat abases
Status of This Meno
This menmo provides information for the Internet community. |t does
not specify an Internet standard. Distribution of this meno is
unlimted.
Abst r act

Thi s document provides a set of guidelines for the administration and
operation of public Network Information Center (N C) databases. The
purpose is to formalize procedures for the responsible handling of
the personal and organi zational infornmation maintained by NICs in
publically accessibl e databases, and to i nprove the accuracy and
accessibility of such data where appropriate.
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1. Purpose

The purpose of this docunent is to consider the privacy and accuracy

i ssues that result fromnmany N C databases being publicly accessible.
Thi s docunent considers only generic concerns about such systemns; it

intentionally does not nake recomrendati ons for specific databases on
the Internet. Cearly, it is the responsibility of each NNC to

det erm ne what procedures should apply for each of its databases.

The docurnent discusses the obligations a NIC that naintains such a
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dat abase has towards those about whom data appears in the database.
These obligations apply to database entries that contain information
that is publically accessible to Internet users.

2. Background and Organi zation

In fulfilling the functions of a Network Information Center, each NIC
needs to collect and distribute a variety of information about the
network it serves. Mich of the information handled by a NNC is
"directory" information that provides pointers to people,

organi zati ons, and resources throughout a network. The use of
publically accessibl e databases to dissenm nate such data is seen as
beneficial to the Internet because it allows efficient information
retrieval by users, Network Operation Centers (NOCs), and other NI Cs.

Thi s docunent is organized into two parts. The first part contains
recommendati ons for preventing unauthorized disclosure of information
in NI C databases. The second part reconmends formal accuracy

gui del i nes for N C dat abases.

3. NI C Database Privacy

The exi stence of publically accessibl e databases brings up a number
of significant questions regarding controls over the gathering and
distribution of the data. It is inportant that these concerns are
addressed prior to the w de-scal e depl oynent of a public N C database
or a NNCrisks having to retrofit an established systemto forma

gui del i nes regardi ng such controls when they are finally avail abl e.

For each publically accessible database that a NI C manages, the NIC
needs to provide a clear statenment of the purpose of the database,
the types of information it contains, and the privacy policy that
applies to the infornmation stored within it. In general, this policy
shoul d i nform people or organizations listed in the database of the
content and purpose of their database entries. Specifically, the
privacy policy shoul d:

1) Describe why the NIC needs the information and how it wll use
the information.

2) List of all the information being stored in an entry.

3) Detail which information will be nade avail abl e outside of the
NIC, to whomit will be nmade avail able, and for what purpose.

4) Provide for notification of any person or organi zati on added
to the database at the request of a third party.
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5) Explain how to have the information changed or updated.

6) Explain howto get information renmoved fromthe database,
i ncluding any references to one’'s information in another’s
dat abase entry.

7) Explain the consequences of renoving information fromthe
dat abase and of failing to provide all or part of the
i nformation a NI C requests.

The privacy policy enables people to nake informed decisions
regardi ng which information to supply for a given NI C database. Any
i nformati on supplied should treated in a manner consistent with the
current privacy policy. |If a NI C nakes a database available inits
entirety to another organization, the NI C should al so provide that
organi zation with a copy of the current privacy policy for the

dat abase.

4. N C Dat abase Accuracy

The val ue of any NI C database is dependent on the accuracy and
timeliness of its contents. Any database not bei ng nai ntai ned well
can create major difficulties for those using it and for those people
and organi zations |isted.

For each publically accessible database that a NI C operates, the NIC
shoul d have a clear statenment that describes the process that the NIC
uses to mmintain accuracy in the database. This statenent could be
conbined with the privacy statenment described above for sake of

admi ni strative conveni ence.

The accuracy statenment infornms potential participants in the database
of the precautions taken by the NIC to ensure accurate information.
Any information supplied should be treated in a manner consi stent
with the current accuracy policy. |If a NIC makes a dat abase
available in its entirety to another organi zation, the N C shoul d

al so provide that organi zation with a copy of the current accuracy
policy for the database.

The accuracy statenment shoul d:
1) Allow an individual or organization access to its own
dat abase entry, including private fields, for the purpose

of correcting errors.

2) Allow an individual or organization to correct any errors
that occur in its database entry.
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3) Informan individual or organization when infornmation about
them appears in an entry belonging to another party, so
that the individual or organization can review that
i nformati on and have the opportunity to submit corrections.

4) Change information in an entry only at the request of or
with the approval of the individual or organization
about which the entry applies.

5) Encourage an individual or organization to report any errors
that occur in the database entries of others.

6) Provide for a "date of last review' for each entry in the
dat abase; this would reflect the date that the entry was
| ast checked by the owner for accuracy.

7) Describe any and all practices used by the NIC to confirm
data prior to inclusion in the database.

8) State the data backup procedures in use for this database.
5. Security Considerations

This meno briefly considers the security aspects of information in
NI C dat abases. This nenp should revisited as security infrastructure
becormes nore devel oped in the Internet.
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