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A Proposed Standard for the Transni ssion of
| P Dat agranms over FDDI Networks

Status of this Meno

This meno defines a nmethod of encapsulating the Internet Protocol
(1 P) datagrams and Address Resol ution Protocol (ARP) requests and
replies on Fiber Distributed Data Interface (FDDI) Networks. This
RFC specifies a protocol on the I AB Standards Track for the Internet
conmuni ty, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "I AB Oficial Protocol

St andards" for the standardi zation state and status of this protocol.

This proposal is the product of the IP over FDDI Wrking Goup of the
I nternet Engi neering Task Force (IETF). Coments on this nmeno shoul d
be submitted to the ETF I P over FDDI Working Goup Chair.
Distribution of this menp is unlimted.

Abst r act
Thi s docunent specifies a method for the use of IP and ARP on FDDI
networks. The encapsul ati on nmethod used is described, as well as
various nedi a-specific issues.

Acknowl edgnent s
This menmo draws heavily in both concept and text from RFC 1042 [ 3],
witten by Jon Postel and Joyce K Reynolds of USC/ I nformation
Sciences Institute. The author would also |like to acknow edge the
contributions of the IP Over FDDI Working Group of the | ETF, nenbers
of ANSI ASC X3T9.5, and others in the FDDI comunity.

Conventi ons

The foll owi ng | anguage conventions are used in the itens of
specification in this docunent:

"Must," "Shall," or "Mandatory"--the itemis an absolute
requi renent of the specification.

"Shoul d* or "Recomrended"--the item should generally be foll owed
for all but exceptional circunstances.
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"May" or "Optional"--the itemis truly optional and may be
foll owed or ignored according to the needs of the inplenentor.

| nt roducti on

The goal of this specification is to allow conpatible and
i nteroperabl e inplenentations for transnitting |IP datagrans [1] and
ARP requests and replies [2].

The Fiber Distributed Data Interface (FDDlI) specifications define a
fam ly of standards for Local Area Networks (LANs) that provides the
Physi cal Layer and Medi a Access Control Sublayer of the Data Link
Layer as defined by the |1 SO Open System | nterconnecti on Reference
Model (1S CSl). Docunents are in various stages of progression
toward | nternational Standardization for Media Access Control (MAC)
[4], Physical Layer Protocol (PHY) [5], Physical Layer Medi um
Dependent (PMD) [6], and Station Managenent (SMI) [7]. The famly
of FDDI standards corresponds to the | EEE 802 MAC | ayer standards
[8, 9, 10].

The remai nder of the Data Link Service is provided by the | EEE 802. 2
Logi cal Link Control (LLC) service [11]. The resulting stack of
services appears as follows:

oo +
| IPIARP |
oo +
| 802.2 LLC |
o S +
| FDDI MAC | F |
Fomm oo + DS |
| FEDDI PHY | DM|
o +1 T |
| FDDI PMD | |
o S +

This nmeno describes the use of IP and ARP in this environment. At
this time, it is not necessary that the use of IP and ARP be

consi stent between FDDI and | EEE 802 networks, but it is the intent
of this menp not to preclude Data Link Layer interoperability at such
time as the standards define it.

The FDDI standards define both single and dual MAC stations. This
document describes the use of IP and ARP on single MAC stations
(single-attach or dual-attach) only. Operation on dual MAC stations
wi Il be described in a forthcom ng docunent.
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Packet For nat

| P datagrams and ARP requests and replies sent on FDD networks shal
be encapsul ated within the 802.2 LLC and Sub- Network Access Protoco
(SNAP) [12] data link layers and the FDDI MAC and physical |ayers.
The SNAP nust be used with an Organi zation Code indicating that the
SNAP header contains the EtherType code (as listed in Assigned
Nunbers [13]).

802.2 LLC Type 1 comunication (which nust be inplenented by al
conform ng 802.2 stations) is used exclusively. Al franes nust be
transmtted in standard 802.2 LLC Type 1 Unnunbered Information
format, with the DSAP and the SSAP fields of the 802.2 header set to
t he assigned gl obal SAP value for SNAP [11]. The 24-bit Organi zation
Code in the SNAP nust be zero, and the remaining 16 bits are the

Et her Type from Assi gned Nunbers [13] (IP = 2048, ARP = 2054).

-------- S I g
MAC Header | FDDI MAC
-------- e
Fomm e m oo - Fomm e m oo - Fomm e m oo - +
| DSAP=K1| SSAP=K1| Control | 802.2 LLC
Fomm oo Fomm oo Fomm oo +
Fomm e Fomm e Fomm e Fomm e Fomm e +
| Protocol 1d or Org Code =K2| Et her Type | 802. 2 SNAP
Fomm e m oo - Fomm e m oo - S Fomm e m oo - Fomm e m oo - +

The total length of the LLC Header and the SNAP header is 8
octets.

The K1 value is 170 (decimal).

The K2 value is 0 (zero).

The control value is 3 (Unnunbered Information).

Addr ess Resol ution

The mappi ng of 32-bit Internet addresses to 48-bit FDDl addresses
shal | be done via the dynam c di scovery procedure of the Address
Resol ution Protocol (ARP) [2].
Internet addresses are assigned arbitrarily on Internet networks.
Each host’s inplementati on nmust know its own Internet address and

respond to Address Resolution requests appropriately. It must also
use ARP to translate Internet addresses to FDDI addresses when
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needed.

The ARP protocol has several fields that paraneterize its use in any

specific context [2]. These fields are:
hr d 16 - bits The Hardware Type Code
pro 16 - bits The Protocol Type Code
hl n 8 - bits Octets in each hardware address
pl n 8 - bits Cctets in each protocol address
op 16 - bits Oper ati on Code

The hardware type code assigned for | EEE 802 networks is 6 [13]. The
hardware type code assigned for Ethernet networks is 1 [13].
Unfortunately, differing values between Ethernet and | EEE 802
networ ks cause interoperability problenms in bridged environments. In
order to not preclude interoperability with Ethernets in a bridged
environnent, ARP packets shall be transmtted with a hardware type
code of 1. Furthernore, ARP packets shall be accepted if received

wi th hardware type codes of either 1 or 6.

The protocol type code for IPis 2048 [13].
The hardware address length is 6.
The protocol address length (for IP) is 4.
The operation code is 1 for request and 2 for reply.
In order to not preclude interoperability in a bridged environnent,
t he hardware addresses in ARP packets (ar$sha, ar$tha) must be
carried in "canonical" bit order, with the Goup bit positioned as
the low order bit of the first octet. As FDDl addresses are normally
expressed with the Goup bit in the high order bit position, the
addresses must be bit-reversed within each octet.
Al t hough outside the scope of this docunent, it is recommended that
MAC addresses be represented in canonical order in all Network Layer
protocols carried within the infornation field of an FDD frane.

Br oadcast Address
The broadcast Internet address (the address on that network with a
host part of all binary ones) nmust be mapped to the broadcast FDDI
address (of all binary ones) (see [14]).

Mul ticast Support

A method of supporting IP nulticasting is specified in [15]. This
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net hod shall be used in FDDI networks if IP nulticasting is to be
supported. The use of this method nmay require the ability to copy
franmes addressed to any one of an arbitrary nunmber of multicast
(group) addresses.

An I P nulticast address is mapped to an FDDI group address by placing
the |l ow order 23 bits of the IP address into the |ow order 23 bits of
the FDDI group address 01-00-5E-00-00-00 (in "canonical" order).
[ See 13, page 20.]
For exanple, the IP multicast address:

224.255.0.2
maps to the FDDI group address:

01- 00- 5E- 7F- 00- 02
in which the nulticast (group) bit is the Iow order bit of the first
octet (canonical order). Wen bit-reversed for transmssion in the
destinati on MAC address field of an FDDI frame (native order), it
becomes:

80- 00- 7A- FE- 00- 40

that is, with the nulticast (group) bit as the high order bit of the
first octet, that being the first bit transmtted on the medi um

Trail er Formats
Sone versions of Unix 4.x bsd use a different encapsul ation nethod in
order to get better network performance with the VAX virtual nenory
architecture. Hosts directly connected to FDDI networks shall not
use trailers.

Byte Order
As described in Appendi x B of the Internet Protocol specification
[1], the I P datagramis transmitted over FDDI networks as a series of
8-bit bytes. This byte transm ssion order has been called "big-
endi an" [16].

MAC Layer Details
Packet Size

The FDDI MAC specification [4] defines a maxi num franme size of
9000 synbols (4500 octets) for all franme fields, including four
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synbols (two octets) of preanble. This |eaves roughly 4470 octets
for data after the LLC SNAP header is taken into account.

However, in order to allow future extensions to the MAC header and
frane status fields, it is desirable to reserve additional space
for MAC over head.

Therefore, the MIU of FDDI networks shall be 4352 octets. This
provi des for 4096 octets of data and 256 octets of headers at the
network | ayer and above. |nplenentations must not send packets

| arger than the Mru

Gat eway i npl enmentations nust be prepared to accept packets as

| arge as the MIU and fragnment them when necessary. Gateway

i mpl enent ati ons shoul d be able to accept packets as large as can
be carried within a maxi mum si ze FDDI frane and fragnent them

Host i npl enentations should be prepared to accept packets as |arge
as the MIU, however, hosts must not send datagranms | onger than 576
octets unless they have explicit know edge that the destination is
prepared to accept them Host inplenentations nmay accept packets
as large as can be carried within a maxi num size FDD frame. A
host may communicate its size preference in TCP- based
applications via the TCP Maxi num Segnent Size option [17].

Dat agrans on FDDI networks nmay be | onger than the general |nternet
def aul t maxi mum packet size of 576 octets. Hosts connected to an
FDDI network should keep this in mnd when sending datagrams to
hosts that are not on the sane |ocal network. It may be
appropriate to send snmaller datagrams to avoid unnecessary
fragnmentation at internedi ate gateways. Please see [17] for
further informtion

There is no mni mum packet size restriction on FDDI networKks.
In order to not preclude interoperability with Ethernet in a

bri dged environnent, FDDl inplenentations nmust be prepared to
receive (and ignore) trailing pad octets.

O her MAC Layer |ssues

Kat z

The FDDI MAC specification does not require that 16-bit and 48-
bit address stations be able to interwork fully. 1t does,
however, require that 16-bit stations have full 48-bit
functionality, and that both types of stations be able to receive
franes sent to either size broadcast address. In order to avoid
interoperability problens, only 48-bit addresses shall be used
with I P and ARP.
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The FDDI MAC specification defines two classes of LLC franes,
Asynchronous and Synchronous. Asynchronous franes are further
controlled by a priority nechanismand two cl asses of token
Restricted and Unrestricted. Only the use of Unrestricted tokens
and Asynchronous franes are required by the standard for FDD

i nteroperability.

Al 1P and ARP franes shall be transmitted as Asynchronous LLC
frames using Unrestricted tokens, and the Priority value is a
matter of |ocal convention. |Inplenentations should nake the
priority a tunable paraneter for future use. It is recommended
that inplenmentations provide for the reception of IP and ARP
packets in Synchronous franes, as well as Restricted Asynchronous
frames.

After packet transm ssion, FDDI provides Frame Copied (C and

Addr ess Recogni zed (A) indicators. The use of these indicators is
a local inplenmentation decision. |Inplenentations may choose to
performlink-level retransm ssion, ARP cache entry invalidation
etc., based on the values of these indicators and ot her

i nformati on. The semantics of these indicators, especially in the
presence of bridges, are not well defined as of this witing.

| mpl ementors are urged to follow the work of ANSI ASC X3T9.5 in
regard to this issue in order to avoid interoperability problens.

| EEE 802.2 Details

VWil e not necessary for supporting IP and ARP, all inplenentations
must support | EEE 802.2 standard Class | service in order to be
conpliant with 802.2. Described belowis the mnimmfunctionality
necessary for a conformant station. Sone of the functions are not
related directly to the support of the SNAP SAP (e.g., responding to
XI D and TEST commands directed to the null or global SAP addresses),
but are part of a general LLC inplenmentation. |nplenentors should
consult IEEE Std. 802.2 [11] for details.

802.2 Class | LLC requires the support of Unnunbered Information (Ul)
Conmands, eXchange | Dentification (XID) Commands and Responses, and
TEST link (TEST) Commrands and Responses. Stations need not be able
to transnmt XID and TEST conmands, but nmust be able to transmt
responses.

Encodi ngs
Conmand frames are identified by having the | ow order bit of the

SSAP address reset to zero. Response franes have the | ow order
bit of the SSAP address set to one.
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The U command has an LLC control field value of 3.

The XI D conmand/ response has an LLC control field value of 175
(decimal) if the Poll/Final bit is off or 191 (decinmal) if the
Pol | /Final bit is on.

The TEST command/response has an LLC control field value of 227
(decimal) if the Poll/Final bit is off or 243 (decimal) if the
Poll/Final bit is on.

El enments of Procedure

U responses and U comands with the Poll bit set shall be
ignored. U commands havi ng other than the SNAP SAP in the DSAP
or SSAP fields shall not be processed as | P or ARP packets.

VWhen an XID or TEST command is received, an appropriate response
nust be returned. XID and TEST conmands nust be responded to only
if the DSAP is the SNAP SAP (170 decimal), the Null SAP (0
decimal ), or the d obal SAP (255 decimal). XID and TEST conmands
received with other DSAP val ues must not be responded to unl ess
the station supports the addressed service. Responses to XID and
TEST frames shall be constructed as foll ows:

Destination MAC. Copied from Source MAC of the command

Source MAC. Set to the address of the MAC receiving the
conmand

DSAP:  Copi ed from SSAP of the command

SSAP:  Set to 171 deci mal (SNAP SAP + Response bit) if the
DSAP in the command was the SNAP SAP or the d obal SAP
set to 1 decimal (Null SAP + Response bit) if the DSAP
in the command was the Null SAP

When responding to an XID or a TEST command, the val ue of the
Final bit in the response nust be copied fromthe value of the
Poll bit in the conmand.

XID response frames nust include an 802.2 XID Information field of
129.1.0 indicating Cass | (connectionless) service.

TEST response franmes nmust echo the information field received in
the correspondi ng TEST comand frane.
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Appendi x on Nunbers

The | EEE specifies nunbers as bit strings with the | east significant
bit first, or bit-wise little-endian order. The Internet protocols
are documented in bit-wi se big-endian order. This may cause some
confusi on about the proper values to use for nunbers. Here are the
conversions for sone nunbers of interest.

Nurber | EEE I nt er net I nt er net
Bi nary Bi nary Deci ma

ul 11000000 00000011 3

SAP for SNAP 01010101 10101010 170

d obal SAP 11111111 11111111 255

Nul |  SAP 00000000 00000000 0

Xl D 11110101 10101111 175

Xl D Pol | / Fi nal 11111101 10111111 191

XID Info 129.1.0
TEST 11000111 11100011 227

TEST Poll/Final 11001111 11110011 243
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