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THOUGHTS ON THE NATI ONAL RESEARCH AND EDUCATI ON NETWORK

Status of this Menp

The nmeno provides a brief outline of a National Research and
Educati on Network (NREN). This nmeno provides information for the
Internet conmunity. It does not specify any standard. It is not a
statement of | AB policy or recomendati ons.

Distribution of this meno is unlimted.

ABSTRACT

This contribution seeks to outline and call attention to some of the
maj or factors which will influence the formand structure of a

Nati onal Research and Education Network (NREN). It is inmplicitly
assuned that the systemw ||l energe fromthe existing Internet.
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A WORD ON TERM NOLOGY

The expression "national research and educati on network" is taken to
mean "the U.S. National Research and Education Network" in the
material which follows. It is inplicitly assumed that sinilar
initiatives may arise in other countries and that a kind of 4 oba
Research and Educati on Network nay arise out of the existing
international Internet system However, the primary focus of this
paper is on devel opnents in the U S
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FUNDAMENTALS

1. The NRENin the U S wll evolve fromthe existing Internet base.
By inmplication, the US. NRENwill have to fit into an international
envi ronnent consisting of a good nmany networks sponsored or owned and
operated by non-U.S. organi zations around the worl d.

2. There will continue to be special-purpose and ni ssion-oriented
net wor ks sponsored by the U S. Government which will need to |ink
with, if not directly support, the NREN

3. The basic technical networking architecture of the systemwill

i nclude | ocal area networks, netropolitan, regional and w de-area
networks. Sone nets will be organized to support transit traffic and
others will be strictly parasitic.

4. Looking towards the end of the decade, sonme of the networks may be
nobile (digital, cellular). A variety of technol ogies may be used,

i ncluding, but not limted to, high speed Fiber Data Distribution
Interface (FDDI) nets, Distributed-Qeue Dual Bus (DQDB) nets,
Broadband I ntegrated Services Digital Networks (B-1SDN) utilizing
Asynchronous Transfer Mdde (ATM switching fabrics as well as
conventional Token Ring, Ethernet and other |EEE 802. X technol ogy.
Nar r owband | SDN and X. 25 packet swi tching technol ogy network services
are also likely play a role along with Switched Milti-negabit Data
Service (SMDS) provided by tel econmunications carriers. It also
woul d be fair to ask what role FTS-2000 might play in the system at

| east in support of governnent access to the NREN, and possibly in
support of national agency network facilities.

5. The protocol architecture of the systemwll continue to exhibit a
| ayered structure although the |ayering may vary fromthe present-day
Internet and pl anned Open Systenms Interconnection structures in sone

respects.

6. The systemwill include servers of varying kinds required to
support the general operation of the system (for exanple, network
managenent facilities, name servers of various types, enmil, database

and other kinds of information servers, multicast routers,
cryptographic certificate servers) and col |l aborati on support tools
i ncl udi ng vi deo/tel econferencing systems and ot her "groupware"
facilities. Accounting and access control mechanisns wll be
required.

7. The systemwill support nultiple protocols on an end to end basis.
At the least, full TCP/IP and OSI protocol stacks will be supported.
Dealing with Connectionl ess and Connection-Oriented Network Services
inthe OSI area is an open issue (transport service bridges and
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application | evel gateways are two possibilities).

8. Provision nmust be made for experinmental research in networking to
support the continued technical evolution of the system The NREN
can no nore be a static, rigid systemthan the Internet has been
since its inception. Interconnection of experinmental facilities with
the operational NREN nust be support ed.

9. The architecture nust accommopdate the use of comrercial services,
private and Gover nnent - sponsored networks in the NREN system

Apart fromthe considerations |listed above, it is also helpful to
consi der the constituencies and stakehol ders who have a role to play
in the use of, provision of and evolution of NREN services. Their
interests will affect the architecture of the NREN and t he course of
its creation and evol ution.

NREN CONSTI TUENTS
The Users

Extrapol ating fromthe present Internet, the users of the system
will be diverse. By legislative intent, it will include colleges
and universities, government research organizations (e.g.
research | aboratories of the Departnments of Defense, Energy,

Heal th and Hunan Services, National Aeronautics and Space

Admi ni stration), non-profit and for-profit research and

devel opnent organi zati ons, federally funded research and

devel opnent centers (FFRDCs), R&D activities of private

enterprise, library facilities of all kinds, and primary and
secondary schools. The systemis not intended to be discipline-
specific.

It is critical to recognize that even in the present Internet, it
has been possible to accommbpdate a remarkabl e anal gam of private
enterprise, academ c institutions, governnent and military
facilities. |Indeed, the very ability to accept such a diverse
constituency turns on the increasing freedomof the so-called

i nternedi ate-l evel networks to accept an unrestricted set of
users. The growth in the size and diversity of Internet users, if
it can be said to have been constrained at all, has been limted
in part by usage constraints placed on the federally-sponsored
nati onal agency networks (e.g., NSFNET, NASA Sci ence I|nternet,
Energy Sciences Net, Hi gh Energy Physics Net, the recently
deceased ARPANET, Defense Research Internet, etc.). Gven the
pur poses of these networks and the fiduciary responsibilities of
the agencies that have created them such usage constraints seem
hi ghly appropriate. 1t may be beneficial to search for |ess
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constraining architectural paradi gns, perhaps through the use of
backbone facilities which are not federally-sponsored.

The Internet does not quite serve the public in the same sense
that the tel ephone network(s) do (i.e., the Internet is not a
conmon carrier), although the |inkages between the Internet and
public electronic mail systens, private bulletin board systens
such as FIDONET and conmercial network services such as UUNET,
ALTERNET and PSI, for exanple, nmake the system extrenely
accessible to a very wide variety of users.

It will be inportant to keep in mnd that, over tine, an

i ncreasi ng nunber of institutional users will support |ocal area
networks and will want to gain access to NREN by that neans.

I ndi vi dual use will continue to rely on dial-up access and, as it
i s depl oyed, narrow band | SDN. Eventually, netropolitan area

net wor ks and broadband | SDN facilities nmay be used to support
access to NREN. Cellular radio or other nobile comrunication
technol ogi es may al so becone increasingly popul ar as access tools.

The Service Providers

Inits earliest stages, the Internet consisted solely of

gover nient - sponsor ed networ ks such as the Defense Departnent’s
ARPANET, Packet Radi o Networks and Packet Satellite Networks.
Wth the introduction of Xerox PARC s Ethernet, however, things
began to change and privately owned and operated networks becane
an integral part of the Internet architecture.

For a tinme, there was a m xture of governnent-sponsored backbone
facilities and private local area networks. Wth the introduction
of the National Science Foundation NSFNET, however, the
architecture changed again to include internediate-|evel networks
consi sting of collections of comrercially-produced routers and
trunk or access |ines which connected | ocal area network
facilities to the governnent-sponsored backbones. The

gover nient - sponsor ed superconputer centers (such as the Nationa
Aerospace Simul ator at NASA/ AMES, the Magnetic Fusion Energy
Conputing Center at Law ence Livernore Laboratory and the half-
dozen or so NSF-sponsored superconputer centers) fostered the
growm h of conmmuni cati ons networks specifically to support

super conput er access al though, over time, these have tended to

| ook nore and nore |ike general -purpose internedi ate-|eve

net wor ks.

Many, but not all, of the internediate-level networks applied for

and received seed funding fromthe National Science Foundation
It was and continues to be NSF' s position, however, that such
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direct subsidies should dimnish over time and that the

i nternedi ate networks shoul d becone sel f-sustaining. To
acconplish this objective, the internedi ate-Ievel networks have
been turning to an increasingly diverse user constituency (see
section above).

The basi c nodel of government backbones, consortiuminternedi ate
level nets and private |ocal area netwirks has served reasonably
wel |l during the 1980's but it woul d appear that newer

t el econmuni cati ons technol ogi es may suggest another potentia
paradigm As the NSFNET noves towards hi gher speed backbone
operation in the 45 Md/s range, the inportance of carrier
participation in the enterprise has increased. The provision of
backbone capacity at attractive rates by the inter-exchange
carrier (in this case, MZ Comunications Corporation) has been
crucial to the feasibility of deploying such a high speed system

As the third phase of the NREN effort gets underway, it is
becom ng increasingly apparent that the "federally-funded
backbone" nodel may and perhaps even should or nust give way to a
vision of commercially operated, gigabit speed systens to which
the users of the NREN have access. |If there is federal subsidy in
the new paradigm it m ght cone through direct provision of
support for networking at the | evel of individual research grant
or possibly through a systemof institutional vouchers pernmitting
and perhaps even nandating institution-w de network planning and
provision. This differs fromthe present nodel in which the
backbone networks are essentially federally owned and operated or
enjoy significant, direct federal support to the provider of the
servi ce.

The inportance of such a shift in service provision phil osophy
cannot be over-emphasized. |In the long run, it elininates
unnecessary restrictions on the use and application of the
backbone facilities, opening up possibilities for true ubiquity of
access and use without the need for federal control, except to the
extent that any such services are considered in need of

regul ati on, perhaps. The sane argunents m ght be made for the

i nternedi ate | evel systenms (netropolitan and regi onal area access
networks). This does NOT nean that private networks ranging from

| ocal consortia to inter-continental systens will be ruled out.
The econonics of private networking may still be favorable for
sufficiently heavy usage. It does suggest, however, that

achieving scale and ubiquity may largely rely on publicly
accessible facilities.
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The Vendors

Apart from service provision, the technol ogy available to the
users and the service providers will cone largely from conmercia
sources. A possible exception to this may be the switches used in
the gigabit testbed effort, but ultimately, even this technol ogy
will have to be provided comrercially if the systemis to achieve
the scal e necessary to serve as the backbone of the NREN

An i nmportant consequence of this observation is that the NREN
architecture should be fashioned in such a way that it can be
constructed fromtechnol ogy conpatible with carrier plans and
avai | abl e from comrerci al tel ecommunications equi pnment suppliers.
Exanpl es include the use of SONET (Synchronous Optical Network)
optical transm ssion technol ogy, Switched Miltinmegabit Data
Services offerings (netropolitan area networks), Asynchronous
Transm ssion Mode (ATM switches, franme rel ays, high speed,
nmulti-protocol routers, and so on. It is sonewhat unclear what
role the public X 25 networks will play, especially where narrow
and broadband | SDN services are available, but it is also not
obvi ous that they ought to be witten off at this point. \Where
there is still research and devel opnent activity (such as in

net wor k managenent), the network R&D conmunity can contribute
through experinmental efforts and through participation in

st andards-nmaki ng activities (e.g., ANSI, N ST, |AB/IETF, Open

NVF) .
OPERATI ONS
It seens clear that the current Internet and the anticipated NREN
will have to function in a highly distributed fashion. G ven the
diversity of service providers and the richness of the constituent
networks (as to technol ogy and ownership), there will have to be a

good deal of collaboration and cooperation to nake the system work.
One can see the necessity for this, based on the existing voice
network in the US. wthits local and inter-exchange carrier (IEC

structure. It should be noted that in the presence of the |ocal and
| EC structure, it has proven possible to support private and virtua
private networking as well. The same needs to be true of the NREN

A critical element of any commercial service is accounting and

billing. It nust be possible to identify users (billable parties,
anyway) and to conpute usage charges. This is not to say that the
NREN conponent networks must necessarily bill on the basis of usage.

It may prove preferable to have fixed access charges which might be
nodul at ed by access data rate, as sone of the internedi ate-1|eve

net wor ks have found. It would not be surprising to find a m xture of
charging policies in which usage charges are preferable for snal
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amounts of use and flat rate charges are preferred for high volune
use.

It will be critical to establish a forumin which operational matters
can be debated and nmethods established to all ow cooperative operation
of the entire system A nunber of possibilities present thenselves:
use of the Internet Engineering Task Force as a basis, use of

exi sting tel econmuni cation carrier organizations, or possibly a
consortiumof all service providers (and private network operators?).
Even if such an activity is initiated through federal action, it nmay
be hel pful, in the long run, if it eventually enbraces a nuch w der
conmuni ty.

Agreenents are needed on the technical foundations for network

noni tori ng and management, for internetwork accounting and exchange
paynments, for problemidentification, tracking, escalation and
resolution. A framework is needed for the support of users of the
aggregate NREN. This suggests cooperative agreenents anong network
i nformati on centers, user service and support organizations to begin
with. Eventually, the cost of such operations will have to be

i ncorporated into the general cost of service provision. The federa
role, even if it acts as catalyst in the initial stages, nmay
ultimately focus on the direct support of the users of the system
which it finds it appropriate to support and subsidize (e.g., the
research and educati onal users of the NREN).

A voucher system has been proposed, in the case of the NREN, which
woul d permit users to choose which NREN service provider(s) to
engage. The vouchers m ght be redeened by the service providers in
the sanme sort of way that food stanps are redeened by supernarkets.
Over tine, the cost of the vouchers could change so that an initia
hi gh subsidy fromthe federal governnent would dimnish until the
utility of the vouchers vani shed and deci sions woul d be nade to

pur chase tel econmmuni cati ons services on a pure cost/benefit basis.

| MPORTANCE OF COVMERCI AL | NTERESTS

The initial technical architecture should incorporate conmercia
service provi sion where possible so as to avoid the creation of a
systemwhich is solely reliant on the federal government for its
support and operation. It is anticipated that a hybrid systemwl|
devel op but, for exanple, it is possible that the gigabit backbone
conponents of the system m ght be strictly comercial fromthe start,
even if the | ower speed conponents of the NREN vary fromprivate, to
public to federally subsidized or owned and oper at ed.
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CONCLUSI ONS

Sec

Aut

The idea of creating a National Research and Educati on Network has
captured the attention and enthusi asm of an extraordinarily broad
collection of interested parties. | believe this is in part a
consequence of the renmarkabl e range of new services and facilities
whi ch coul d be provided once the network infrastructure is in place.
If the technology of the NREN is commercially viable, one can readily
i magi ne that an econoni c engi ne of considerabl e proportions night

result fromthe w despread accessibility of NREN-like facilities to
busi ness sector.

urity Considerations

Security issues are not discussed in this meno.
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