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1 Introduction

As increasinglypowerful computerdind their way into peoples homesthereis growing
interestin extendinginternetconnectivityto thosecomputers.Unfortunately this exten-
sion exposesomecomplexproblemsin link-level framing, addressassignmentrouting,
authenticatiorandperformance As of this writing thereis activework in all theseareas.
This memodescribesa methodthathasbeenusedto improve TCP/IP performanceover
low speed300to 19,200bps)seriallinks.

Thecompressioproposedereis similarin spiritto the Thinwire-II protocoldescribed
in[5]. However thisprotocolcompressesioreeffectively(theaverageompressetieader
is 3 bytescomparedo 13 in Thinwire-Il) andis both efficient and simpleto implement
(the Unix implementationis 250 lines of C and requires,on the average 90us (~170
instructions)yor a20MHz MC68020to compres®r decompresa packet).

This compressioris specificto TCP/IP datagrams. The authorinvestigatedcom-
pressindJDP/IP datagram$ut foundthattheyweretoo infrequentto beworth the bother
and eithertherewasinsufficient datagram-to-datagracoherencdor good compression
(e.g.,nameserverqueries)or the higherlevel protocolheaderoverwhelmedhe costof
the UDP/IP header(e.g., Sun's RPC/NFS).Separatelycompressinghe IP andthe TCP
portionsof the datagramwasalsoinvestigatedut rejectedsinceit increasedhe average
compressedheadersize by 50% and doubledthe compressiorand decompressiocode
size.

2 Theproblem

Internetservicesone might wish to accessover a serial IP link from homerangefrom
interactive“terminal” type connectionge.g., telnet, rlogin, xterm) to bulk datatransfer
(e.g.,ftp, smtp,nntp). Headercompressions motivatedby the needfor goodinteractive
response.l.e., theline efficiencyof a protocolis the ratio of the datato header+datan a
datagramlf efficientbulk datatransferis theonly objective,it is alwayspossibleto make
thedatagramarge enoughto approachanefficiencyof 100%.

Human-factorstudies]L5] havefoundthatinteractiveresponses perceivedas“bad”
whenlow-levelfeedbacKcharacteecho)takedongerthan100to 200ms. Protocolheaders
interactwith this thresholdthreeways:

(1) If thelineistooslow, it maybeimpossibleto fit boththeheaderanddatainto a200
mswindow: Onetypedcharacteresultsin a41 byte TCP/IPpacketbeingsentand
a 41 byte echobeingreceived. Theline speedmustbe at least4000bpsto handle
theseB2 bytesin 200ms.

!Thetie to TCPis deepethanmight be obvious. In additionto the compressioriknowing” the formatof
TCPandIP headerscertainfeatureof TCPhavebeenusedto simplify thecompressioprotocol. In particular
TCP'sreliabledelivery andthe byte-streantonversatioomodelhavebeenusedto eliminatethe needfor any
kind of errorcorrectiondialogin the protocol(seesec.4).
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(2) Evenwith aline fastenoughto handlepacketizedyping echo(4800bpsor above),
theremaybeanundesirablénteractionbetweerbulk dataandinteractivetraffic: For
reasonabldine efficiency the bulk datapacketsize needso be 10 to 20 timesthe
headesize.l.e.,theline maximum transmission unit or MTU shouldbe500to 1000
bytesfor 40 byte TCP/IPheaders Evenwith type-of-servicejueuingto give priority
to interactivetraffic, atelnetpackethasto wait for anyin-progres$ulk datapacket
to finish. Assumingdatatransferin only onedirection,thatwait averagesalf the
MTU or 500msfor a1024byteMTU at9600bps.

(3) Any communicationmediumhasa maximumsignalling rate, the Shannonlimit.
Basedon an AT&T studyR], the Shannonimit for a typical dialup phoneline is
around22,000bps. Sincea full duplex,9600bps modemalreadyrunsat 80% of
thelimit, modemmanufacturersirestartingto offer asymmetricallocationschemes
to increaseeffective bandwidth: Sincea line rarely hasequivalentamountsof data
flowing both directionssimultaneouslyit is possibleto give one end of the line
morethan11,000bpsby eithertime-divisionmultiplexing a half-duplexline (e.g.,
the Telebit Trailblazer) or offering a low-speed‘reversechannel’(e.g.,the USR
CourierHST).? In eithercase the modemdynamicallytries to guesswhich endof
the conversatiomeedshigh bandwidthby assumingone endof the conversatioris
ahuman(i.e.,demands limited to < 300bpsby typing speed).Thefactorof-forty
bandwidthmultiplication dueto protocolheaderswill fool this allocationheuristic
andcausethesemodemdo “thrash”.

Fromtheabove|t’' sclearthatonedesigngoalof thecompressioshouldbeto limit the
bandwidthdemandf typing andacktraffic to atmost300bps. A typical maximumtyping
speeds aroundfive characterpersecond which leavesa budget30— 5 = 25 characters
for header®r five bytesof headepercharactetyped? Five byteheadersolveproblems
(1) and(3) directlyand,indirectly, problem(2): A packetsizeof 100—20yteswill easily
amortizethe costof a five byte headerandoffer a user95-98%of the line bandwidthfor

2Seethe excellentdiscussionof two-wire dialup line capacityin [1], chap.11. In particulat thereis
widespreadnisunderstandingf the capabilitiesof ‘echo-cancelling'modems(suchasthoseconformingto
CCITT V.32): Echo-cancellatiowanoffer eachside of a two-wire line the full line bandwidth but, sincethe
far talker ssignaladdsto thelocal ‘noise’, not thefull line capacity. The22KbpsShannorimit is a hard-limit
on dataratethrougha two-wire telephoneconnection.

3See[13]. Typing burstsor multiple characterkeystrokessuchas cursorkeys can exceedthis average
rate by factorsof two to four. Howeverthe bandwidthdemandstaysapproximatelyconstansincethe TCP
NaglealgorithmB] aggregategaffic with a < 200msinterarrivaltime andthe improvedheadetto-dataratio
compensatefr theincreasedlata.

4A similar analysisleadsto essentiallythe sameheadersizelimit for bulk datatransferack packets. As-
sumingthatthe MTU hasbeenselectedor “unobtrusive”’backgroundile transferg(i.e.,chosersothe packet
time is 200—400ms — seesec.5), therecanbe at most5 datapacketsper secondin the “high bandwidth”
direction. A reasonabld CPimplementatiorwill ackatmosteveryotherdatapacketsoat5 bytesperackthe
reversechannebandwidthis 2.5 x 5 = 125 bytes/sec.
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Figurel: A topology that gives incomplete information at gateways

data. Theseshortpacketaneanlittle interferencebetweerinteractiveandbulk datatraffic
(seesec.5.2).

Anotherdesigngoalis thatthe compressiorprotocolbe basedsolely on information
guaranteetb beknownto bothendsof asingleseriallink. Considetthetopologyshownin
fig. 1 wherecommunicatindhostsA andB areon separatéocal areanets(the heavyblack
lines)andthenetsareconnectedby two seriallinks (theopenlinesbetweergateway<-D
andE—F)> One compressiorpossibility would be to converteachTCP/IP conversation
into a semanticallyequivalentconversationn a protocolwith smallerheaderse.g.,to an
X.25 call. But, becauseof routing transientsor multipathing, it’s entirely possiblethat
someof the A—B traffic will follow the A-C-D-B pathandsomeuwill follow the A-E-F-B
path. Similarly, it's possiblethat A — B traffic will flow A-C-D-B andB— A traffic will
flow B-F-E-A. Noneof thegatewayxancounton seeingall thepacketsn a particularTCP
conversatioranda compressiomlgorithmthatworksfor suchatopologycannotbetied to
the TCP connectiorsyntax.

A physicallink treatedastwo, independentimplexlinks (oneeachdirection)imposes
theminimumrequirement®ntopology routingandpipelining. Theendsof eachsimplex
link only haveto agreeon the mostrecentpacket(s)sentonthatlink. Thus,althoughany
compressiorschemdnvolvessharedstate this stateis spatiallyandtemporallylocal and
adherego DaveClark’s principle of fate sharing[4]: The two endscanonly disagreeon
the stateif thelink connectinghemis inoperablejn which casethe disagreemerdoesnt
matter

SNote that although the TCP endpoints are A and B, in this example compressiorn/decompression must be
done at the gateway serial links, i.e., between C and D and between E and F. Since A and B are using IP, they
cannot know that their communication path includes a low speed serial link. It is clearly a requirement that
compression not break the I[P model, i.e., that compression function between intermediate systems and not just
between end systems.
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Byte ol [[ Q[T Jel [TT[{ 1] [TTITTld [TTT1]
Protocol Header Type of
0 Version | Length Service Total Length
DM
4 Packet ID ElF Fragment Offset
8 Time to Live Protocol Header Checksum
12 Source Address
16 Destination Address
20 Source Port Destination Port
24 Sequence Number
28 Acknowledgment Number
Data ™
32 Offset 2ls 'é @ % £ Window
36 Checksum Urgent Pointer
.......................... s
: }
40 i DataBytel i DataByte2 Data Byte 3
: 4
4

Figure2: The header of a TCP/IP datagram

3 Thecompression algorithm

3.1 Thebascidea

Figure2 showsatypical (andminimumlength)TCP/IPdatagranheade Theheadesize
is 40 bytes: 20 bytesof IP and20 of TCP. Unfortunately sincethe TCP andIP protocols
werenot designedby a committee all theseheadeffields servesomeusefulpurposeand
it’ s not possibleto simply omit somein the nameof efficiency,

However TCP establishesonnectionsand,typically, tensor hundredf packetsare
exchangean eachconnection.How muchof the perpacketinformationis likely to stay
constanbverthelife of aconnectionHalf—theshadedieldsin fig. 3. So,if thesendeand
receiverkeeptrackof activeconnection$ andthereceivetkeepsa copyof theheadefrom
thelastpackeit sawfrom eachconnectionthe sendegetsafactorof-two compressiofy
sendingonly a small(< 8 bit) connectiondentifiertogethemith the 20 bytesthatchange
andletting thereceiveffill in the 20 fixed bytesfrom the savedheader

Onecanscavengea few morebytesby noting that any reasonabldink-level framing

5The TCPandIP protocolsandprotocolheadersiredescribedn [10] and[11].
"The 96-bittuple {src address, dst address, src port, dst port) uniquelyidentifiesa TCP connection.
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Byte ol [[J [l Jel [TT[{ 1] [TTTTTld I[TT[1]
Protocol Header Type of
0 Version [ Length Service Total Length
DM
4 Packet ID ElE Fragment Offset
8 Time to Live Protocol Header Checksum
12 Source Address
16 Destination Address
20 Source Port Destination Port
24 Sequence Number
28 Acknowledgment Number
Data |
32 Offset 2ls 'é @ % £ Window
36 Checksum Urgent Pointer
.......................... s S
: i
40 i DataBytel {  DataByte2 Data Byte 3
: i
i

Figure3: Fields that change during a TCP connection

protocolwill tell the receiverthe length of a receivedmessageso total length (bytes2
and 3) is redundant. But then the header checksum (bytes10 and 11), which protects
individual hopsfrom processinga corruptedIP headeris essentiallythe only part of the
IP headelbeingsent. It seemgathersilly to protectthe transmissiorof informationthat
isn't beingtransmitted.So, thereceivercanchecktheheaderchecksunwhentheheadeis
actuallysent(i.e.,in anuncompressedatagramput,for compressedatagramsegenerate
it locally atthe sametime therestof the IP headeis beingregenerated.

Thisleavedl 6bytesof heademformationto send.All of thesebytesarelikely tochange
overthelife of the conversatiorbuttheydo notall changeat thesametime. Forexample,
during an FTP datatransferonly the packet ID, sequence number and checksum change
in the sender- receiverdirectionand only the packet 1D, ack, checksum and, possibly
window, changen thereceiver— senderdirection. With a copy of thelastpacketsentfor
eachconnection the sendercanfigure out whatfields changein the currentpacketthen

8ThelP headechecksunis not anend-to-endthecksunin thesensef [14]: Thetime-to-liveupdateforces
the IP checksunto be recomputedat eachhop. The authorhashadunpleasanpersonakexperiencewith the
consequencesf violating the end-to-end argument in [14] andthis protocolis carefulto passthe end-to-end
TCPchecksumhroughunmodified.Seesec 4.
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senda bitmaskindicatingwhatchangedollowed by the changingfields?

If thesendeonly senddieldsthatdiffer, theaboveschemeyetstheaveragedeadessize
downto aroundtenbytes. However it’ sworthwhilelooking athow thefieldschange:The
packetlD typically comesfrom a counterthatis incrementedy onefor eachpacketsent.
l.e.,thedifferencebetweerthe currentandpreviouspacketiDs shouldbeasmall,positive
integer usually < 256 (onebyte) andfrequently=1. For packetsrom the sendersideof
adatatransferthe sequenceumberin the currentpacketwill bethe sequenc&umberin
the previouspacketplus the amountof datain the previouspacket(assuminghe packets
arearriving in order). SincelP packetscanbe at most64K, the sequenc&umberchange
mustbe < 26 (two bytes). So, if thedifferencesin thechangingfieldsaresentratherthan
thefieldsthemselvesanotherthreeor four bytesperpacketcanbe saved.

Thatgetsusto the five-byteheadettarget. Recognizinga coupleof specialcaseswill
getusthreebyte headerdor the two mostcommoncases—interactiveyping traffic and
bulk datatransfer—butthe basiccompressioschemas the differentialcodingdeveloped
above.Giventhatthisintellectualexercisesuggestst is possibleto getfive byte headers,
it seemgeasonabléo fleshout the missingdetailsandactuallyimplementsomething.

3.2 Theugly details
3.2.1 Overview

Figure 4 showsa block diagramof the compressiorsoftware. The networking system
calls a SLIP outputdriver with anIP packetto be sentover the serialline. The packet
goesthrougha compressomwhich checksif the protocolis TCP. Non-TCP packetsand
“uncompressibleTCP packetgdescribedelow) arejust markedasTyPE_IP andpassed
to aframer Compressiblel CP packetsarelookedup in an arrayof packetheaders.If
a matchingconnections found, the incoming packetis compressedhe (uncompressed)
packetheadeis copiedinto thearray anda packetof type COMPRESSED _ TCP is sentto the
framer If no matchis found,theoldestentryin thearrayis discardedthe packetheadeis
copiedinto thatslot, anda packetof type UNCOMPRESSED _ TCP is sentto theframer (An
UNCOMPRESSED _ TCP packeisidenticalto theoriginal IP packetexcepthelP protocolfield
is replacedwith a connection number—an index into the array of saved,perconnection
packetheaders.This is how the sender(re-)synchronizeghereceiverand“seeds”it with
thefirst, uncompressepgacketof a compressegacketsequence.)

The frameris responsibldor communicatinghe packetdata,type andboundary(so
the decompressocan learn how many bytes cameout of the compressor). Sincethe

9This is approximatelyThinwire-l from [5]. A slight modificationis to do a “delta encoding” where
the sendersubtractsthe previouspacketfrom the currentpacket(treatingeachpacketas an array of 16 bit
integers)thensendsa 20-bitmaskindicatingthenon-zeradifferencegollowedby thosedifferenceslf distinct
conversationareseparatedthisis a fairly effectivecompressiorschemee.g.,typically 12-16byte headers)
thatdoesnt involve the compressoknowingany detailsof the packetstructure.Variationson this themehave
beenused,successfullyfor anumberof years(e.g.,the Proteonrouter s seriallink protocolf3]).
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Simplex serial link
(1/2 of real, full
duplex link)

i SLIP Output i SLIP Input

framing framing
Tg(l:jk”eli Compressor and error and error Decompressor TCFZ”?
p H detection detection packe
saved packet headers saved packet headers
for n connections : for n connections

N

Figure4: Compression/decompression model

compressions a differentialcoding, the framermust not re-orderpackets(this is rarely
a concernover a single serial link). It mustalso provide good error detectionand, if
connectiomumbersarecompressednustprovideanerrorindicationto thedecompressor
(seesec.4).l0

The decompressodoesa ‘switch’ on the type of incoming packets: For TYPE_IP,
the packetis simply passedhrough. For UNCOMPRESSED _TCP, the connectionnumber
is extractedfrom the IP protocolfield andIPPROTO_TCP is restoredthenthe connection
numberis usedas an index into the receivefs array of savedTCP/IP headersand the
headerof theincomingpacketis copiedinto theindexedslot. For COMPRESSED_ TCP, the
connectiomumberis usedasan array indexto getthe TCP/IP headerof the last packet
from thatconnectiontheinfo in the compressegacketis usedto updatethatheaderthen
anewpackets constructedontainingthenow-currenhieadefrom thearrayconcatenated
with the datafrom the compressegacket.

Note thatthe communicatioris simplex—no informationflows in the decompresser
to-compressadirection. In particular thisimpliesthatthedecompressas relyingon TCP
retransmission® correctthe savedstatein the eventof line errors(seesec.4).

3.2.2 Compressed packet format

Figure5 showsthe formatof a compressed CP/IPpacket. Thereis a change mask that
identifieswhich of thefieldsexpectedo changeperpacketactuallychangeda connection
number sothereceivercanlocatethesavedcopyof thelastpacketor thisTCPconnection,

191 ink level framing is outside the scope of this document. Any framing that provides the facilities listed
in this paragraph should be adequate for the compression protocol. However, the author encourages potential
implementors to see [9] for aproposed, standard, SLIP framing.
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Byte 0 ClII|P|IS|A|W|U
1. connection number (C)
2
TCP checksum
3
4 urgent pointer (U)
T T T T T T e s e s m s m e m—mm—————————— 1
A window (W)
____________________________________ i
A ack (A) :

AIPID (I) 5
3sn<16 data :

Figure5: The header of a compressed TCP/IP datagram

the unmodifiedTCP checksunmso the end-to-enddataintegrity checkwill still be valid,
thenfor eachbit setin thechangemask theamountheassociateéield changed(Optional
fields, controlledby the mask,areenclosedn dashedinesin thefigure.) In all casesthe
bit is setif theassociatedield is presentandclearif thefield is absent

Sincethe delta’s in the sequencenumber etc., are usually small, particularly if the
tuningguidelinedn sectionb arefollowed, all thenumbersareencodedn avariablelength
schemehat,in practice handlesnosttraffic with eightbits: A changeof onethrough255
is representedh onebyte. Zerois improbable(a changeof zerois neversent)so a byte
of zerosignalsanextension:The nexttwo bytesarethe MSB andLSB, respectivelyof a
16 bit value. Numberslargerthan 16 bits force an uncompressegacketto be sent. For
exampledecimall5is encodedshexOf , 255asf f , 65534as00 f f f e, andzeroas00
00 00. Thisschemepacksanddecodedairly efficiently: The usualcasefor bothencode
anddecode=xecuteshreeinstructionson aMC680x0.

Thenumberssentfor TCP sequenc@umberandackarethe differencé? betweerthe
currentvalueandthe valuein the previouspacket(an uncompressegacketis sentif the
differenceis negativeor more than 64K). The numbersentfor the window is also the

" Thebit ‘P’ in thefigureis differentfrom the others:It is a copy of the “PUSH” bit from the TCP header
“PUSH?” is a curiousanachronisntonsideredndispensabldy certainmembersof the Internetcommunity
SincePUSHcan(anddoes)hangdan anydatagramaninformationpreservingcompressioschemanustpass
it explicitly.

2l differencesarecomputedisingtwo’s complemenarithmetic.
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differencebetweenthe currentandpreviousvalues. However eitherpositiveor negative
changesreallowedsincethewindowis a 16 bit field. The packets urgentpointeris sent
if URG is set(anuncompressegacketis sentif the urgentpointerchangesut URG is
notset). Forpacket ID, thenumbersentis thedifferencebetweerthe currentandprevious
values. However unlike therestof the compressedields, the assumedhangewhenl is
clearis one,not zero.

Therearetwo importantspecialcases:

(1) Thesequencaumberandackbothchangeby theamountof datain thelastpacket;
nowindow changeor URG.

(2) The sequenceaumberchangedyy the amountof datain the last packet,no ack or
window changeor URG.

(1) is the casefor echoedterminaltraffic. (2) is the senderside of non-echoederminal
traffic or a unidirectionaldatatransfer Certaincombinationsof the S, A, W andU bits
of the changeamaskareusedto signalthesespecialcases.'U’ (urgentdata)is raresotwo
unlikely combinationsireSW U (usedfor casel) andS A W U (usedfor case?). Toavoid
ambiguity anuncompressepacketis sentif the actualchangesn a packetareS* W U.

Sincethe‘active’ connectiorchangesarely (e.g.,auserwill typefor severaiminutes
in atelnetwindow beforechangingo adifferentwindow), the C bit allowstheconnection
numberto be elided. If C is clear the connectionis assumedo be the sameasfor the
lastcompressedr uncompressefdacket.If C is set,the connectiomumberis in the byte
immediatelyfollowing the changemask?®®

Fromthe above,it’ s probablyobviousthat compressederminaltraffic usuallylooks
like (in hex): 0B c ¢ d, wheretheOB indicatescase(1), ¢ c is thetwo byte TCPchecksum
andd is the charactettyped. Commandsgo vi or emacs, or packetsin the datatransfer
directionof an FTP ‘put’ or ‘get’ look like OF ¢ ¢ d ..., andacksfor thatFTP look like
04 ¢ ¢ a wherea is theamountof databeingacked*

3.2.3 Compressor processing

The compressois calledwith the IP packetto be processednd the compressiorstate
structurefor theoutgoingserialline. It returnsa packetreadyfor final framingandthelink
level ‘type’ of thatpacket.

BThe connectionnumberis limited to one byte, i.e., 256 simultaneouslyactive TCP connections.In al-
mosttwo yearsof operation,the authorhas neverseena casewhere more than sixteenconnectionstates
would be useful (evenin one casewherethe SLIP link was usedas a gatewaybehinda very busy 64-port
terminalmultiplexor). Thusthis doesnot seemto be a significantrestrictionand allows the protocolfield in
UNCOMPRESSED _ TCP packetso beusedor theconnectiomumber simplifying theprocessingf thosepackets.

141t s alsoobviousthatthe changemaskchangesnfrequentlyandcould oftenbe elided. In fact, onecando
slightly betterby savingthe lastcompressegacket(it canbe at most16 bytesso this isn’t much additional
state)andcheckingto seeif anyof it (exceptthe TCP checksumhaschanged.If not, senda packettypethat
means‘compressed CP, sameaslasttime” anda packetcontainingonly the checksumanddata. But, since
theimprovemenis at most25%,the addedcomplexityandstatedoesnt seemjustified. SeeappendixC.
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As the last sectionnoted, the compressorconvertsevery input packetinto either a
TYPE_IP, UNCOMPRESSED _TCP Or COMPRESSED _TCP packet. A TYPE_IP packetis anun-
modifiedcopy*® of theinputpacketandprocessingt doesnt changehecompressdsstate
in anyway.

An UNCOMPRESSED_ TCP packetis identicalto theinput packetexceptthe IP protocol
field (byte 9) is changedrom ‘6’ (protocol TCP) to a connection number. In addition,
the stateslot associatedvith the connectiornumberis updatedwith a copy of the input
packetsIP andTCP headersandthe connectiomumbetis recordedasthelast connection
sent onthis serialline (for the C compressiomescribedelow).

A COMPRESSED _TCP packetcontainsthe data, if any, from the original packetbut
the IP and TCP headersare completelyreplacedwith a new, compressedheader The
connectiorstateslotandlast connection sent areupdatedy theinput packetexactlyasfor
anUNCOMPRESSED _ TCP packet.

Thecompressds decisionproceduras:

¢ If thepacketis not protocol TCP, sendit asTYPE_IP.

¢ If thepackets anIP fragment(i.e., eitherthefragment offset field is non-zeroor the
more fragments bit is set),sendit asTYpe_1p.10

e If anyof the TCP control bits SYN, FIN or RST aresetor if the ACK bit is clear,
consideithe packetuncompressiblandsendit asTyrPe_1p.1’

If apacketmakest throughtheabovechecksjt will besentaseitherUNCOMPRESSED _TCP
Or COMPRESSED_ TCP:

¢ If noconnectiorstatecanbe foundthatmatcheghe packets sourceanddestination
IP addresseand TCP ports,somestateis reclaimed(which shouldprobablybethe
leastrecentlyused)andan UNCOMPRESSED _ TCP packetis sent.

Bt is not necessaryor desirable}o actuallyduplicatethe input packetfor any of the threeoutputtypes.
Notethatthecompressocannoincreaseahesizeof adatagram As thecodein appendixA shows theprotocol
canbeimplementedsoall heademodificationsaremade‘in place’.

®0Only the first fragmentcontainsthe TCP headerso the fragmentoffset checkis necessary The first
fragmentmight containa completeTCP headerand, thus, could be compressed.Howeverthe checkfor a
completeTCP headeraddsquite a lot of codeand,giventheargumentsn [6], it seemgeasonabléo sendall
IP fragmentsuncompressed.

" The ACK testis redundansinceastandaraonformingimplementatiomustsetACK in all packetsexcept
for theinitial SYN packet.However thetestcostsnothingandavoidsturninga boguspacketinto a valid one.

SYN packetsare not compressedbecauseonly half of them containa valid ACK field andthey usually
containa TCP option (the max. segmensize)which the following packetsdon’t. Thusthe nextpacketwould
be sentuncompressetlecaus¢he TCP headelengthchangedindsendingthe SYN aSUNCOMPRESSED _ TCP
insteadof TYPE_IP would buy nothing.

Thedecisionto notcompress$-IN packetds questionableDiscountingthetrick in appendixB.1, thereis a
freebit in the headetthatcould be usedto communicatehe FIN flag. However sinceconnectiongendto last
for manypacketsjt seemedinreasonabl& dedicatean entirebit to aflag thatwould only appeamoncein the
lifetime of theconnection.
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¢ If a connectionstateis found, the packetheaderit containsis checkedagainstthe
currentpacketto makesuretherewere no unexpectechanges.(E.g., thatall the
shadedieldsin fig. 3arethesame).ThelP protocol,fragmenbffset,morefragments,
SYN, FIN andRSTfieldswerecheckediboveandthesourceanddestinatioraddress
andportswerecheckedaspartof locatingthestate. Sotheremainingfieldsto check
are protocol version, header length, type of service, don't fragment, time-to-live,
data offset, IP options(if any)andTCP options(if any). If any of thesefieldsdiffer
betweerthetwo headersan UNCOMPRESSED_ TCP packetis sent.

If all the“unchangingfieldsmatch,anattemptis madeto compresshe currentpacket:

e If the URG flag is set,the urgent data field is encodednotethatit may be zero)
andthe U bit is setin the changemask. Unfortunately if URG is clear, the ur-
gentdatafield mustbe checkedagainstthe previouspacketand, if it changesan
UNCOMPRESSED_ TCP packetis sent. (‘Urgentdata’ shouldnt changevhenURG is
clearbut[11] doesnt requirethis.)

¢ Thedifferencebetweerthe currentandpreviouspackets window field is computed
and,if non-zerojs encodedandthe W bit is setin the changanask.

¢ Thedifferencebetweerackfieldsis computed If theresultis lessthanzeroor greater
than 21 — 1, an UNCOMPRESSED _ TCP packetis sent® Otherwise,if the resultis
non-zerojt is encodedandthe A bit is setin thechangemask.

¢ Thedifferencebetweersequence number fieldsis computed.f theresultis lessthan
zeroor greaterthan2'® — 1, anUNCOMPRESSED _ TCP packetis sent!® Otherwisejf
theresultis non-zerojt is encodedandthe S bit is setin the changemask.

OncetheU, W, A andS change$avebeendeterminedihe special-casencodingcanbe
checked:

e If U, SandW areset,thechangesnatchoneof the special-casencodings. Sendan
UNCOMPRESSED _TCP packet.

e If only Sis set,checkif thechangeequalgsheamountof userdatain thelastpacket.
l.e., subtractthe TCP andIP headellengthsfrom the last packets total length field
andcompargheresultto the S change.If they'rethe same setthe changemaskto
SAWU (thespecialcasefor “unidirectionaldatatransfef) anddiscardthe encoded
sequencaumberchanggthedecompressaranreconstrucit sinceit knowsthelast
packetstotal lengthandheadetength).

8The two testscan be combinedinto a single testof the mostsignificant16 bits of the differencebeing
non-zero.

YA negativesequencemumberchangeprobablyindicatesa retransmission.Sincethis may be due to the
decompressdravingdroppedapacketanuncompressegackeis senttore-syndhedecompressdqseesec 4).
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e If only SandA areset, checkif they both changedoy the sameamountand that
amountis the amountof userdatain the last packet. If so, setthe changemask

to SWU (the specialcasefor “echoedinteractive”traffic) and discardthe encoded
changes.

¢ If nothingchangedcheckif this packethasnouserdata(in which caset is probably
aduplicateackorwindow probe)orif thepreviougpacketcontainediserdata(which
meanghis packetis a retransmissiommn a connectiorwith no pipelining). In either
of thesecasessendan UNCOMPRESSED _ TCP packet.

Finally, the TCP/IPheadeon the outgoingpacketis replacedwith acompressetieader:

¢ Thechangen the packet ID is computedand,if notone?° thedifferences encoded
(notethatit maybe zeroor negative)yandthel bit is setin thechanganask.

¢ If the PUSH bit is setin the original datagramthe P bit is setin the changeamask.
¢ TheTCPandIP header®f thepacketarecopiedto the connectiorstatesiot.

¢ TheTCPandIP headerof the packetarediscardedanda new headelis prepended
consistingof (in reverseorder):

— theaccumulatedencodedthanges.

— theTCP checksum (if thenewheadeis beingconstructedin place”,thecheck-
summayhavebeenoverwrittenandwill haveto betakenfrom theheadercopy

in the connectionstateor savedin a temporarybeforethe original headeris
discarded).

— theconnection number (if differentthanthelastonesentonthisserialline). This
alsomeanghatthetheline’slast connection sent mustbesetto the connection
number andthe C bit setin thechangemask.

— thechangemask.

At this point, the compressed CP packetis passedo theframerfor transmission.

3.2.4 Decompressorprocessing

Becauseof the simplexcommunicatiormodel, processingat the decompressois much
simplerthanat the compressor all the decisionshavebeenmadeandthe decompressor
simply doeswhatthe compressohastold it to do.

D Note that the test here is against one, not zero. The packet ID is typically incremented by one for each
packet sent so a change of zero is very unlikely. A change of oneislikely: It occurs during any period when
the originating system has activity on only one connection.
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Thedecompressas calledwith theincomingpacket?! thelengthandtypeof thepacket
andthecompressiostatestructurefor theincomingserialline. A (possiblyre-constructed)
IP packetwill bereturned.

The decompressotanreceivefour typesof packet: the threegeneratedy the com-
pressoranda TYPE_ERROR pseudo-packegeneratedvhenthe receiveframerdetectsan
error?? Thefirst stepis a‘switch’ onthe packettype:

¢ If thepacketis TYPE_ERROR Or anunrecognizedype,a ‘toss’ flag is setin the state
to force COMPRESSED _ TCP packetdo bediscardediuntil onewith the C bit setor an
UNCOMPRESSED _ TCP packetarrives. Nothing (anull packet)is returned.

¢ If the packetis TYPE_IP, an unmodifiedcopy of it is returnedandthe stateis not
modified.

¢ If the packetis UNCOMPRESSED _TCP, the stateindex from the IP protocolfield is
checked? If it'sillegal, thetossflag is setandnothingis returned.Otherwise the
tossflagis clearedtheindexis copiedto the states last connection received field,
acopyof theinput packetis made?* the TCP protocolnumberis restoredo the IP
protocolfield, the packetheadeiis copiedto the indicatedstateslot, thenthe packet
copyis returned.

If the packetwasnothandledabove,t is cOMPRESSED _TcP andanewTCP/IPheadehas
to be synthesizedrom informationin the packetplusthe lastpackets headelin the state
slot. First, theexplicit or implicit connectiommumberis usedto locatethe stateslot:

e If the C bit is setin the changemask,the stateindexis checked.If it’ sillegal, the
tossflagis setandnothingis returned.OtherwiseJast connection received is setto
the packets stateindexandthetossflag s cleared.

¢ If the C bit is clearandthe tossflag is set, the packetis ignoredand nothingis
returned.

At this point, last connection received is the index of the appropriatestateslot andthe
first byte(s)of the compresseghacket(the changemaskand,possibly connectionindex)

21t sassumethatlink-level framinghasbeerremovedy this pointandthepacketandiengthdonot include
typeor framingbytes.

2No dataneedbe associatedvith a TYPE_ERROR packet. It exists so the receiveframer can tell the
decompressahattheremaybea gapin the datastream.The decompressansesthis asa signalthat packets
shouldbe tosseduntil onearriveswith anexplicit connectiomumber(C bit set). Seethe lastpartof sec.4.1
for adiscussiorof why thisis necessary

ZBgstateindicesfollow the C languageconventionandrunfrom 0to N — 1, where0 < N < 256 is the
numberof availablestateslots.

2 As with the compressgrthe codecanbe structuredso no copiesare doneandall modificationsaredone
in-place.However sincethe outputpacketcanbelargerthantheinput packet, 128 bytesof free spacenustbe
left atthefront of theinput packetbuffer to allow roomto prependhe TCP/IPheader
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havebeenconsumed. Sincethe TCP/IP headerin the stateslot mustend up reflecting
thenewly arrivedpacket,t’ ssimplestto apply the changedrom the packetto thatheader
thenconstructheoutputpacketirom thatheadeiconcatenatedith thedatafrom theinput
packet. (In the following description,'savedheadet is usedasan abbreviationfor ‘the
TCP/IPheadersavedn thestateslot’.)

e Thenexttwo bytesin theincomingpacketarethe TCP checksum Theyarecopied
to the savecheader

¢ If theP bit is setin the changemask,the TCP PUSHbit is setin the savedheader
Otherwisethe PUSHbit is cleared.

If thelow orderfour bits (S, A, W andU) of the changemaskareall set(the ‘unidi-

rectionaldata’ specialcase)the amountof userdatain thelastpacketis calculated
by subtractinghe TCP andIP headelengthsfrom the IP total lengthin the saved
header Thatamounts thenaddedo the TCP sequence&umberin the savedheader

e If S,W andU aresetandA is clear(the‘terminaltraffic’ specialcase)theamountof
userdatain thelastpackets calculatecandaddedo boththe TCP sequencaumber
andackfieldsin the savedheader

Otherwise,the changemaskbits are interpretedindividually in the orderthatthe
compressosetthem:

— If the U bit is set,the TCP URG bit is setin the savedheaderand the next
byte(s)of the incoming packetare decodedand stuffed into the TCP Urgent
Pointer If theU bit is clear the TCPURG bit is cleared.

— If the W bit is set, the next byte(s)of the incoming packetare decodedand
addedo the TCPwindow field of the savedheader

— If theA bit is set,thenextbyte(s)of theincomingpacketaredecodecdndadded
to the TCP ackfield of the savedcheader

— If theShbitis set,thenextbyte(s)of theincomingpacketaredecodecndadded
to the TCP sequencaumberfield of thesavedheader

e If thel bit is setin the changemask,the next byte(s)of the incoming packetare
decodedaindaddedo thelP ID field of the savedpacket.Otherwise pneis addedo
thelP ID.

At this point, all theheadelinformationfrom theincomingpackethasbeenconsumed
andonly dataremains.Thelengthof theremainingdatais addedo thelengthof thesaved
IP and TCP headersandtheresultis putinto the saved P total lengthfield. The saved P
headeis nowupto datesoits checksumis recalculateé@ndstoredn thelP checksunfield.
Finally, anoutputdatagrantonsistingof thesavecheaderconcatenatedith theremaining
incomingdatais constructedandreturned.
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4 Error handling

4.1 Error detection

In theauthot's experiencedialup connectionsreparticularlyproneto dataerrors. These
errorsinteractwith compressiorin two differentways:

Firstis thelocal effect of anerrorin acompresse@acket.All errordetectionis based
onredundancyetcompressiomassqueezedutalmostall theredundancyn theTCPand
IP headers.In otherwords, the decompressawill happily turn randomline noiseinto a
perfectlyvalid TCP/IPpacket?® Onecouldrely onthe TCPchecksunto detectcorrupted
compressepacketshut, unfortunatelysomeratherlikely errorswill notbedetected.For
examplethe TCPchecksunwill oftennotdetecttwo singlebit errorsseparatetby 16 bits.
ForaV.32modemsignallingat2400baudwith 4 bits/baud anyline hit lastinglongerthan
400ps.would corruptl6bits. Accordingto [2], residentiaphondine hitsof upto 2ms.are
likely.

The correctway to deal with this problemis to provide for error detectionat the
framinglevel. Sincetheframing (at leastin theory)canbetailoredto the characteristics
of a particularlink, the detectioncanbe aslight or heavy-weightasappropriateor that
link.?® Sincepacketerror detectionis doneatthe framinglevel, the decompressaimply
assumetshatit will getanindicationthatthecurrentpacketwasreceivedwith errors.(The
decompressaalwaysignores(discards)a packetwith errors. However the indicationis
neededo preventthe errorbeingpropagated— seebelow)

The “discarderroneougpackets”policy givesrise to the secondinteractionof errors
andcompressionConsidetthefollowing conversation:

original sent received | reconstructed
1. A 1. A 1. A 1. A

2. BC| A1, BC| A1, BC| 2. BC

4: DE | A2, DE — —

6: F A2, F A2, F 4: F

7: GH| A1, GH| A1, GH| 5 GH

(Eachentryabovehastheform “ starting sequence number:data sent” or “ Asequence num-
ber change,data sent”.) Thefirst thing sentis an uncompressefdacket.followed by four
compressegbackets. Thethird packetpicks up anerrorandis discarded.To reconstruct
the fourth packet,the receiverappliesthe sequenceaumberchangefrom incomingcom-
pressegacketothesequencaumberof thelastcorrectlyreceivedacket packetwo, and
generatesnincorrectsequenceumberfor packetfour. After theerror, all reconstructed

% modulo the TCP checksum.

BWhile appropriate error detectionislink dependent, the CCITT CRC usedin [9] strikes an excellent balance
between ease of computation and robust error detection for alarge variety of links, particularly at therelatively
small packet sizes needed for good interactive response. Thus, for the sake of interoperability, the framing in
[9] should be used unless thereis atruly compelling reason to do otherwise.
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packets'sequenceumberswill be in error, shifteddown by the amountof datain the
missingpacket?’

Without somesort of check,the precedingerrorwould resultin thereceiverinvisibly
losing two bytesfrom the middle of the transfer(sincethe decompressoregeneratese-
guencenumbersthe packetontainingF andGH arriveatthereceivers TCPwith exactly
thesequencaumbergheywould havehadif the DE packethadneverexisted).Although
someTCP conversationgansurvive missingdata?® it is not a practiceto be encouraged.
Fortunatelythe TCPchecksumsinceit is asimplesumof thepacketcontentincluding the
sequence numbers, detectsl00%of theseerrors. E.g.,thereceiveis computedchecksum
for thelasttwo packetsabovealwaysdiffersfrom the packetchecksunby two.

Unfortunatelythereis away for the TCP checksunprotectiondescribedaboveto fail
if the changesn anincomingcompressegacketare appliedto the wrong conversation:
Considetwo activeconversation€; andC, andapackefrom C; followedbytwo packets
from C,. Sincethe connectionnumberdoesnt change jt’s omittedfrom the secondC,
packet.But, if thefirst C, packetis receivedwith a CRCerror, the secondC, packetwill
mistakenlybeconsideredhenextpackein C;. SincetheC, checksunis arandommumber
with respectothe C; sequencaumbersthereis atleasta 2-16 probabilitythatthis packet
will beacceptedy the C; TCPreceiver® To preventthis, aftera CRC errorindication
from the framerthe receiverdiscardspacketsuntil it receiveseithera COMPRESSED _TCP
packetwith theC bit setoranUNCOMPRESSED_ TCP packet.l.e.,packetsarediscardedintil
thereceivergetsanexplicit connectiomumber

To summarizahissection therearetwo differenttypesof errors: perpacketorruption
andper-conversatiorioss-of-sync. The first type is detectecdat the decompressadirom a
link-level CRC error, the secondat the TCP receiverfrom a (guaranteed)nvalid TCP
checksum.Thecombinationof thesetwo independentechanismensureshaterroneous
packetsarediscarded.

4.2 Error recovery

The previoussectionnotedthat after a CRC error the decompressowill introduceTCP
checksunerrorsin everyuncompressepacket.Althoughthechecksunerrorspreventata
streamcorruption,the TCP conversatiorwon't beterribly usefuluntil the decompressor
againgeneratesalid packets.How canthis beforcedto happen?

The decompressogeneratesnvalid packetsbecausats state(the saved'last packet
headel) disagreesvith thecompressdsstate.An UNCOMPRESSED _TCP packewill correct
thedecompressds state. Thuserrorrecoveryamountgo forcinganuncompressepacket
out of thecompressowheneveithe decompressds (or might be) confused.

2 This is anexampleof a genericproblemwith differentialor deltaencodingsnownas“losing DC”.
B Many systemmanagerslaim thatholesin anNNTP streamaremorevaluablethanthedata.

2Wwith worst-casdraffic, this probability translateso oneundetectederror everythreehoursovera 9600
baudline with a30%errorrate).
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Retransmit O State corrected
negative or zero /
sequence number
change O Corrupted state [
uncompressed re-constructed
packet packets with tcp
checksum errors

decompress
(forward)

compress
(forward)

No acks 0
data
retransmitted

Checksum
errors 0 data
not acked

TCP
sender

TCP
receiver

decompress
(reverse)

compress
(reverse)

Figure6: Forward path error correction sequence

Thefirstthoughtis to takeadvantagef thefull duplexcommunicationink andhavethe
decompressa@endsomethingo thecompressorequestinggnuncompressepacket. This
is clearly undesirablesinceit constrainghe topology morethanthe minimum suggested
in sec.2 andrequiresthata greatdealof protocolbe addedto boththe decompressaand
compressor A little thoughtconvincesonethat this alternativeis not only undesirable,
it simply won't work: Compressegacketsaresmallandit’s likely thata line hit will so
completelyobliterateonethat the decompressaowill getnothingatall. Thuspacketsare
reconstructethcorrectly(becausef themissingcompressegacket)utonly theTCPend
points,notthedecompresspknowthatthe packetsareincorrect.

But the TCP endpointsknow aboutthe errorandTCPis areliable protocoldesigned
to run over unreliablemedia. This meanghe end pointsmusteventuallytake somesort
of error recoveryactionandtheres an obvioustrigger for the compressoto resyncthe
decompressorsenduncompressepdacketsvhenevefT CPis doingerrorrecovery

But how doesthe compressorecognizeT CP errorrecovery?Considerthe schematic
TCP datatransferof fig. 6. The confuseddecompressaois in the forward (datatransfer)
half of the TCP conversationThereceivingT CP discardgpacketgatherthanackingthem
(becausef the checksunerrors),the sendingTCP eventuallytimes out andretransmits
a packet,andthe forward pathcompressofinds thatthe differencebetweerthe sequence
numberin theretransmitteghacketandthesequencaumbetin thelastpacketseernis either
negative(if thereweremultiple packetsn transit)or zero(onepacketin transit). Thefirst
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decompress
(forward)

compress
(forward)

Already
received data
O (duplicate)

ack for next
expected seq.
number

Corrupted
acks [0 data
retransmitted

TCP
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decompress compress
(reverse) (reverse)

Corrupted state [ _
re-constructed Duplicate ack O

acks with tcp no ack, seq, win or
checksum errors urg change O

uncompressed
/ packet

State corrected

Figure7: Reverse path error correction sequence

cases detectedn the compressiorstepthatcomputesequenc@umberdifferences.The
secondcaseis detectedn the stepthat checksthe ‘specialcase’encodingshut needsan
additionaltest: It's fairly commonfor an interactiveconversatiorto senda datalessack
packetfollowed by a datapacket. The ack and datapacketwill havethe samesequence
numbergetthedatapackeis notaretransmissionTo preventsendinganunnecessarnyn-
compressegacketthelengthof thepreviouspacketshouldbecheckedand,if it contained
data,a zerosequenc@&umberchangamustindicatea retransmission.

A confusedlecompresson thereversgack)half of theconversationis aseasyto detect
(fig. 7): Thesendingl CPdiscardsicks(becauséheycontainchecksunerrors),eventually
timesout, thenretransmitssomepacket. The receivingTCP thusgetsa duplicatepacket
andmustgenerateanackfor the nextexpectedsequencaumberfll, p. 69]. This ackwill
be a duplicateof the last ack the receivergeneratedo the reverse-patttompressowill
find no ack,seqnumberwindow or urg change.If this happendor a packetthatcontains
no data,the compressonssumed is a duplicateack sentin responséo a retransmitand
sendsan UNCOMPRESSED_ TCP packet®

% The packet could be a zero-window probe rather than a retransmitted ack but window probes should be
infrequent and it does no harm to send them uncompressed.
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5 Configurable parametersand tuning

5.1 Compressionconfiguration

Therearetwo configurationparametersissociatedavith headercompression\Whetheror
notcompressegacketshouldbe senton aparticularline and,if so,how manystateslots
(savedpacketheadersjo reserve.Thereis alsoonelink-level configuratiorparameterthe
maximumpacketsizeor MTU, andonefront-endconfigurationparameterdatacompres-
sion,thatinteractwith headecompressionCompressioronfiguratioris discussedh this
section.MTU anddatacompressiomrediscussedn the nexttwo sections.

Thereare somehosts(e.g., low end PCs)which may not have enoughprocessoior
memaoryresourceso implementthis compressionTherearealsorarelink or application
characteristicshat makeheadercompressiorunnecessargr undesirable.And thereare
manyexistingSLIP links thatdo notcurrentlyusethis styleof headecompressionForthe
sakeof interoperability serialline IP driversthatallow headecompressiomshouldinclude
somesortof userconfigurablelag to disablecompressiorfseeappendixd.2).3!

If compressioris enabledthe compressomustbe sureto neversenda connectiond
(stateindex) thatwill bedroppedby thedecompressorE.g.,ablackholeis createdf the
decompressdrassixteenslotsandthe compressouseswenty.3? Also, if the compressor
is allowedtoo few slots,the LRU allocatorwill thrashand mostpacketswill be sentas
UNCOMPRESSED_ TCP. Too manyslotsandmemoryis wasted.

Experimentingwith differentsizesoverthe pastyear, the authorhasfoundthat eight
slotswill thrash(i.e., the performancealegradations noticeable) vhenmanywindowson
a multi-window workstationare simultaneouslyin useor the workstationis being used
as a gatewayfor threeor more other machines. Sixteenslots were neverobservedto
thrash.(This maysimply be becausa 9600bpsline split morethan16 waysis alreadyso
overloadedhattheadditionaldegradatiorirom round-robbiningslotsis negligible.)

Eachslotmustbelargeenougho holdamaximumlengthTCP/IPheadenf 128bytes™
S0 16 slotsoccupy2KB of memory In thesedaysof 4 Mbit RAM chips,2KB seemsso
little memorythatthe authorrecommendshefollowing configuratiorrules:

(1) If theframingprotocoldoesnotallow negotiationthecompressoanddecompressor
shouldprovidesixteenslots,zerothroughfifteen.

%1 The PPPprotocolin [9] allows the end points to negotiatecompressiorso thereis no interoperability
problem. However thereshouldstill be a provisionfor the systemmanagerat eachendto control whether
compressioris negotiatedon or off. And, obviously compressiorshoulddefaultto ‘off’ until it hasbeen
negotiatedon’.

% strictly speaking theres no reasonwhy the connectionid shouldbe treatedas an arrayindex. If the
decompressés stateswerekeptin a hashtable or otherassociativestructure the connectionid would be a
key, not anindex, and performancewith too few decompressaslotswould only degradeenormouslyrather
thanfailing altogether However an associativestructureis substantiallymore costly in codeand cputime
and,giventhe small perslot cost(128 bytesof memory),it seemgeasonabléo designfor slot arraysat the
decompressandsome(possiblyimplicit) communicatiorof thearraysize.

% The maximumheadeiength,fixed by the protocoldesign,is 64 bytesof IP and64 bytesof TCP
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(2) If theframing protocolallows negotiation,any mutually agreeableaumberof slots
from 1 to 256 shouldbenegotiable* If numberof slotsis not negotiatedor until it
is negotiatedpothsidesshouldassumesixteen.

(3) If youhavecompletecontrolof all themachinesat bothendsof everylink andnone
of themwill everbeusedto talk to machinesutsideof your control,you arefreeto
configurethemhoweveryou pleasejgnoringthe above. However whenyour little
eastern-blocklictatorshipcollapsegastheyall eventuallyseento), beawarethata
large,vocal,andnotparticularlyforgiving Internetcommunitywill takegreatdelight
in pointingoutto anyonewilling to listenthatyou havemisconfigured/our systems
andarenotinteroperable.

5.2 Choosing a maximum transmission unit

Fromthediscussiorin sec.2, it seemglesirablgo limit the maximumpacketsize(MTU)
on any line wheretheremight be interactivetraffic and multiple active connectiongto
maintaingood interactiveresponsebetweenthe differentconnectionscompetingfor the
line). Theobviousquestionis “how muchdoesthis hurtthroughput?”lt doesnt.

Figure 8 showshow userdatathroughpuf® scaleswith MTU with (solid line) and
without (dashedine) headercompressionThedottedlines showwhatMTU corresponds
to a200mspackettime at 2400,9600and19,200bps. Notethatwith headeicompression
evena 2400bpsline canberesponsive/et havereasonabl¢hroughpui(83%) 3

Figure 9 showshow line efficiency scaleswith increasingline speed,assuminghat
a 200ms.MTU is alwayschosen®’ The kneein the performancecurveis around2400
bps. Below this, efficiencyis sensitiveto small changesn speed(or MTU sincethe two
arelinearly related)and good efficiency comesat the expenseof goodresponse.Above
2400bpghecurveis flat andefficiencyis relativelyindependenof speecor MTU. In other
words,it is possibleto havebothgoodresponsandhigh line efficiency.

To illustrate,notethatfor a9600bpsline with headercompressionhereis essentially
no benefitin increasinghe MTU beyond200 bytes: If the MTU is increasedo 576, the
averagalelayincreasedy 188%while throughpuonly improveshy 3% (from 96 to 99%).

3 Allowing only one slot may make the compressor code more complex. Implementations should avoid
offering one dlot if possible and compressor implementations may disable compression if only one dlot is
negotiated.

5 The vertical axisis in percent of line speed. E.g., ‘95 means that 95% of the line bandwidth is going
to user data or, in other words, the user would see a data transfer rate of 9120 bps on a 9600 bps line. Four
bytes of link-level (framer) encapsulation in addition to the TCP/IP or compressed header were included when
calculating the relative throughput. The 200 ms packet times were computed assuming an asynchronous line
using 10 bits per character (8 data bits, 1 start, 1 stop, no parity).

% However, the 40 byte TCP M SS required for a2400 bps line might stress-test your TCP implementation.
3"For atypical async line, a200ms. MTU issimply .02x theline speed in bits per second.
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Figure 8: Effective Throughput vs. MTU

5.3 Interaction with data compression

Since the early 1980's, fast, effective, data compression algorithms such as Lempel-Ziv[7]
and programs that embody them, such as the compress program shipped with Berkeley
Unix, have become widely available. When using low speed or long haul lines, it has
become common practice to compress data before sending it. For dialup connections, this
compression is often done in the modems, independent of the communicating hosts. Some
interesting issues would seem to be: (1) Given a good data compressor, is there any need
for header compression? (2) Does header compression interact with data compression? (3)
Should data be compressed before or after header compression?3®

Toinvestigate (1), Lempel-Ziv compression was done on atrace of 446 TCP/IP packets
taken from the user’s side of a typical telnet conversation. Since the packets resulted
from typing, amost all contained only one data byte plus 40 bytes of header. |.e., the
test essentially measured L-Z compression of TCP/IP headers. The compression ratio (the

B The answers, for those who wish to skip the remainder of this section, are ‘yes’, ‘no’ and ‘either’,
respectively.
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Figure9: Small MTU line efficiency vs. line speed

ratio of uncompressetb compressediata)was2.6. In otherwords,the averageneader
was reducedfrom 40 to 16 bytes. While this is good compressionit is far from the 5
bytesof heademeededor goodinteractiveresponsandfar from the 3 bytesof headera
compressiomatio of 13.3)thatheadercompressioryieldedonthe samepackettrace.
Thesecondandthird questionsaremorecomplex. To investigatehem,severabpacket
tracesfrom FTPfile transferswereanalyzed® with andwithout headercompressiorand
with andwithout L-Z compression.The L-Z compressiomwastried at two placesin the
outgoingdatastreanfig. 10): (1) justbeforethedatawashandedo TCPfor encapsulation
(simulatingcompressiomoneat the ‘application’ level) and(2) after the datawasencap-
sulatedsimulatingcompressiomlonein themodem).Table1l summarizesheresultsfor a
78,776byte ASCII textfile (theUnix csh.1 manuakntry)® transferredisingtheguidelines
of theprevioussection(256byteMTU or 216byteMSS; 368 packetdotal). Compression

%The datavolume from userside of a telnetis too small to benefitfrom datacompressiorand can be
adverselyaffectedby the delaymostcompressioralgorithms(necessarilypdd. The statisticsandvolume of
thecomputersideof a telnetaresimilarto an (ASCIl) FTPsotheseresultsshouldapplyto either

“Thetenexperimentsiescribedvereeachdoneon ten ASCII files (four long e-mailmessageshreeUnix
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ratiosfor thefollowing tentestsareshown(readingleft to right andtop to bottom):

I E Data E { Data k i
Application TCP/IP Header : i Serial
PP Compressmn Encapsulation Compression Compressmn : Line

Figure10: Data compression alternatives

datafile (nocompressioror encapsulation)

data — L—Z compressor

data — TCP/IPencapsulation

data — L-Z — TCP/IP

data — TCP/IP — L-Z

data - L-Z — TCP/IP — L-Z

data — TCP/IP — Hdr. Compress.

data - L-Z — TCP/IP — Hdr. Compress.

data — TCP/IP — Hdr. Compress. —» L-Z

data - L-Z — TCP/IP — Hdr. Compress. — L-Z

No data L-Z L-Z L-Z
compess.| ondata | onwire | onboth

RawData 1.00 244, - -
+ TCPEncap. 0.83 2.03 1.97 1.58
w/Hdr Comp. 0.98 2.39 2.26 1.66

Tablel: ASCII TextFile CompressiomRatios

Thefirst columnof table1 saysthe dataexpandsdy 19% (‘compressesby .83) when
encapsulate¢h TCP/IP andby 2% whenencapsulateih headercompressed CP/IR%

C sourcefiles andthreeUnix manualentries). The resultswereremarkablysimilar for differentfiles andthe
generakonclusiongeachedelowapplyto all tenfiles.

“Thisis whatwould beexpectedrom therelativeheadesizes: 256/216for TCP/IPand219/216for header
compression.

Jacobson
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Thefirst row saysL—Z compressioris quite effectiveon this data,shrinkingit to lessthan
half its original size. Columnfour illustratesthe well-known fact thatit is a mistaketo
L-Z compresalreadycompressedata. The interestinginformationis in rows two and
threeof columnstwo andthree. Thesecolumnssaythatthe benefitof datacompression
overwhelmsthe costof encapsulationevenfor straight TCP/IR They alsosaythatit is
slightly betterto compresghe databeforeencapsulatingt ratherthancompressingtthe
framing/modenievel. Thedifferencesioweveraresmall— 3% and6%, respectivelyfor
the TCP/IPandheadercompresseéncapsulationé

Table2 showsthe sameexperimentor a 122,880byte binaryfile (the Sun-3ps exe-
cutable).Althoughtherawdatadoesnt compressearlyaswell, theresultsaarequalitatively
the sameasfor the ASCII data. The onesignificantchanges in row two: It is about3%
betterto compresshe datain the modemratherthanat the sourceif doing TCP/IPencap-
sulation(apparently Sunbinariesand TCP/IP headerdavesimilar statistics). However
with headecompressiorfrow three)theresultsveresimilarto theASCII data— it sabout
3% worseto compressitthe modemratherthanthe source®®

No data L-Z L-Z L-Z
compress. | ondata | onwire | on both
RawData 1.00 1.72 — —
+ TCPEncap. 0.83 1.43 1.48 1.21
w/Hdr Comp. 0.98 1.69 1.64 1.28

Table2: Binary File CompressiorRatios

“2The differencesare dueto the wildly differentbyte patternsof TCP/IP datagramsind ASCII text. Any
compressiorschemewith an underlying, Markov sourcemodel, suchas Lempel-Ziy will do worsewhen
radically differentsourcesareinterleaved.If the relativeproportionsof thetwo sourcesarechangedi.e., the
MTU is increasedthe performancelifferencebetweenthe two compressotocationsdecreases However
therateof decreasés very slow — increasinghe MTU by 400%(256to 1024)only changedhe difference
betweerthe dataandmodemL-Z choicesfrom 2.5%to 1.3%.

“Thereareothergoodreasongo compresst the source: Farfewer packetshaveto be encapsulatednd
far fewer charactersiaveto be sentto the modem.The authorsuspectshatthe ‘compressiatain the modem’
alternativeshouldbe avoidedexceptwhenfacedwith anintractable vendorproprietaryoperatingsystem.
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Average per-packet

Machine processing time (psec.)
Compress | Decompress
Sparcstation-1 24 18
Sun4/260 46 20
Sun3/60 90 90
Sun3/50 130 150
HP9000/370 42 33
HP9000/360 68 70
DEC 3100 27 25
Vax 780 430 300
Vax 750 800 500
CCl Tahoe 110 140

Table3: Compression code timings

6 Performance measurements

An implementatiorgoalof compressiormodewasto arrive at somethingsimpleenoughto
runatISDN speed$64Kbps)onatypical 1989workstation.64Kbpsis abyteevery122,s
s0120us was(arbitrarily) pickedasthe targetcompression/decompressitime 44

As partof thecompressiorodedevelopmentatrace-driverexercisemwasdeveloped.
This was initially usedto comparedifferentcompressiorprotocol choicesthen later to
testthe codeon differentcomputerarchitecturesinddo regressiortestsafterperformance
‘improvements’.A smallmodificationof thistestprogranresultedn ausefulmeasurement
tool.*> Table 3 showsthe result of timing the compressiorcodeon all the machines
availableto the author(timesweremeasuredisinga mixed telnet/ftptraffic trace). With
the exceptionof the Vax architectureswhich suffer from (a) havingbytesin the wrong
orderand(b) alousycompiler(Unix pcc),all machinesssentiallymetthe 120u s goal.

“The time choicewasnt completelyarbitrary: Decompressioiis often doneduring the inter-frame‘flag’
charactettime so, on systemswvherethe decompressiolis doneat the samepriority level asthe serialline
input interrupt, times much longer thana charactertime would resultin receiveroverruns. And, with the
currentaverageof five byte frames(on the wire, including both compressetheadermndframing),a compres-
sion/decompressiothat takesone byte time can useat most20% of the availabletime. This seemdike a
comfortablebudget.

45 Both the testprogramandtimer programareincludedin the ftp-able packagedescribedn appendixA as
files tester.c andtimer.c.
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A Sample Implementation

Thefollowing is a sampleémplementatiorof the protocoldescribedn this document.

Sincemanypeoplevhomighthavethedealwith thiscodearefamiliar with theBerkeley
Unix kernelandits codingstyle (affectionatelyknown askernel normal form), this code
wasdonein thatstyle. It usesthe Berkeley“subroutines”(actually macrosand/orinline
assembleexpansionsjor convertingto/from networkbyte orderandcopying/comparing
stringsof bytes. Theseroutinesare briefly describedn sec.A.5 for anyonenot familiar
with them.

This codehasbeenrun on all the machinedistedin the tableon page25. Thus,the
authorhopesthereareno byte orderor alignmentproblems(althoughthereareembedded
assumptionaboutalignmentthatarevalid for BerkeleyUnix butmaynotbetruefor other
IP implementations— seethe commentamentioningalignmentin sl _compress_tcp and
sl _decompress_tcp).

Therewassomeattempto makethiscodeefficient. Unfortunatelythatmayhavemade
portionsof it incomprehensibleThe authorapologizedor anyfrustrationthis engenders.
(In honesty my C style is known to be obscureand claims of “efficiency” aresimply a
convenienexcuse.)

This samplecodeanda completeBerkeleyUnix implementatioris availablein ma-
chinereadableform via anonymoudtp from Internethostftp.ee.lbl.gov(128.3.254.68),
file cdip.tar.Z. Thisis acompressedlnix tarfile. It mustbeftpedin binarymode.

All of the codein this appendixs coveredby thefollowing copyright:

~
*

Copyright (c) 1989 Regentsof the University of California.
All rights reserved.

Redistributionand use in source and binary forms are permitted

provided that the above copyright notice and this paragraph are

duplicatedin all such forms and that any documentation,

advertising materials, and other materials related to such

distribution and use acknowledgethat the softwae was developed

by the University of California, Berkeley The name of the

University may not be usedto endorseor promote products derived

from this softwae without specific prior written permission.

THIS SOFTWARE IS PROVIDED “AS 1S” AND WITHOUT ANY EXPRESSOR
IMPLIED WARRANTIES]NCLUDING, WITHOUT LIMITATION, THE IMPLIED
WARRANTIESOF MERCHANTIBILITYAND FITNESSFOR A PARTICULARPURPOSE.

¥R K K K K K K K K K K KK

*
~
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A.1 Definitions and State Data

#define MAX _STATES 16 /x mustbe >2 and <255 x/
#define MAX_HDR 128 /+ max TCP + IP hdr length (from protocol def) x/

/* packettypesx/

#define TYPE_IP 0x40

#define TYPE_UNCOMPRESSEDTCP 0x70

#define TYPE_COMPRESSEDTCP 0x80

#define TYPE_ERROR 0x00 /* this is not a type that ever appears
x on the wire. The receiveframer uses
x it to tell the decompessorthere was
* a packettransmissionerror. */

/* Bits in first octet of compessedpacket */

#define NEW_C 0x40  /x flag bits for what changedin a packetx/
#define NEW |  0x20

#define TCP_PUSH BIT 0x10

#define NEW_S 0x08
#define NEW_A 0x04
#define NEW_W 0x02
#define NEW_U 0x01

/* reserved,special-case values of above x/

#define SPECIAL | (NEW_S|NEW_W|NEW_U) /* echoedinteractive traffic */
#define SPECIAL D (NEW_S|NEW_A|NEW_W|NEW_U) /x unidirectional data =/
#define SPECIALS MASK (NEW_SINEW_A|NEW_W|NEW_U)

/+ "state” data for each active tcp conversationon the wire. This

* is basically a copy of the entire IP/TCP header from the last packettogether
+ with a small identifier the transmit & receiveends of the line use to locate

x savedheader =/

struct cstate {

struct cstatexcs next; /* next most recently used cstate (xmit only) x/
u_short cs hlen; /* size of hdr (receiveonly) x/
u_char cs id; /* connection# associatedwith this state x/
u_char cs filler;
union {

char hdr[MAX_HDR];

struct ip csu.ip; /* ip/tcp hdr from most recent packet */
} sles u;

b
#define cs ip slcs u.csuip
#define cs hdr slcs u.csu hdr

/= all the state data for one serial line (we needone of theseper line). x/
struct slcompress{

struct cstatexlast cs; /* most recently used tstate */

u_char last recv; /* last rcvd conn. id */

u_char last xmit; /* last sentconn. id */
Jacobson
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u_short flags;

struct cstatetstate[MAX_STATES]; /* Xmit connectionstates x/
struct cstaterstate[MAX_STATES]; /* receiveconnectionstates x/
h
/+ flag values %/
#define SLF_TOSS 1 /* tossing rcvd frames becauseof input err */
/*

x The following macmos are usedto encodeand decodenumbers. They
x all assumethat ‘cp’ points to a buffer where the next byte 60
x encoded(decoded)is to be stored (retrieved). Sincethe decode

x routinesdo arithmetic, they have to convert from and to network

x byte order.

/+* ENCODE encodesa numberthat is known to be non-zem. ENCODEZ
x checksfor zemw (zem has to be encodedin the long, 3 byte form). %/
#define ENCODE(n) { \

if ((u_short)(n) >= 256) { \

xCp++ = 0; \ 70
cp[l] = (n); \
cp[0] = (n) > 8; \
cp += 2; \
} else{ \
xcptt = (n); \

A

}
#define ENCODEZ(n) { \
if ((u_short)(n) >= 256 || (u_short)(n) == 0) { \

xCp++ = 0; \ 80
cp[1] = (n); \
cp[0] = (n) > 8; \
cp += 2; \
} else{ \
xcptt = (n); \
3\
}
/+ DECODEL takesthe (compessed)changeat byte cp and adds it to
x the current value of packetfield 'f’ (which mustbe a 4—byte 90

x (long) integer in network byte order). DECODESdoesthe same
x for a 2—byte (short) field. DECODEU takesthe changeat cp and stuffs
x it into the (short) field f. ’cp’ is updatedto point to the
* next field in the compessedheader x/
#define DECODEL(f) { \

if (xcp == 0) {\

(f) = htonl(ntohl(f) + ((cp[1] <« 8) | cp[2])); \

cp += 3; \
} else{ \

(f) = htonl(ntohl(f) + (u_long)xcp++); \ 100
P\
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#define DECODES(f) { \

if (xcp == 0) {\
(f) = htons(ntohs(f)+ ((cp[1l] < 8) | cp[2])); \
cp += 3; \
} else{ \
(f) = htons(ntohs(f)+ (u_long)xcp++); \
A
110
#define DECODEU(f) { \
if (xcp == 0) {\
(f) = htons((cp[1] < 8) | cp[2]); \
cp += 3; \
} else{ \
(f) = htons((_long)xcp++); \
A

}

A.2 Compression

This routinelooksdauntingbutisn’t really. Thecodesplitsinto four approximatelyequal
sizedsections: The first quartermanages circularly linked, least-recently-usetist of
“active” TCPconnections® Thesecondiguresoutthesequence/ack/window/fchanges
andbuildsthebulk of thecompressegacket. Thethird handleshespecial-casencodings.
ThelastquarterdoespackeiD andconnectioriD encodingandreplacesheoriginalpacket
heademith thecompressetieader

Theargumentgo thisroutineareapointerto apacketo becompressed pointerto the
compressiorstatedatafor the serialline, anda flag which enabler disablesconnection
id (C bit) compression.

Compressiotis done“in-place” so,if acompressegackets createdpoththestartad-
dressandlengthof theincomingpackettheoff andlen fieldsof m) will beupdatedo reflect
theremovalof theoriginal headeandits replacemenby thecompressetieader If eithera
compressedr uncompressepackeis createdthecompressiostateis updated.Thisrou-
tinesreturnsthe packettypefor thetransmitframer(TYPE_IP, TYPE_UNCOMPRESSED _TCP
Or TYPE_COMPRESSED _TCP).

Becausel6 and 32 bit arithmeticis doneon variousheaderfields, the incoming IP
packeimustbealignedappropriatelyfe.g.,onaSPARC, thelP headeis alignedon a32-bit
boundary).Substantiathangesvould haveto be madeto the codebelowif this werenot
true (andit would probablybe cheapetto byte copy the incoming headerto somewhere
correctlyalignedthanto makethosechanges).

Notethatthe outgoingpacketwill bealignedarbitrarily (e.g.,it couldeasilystartonan
odd-byteboundary).

“Thetwo mostcommonoperationsn theconnectiorist area‘find’ thatterminatesatthefirst entry(anew
packetfor the mostrecentlyusedconnectionandmoving the lastentry on the list to the headof thelist (the
first packetfrom anewconnection).A circularlist efficiently handleshesetwo operations.
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u_char

sl_compresstcp(m, comp, compresscid)
struct mbuf xm;
struct slcompresskcomp;
int compresscid;

register struct cstatexcs = comp->last cs—>cs next;
register struct ip xip = mtod(m, struct ip *);
register u_int hlen = ip—ip_hl;

register struct tcphdr xoth; /* last TCP header x/ 10
register struct tcphdr xth; /+ current TCP header x/

register u_int deltaS, deltaA; /* general purposetemporariesx/

register u_int changes= 0; /* changemask*/

u_char new seq[16]; /* changesfrom last to current x/

register u_char xCcp = new seq;

/= Bail if this is an IP fragmentor if the TCP packetisnt
x ‘compressible’ (i.e., ACK isn't set or someother control bit is
x set). (We assumethat the caller has already made sure the
x packetis IP proto TCP). x/ 20
if ((ip—ip_off & htons(0x3ff)) || m—=>m_len < 40)
return (TYPE_IP);

th = (struct tcphdr x)&((int *)ip)[hlen];
if ((th—>th flags & (TH_SYN|TH_FIN|TH_RST|TH_ACK)) != TH_ACK)
return (TYPE_IP);

/+ Packetis compessible—— we’re going to send either a

x+ COMPRESSEDTCP or UNCOMPRESSEDICP packet. Either way we need

x to locate (or create)the connectionstate. Special case the 30

* most recently used connectionsince it's most likely to be used

x again & we dont have to do any reodering if it's used. =/

if (ip—ip_src.saddr!= cs—>cs ip.ip_src.saddr ||
ip—>ip_dst.saddr != cs—=>cs ip.ip_dst.s addr ||
x(int x)th = ((int *x)&cs—>cs ip)[cs—=>cs ip.ip_hl]) {

Wasnt the first —— seach for it.

~
*

Statesare keptin a circularly linked list with

last_cs pointing to the end of the list. The 20
list is keptin Iru order by moving a state to the

head of the list wheneverit is refelenced. Since

the list is short and, empirically, the connection

we want is almost always near the front, we locate

statesvia linear seach. If we dont find a state

x for the datagram,the oldest state is (re—)used. x/

register struct cstatexIcs;

register struct cstate xlastcs= comp->last cs;

¥k K K K K K K

do { 50
Ics = cs; cs = cs—=>Cs next;
if (ip—ip_src.s addr == cs—>cs ip.ip_src.s addr
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&& ip—>ip_dst.s addr == cs—>cs ip.ip_dst.s addr
&& *(int *)th == ((int x)&cs—>cs ip)[cs—>cs ip.ip_hl])
goto found;
} while (cs != lastcs);

/* Didn't find it —— re—use oldest cstate. Sendan

uncompessedpacket that tells the other side what

connectionnumber we're using for this conversation. 60
Note that since the state list is circular, the oldest

state points to the newestand we only needto set

x last cs to updatethe Iru linkage. */

comp->last cs = Ics;

hlen += th—>th_off;

hlen «= 2;

goto uncompressed,;

*
*
*
*

found:
/* Found it —— moveto the front on the connectionlist. */ 70
if (lastcs== cs)
comp->last cs = Ics;
else {
Ics—>cs next = cs—>cs next;
cs—=>Cs next = lastcs>>cs next;
lastcs=>cs next = cs;

/* Make sure that only what we expectto change changed.The first 80
line of the ‘if’ checksthe IP protocol version, header length &
type of service. The 2nd line checksthe "Don’t fragment” bit.
The 3rd line checksthe time—to—live and protocol (the protocol
checkis unnecessanput costless). The 4th line checksthe TCP
header length. The 5th line checkslP options, if any. The 6th
line checksTCP options, if any. If any of thesethings are
different betweenthe previous & current datagram, we send the
* current datagram ‘uncompessed’. */
oth = (struct tcphdr *)&((int x)&cs—>cs ip)[hlen];

L R R UK R R

deltaS = hlen; 90
hlen += th—>th_off;
hlen «= 2;

if (((u_short %)ip)[0] != ((u_short *x)&cs—>cs ip)[0] ||
((u_short «)ip)[3] != ((u_short *)&cs—>cs ip)[3] ||
((u_short *)ip)[4] '= ((u_short *)&cs—>cs ip)[4] ||
th—th_off != oth—th_off ||
(deltaS> 5 && BCMP(ip + 1, &cs—>cs ip + 1, (deltaS— 5) <« 2)) ||
(th—>th off > 5 && BCMP(th + 1, oth + 1, (th—>th_off — 5) <« 2)))
goto uncompressed,; 100

/* Figure out which of the changing fields changed. The receiver

* expectschangesin the order: urgent, window ack, seq. x/
if (th—>th flags & TH_URG) {
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deltaS = ntohs(th—th_urp);
ENCODEZ(deltaS);
changes |= NEW_U;
} ese if (th->th urp != oth—>th_urp)
/+ argh! URG not set but urp changed—— a sensible
x implementationshould never do this but RFC793 doesnt 110
* prohibit the changeso we have to deal with it. x/
goto uncompressed;

if (deltaS = (u_short)(ntohs(th—>th win) — ntohs(oth—>th_win))) {
ENCODE(deltaS);
changes |= NEW_W;

if (deltaA = ntohl(th—th_ack) — ntohl(oth—>th_ack)) {
if (deltaA > Oxffff)
goto uncompressed; 120
ENCODE(deltaA);
changes |= NEW_A;
}
if (deltaS = ntohl(th—>th_seq) — ntohl(oth—>th seq)) {
if (deltaS > Oxffff)
goto uncompressed;
ENCODE(deltaS);
changes |= NEW_S;
}

/+ Look for the special-case encodings.x/
switch(changes) {

130

case O
/* Nothing changed.If this packetcontains data and the
x last one didnt, this is probably a data packetfollowing
x an ack (normal on an interactive connection)and we send
x it compessed. Otherwiseit’s probably a retransmit,
x retransmittedack or window probe. Sendit uncompessed
* in casethe other side missedthe compessedversion. */ 140
if (ip—=ip_len I= cs—=>cs ip.ip_len && ntohs(cs—=>cs ip.ip_len) == hlen)
break;

/+ (fall through) %/

case SPECIAL_I:
case SPECIAL_D:
/* actual changesmatch one of our special case encodings——
x send packetuncompessed. */
goto uncompressed; 150

case NEW_S|NEW_A:
if (deltaS == deltaA && deltaS == ntohs(cs—>cs_ip.ip_len) — hlen) {
/* special case for echoedterminal traffic x/
changes = SPECIAL _I;
Cp = new_seq;
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}
break;

case NEW_S: 160
if (deltaS== ntohs(cs>>cs ip.ip_len) — hlen) {
/* special case for data xfer x/
changes= SPECIAL D;
Cp = new seq;
}
break;
}
deltaS = ntohs(ip=ip_id) — ntohs(cs>cs ip.ip_id);
if (deltaS!= 1) {
ENCODEZ(deltaS); 170
changes|= NEW._I;

if (th—>th flags & TH_PUSH)
changes|= TCP_PUSH BIT;
/+ Grab the cksum before we overwrite it below. Then update our
x state with this packet’s header. x/
deltaA = ntohs(th=th_sum);
BCOPY(ip, &cs—>cs ip, hlen);

/+ We want to use the original packet as our compressed packet. 180
(cp — new_seq) is the number of bytes we need for compressed
sequence numbers. In addition we need one byte for the change
mask, one for the connection id and two for the tcp checksum.
S0, (cp — new_seq) + 4 bytes of header are needed. hlen is how
many bytes of the original packet to toss so subtract the two to
x get the new packet size. x/
deltaS= cp — new seq;
cp = (u_char x)ip;
if (compresscid == 0 || comp->last xmit != cs—cs id) {
comp->last xmit = cs—=>cs id; 190
hlen —= deltaS + 4;
cp += hlen;
xCcp++ = changes| NEW_C;
xCp++ = cs—>cs id;

* Ok K X ¥

} dse {
hlen —= deltaS+ 3;
cp += hlen;
xCp++ = changes;
}
m—=>m _len —= hlen; 200

m—>m_off += hlen;

xCp++ = deltaA > 8;

xCp++ = deltaA;

BCOPY(new seq, cp, deltaS);

return (TYPE_COMPRESSEDTCP);

/* Update connection state cs & send uncompressed packet (*uncompressed’
* means a regular ip/tcp packet but with the 'conversation id’” we hope
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x 10 use on future compessedpacketsin the protocol field). x/
uncompressed: 210
BCOPY (ip, &cs—=>cs ip, hlen);
ip—=ip_p = cs—>cs id;
comp—>last xmit = cs—>cs id;
return (TYPE_UNCOMPRESSED_TCP);

A.3 Decompression

This routine decompresses a received packet. It is called with a pointer to the packet,
the packet length and type, and a pointer to the compression state structure for the in-
coming serial line. It returns a pointer to the resulting packet or zero if there were errors
in the incoming packet. If the packet is COMPRESSED_TCP Or UNCOMPRESSED_ TCP, the
compression state will be updated.

The new packet will be constructed in-place. That means that there must be 128 bytes
of free space in front of bufp to allow room for the reconstructed I|P and TCP headers. The
reconstructed packet will be aligned on a 32-bit boundary.

u_char =
d_uncompress_tcp(bufp, len, type, comp)
u_char *bufp;
int len;
u_int type;
struct slcompress xcomp;

register u_char xcp;

register u_int hlen, changes;

register struct tcphdr xth; 10
register struct cstate xcs,

register struct ip xip;

switch (type) {

case TYPE_ERROR:
default:
goto bad;

case TYPE_IP: 20
return (bufp);

case TYPE_UNCOMPRESSED_TCP:
/+ Locate the savedstate for this connection. If the
x state index is legal, clear the 'discard’ flag. x/
ip = (struct ip *) bufp;
if (ip—=ip_p >= MAX_STATES)
goto bad;

cs = &comp—>rstatefcomp—>last_recv = ip—=>ip_pl; 30
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comp->flags &=" SLF _TOSS;

/+ Restoe the IP protocol field then save a copy of this packet
+x header (The checksumis zemed in the copy so we dont

x have to zem it eachtime we processa compessedpacket. x/
ip—=ip_p = IPPROTO_TCP;

hlen = ip—ip_hl;

hlen += ((struct tcphdr *)&((int =)ip)[hlen])—=>th_off;

hlen «= 2;

BCOPY(ip, &cs—>cs ip, hlen);

cs—>cs ip.ip_sum = 0; 40
cs—=>cs hlen = hlen;

return (bufp);

case TYPE COMPRESSEDTCP:

break;
}
/* We've got a compessedpacket. x/
cp = bufp;
changes= xcp++;
if (changes& NEW_C) { 50
/* Make sure the state index is in range, then grab the state.
+ If we have a good state index, clear the 'discard’ flag. */
if (xcp >= MAX_STATES)
goto bad;
comp->flags &=" SLF TOSS;
comp-=>last recv = xCp++;
} dse {
/* This packethas an implicit state index. If we've
x had a line error since the last time we got an 60
x explicit state index, we have to toss the packet. x/
if (comp—>flags & SLF TOSS)
return ((u_char %)0);
}

/+ Find the state then fill in the TCP checksumand PUSH bit. x/
cs = &comp—>rstate[comp=>last recv];
hlen = cs—=csip.ip_hl <« 2;
th = (struct tcphdr x)&((u_char x)&cs—>cs ip)[hlen];
th—>th_sum = htons(écp < 8) | cp[1]);
cp += 2; 70
if (changes& TCP_PUSH BIT)
th—>th_flags |= TH_PUSH;
else
th—>th flags &=" TH_PUSH,;

/* Fix up the states ack, seq, urg and win fields basedon the changemaskx/
switch (changes& SPECIALS MASK) {
case SPECIAL I
{
register u_int i = ntohs(cs>cs ip.ip_len) — cs—=>cs hlen; 80
th—>th_ack = htonl(ntohl(th->th_ack) + i);
th—th seq = htonl(ntohl(th—>th_seq) + i);
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}
break;

case SPECIAL D:
th—>th _seq = htonl(ntohl(th->th_seq) + ntohs(cs>>cs ip.ip_len) — cs—>cs hlen);
break;

default: 90
if (changes& NEW_U) {
th—th_flags |= TH_URG;
DECODEU(th=>th_urp)
} else
th—th flags &=" TH_URG;
if (changes& NEW_W)
DECODES(th=th_win)
if (changes& NEW_A)
DECODEL (th—>th_ack)
if (changes& NEW_S) 100
DECODEL (th=>th_seq)
break;

/* Updatethe IP ID */
if (changes& NEW._I)
DECODES(cs>>cs ip.ip_id)
else
cs—=>cs ip.ip_id = htons(ntohs(cs>cs ip.ip_id) + 1);

/* At this point, cp points to the first byte of data in the 110
packet. If we’re not aligned on a 4—byte boundary copy the

data down so the IP & TCP headerswill be aligned. Then back up

cp by the TCP/IP headerlength to makeroom for the reconstructed

header (we assumethe packetwe were handedhas enough spaceto

prepend128 bytes of header). Adjustthe lenth to accountfor

the new header & fill in the IP total length.

* K K K K K

*/

len —= (cp — bufp);

if (len < 0)
/* we must have dropped some characters(crc should detect 120
x this but the old slip framing wont) =/
goto bad;

if ((int)cp & 3) {
if (len > 0)
OVBCOPY(cp, (int)cp & 3, len);
cp = (u_char *)((int)cp & 3);

cp —= cs—>cs hlen;
len += cs—>cs hlen; 130

cs—>cs ip.ip_len = htons(len);
BCOPY(&cs—>cs ip, cp, cs=>cs hlen);

/* recomputethe ip headerchecksums/
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{
register u_short xbp = (u_short x)cp;
for (changes= 0; hlen > 0; hlen —= 2)
changes+= xbp++;
changes= (changes& O0xffff) + (changes>> 16);
changes= (changes& O0xffff) + (changes>> 16); 140
((struct ip *)cp)=>ip_sum = ~ changes;
}
return (cp);
bad:
comp->flags |= SLF TOSS;
return ((u_char %)0);
}

A.4 Initialization

This routineinitializes the statestructurefor boththetransmitandreceivehalvesof some
serialline. It mustbecalledeachtimetheline is broughtup.
void
sl_compressinit(comp)
struct slcompressxcomp;

{
register u_int i;
register struct cstate «tstate= comp->tstate;
bzero(€har x)comp, sizeof(xcomp));
for (i = MAX_STATES — 1;i > 0; ——i) {
tstate[i].csid = i; 10
tstate[il.csnext = &tstate[i — 1];
}
tstate[0].csnext = &tstate[MAX_STATES — 1];
tstate[0].csid = O;
comp-=>last cs = &tstate[O];
comp->last recv = 255;
comp->last xmit = 255;
}

A.5 Berkeley Unix dependencies

Note: Thefollowing is of interestonly if you aretrying to bring the samplecodeup ona
systenthatis notderivedfrom 4BSD (BerkeleyUnix).

The codeusesthe normal BerkeleyUnix headerfiles (from /usr/include/netinetjor
definitionsof the structureof IP and TCP headers.The structuretagstendto follow the
protocolRFCsclosely andshouldbe obviousevenif you do not haveaccesgo a 4BSD
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system?’

ThemacroBCOPY(src, dst, amt) is invokedto copyamt bytesfrom srcto dst. In BSD,
it translatesnto a call to bcopy. If you havethe misfortuneto be runningSystem-VUnix,
it canbetranslatednto a call to memcpy. The macroOVBCOPY(src, dst, amt) is usedto
copywhensrc anddst overlap(i.e., whendoing the 4-bytealignmentcopy). In the BSD
kernel,it translatesnto a call to ovbcopy. SinceAT&T botchedhe definition of memcpy,
this shouldprobablytranslateinto a copyloop underSystem-V

The macroBCMP(src, dst, amt) is invokedto compareamt bytesof src and dst for
equality In BSD, it translatesnto a call to bcmp. In System-Vit canbe translatednto a
call to memcmp or you canwrite a routineto do the compare. Theroutine shouldreturn
zeroif all bytesof src anddst areequalandnon-zerootherwise.

Theroutinentohl(dat) converts(4 byte)long dat from networkbyte orderto hostbyte
order Onareasonableputhis canbetheno-opmacro:

#definentohl(dat)(dat)

OnaVaxor IBM PC (or anythingwith Intel byte order),you will haveto definea macro
or routineto rearrangeoytes.

Theroutinentohs(dat) is like ntohl but converts(2 byte) shortsinsteadof longs. The
routineshtonl(dat) andhtons(dat) do theinversetransform(hostto networkbyteorder)for
longsandshorts.

A struct mbuf is usedin the call to d_compress_tcp becausehat routine needsto
modify boththe startaddressindlengthif theincomingpacketis compressedin BSD, an
mbufisthekernel'sbuffermanagemersgtructure.If othersystemsthefollowing definition
shouldbe sufficient:

struct mbuf {
u_char «m_off, /« pointer to start of data */
int m_len; /«+ length of data */

1

#define mtod(m, t) ((t)(m—>m_off))

47In theeventtheyarenot obvious theheadefiles (andall the Berkeleynetworkingcode)canbeanonymous
ftp’d from hostucbarpa.berkelegdu files pub/4.3/tcp.taandpub/4.3/inet.tar
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B Compatibility with past mistakes

Whencombinedwith themodernPPPserialline protocolP], theuseof headecompression
is automaticandinvisible to the user Unfortunately manysiteshaveexistingusersof the
SLIP describedin [12] which doesnt allow for different protocol typesto distinguish
headercompresse@acketdrom IP packetsor for versionnumbersor anoptionexchange
thatcould be usedto automaticallynegotiateheadeicompression.

The authorhasusedthe following tricks to allow headercompresse®&LIP to interop-
eratewith theexistingserversaandclients. Note thatthesearehacks for compatibility with
pastmistakesandshouldbe offensiveto anyright thinking person.Theyareofferedsolely
to easethe painof runningSLIP while userswait patientlyfor vendorsto releasePPP

B.1 Livingwithout aframing ‘type byte

The bizarrepackettype numbersin sec.A.1 were choserto allow a ‘packettype’ to be
senton lineswhereit is undesirableor impossibleto addan explicit type byte. Note that
thefirst byte of an P packetalwayscontains'4” (theIP protocolversion)in thetop four
bits. And thatthe mostsignificantbit of thefirst byte of thecompresseteadeis ignored.
Usingthe packettypesin sec.A.1, thetype canbe encodedn the mostsignificantbits of
theoutgoingpacketusingthecode

p—>dat[0] |= sl_compresstcp(p, comp);
anddecodedn thereceivesideby

if (p—>dat[0] & 0x80)
type = TYPE_COMPRESSEDTCP;
else if (p—dat[0] >= 0x70) {
type = TYPE_UNCOMPRESSEDTCP;
p—>dat[0] &=" 0x30;
} dse
type = TYPE_IP;
status = sl_uncompresstcp(p, type, comp);

B.2 Backwardscompatible SLIP servers

The SLIP describedn [12] doesnt includeany mechanisnthatcouldbe usedto automat-
ically negotiateheadercompression.lt would be nice to allow usersof this SLIP to use
headercompressiorbut, whenusersof the two SLIP varientssharea commonserver it
would be annoyingand difficult to manually configureboth endsof eachconnectionto
enablecompressionThefollowing procedureeanbe usedto avoid manualconfiguration.
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Sincethereare two typesof dial-in clients (thosethat implementcompressiorand
thosethatdon't) butoneserverfor bothtypes,it’ sclearthattheservemwill bereconfiguring
for eachnew client sessionbut clients changeconfigurationseldomif ever If manual
configuratiorhasto bedone,it shouldbedoneonthesidethatchangesnfrequently— the
client. This suggestshatthe servershouldsomehowearnfrom the client whetherto use
headercompression Assumingsymmetry(i.e., if compressions usedat all it shouldbe
usedbothdirections}heservercanusethereceiptof acompressegacketfrom someclient
to indicatethatit cansendcompressegacketdo thatclient. Thisleadsto the following
algorithm:

Therearetwo bits perline to controlheadecompressionallowed andon. If onis set,
compressegacketsaresent,otherwisenot. If allowed is set,compressegacketscanbe
receivedand,if an UNCOMPRESSED _ TCP packetarriveswhenon is clear, on will be set#8
If acompressegacketarriveswhenallowed is clear it will beignored.

Clientsareconfiguredwith bothbitsset(allowed is alwayssetif onis set)andtheserver
startseachsessionwith allowed setandon clear The first compressegacketfrom the
client (which mustbe a UNCOMPRESSED _ TCP packet)turnson compressiorior the server

C Moreaggressive compression

As notedin sec.3.2.2,easilydetectecpatternsexistin the streamof compressetieaders,
indicatingthatmorecompressiortould be done. Would this be worthwhile?

Theaveragecompressedatagranhasonly sevenbits of header® Theframingmust
beatleastonebit (to encodethe‘type’) andwill probablybe morelike two to threebytes.
In mostinterestingcasesherewill be at leastone byte of data. Finally, the end-to-end
check—theT CP checksum—musgbe passedhroughunmodified®

The framing, dataand checksumwill remainevenif the headeris completelycom-
pressedutsothe changean averagepacketsizeis, at best,four bytesdownto threebytes
andonebit — roughly a 25%improvementn delay®® While this may seemsignificant,
on a2400bpsline it meanghattyping echoresponseakes25 ratherthan29 ms. At the
presenstageof humanevolution,this differences notdetectable.

“since[12] framingdoesnt includeerrordetectionpneshouldbecarefulnotto ‘falsetrigger compression
ontheserver TheUNCOMPRESSED _ TCP packetshouldcheckedor consistencye.g.,IP checksuntorrectness)
beforecompressioiis enabled Arrival of COMPRESSED _ TCP packetshouldnotbeusedo enablecompression.

“Testsrunwith severamillion packetdrom amixedtraffic load(i.e., statisticskepton a year straffic from
my hometo work) showthat80% of packetaiseoneof thetwo specialkencodingsnd,thus,theonly headeis
thechangemask.

%1f someondriesto sell you a schemehatcompressethe TCP checksuntJustsayno”. Somepoorfool
hasyet to havethe sadexperiencehatrevealsthe end-to-end argument is gospeltruth. Worse, sincethefool
is subvertingyour end-to-encerror check,you may pay the price for this educatiorandtheywill be nonethe
wiser. Whatdoesit profita manto gaintwo bytetimesof delayandlosepeaceof mind?

I Note againthat we mustbe concernedaboutinteractivedelay to be making this argument: Bulk data
transfemperformancewill be dominatedoy thetime to sendthe dataandthe differencebetweerthreeandfour
byteheaderon a datagrantontainingtensor hundredf databytesis, practically no difference.
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However the authorsheepishlyadmitsto pervertingthis compressiorschemefor a
very specialcasedata-acquisitiorproblem: We had an instrumentand control package
floating at 200KV, communicatingwith groundlevel via a telemetrysystem. For many
reasongmultiplexedcommunicationpipelining,errorrecovery availability of well tested
implementationsetc.), it was conveniento talk to the packageusing TCP/IP However
sincethe primary use of the telemetrylink was dataacquisition,it was designedwith
an uplink channelcapacity < 0.5% the downlink’s. To meetapplicationdelay budgets,
datapacketswere 100 bytesand, sinceTCP ackseveryotherpacket,the relative uplink
bandwidthfor acksis «/200 where« is the total size of ack packets.Using the scheme
in this paper the smallestackis four byteswhich would imply an uplink bandwidth2%
of the downlink. This wasnt possibleso we usedthe schemedescribedn footnote14:
If the first bit of the frame was one, it meant“same compressedeaderas last time”.
Otherwisethe nexttwo bits gaveoneof thetypesdescribedn sec.3.2. Sincethelink had
excellentforward error correctionandtraffic madeonly a single hop, the TCP checksum
wascompressedut (blush!) of the “sameheadet packettypes? sothetotal headersize
for thesepacketavasonebit. Overseveraimonthsof operationmorethan99%of the 40
byte TCP/IPheadersverecompressedownto onebit.>

D Security Considerations

Securityconsiderationsirenot addresseeh thismemo.
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52Thechecksunwasre-generateih thedecompressand,of coursethe“toss” logic wasmadeconsiderably
moreaggressiveo preventerror propagation.

SWehaveheardthesuggestionhat“real-time” needsequireabandoning CP/IPin favorof a“light-weight”
protocolwith smallerheaders.It is difficult to envisiona protocolthataveragedessthanoneheaderbit per
packet.
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