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1 Introduction

As increasinglypowerfulcomputersfind their way into people’s homes,thereis growing
interestin extendingInternetconnectivityto thosecomputers.Unfortunately, this exten-
sionexposessomecomplexproblemsin link-level framing,addressassignment,routing,
authenticationandperformance.As of this writing thereis activework in all theseareas.
This memodescribesa methodthathasbeenusedto improveTCP/IPperformanceover
low speed(300to 19,200bps)seriallinks.

Thecompressionproposedhereis similar in spirit to theThinwire-II protocoldescribed
in [5]. However, thisprotocolcompressesmoreeffectively(theaveragecompressedheader
is 3 bytescomparedto 13 in Thinwire-II) andis both efficient andsimpleto implement
(the Unix implementationis 250 lines of C and requires,on the average,90� s ( � 170
instructions)for a20MHz MC68020to compressor decompressa packet).

This compressionis specific to TCP/IP datagrams.1 The authorinvestigatedcom-
pressingUDP/IPdatagramsbut foundthattheyweretoo infrequentto beworth thebother
andeithertherewas insufficient datagram-to-datagramcoherencefor goodcompression
(e.g.,nameserverqueries)or thehigherlevel protocolheadersoverwhelmedthecostof
the UDP/IP header(e.g.,Sun’s RPC/NFS).Separatelycompressingthe IP andthe TCP
portionsof thedatagramwasalsoinvestigatedbut rejectedsinceit increasedtheaverage
compressedheadersizeby 50% and doubledthe compressionand decompressioncode
size.

2 The problem

Internetservicesonemight wish to accessover a serial IP link from homerangefrom
interactive“terminal” type connections(e.g., telnet, rlogin, xterm) to bulk datatransfer
(e.g.,ftp, smtp,nntp). Headercompressionis motivatedby theneedfor goodinteractive
response.I.e., the line efficiencyof a protocolis the ratio of thedatato header+datain a
datagram.If efficientbulk datatransferis theonly objective,it is alwayspossibleto make
thedatagramlargeenoughto approachanefficiencyof 100%.

Human-factorsstudies[15] havefoundthat interactiveresponseis perceivedas“bad”
whenlow-levelfeedback(characterecho)takeslongerthan100to200ms. Protocolheaders
interactwith this thresholdthreeways:

(1) If theline is tooslow, it maybeimpossibleto fit boththeheadersanddatainto a200
mswindow: Onetypedcharacterresultsin a 41 byteTCP/IPpacketbeingsentand
a 41 byteechobeingreceived.The line speedmustbeat least4000bpsto handle
these82 bytesin 200ms.

1 Thetie to TCPis deeperthanmight beobvious. In additionto thecompression“knowing” theformatof
TCPandIPheaders,certainfeaturesof TCPhavebeenusedtosimplify thecompressionprotocol. In particular,
TCP’s reliabledeliveryandthebyte-streamconversationmodelhavebeenusedto eliminatetheneedfor any
kind of errorcorrectiondialogin theprotocol(seesec.4).
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(2) Evenwith a line fastenoughto handlepacketizedtyping echo(4800bpsor above),
theremaybeanundesirableinteractionbetweenbulk dataandinteractivetraffic: For
reasonableline efficiency the bulk datapacketsizeneedsto be 10 to 20 timesthe
headersize. I.e., theline maximum transmission unit or MTU shouldbe500to 1000
bytesfor 40byteTCP/IPheaders.Evenwith type-of-servicequeuingto givepriority
to interactivetraffic, a telnetpackethasto wait for anyin-progressbulk datapacket
to finish. Assumingdatatransferin only onedirection,thatwait averageshalf the
MTU or 500msfor a1024byteMTU at9600bps.

(3) Any communicationmediumhasa maximumsignalling rate, the Shannonlimit.
Basedon an AT&T study[2], the Shannonlimit for a typical dialup phoneline is
around22,000bps. Sincea full duplex,9600bpsmodemalreadyrunsat 80% of
thelimit, modemmanufacturersarestartingto offer asymmetricallocationschemes
to increaseeffectivebandwidth:Sincea line rarelyhasequivalentamountsof data
flowing both directionssimultaneously, it is possibleto give one end of the line
morethan11,000bpsby eithertime-divisionmultiplexinga half-duplexline (e.g.,
the Telebit Trailblazer)or offering a low-speed“reversechannel” (e.g., the USR
CourierHST).2 In eithercase,themodemdynamicallytries to guesswhich endof
theconversationneedshigh bandwidthby assumingoneendof theconversationis
a human(i.e.,demandis limited to � 300bpsby typing speed).Thefactor-of-forty
bandwidthmultiplicationdueto protocolheaderswill fool this allocationheuristic
andcausethesemodemsto “thrash”.

Fromtheabove,it’ sclearthatonedesigngoalof thecompressionshouldbeto limit the
bandwidthdemandof typingandacktraffic to atmost300bps.A typicalmaximumtyping
speedis aroundfive characterspersecond3 which leavesabudget30 � 5 � 25 characters
for headersor five bytesof headerpercharactertyped.4 Fivebyteheaderssolveproblems
(1) and(3) directlyand,indirectly, problem(2): A packetsizeof 100–200byteswill easily
amortizethecostof a five byteheaderandoffer a user95–98%of the line bandwidthfor

2 Seethe excellentdiscussionof two-wire dialup line capacityin [1], chap.11. In particular, there is
widespreadmisunderstandingof the capabilitiesof ‘echo-cancelling’modems(suchasthoseconformingto
CCITT V.32): Echo-cancellationcanoffer eachsideof a two-wire line the full line bandwidth but, sincethe
far talker’ssignaladdsto thelocal ‘noise’, not thefull line capacity. The22KbpsShannonlimit is ahard-limit
ondataratethrougha two-wire telephoneconnection.

3 See[13]. Typing burstsor multiple characterkeystrokessuchascursorkeys canexceedthis average
rateby factorsof two to four. Howeverthe bandwidthdemandstaysapproximatelyconstantsincethe TCP
Naglealgorithm[8] aggregatestraffic with a � 200msinterarrivaltime andthe improvedheader-to-dataratio
compensatesfor theincreaseddata.

4 A similar analysisleadsto essentiallythesameheadersizelimit for bulk datatransferackpackets.As-
sumingthattheMTU hasbeenselectedfor “unobtrusive”backgroundfile transfers(i.e.,chosensothepacket
time is 200–400ms — seesec.5), therecanbe at most5 datapacketsper secondin the “high bandwidth”
direction.A reasonableTCPimplementationwill ackatmosteveryotherdatapacketsoat5 bytesperackthe
reversechannelbandwidthis 2 � 5 � 5 � 12� 5 bytes/sec.
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Figure1: A topology that gives incomplete information at gateways

data.Theseshortpacketsmeanlittle interferencebetweeninteractiveandbulk datatraffic
(seesec.5.2).

Anotherdesigngoal is that thecompressionprotocolbebasedsolely on information
guaranteedto beknownto bothendsof asingleseriallink. Considerthetopologyshownin
fig. 1 wherecommunicatinghostsA andB areonseparatelocalareanets(theheavyblack
lines)andthenetsareconnectedby two seriallinks (theopenlinesbetweengatewaysC–D
andE–F).5 Onecompressionpossibility would be to converteachTCP/IPconversation
into a semanticallyequivalentconversationin a protocolwith smallerheaders,e.g.,to an
X.25 call. But, becauseof routing transientsor multipathing,it’ s entirely possiblethat
someof theA–B traffic will follow theA-C-D-B pathandsomewill follow theA-E-F-B
path. Similarly, it’ s possiblethatA � B traffic will flow A-C-D-B andB � A traffic will
flow B-F-E-A.Noneof thegatewayscancountonseeingall thepacketsin aparticularTCP
conversationandacompressionalgorithmthatworksfor sucha topologycannotbetied to
theTCPconnectionsyntax.

A physicallink treatedastwo, independent,simplexlinks (oneeachdirection)imposes
theminimumrequirementson topology, routingandpipelining. Theendsof eachsimplex
link only haveto agreeon themostrecentpacket(s)senton that link. Thus,althoughany
compressionschemeinvolvessharedstate,this stateis spatiallyandtemporallylocal and
adheresto DaveClark’s principleof fate sharing[4]: The two endscanonly disagreeon
thestateif thelink connectingthemis inoperable,in which casethedisagreementdoesn’t
matter.

5 Note that although the TCP endpoints are A and B, in this example compression/decompression must be
done at the gateway serial links, i.e., between C and D and between E and F. Since A and B are using IP, they
cannot know that their communication path includes a low speed serial link. It is clearly a requirement that
compression not break the IP model, i.e., that compression function between intermediate systems and not just
between end systems.
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Figure2: The header of a TCP/IP datagram

3 The compression algorithm

3.1 The basic idea

Figure2 showsatypical(andminimumlength)TCP/IPdatagramheader.6 Theheadersize
is 40 bytes:20 bytesof IP and20 of TCP. Unfortunately, sincetheTCPandIP protocols
werenot designedby a committee,all theseheaderfieldsservesomeusefulpurposeand
it’ snotpossibleto simply omit somein thenameof efficiency.

However, TCPestablishesconnectionsand,typically, tensor hundredsof packetsare
exchangedon eachconnection.How muchof theper-packetinformationis likely to stay
constantoverthelife of aconnection?Half—theshadedfieldsin fig.3. So,if thesenderand
receiverkeeptrackof activeconnections7 andthereceiverkeepsacopyof theheaderfrom
thelastpacketit sawfrom eachconnection,thesendergetsafactor-of-two compressionby
sendingonly a small(

�
8 bit) connectionidentifiertogetherwith the20bytesthatchange

andletting thereceiverfill in the20 fixedbytesfrom thesavedheader.

Onecanscavengea few morebytesby noting thatanyreasonablelink-level framing

6 TheTCPandIP protocolsandprotocolheadersaredescribedin [10] and[11].
7 The96-bit tuple � src address, dst address, src port, dst port � uniquelyidentifiesaTCPconnection.
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Figure3: Fields that change during a TCP connection

protocol will tell the receiverthe length of a receivedmessageso total length (bytes2
and 3) is redundant. But then the header checksum (bytes10 and 11), which protects
individual hopsfrom processinga corruptedIP header, is essentiallytheonly part of the
IP headerbeingsent. It seemsrathersilly to protectthetransmissionof informationthat
isn’t beingtransmitted.So,thereceivercanchecktheheaderchecksumwhentheheaderis
actuallysent(i.e.,in anuncompresseddatagram)but,for compresseddatagrams,regenerate
it locally at thesametime therestof theIP headeris beingregenerated.8

Thisleaves16bytesof headerinformationtosend.All of thesebytesarelikely tochange
overthelife of theconversationbut theydonot all changeat thesametime. Forexample,
during an FTP datatransferonly the packet ID, sequence number andchecksum change
in the sender� receiverdirectionand only the packet ID, ack, checksum and,possibly,
window, changein thereceiver� senderdirection. With a copyof thelastpacketsentfor
eachconnection,the sendercanfigure out what fields changein the currentpacketthen

8 TheIPheaderchecksumis not anend-to-endchecksumin thesenseof [14]: Thetime-to-liveupdateforces
the IP checksumto be recomputedat eachhop. Theauthorhashadunpleasantpersonalexperiencewith the
consequencesof violating theend-to-end argument in [14] andthis protocolis carefulto passtheend-to-end
TCPchecksumthroughunmodified.Seesec.4.
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senda bitmaskindicatingwhatchangedfollowedby thechangingfields.9

If thesenderonly sendsfieldsthatdiffer, theaboveschemegetstheaverageheadersize
downto aroundtenbytes.However, it’ sworthwhilelookingathowthefieldschange:The
packetID typically comesfrom a counterthat is incrementedby onefor eachpacketsent.
I.e., thedifferencebetweenthecurrentandpreviouspacketIDs shouldbeasmall,positive
integer, usually � 256(onebyte)andfrequently � 1. For packetsfrom thesendersideof
a datatransfer, thesequencenumberin thecurrentpacketwill be thesequencenumberin
thepreviouspacketplus theamountof datain thepreviouspacket(assumingthepackets
arearriving in order). SinceIP packetscanbeat most64K, thesequencenumberchange
mustbe � 216 (two bytes).So,if thedifferences in thechangingfieldsaresentratherthan
thefieldsthemselves,anotherthreeor four bytesperpacketcanbesaved.

Thatgetsusto thefive-byteheadertarget. Recognizinga coupleof specialcaseswill
getus threebyte headersfor the two mostcommoncases—interactivetyping traffic and
bulk datatransfer—but thebasiccompressionschemeis thedifferentialcodingdeveloped
above.Giventhatthis intellectualexercisesuggestsit is possibleto getfive byteheaders,
it seemsreasonableto fleshout themissingdetailsandactuallyimplementsomething.

3.2 The ugly details

3.2.1 Overview

Figure 4 showsa block diagramof the compressionsoftware. The networkingsystem
calls a SLIP outputdriver with an IP packetto be sentover the serial line. The packet
goesthrougha compressorwhich checksif the protocol is TCP. Non-TCPpacketsand
“uncompressible”TCPpackets(describedbelow)arejust markedasTYPE IP andpassed
to a framer. CompressibleTCP packetsarelookedup in an arrayof packetheaders.If
a matchingconnectionis found, the incomingpacketis compressed,the (uncompressed)
packetheaderis copiedinto thearray, andapacketof typeCOMPRESSED TCP is sentto the
framer. If nomatchis found,theoldestentryin thearrayis discarded,thepacketheaderis
copiedinto thatslot, anda packetof typeUNCOMPRESSED TCP is sentto theframer. (An
UNCOMPRESSED TCP packetis identicalto theoriginalIPpacketexcepttheIPprotocolfield
is replacedwith a connection number—an index into the arrayof saved,per-connection
packetheaders.This is how thesender(re-)synchronizesthereceiverand“seeds”it with
thefirst, uncompressedpacketof a compressedpacketsequence.)

The frameris responsiblefor communicatingthe packetdata,typeandboundary(so
the decompressorcan learn how many bytescameout of the compressor). Sincethe

9 This is approximatelyThinwire-I from [5]. A slight modification is to do a “delta encoding” where
the sendersubtractsthe previouspacketfrom the currentpacket(treatingeachpacketasan arrayof 16 bit
integers),thensendsa20-bitmaskindicatingthenon-zerodifferencesfollowedby thosedifferences.If distinct
conversationsareseparated,this is a fairly effectivecompressionscheme(e.g.,typically 12-16byteheaders)
thatdoesn’t involve thecompressorknowinganydetailsof thepacketstructure.Variationson this themehave
beenused,successfully, for anumberof years(e.g.,theProteonrouter’sseriallink protocol[3]).
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Figure4: Compression/decompression model

compressionis a differentialcoding,the framermustnot re-orderpackets(this is rarely
a concernover a single serial link). It must also provide good error detectionand, if
connectionnumbersarecompressed,mustprovideanerrorindicationto thedecompressor
(seesec.4).10

The decompressordoesa ‘switch’ on the type of incoming packets: For TYPE IP,
the packetis simply passedthrough. For UNCOMPRESSED TCP, the connectionnumber
is extractedfrom the IP protocolfield and IPPROTO TCP is restored,thenthe connection
numberis usedas an index into the receiver’s array of savedTCP/IP headersand the
headerof theincomingpacketis copiedinto theindexedslot. For COMPRESSED TCP, the
connectionnumberis usedasan arrayindex to get the TCP/IPheaderof the lastpacket
from thatconnection,theinfo in thecompressedpacketis usedto updatethatheader, then
anewpacketis constructedcontainingthenow-currentheaderfrom thearrayconcatenated
with thedatafrom thecompressedpacket.

Note that thecommunicationis simplex—no informationflows in thedecompressor-
to-compressordirection. In particular, thisimpliesthatthedecompressoris relyingonTCP
retransmissionsto correctthesavedstatein theeventof line errors(seesec.4).

3.2.2 Compressed packet format

Figure5 showsthe formatof a compressedTCP/IPpacket. Thereis a change mask that
identifieswhichof thefieldsexpectedto changeper-packetactuallychanged,aconnection
number sothereceivercanlocatethesavedcopyof thelastpacketfor thisTCPconnection,

10 Link level framing is outside the scope of this document. Any framing that provides the facilities listed
in this paragraph should be adequate for the compression protocol. However, the author encourages potential
implementors to see [9] for a proposed, standard, SLIP framing.
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Figure5: The header of a compressed TCP/IP datagram

the unmodifiedTCP checksumso the end-to-enddataintegrity checkwill still be valid,
thenfor eachbit setin thechangemask,theamounttheassociatedfield changed.(Optional
fields,controlledby themask,areenclosedin dashedlinesin thefigure.) In all cases,the
bit is setif theassociatedfield is presentandclearif thefield is absent.11

Sincethe delta’s in the sequencenumber, etc., are usuallysmall, particularly if the
tuningguidelinesin section5 arefollowed,all thenumbersareencodedin avariablelength
schemethat,in practice,handlesmosttraffic with eightbits: A changeof onethrough255
is representedin onebyte. Zero is improbable(a changeof zerois neversent)soa byte
of zerosignalsanextension:Thenexttwo bytesaretheMSB andLSB, respectively, of a
16 bit value. Numberslarger than16 bits forceanuncompressedpacketto besent. For
example,decimal15is encodedashex0f, 255asff, 65534as00 ff fe, andzeroas00
00 00. This schemepacksanddecodesfairly efficiently: Theusualcasefor bothencode
anddecodeexecutesthreeinstructionson aMC680x0.

Thenumberssentfor TCPsequencenumberandackarethedifference12 betweenthe
currentvalueandthevaluein thepreviouspacket(anuncompressedpacketis sentif the
differenceis negativeor more than 64K). The numbersentfor the window is also the

11Thebit ‘P’ in thefigureis differentfrom theothers:It is a copyof the“PUSH” bit from theTCPheader.
“PUSH” is a curiousanachronismconsideredindispensableby certainmembersof the Internetcommunity.
SincePUSHcan(anddoes)changein anydatagram,aninformationpreservingcompressionschememustpass
it explicitly.

12 All differencesarecomputedusingtwo’scomplementarithmetic.
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differencebetweenthecurrentandpreviousvalues.However, eitherpositiveor negative
changesareallowedsincethewindow is a 16bit field. Thepacket’surgentpointeris sent
if URG is set(an uncompressedpacketis sentif the urgentpointerchangesbut URG is
notset).Forpacket ID, thenumbersentis thedifferencebetweenthecurrentandprevious
values.However, unlike therestof thecompressedfields,theassumedchangewhenI is
clearis one,not zero.

Therearetwo importantspecialcases:

(1) Thesequencenumberandackbothchangeby theamountof datain thelastpacket;
nowindow changeor URG.

(2) The sequencenumberchangesby theamountof datain the last packet,no ack or
windowchangeor URG.

(1) is the casefor echoedterminal traffic. (2) is the sendersideof non-echoedterminal
traffic or a unidirectionaldatatransfer. Certaincombinationsof the S, A, W andU bits
of thechangemaskareusedto signalthesespecialcases.‘U’ (urgentdata)is raresotwo
unlikely combinationsareSW U (usedfor case1) andSA W U (usedfor case2). Toavoid
ambiguity, anuncompressedpacketis sentif theactualchangesin a packetareS * W U.

Sincethe‘active’ connectionchangesrarely(e.g.,a userwill typefor severalminutes
in atelnetwindowbeforechangingto adifferentwindow), theC bit allowstheconnection
numberto be elided. If C is clear, the connectionis assumedto be the sameas for the
lastcompressedor uncompressedpacket.If C is set,theconnectionnumberis in thebyte
immediatelyfollowing thechangemask.13

From the above,it’ s probablyobviousthat compressedterminal traffic usually looks
like (in hex): 0B c c d, wherethe0B indicatescase(1), c c is thetwo byteTCPchecksum
andd is the charactertyped. Commandsto vi or emacs, or packetsin the datatransfer
directionof anFTP‘put’ or ‘get’ look like 0F c c d . . . , andacksfor thatFTPlook like
04 c c a wherea is theamountof databeingacked.14

3.2.3 Compressor processing

The compressoris calledwith the IP packetto be processedand the compressionstate
structurefor theoutgoingserialline. It returnsapacketreadyfor final framingandthelink
level ‘type’ of thatpacket.

13 The connectionnumberis limited to onebyte, i.e., 256 simultaneouslyactiveTCP connections.In al-
most two yearsof operation,the authorhasneverseena casewheremore than sixteenconnectionstates
would be useful (evenin onecasewherethe SLIP link wasusedasa gatewaybehinda very busy, 64-port
terminalmultiplexor). Thusthis doesnot seemto bea significantrestrictionandallows theprotocolfield in
UNCOMPRESSED TCP packetstobeusedfor theconnectionnumber, simplifyingtheprocessingof thosepackets.

14 It’ salsoobviousthatthechangemaskchangesinfrequentlyandcouldoftenbeelided. In fact,onecando
slightly betterby savingthe lastcompressedpacket(it canbeat most16 bytesso this isn’t muchadditional
state)andcheckingto seeif anyof it (excepttheTCPchecksum)haschanged.If not, senda packettypethat
means“compressedTCP, sameaslast time” anda packetcontainingonly thechecksumanddata. But, since
theimprovementis atmost25%,theaddedcomplexityandstatedoesn’t seemjustified. SeeappendixC.
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As the last sectionnoted, the compressorconvertsevery input packetinto either a
TYPE IP, UNCOMPRESSED TCP or COMPRESSED TCP packet. A TYPE IP packetis anun-
modifiedcopy15 of theinputpacketandprocessingit doesn’t changethecompressor’sstate
in anyway.

An UNCOMPRESSED TCP packetis identicalto theinput packetexcepttheIP protocol
field (byte 9) is changedfrom ‘6’ (protocolTCP) to a connection number. In addition,
the stateslot associatedwith the connectionnumberis updatedwith a copy of the input
packet’s IP andTCPheadersandtheconnectionnumberis recordedasthelast connection
sent on thisserialline (for theC compressiondescribedbelow).

A COMPRESSED TCP packetcontainsthe data, if any, from the original packetbut
the IP and TCP headersare completelyreplacedwith a new, compressedheader. The
connectionstateslotandlast connection sent areupdatedby theinputpacketexactlyasfor
anUNCOMPRESSED TCP packet.

Thecompressor’sdecisionprocedureis:

� If thepacketis notprotocolTCP, sendit asTYPE IP.

� If thepacketis anIP fragment(i.e.,eitherthefragment offset field is non-zeroor the
more fragments bit is set),sendit asTYPE IP.16

� If any of the TCP control bits SYN, FIN or RST aresetor if the ACK bit is clear,
considerthepacketuncompressibleandsendit asTYPE IP.17

If apacketmakesit throughtheabovechecks,it will besentaseitherUNCOMPRESSED TCP

or COMPRESSED TCP:

� If no connectionstatecanbefoundthatmatchesthepacket’ssourceanddestination
IP addressesandTCPports,somestateis reclaimed(which shouldprobablybethe
leastrecentlyused)andanUNCOMPRESSED TCP packetis sent.

15 It is not necessary(or desirable)to actuallyduplicatethe input packetfor any of the threeoutputtypes.
Notethatthecompressorcannotincreasethesizeof adatagram.As thecodein appendixA shows,theprotocol
canbeimplementedsoall headermodificationsaremade‘in place’.

16 Only the first fragmentcontainsthe TCP headerso the fragmentoffset check is necessary. The first
fragmentmight containa completeTCP headerand, thus,could be compressed.Howeverthe checkfor a
completeTCPheaderaddsquitea lot of codeand,giventheargumentsin [6], it seemsreasonableto sendall
IP fragmentsuncompressed.

17 TheACK testis redundantsinceastandardconformingimplementationmustsetACK in all packetsexcept
for theinitial SYN packet.However, thetestcostsnothingandavoidsturningaboguspacketinto avalid one.

SYN packetsare not compressedbecauseonly half of themcontaina valid ACK field andthey usually
containaTCPoption(themax.segmentsize)which thefollowing packetsdon’t. Thusthenextpacketwould
besentuncompressedbecausetheTCPheaderlengthchangedandsendingtheSYN asUNCOMPRESSED TCP

insteadof TYPE IP wouldbuynothing.
Thedecisionto notcompressFIN packetsis questionable.Discountingthetrick in appendixB.1, thereis a

freebit in theheaderthatcouldbeusedto communicatetheFIN flag. However, sinceconnectionstendto last
for manypackets,it seemedunreasonableto dedicateanentirebit to aflag thatwould only appearoncein the
lifetime of theconnection.
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� If a connectionstateis found, the packetheaderit containsis checkedagainstthe
currentpacketto makesuretherewereno unexpectedchanges.(E.g., that all the
shadedfieldsin fig.3arethesame).TheIPprotocol,fragmentoffset,morefragments,
SYN,FIN andRSTfieldswerecheckedaboveandthesourceanddestinationaddress
andportswerecheckedaspartof locatingthestate.Sotheremainingfieldsto check
are protocol version, header length, type of service, don’t fragment, time-to-live,
data offset, IP options(if any)andTCPoptions(if any). If anyof thesefieldsdiffer
betweenthetwo headers,anUNCOMPRESSED TCP packetis sent.

If all the“unchanging”fieldsmatch,anattemptis madeto compressthecurrentpacket:

� If the URG flag is set, the urgent data field is encoded(note that it may be zero)
and the U bit is set in the changemask. Unfortunately, if URG is clear, the ur-
gentdatafield mustbe checkedagainstthe previouspacketand, if it changes,an
UNCOMPRESSED TCP packetis sent. (‘Urgentdata’shouldn’t changewhenURG is
clearbut [11] doesn’t requirethis.)

� Thedifferencebetweenthecurrentandpreviouspacket’swindow field is computed
and,if non-zero,is encodedandtheW bit is setin thechangemask.

� Thedifferencebetweenack fieldsiscomputed.If theresultis lessthanzeroorgreater
than 216 � 1, an UNCOMPRESSED TCP packetis sent.18 Otherwise,if the result is
non-zero,it is encodedandtheA bit is setin thechangemask.

� Thedifferencebetweensequence number fieldsis computed.If theresultis lessthan
zeroor greaterthan216 � 1, anUNCOMPRESSED TCP packetis sent.19 Otherwise,if
theresultis non-zero,it is encodedandtheSbit is setin thechangemask.

OncetheU, W, A andS changeshavebeendetermined,thespecial-caseencodingscanbe
checked:

� If U, S andW areset,thechangesmatchoneof thespecial-caseencodings.Sendan
UNCOMPRESSED TCP packet.

� If only S is set,checkif thechangeequalstheamountof userdatain thelastpacket.
I.e., subtracttheTCPandIP headerlengthsfrom the lastpacket’s total length field
andcomparetheresultto theS change.If they’rethesame,setthechangemaskto
SAWU (thespecialcasefor “unidirectionaldatatransfer”) anddiscardtheencoded
sequencenumberchange(thedecompressorcanreconstructit sinceit knowsthelast
packet’s total lengthandheaderlength).

18 The two testscanbe combinedinto a single testof the mostsignificant16 bits of the differencebeing
non-zero.

19 A negativesequencenumberchangeprobablyindicatesa retransmission.Sincethis may be dueto the
decompressorhavingdroppedapacket,anuncompressedpacketissenttore-syncthedecompressor(seesec.4).
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� If only S andA areset,checkif they both changedby the sameamountand that
amountis the amountof userdatain the last packet. If so, set the changemask
to SWU (the specialcasefor “echoedinteractive”traffic) anddiscardthe encoded
changes.

� If nothingchanged,checkif thispackethasnouserdata(in whichcaseit is probably
aduplicateackorwindowprobe)or if thepreviouspacketcontaineduserdata(which
meansthis packetis a retransmissionon a connectionwith no pipelining). In either
of thesecases,sendanUNCOMPRESSED TCP packet.

Finally, theTCP/IPheaderon theoutgoingpacketis replacedwith a compressedheader:

� Thechangein thepacket ID is computedand,if notone,20 thedifferenceis encoded
(notethat it maybezeroor negative)andtheI bit is setin thechangemask.

� If thePUSH bit is setin theoriginaldatagram,thePbit is setin thechangemask.

� TheTCPandIP headersof thepacketarecopiedto theconnectionstateslot.

� TheTCPandIP headersof thepacketarediscardedanda newheaderis prepended
consistingof (in reverseorder):

– theaccumulated,encodedchanges.

– theTCP checksum (if thenewheaderis beingconstructed“in place”,thecheck-
summayhavebeenoverwrittenandwill haveto betakenfrom theheadercopy
in the connectionstateor savedin a temporarybeforethe original headeris
discarded).

– theconnection number (if differentthanthelastonesentonthisserialline). This
alsomeansthatthetheline’s last connection sent mustbesetto theconnection
number andtheC bit setin thechangemask.

– thechangemask.

At this point, thecompressedTCPpacketis passedto theframerfor transmission.

3.2.4 Decompressorprocessing

Becauseof the simplexcommunicationmodel,processingat the decompressoris much
simplerthanat thecompressor— all thedecisionshavebeenmadeandthedecompressor
simplydoeswhatthecompressorhastold it to do.

20 Note that the test here is against one, not zero. The packet ID is typically incremented by one for each
packet sent so a change of zero is very unlikely. A change of one is likely: It occurs during any period when
the originating system has activity on only one connection.
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Thedecompressoriscalledwith theincomingpacket,21 thelengthandtypeof thepacket
andthecompressionstatestructurefor theincomingserialline. A (possiblyre-constructed)
IP packetwill bereturned.

Thedecompressorcanreceivefour typesof packet: the threegeneratedby thecom-
pressoranda TYPE ERROR pseudo-packetgeneratedwhenthe receiveframerdetectsan
error.22 Thefirst stepis a ‘switch’ on thepackettype:

� If thepacketis TYPE ERROR or anunrecognizedtype,a ‘toss’ flag is setin thestate
to forceCOMPRESSED TCP packetsto bediscardeduntil onewith theC bit setor an
UNCOMPRESSED TCP packetarrives.Nothing(anull packet)is returned.

� If the packetis TYPE IP, an unmodifiedcopy of it is returnedandthe stateis not
modified.

� If the packetis UNCOMPRESSED TCP, the stateindex from the IP protocolfield is
checked.23 If it’ s illegal, thetossflag is setandnothingis returned.Otherwise,the
tossflag is cleared,the index is copiedto thestate’s last connection received field,
a copyof theinput packetis made,24 theTCPprotocolnumberis restoredto theIP
protocolfield, thepacketheaderis copiedto theindicatedstateslot, thenthepacket
copyis returned.

If thepacketwasnothandledabove,it is COMPRESSED TCP anda newTCP/IPheaderhas
to besynthesizedfrom informationin thepacketplus the lastpacket’s headerin thestate
slot. First, theexplicit or implicit connectionnumberis usedto locatethestateslot:

� If theC bit is setin thechangemask,thestateindex is checked.If it’ s illegal, the
tossflag is setandnothingis returned.Otherwise,last connection received is setto
thepacket’sstateindexandthetossflag is cleared.

� If the C bit is clear and the tossflag is set, the packetis ignoredand nothing is
returned.

At this point, last connection received is the index of the appropriatestateslot and the
first byte(s)of thecompressedpacket(thechangemaskand,possibly, connectionindex)

21 It’ sassumedthatlink-level framinghasbeenremovedby thispointandthepacketandlengthdonot include
typeor framingbytes.

22 No data needbe associatedwith a TYPE ERROR packet. It exists so the receiveframer can tell the
decompressorthat theremaybea gapin thedatastream.Thedecompressorusesthis asa signalthatpackets
shouldbe tosseduntil onearriveswith anexplicit connectionnumber(C bit set). Seethelastpartof sec.4.1
for a discussionof why this is necessary.

23 Stateindicesfollow the C languageconventionandrun from 0 to
���

1, where0 � ��� 256 is the
numberof availablestateslots.

24 As with thecompressor, thecodecanbestructuredsono copiesaredoneandall modificationsaredone
in-place.However, sincetheoutputpacketcanbelargerthantheinputpacket,128bytesof freespacemustbe
left at thefront of theinput packetbuffer to allow roomto prependtheTCP/IPheader.
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havebeenconsumed.Sincethe TCP/IPheaderin the stateslot mustendup reflecting
thenewly arrivedpacket,it’ ssimplestto applythechangesfrom thepacketto thatheader
thenconstructtheoutputpacketfrom thatheaderconcatenatedwith thedatafrom theinput
packet. (In the following description,‘savedheader’ is usedasan abbreviationfor ‘the
TCP/IPheadersavedin thestateslot’.)

� Thenexttwo bytesin theincomingpacketaretheTCPchecksum.Theyarecopied
to thesavedheader.

� If theP bit is setin thechangemask,theTCPPUSHbit is setin thesavedheader.
OtherwisethePUSHbit is cleared.

� If thelow orderfour bits (S,A, W andU) of thechangemaskareall set(the‘unidi-
rectionaldata’specialcase),theamountof userdatain the lastpacketis calculated
by subtractingtheTCP andIP headerlengthsfrom the IP total lengthin thesaved
header. Thatamountis thenaddedto theTCPsequencenumberin thesavedheader.

� If S,W andU aresetandA is clear(the‘terminaltraffic’ specialcase),theamountof
userdatain thelastpacketis calculatedandaddedto boththeTCPsequencenumber
andackfieldsin thesavedheader.

� Otherwise,the changemaskbits are interpretedindividually in the order that the
compressorsetthem:

– If the U bit is set, the TCP URG bit is set in the savedheaderand the next
byte(s)of the incomingpacketaredecodedandstuffed into the TCP Urgent
Pointer. If theU bit is clear, theTCPURG bit is cleared.

– If the W bit is set, the next byte(s)of the incomingpacketaredecodedand
addedto theTCPwindow field of thesavedheader.

– If theA bit is set,thenextbyte(s)of theincomingpacketaredecodedandadded
to theTCPackfield of thesavedheader.

– If theSbit is set,thenextbyte(s)of theincomingpacketaredecodedandadded
to theTCPsequencenumberfield of thesavedheader.

� If the I bit is set in the changemask,the next byte(s)of the incomingpacketare
decodedandaddedto theIP ID field of thesavedpacket.Otherwise,oneis addedto
theIP ID.

At this point,all theheaderinformationfrom theincomingpackethasbeenconsumed
andonly dataremains.Thelengthof theremainingdatais addedto thelengthof thesaved
IP andTCPheadersandtheresultis put into thesavedIP total lengthfield. ThesavedIP
headeris nowupto datesoits checksumis recalculatedandstoredin theIP checksumfield.
Finally, anoutputdatagramconsistingof thesavedheaderconcatenatedwith theremaining
incomingdatais constructedandreturned.

Jacobson [Page 14]



RFC 1144 Compressing TCP/IP Headers February 1990

4 Error handling

4.1 Error detection

In theauthor’sexperience,dialupconnectionsareparticularlyproneto dataerrors.These
errorsinteractwith compressionin two differentways:

First is thelocal effectof anerrorin a compressedpacket.All errordetectionis based
onredundancyyetcompressionhassqueezedoutalmostall theredundancyin theTCPand
IP headers.In otherwords,the decompressorwill happily turn randomline noiseinto a
perfectlyvalid TCP/IPpacket.25 Onecouldrely on theTCPchecksumto detectcorrupted
compressedpacketsbut,unfortunately, someratherlikely errorswill not bedetected.For
example,theTCPchecksumwill oftennotdetecttwo singlebit errorsseparatedby 16bits.
ForaV.32modemsignallingat2400baudwith 4 bits/baud,anyline hit lastinglongerthan
400� s.wouldcorrupt16bits. Accordingto [2], residentialphoneline hitsof upto 2ms.are
likely.

The correctway to deal with this problem is to provide for error detectionat the
framing level. Sincetheframing (at leastin theory)canbetailoredto thecharacteristics
of a particularlink, the detectioncanbeaslight or heavy-weightasappropriatefor that
link.26 Sincepacketerrordetectionis doneat theframinglevel, thedecompressorsimply
assumesthatit will getanindicationthatthecurrentpacketwasreceivedwith errors.(The
decompressoralwaysignores(discards)a packetwith errors. However, the indicationis
neededto preventtheerrorbeingpropagated— seebelow.)

The “discarderroneouspackets”policy givesrise to the secondinteractionof errors
andcompression.Considerthefollowing conversation:

original sent received reconstructed

1: A 1: A 1: A 1: A
2: BC � 1, BC � 1, BC 2: BC
4: DE � 2, DE — —
6: F � 2, F � 2, F 4: F
7: GH � 1, GH � 1, GH 5: GH

(Eachentryabovehastheform “starting sequence number:data sent” or “ � sequence num-
ber change,data sent”.) Thefirst thing sentis anuncompressedpacket,followed by four
compressedpackets.The third packetpicksup anerrorandis discarded.To reconstruct
the fourth packet,the receiverappliesthesequencenumberchangefrom incomingcom-
pressedpacketto thesequencenumberof thelastcorrectlyreceivedpacket,packettwo,and
generatesanincorrectsequencenumberfor packetfour. After theerror, all reconstructed

25 modulo the TCP checksum.
26 While appropriate error detection is link dependent, the CCITT CRC used in [9] strikes an excellent balance

between ease of computation and robust error detection for a large variety of links, particularly at the relatively
small packet sizes needed for good interactive response. Thus, for the sake of interoperability, the framing in
[9] should be used unless there is a truly compelling reason to do otherwise.
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packets’sequencenumberswill be in error, shifteddown by the amountof datain the
missingpacket.27

Without somesortof check,theprecedingerrorwould resultin thereceiverinvisibly
losing two bytesfrom themiddleof the transfer(sincethedecompressorregeneratesse-
quencenumbers,thepacketscontainingF andGH arriveat thereceiver’sTCPwith exactly
thesequencenumberstheywouldhavehadif theDE packethadneverexisted).Although
someTCPconversationscansurvivemissingdata28 it is not a practiceto beencouraged.
FortunatelytheTCPchecksum,sinceit is asimplesumof thepacketcontentsincluding the
sequence numbers, detects100%of theseerrors.E.g.,thereceiver’scomputedchecksum
for thelasttwo packetsabovealwaysdiffersfrom thepacketchecksumby two.

Unfortunately, thereis a way for theTCPchecksumprotectiondescribedaboveto fail
if thechangesin an incomingcompressedpacketareappliedto the wrongconversation:
ConsidertwoactiveconversationsC1 andC2 andapacketfromC1 followedbytwopackets
from C2 . Sincetheconnectionnumberdoesn’t change,it’ s omittedfrom the secondC2

packet.But, if thefirst C2 packetis receivedwith a CRCerror, thesecondC2 packetwill
mistakenlybeconsideredthenextpacketin C1 . SincetheC2 checksumisarandomnumber
with respectto theC1 sequencenumbers,thereis atleasta 2 �

16 probabilitythatthispacket
will beacceptedby theC1 TCPreceiver.29 To preventthis, aftera CRCerror indication
from the framerthe receiverdiscardspacketsuntil it receiveseithera COMPRESSED TCP

packetwith theC bit setor anUNCOMPRESSED TCP packet.I.e.,packetsarediscardeduntil
thereceivergetsanexplicit connectionnumber.

Tosummarizethissection,therearetwo differenttypesof errors:per-packetcorruption
andper-conversationloss-of-sync.Thefirst type is detectedat the decompressorfrom a
link-level CRC error, the secondat the TCP receiverfrom a (guaranteed)invalid TCP
checksum.Thecombinationof thesetwo independentmechanismsensuresthaterroneous
packetsarediscarded.

4.2 Error recovery

The previoussectionnotedthat after a CRC error the decompressorwill introduceTCP
checksumerrorsin everyuncompressedpacket.Althoughthechecksumerrorspreventdata
streamcorruption,theTCP conversationwon’t be terribly usefuluntil thedecompressor
againgeneratesvalid packets.How canthis beforcedto happen?

The decompressorgeneratesinvalid packetsbecauseits state(the saved‘last packet
header’) disagreeswith thecompressor’sstate.An UNCOMPRESSED TCP packetwill correct
thedecompressor’sstate.Thuserrorrecoveryamountsto forcinganuncompressedpacket
outof thecompressorwheneverthedecompressoris (or might be)confused.

27 This is anexampleof a genericproblemwith differentialor deltaencodingsknownas“losing DC”.
28 Many systemmanagersclaimthatholesin anNNTP streamaremorevaluablethanthedata.
29 With worst-casetraffic, this probability translatesto oneundetectederror everythreehoursovera 9600

baudline with a30%errorrate).
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Figure6: Forward path error correction sequence

Thefirst thoughtis to takeadvantageof thefull duplexcommunicationlink andhavethe
decompressorsendsomethingto thecompressorrequestinganuncompressedpacket.This
is clearlyundesirablesinceit constrainsthe topologymorethantheminimum suggested
in sec.2 andrequiresthata greatdealof protocolbeaddedto both thedecompressorand
compressor. A little thoughtconvincesonethat this alternativeis not only undesirable,
it simply won’t work: Compressedpacketsaresmallandit’ s likely thata line hit will so
completelyobliterateonethat thedecompressorwill getnothingat all. Thuspacketsare
reconstructedincorrectly(becauseof themissingcompressedpacket)butonly theTCPend
points,not thedecompressor, knowthatthepacketsareincorrect.

But theTCPendpointsknow abouttheerrorandTCPis a reliableprotocoldesigned
to run over unreliablemedia. This meanstheendpointsmusteventuallytakesomesort
of error recoveryactionandthere’s an obvioustrigger for the compressorto resyncthe
decompressor:senduncompressedpacketswheneverTCPis doingerrorrecovery.

But how doesthecompressorrecognizeTCPerrorrecovery?Considertheschematic
TCP datatransferof fig. 6. The confuseddecompressoris in the forward (datatransfer)
half of theTCPconversation.ThereceivingTCPdiscardspacketsratherthanackingthem
(becauseof the checksumerrors),the sendingTCP eventuallytimesout andretransmits
a packet,andtheforwardpathcompressorfindsthat thedifferencebetweenthesequence
numberin theretransmittedpacketandthesequencenumberin thelastpacketseenis either
negative(if thereweremultiplepacketsin transit)or zero(onepacketin transit).Thefirst
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Figure7: Reverse path error correction sequence

caseis detectedin thecompressionstepthatcomputessequencenumberdifferences.The
secondcaseis detectedin the stepthat checksthe ‘specialcase’encodingsbut needsan
additionaltest: It’ s fairly commonfor an interactiveconversationto senda datalessack
packetfollowed by a datapacket. Theackanddatapacketwill havethesamesequence
numbersyet thedatapacketis notaretransmission.To preventsendinganunnecessaryun-
compressedpacket,thelengthof thepreviouspacketshouldbecheckedand,if it contained
data,a zerosequencenumberchangemustindicatea retransmission.

A confuseddecompressorin thereverse(ack)halfof theconversationisaseasytodetect
(fig. 7): ThesendingTCPdiscardsacks(becausetheycontainchecksumerrors),eventually
timesout, thenretransmitssomepacket.The receivingTCP thusgetsa duplicatepacket
andmustgenerateanackfor thenextexpectedsequencenumber[11, p. 69]. This ackwill
be a duplicateof the last ack the receivergeneratedso the reverse-pathcompressorwill
find no ack,seqnumber, window or urg change.If thishappensfor a packetthatcontains
no data,thecompressorassumesit is a duplicateacksentin responseto a retransmitand
sendsanUNCOMPRESSED TCP packet.30

30 The packet could be a zero-window probe rather than a retransmitted ack but window probes should be
infrequent and it does no harm to send them uncompressed.
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5 Configurable parametersand tuning

5.1 Compressionconfiguration

Therearetwo configurationparametersassociatedwith headercompression:Whetheror
notcompressedpacketsshouldbesentonaparticularline and,if so,howmanystateslots
(savedpacketheaders)to reserve.Thereis alsoonelink-level configurationparameter, the
maximumpacketsizeor MTU, andonefront-endconfigurationparameter, datacompres-
sion,thatinteractwith headercompression.Compressionconfigurationis discussedin this
section.MTU anddatacompressionarediscussedin thenexttwo sections.

Therearesomehosts(e.g., low endPCs)which may not haveenoughprocessoror
memoryresourcesto implementthis compression.Therearealsorarelink or application
characteristicsthat makeheadercompressionunnecessaryor undesirable.And thereare
manyexistingSLIPlinks thatdonotcurrentlyusethisstyleof headercompression.Forthe
sakeof interoperability, serialline IP driversthatallow headercompressionshouldinclude
somesortof userconfigurableflag to disablecompression(seeappendixB.2).31

If compressionis enabled,thecompressormustbesureto neversenda connectionid
(stateindex) thatwill bedroppedby thedecompressor. E.g.,a blackhole is createdif the
decompressorhassixteenslotsandthecompressorusestwenty.32 Also, if thecompressor
is allowedtoo few slots, the LRU allocatorwill thrashandmostpacketswill be sentas
UNCOMPRESSED TCP. Toomanyslotsandmemoryis wasted.

Experimentingwith differentsizesover thepastyear, theauthorhasfoundthateight
slotswill thrash(i.e., theperformancedegradationis noticeable)whenmanywindowson
a multi-window workstationaresimultaneouslyin useor the workstationis beingused
as a gatewayfor threeor more other machines. Sixteenslots were neverobservedto
thrash.(Thismaysimplybebecausea9600bpsline split morethan16 waysis alreadyso
overloadedthattheadditionaldegradationfrom round-robbiningslotsis negligible.)

EachslotmustbelargeenoughtoholdamaximumlengthTCP/IPheaderof 128bytes33

so16 slotsoccupy2KB of memory. In thesedaysof 4 Mbit RAM chips,2KB seemsso
little memorythattheauthorrecommendsthefollowing configurationrules:

(1) If theframingprotocoldoesnotallow negotiation,thecompressoranddecompressor
shouldprovidesixteenslots,zerothroughfifteen.

31 The PPPprotocol in [9] allows the endpoints to negotiatecompressionso thereis no interoperability
problem. However, thereshouldstill be a provisionfor the systemmanagerat eachendto control whether
compressionis negotiatedon or off. And, obviously, compressionshoulddefault to ‘of f ’ until it hasbeen
negotiated‘on’.

32 Strictly speaking,there’s no reasonwhy the connectionid shouldbe treatedasan array index. If the
decompressor’s stateswerekept in a hashtableor otherassociativestructure,the connectionid would be a
key, not an index, andperformancewith too few decompressorslotswould only degradeenormouslyrather
thanfailing altogether. However, an associativestructureis substantiallymorecostly in codeandcpu time
and,given thesmallper-slot cost(128bytesof memory),it seemsreasonableto designfor slot arraysat the
decompressorandsome(possiblyimplicit) communicationof thearraysize.

33 Themaximumheaderlength,fixedby theprotocoldesign,is 64 bytesof IP and64bytesof TCP.
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(2) If the framingprotocolallowsnegotiation,anymutuallyagreeablenumberof slots
from 1 to 256shouldbenegotiable.34 If numberof slotsis notnegotiated,or until it
is negotiated,bothsidesshouldassumesixteen.

(3) If youhavecompletecontrolof all themachinesatbothendsof everylink andnone
of themwill everbeusedto talk to machinesoutsideof yourcontrol,youarefreeto
configurethemhoweveryou please,ignoringtheabove.However, whenyour little
eastern-blockdictatorshipcollapses(astheyall eventuallyseemto), beawarethata
large,vocal,andnotparticularlyforgiving Internetcommunitywill takegreatdelight
in pointingout to anyonewilling to listenthatyouhavemisconfiguredyoursystems
andarenot interoperable.

5.2 Choosing a maximum transmission unit

Fromthediscussionin sec.2, it seemsdesirableto limit themaximumpacketsize(MTU)
on any line wheretheremight be interactivetraffic and multiple active connections(to
maintaingoodinteractiveresponsebetweenthe differentconnectionscompetingfor the
line). Theobviousquestionis “how muchdoesthis hurt throughput?”It doesn’t.

Figure8 showshow userdatathroughput35 scaleswith MTU with (solid line) and
without (dashedline) headercompression.ThedottedlinesshowwhatMTU corresponds
to a200mspackettimeat2400,9600and19,200bps.Notethatwith headercompression
evena 2400bpsline canberesponsiveyethavereasonablethroughput(83%).36

Figure9 showshow line efficiency scaleswith increasingline speed,assumingthat
a 200ms.MTU is alwayschosen.37 The kneein the performancecurve is around2400
bps. Below this, efficiencyis sensitiveto small changesin speed(or MTU sincethetwo
arelinearly related)andgoodefficiencycomesat the expenseof goodresponse.Above
2400bpsthecurveis flat andefficiencyis relativelyindependentof speedor MTU. In other
words,it is possibleto havebothgoodresponseandhigh line efficiency.

To illustrate,notethatfor a9600bpsline with headercompressionthereis essentially
no benefitin increasingtheMTU beyond200bytes: If theMTU is increasedto 576,the
averagedelayincreasesby 188%while throughputonly improvesby 3%(from 96to 99%).

34 Allowing only one slot may make the compressor code more complex. Implementations should avoid
offering one slot if possible and compressor implementations may disable compression if only one slot is
negotiated.

35 The vertical axis is in percent of line speed. E.g., ‘95’ means that 95% of the line bandwidth is going
to user data or, in other words, the user would see a data transfer rate of 9120 bps on a 9600 bps line. Four
bytes of link-level (framer) encapsulation in addition to the TCP/IP or compressed header were included when
calculating the relative throughput. The 200 ms packet times were computed assuming an asynchronous line
using 10 bits per character (8 data bits, 1 start, 1 stop, no parity).

36 However, the 40 byte TCP MSS required for a 2400 bps line might stress-test your TCP implementation.
37 For a typical async line, a 200ms. MTU is simply .02 � the line speed in bits per second.
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Figure 8: Effective Throughput vs. MTU

5.3 Interaction with data compression

Since the early 1980’s, fast, effective, data compression algorithms such as Lempel-Ziv[7]
and programs that embody them, such as the compress program shipped with Berkeley
Unix, have become widely available. When using low speed or long haul lines, it has
become common practice to compress data before sending it. For dialup connections, this
compression is often done in the modems, independent of the communicating hosts. Some
interesting issues would seem to be: (1) Given a good data compressor, is there any need
for header compression? (2) Does header compression interact with data compression? (3)
Should data be compressed before or after header compression?38

To investigate (1), Lempel-Ziv compression was done on a trace of 446 TCP/IP packets
taken from the user’s side of a typical telnet conversation. Since the packets resulted
from typing, almost all contained only one data byte plus 40 bytes of header. I.e., the
test essentially measured L-Z compression of TCP/IP headers. The compression ratio (the

38 The answers, for those who wish to skip the remainder of this section, are ‘yes’, ‘no’ and ‘either’,
respectively.
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Figure9: Small MTU line efficiency vs. line speed

ratio of uncompressedto compresseddata)was2.6. In otherwords,the averageheader
wasreducedfrom 40 to 16 bytes. While this is goodcompression,it is far from the 5
bytesof headerneededfor goodinteractiveresponseandfar from the3 bytesof header(a
compressionratio of 13.3)thatheadercompressionyieldedon thesamepackettrace.

Thesecondandthird questionsaremorecomplex.To investigatethem,severalpacket
tracesfrom FTPfile transferswereanalyzed39 with andwithout headercompressionand
with andwithout L-Z compression.The L-Z compressionwastried at two placesin the
outgoingdatastream(fig. 10): (1) justbeforethedatawashandedto TCPfor encapsulation
(simulatingcompressiondoneat the ‘application’ level) and(2) after thedatawasencap-
sulated(simulatingcompressiondonein themodem).Table1 summarizestheresultsfor a
78,776byteASCII textfile (theUnix csh.1 manualentry)40 transferredusingtheguidelines
of theprevioussection(256byteMTU or 216byteMSS;368packetstotal). Compression

39 The datavolume from userside of a telnet is too small to benefit from datacompressionand can be
adverselyaffectedby thedelaymostcompressionalgorithms(necessarily)add. Thestatisticsandvolumeof
thecomputersideof a telnetaresimilar to an(ASCII) FTPsotheseresultsshouldapplyto either.

40 Thetenexperimentsdescribedwereeachdoneon tenASCII files (four long e-mailmessages,threeUnix
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Figure10: Data compression alternatives

ratiosfor thefollowing tentestsareshown(readingleft to right andtop to bottom):

� datafile (nocompressionor encapsulation)

� data � L–Z compressor

� data � TCP/IPencapsulation

� data � L–Z � TCP/IP

� data � TCP/IP � L–Z

� data � L–Z � TCP/IP � L–Z

� data � TCP/IP � Hdr. Compress.

� data � L–Z � TCP/IP � Hdr. Compress.

� data � TCP/IP � Hdr. Compress. � L–Z

� data � L–Z � TCP/IP � Hdr. Compress. � L–Z

No data L–Z L–Z L–Z
compress. ondata onwire on both

RawData 1.00 2.44 � �
�

TCPEncap. 0.83 2.03 1.97 1.58
w/Hdr Comp. 0.98 2.39 2.26 1.66

Table1: ASCII TextFile CompressionRatios

Thefirst columnof table1 saysthedataexpandsby 19%(‘compresses’by .83) when
encapsulatedin TCP/IPandby 2% whenencapsulatedin headercompressedTCP/IP.41

C sourcefiles andthreeUnix manualentries).Theresultswereremarkablysimilar for differentfiles andthe
generalconclusionsreachedbelowapplyto all tenfiles.

41 This is whatwouldbeexpectedfrom therelativeheadersizes:256/216for TCP/IPand219/216for header
compression.
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Thefirst row saysL–Z compressionis quiteeffectiveon thisdata,shrinkingit to lessthan
half its original size. Columnfour illustratesthe well-known fact that it is a mistaketo
L–Z compressalreadycompresseddata. The interestinginformationis in rows two and
threeof columnstwo andthree. Thesecolumnssaythat thebenefitof datacompression
overwhelmsthe costof encapsulation,evenfor straightTCP/IP. They alsosay that it is
slightly betterto compressthedatabeforeencapsulatingit ratherthancompressingat the
framing/modemlevel. Thedifferenceshoweveraresmall— 3%and6%,respectively, for
theTCP/IPandheadercompressedencapsulations.42

Table2 showsthesameexperimentfor a 122,880bytebinaryfile (theSun-3ps exe-
cutable).Althoughtherawdatadoesn’t compressnearlyaswell, theresultsarequalitatively
thesameasfor theASCII data. Theonesignificantchangeis in row two: It is about3%
betterto compressthedatain themodemratherthanat thesourceif doingTCP/IPencap-
sulation(apparently, SunbinariesandTCP/IPheadershavesimilar statistics).However,
with headercompression(row three)theresultsweresimilar to theASCII data— it’ sabout
3%worseto compressat themodemratherthanthesource.43

No data L-Z L-Z L-Z
compress. on data on wire on both

RawData 1.00 1.72 � �
�

TCPEncap. 0.83 1.43 1.48 1.21
w/Hdr Comp. 0.98 1.69 1.64 1.28

Table2: BinaryFile CompressionRatios

42 The differencesaredueto the wildly differentbyte patternsof TCP/IPdatagramsandASCII text. Any
compressionschemewith an underlying,Markov sourcemodel, suchas Lempel-Ziv, will do worsewhen
radicallydifferentsourcesareinterleaved.If the relativeproportionsof thetwo sourcesarechanged,i.e., the
MTU is increased,the performancedifferencebetweenthe two compressorlocationsdecreases.However,
the rateof decreaseis very slow — increasingtheMTU by 400%(256 to 1024)only changedthedifference
betweenthedataandmodemL–Z choicesfrom 2.5%to 1.3%.

43 Thereareothergoodreasonsto compressat the source:Far fewer packetshaveto be encapsulatedand
far fewercharactershaveto besentto themodem.Theauthorsuspectsthatthe‘compressdatain themodem’
alternativeshouldbeavoidedexceptwhenfacedwith anintractable,vendorproprietaryoperatingsystem.
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Average per-packet
Machine processing time ( � sec.)

Compress Decompress

Sparcstation-1 24 18
Sun4/260 46 20
Sun3/60 90 90
Sun3/50 130 150

HP9000/370 42 33
HP9000/360 68 70
DEC3100 27 25
Vax780 430 300
Vax750 800 500

CCI Tahoe 110 140

Table3: Compression code timings

6 Performance measurements

An implementationgoalof compressioncodewasto arriveatsomethingsimpleenoughto
runat ISDN speeds(64Kbps)onatypical1989workstation.64Kbpsis abyteevery122� s
so120� swas(arbitrarily)pickedasthetargetcompression/decompressiontime.44

As partof thecompressioncodedevelopment,a trace-drivenexerciserwasdeveloped.
This was initially usedto comparedifferentcompressionprotocol choicesthen later to
testthecodeondifferentcomputerarchitecturesanddoregressiontestsafterperformance
‘improvements’.A smallmodificationof thistestprogramresultedin ausefulmeasurement
tool.45 Table 3 showsthe result of timing the compressioncodeon all the machines
availableto theauthor(timesweremeasuredusinga mixedtelnet/ftptraffic trace). With
the exceptionof the Vax architectures,which suffer from (a) havingbytesin the wrong
orderand(b) a lousycompiler(Unix pcc),all machinesessentiallymetthe120� s goal.

44 The time choicewasn’t completelyarbitrary: Decompressionis oftendoneduring the inter-frame‘flag’
charactertime so, on systemswherethe decompressionis doneat the samepriority level as the serial line
input interrupt, times much longer thana charactertime would result in receiveroverruns. And, with the
currentaverageof five byteframes(on thewire, includingbothcompressedheaderandframing),a compres-
sion/decompressionthat takesonebyte time canuseat most20% of the availabletime. This seemslike a
comfortablebudget.

45 Both thetestprogramandtimer programareincludedin theftp-ablepackagedescribedin appendixA as
files tester.c andtimer.c.
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A Sample Implementation

Thefollowing is a sampleimplementationof theprotocoldescribedin thisdocument.
Sincemanypeoplewhomighthavethedealwith thiscodearefamiliarwith theBerkeley

Unix kernelandits codingstyle (affectionatelyknownaskernel normal form), this code
wasdonein that style. It usestheBerkeley“subroutines”(actually, macrosand/orinline
assemblerexpansions)for convertingto/from networkbyteorderandcopying/comparing
stringsof bytes. Theseroutinesarebriefly describedin sec.A.5 for anyonenot familiar
with them.

This codehasbeenrun on all themachineslisted in the tableon page25. Thus,the
authorhopesthereareno byteorderor alignmentproblems(althoughthereareembedded
assumptionsaboutalignmentthatarevalid for BerkeleyUnix butmaynotbetruefor other
IP implementations— seethecommentsmentioningalignmentin sl compress tcp and
sl decompress tcp).

Therewassomeattempttomakethiscodeefficient. Unfortunately, thatmayhavemade
portionsof it incomprehensible.Theauthorapologizesfor anyfrustrationthis engenders.
(In honesty, my C style is known to be obscureandclaimsof “efficiency” aresimply a
convenientexcuse.)

This samplecodeanda completeBerkeleyUnix implementationis availablein ma-
chinereadableform via anonymousftp from Internethost ftp.ee.lbl.gov(128.3.254.68),
file cslip.tar.Z. This is acompressedUnix tarfile. It mustbeftpedin binarymode.
All of thecodein this appendixis coveredby thefollowing copyright:

���
�

Copyright (c) 1989 Regentsof the University of California.�
All rights reserved.�

�
Redistributionand use in source and binary forms are permitted�
provided that the above copyright notice and this paragraph are�
duplicated in all such forms and that any documentation,�
advertising materials, and other materials related to such�
distribution and use acknowledgethat the software was developed�
by the University of California, Berkeley. The name of the�
University may not be used to endorseor promote products derived�
from this software without specific prior written permission.�
THIS SOFTWARE IS PROVIDED “AS IS” AND WITHOUT ANY EXPRESSOR�
IMPLIED WARRANTIES,INCLUDING, WITHOUT LIMITATION, THE IMPLIED�
WARRANTIESOF MERCHANTIBILITYAND FITNESSFOR A PARTICULARPURPOSE.���
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A.1 Definitions and StateData

#define MAX STATES 16 ��� must be � 2 and � 255 ���
#define MAX HDR 128 ��� max TCP + IP hdr length (from protocol def) ���

��� packet types ���
#define TYPE IP 0x40
#define TYPE UNCOMPRESSEDTCP 0x70
#define TYPE COMPRESSEDTCP 0x80
#define TYPE ERROR 0x00 ��� this is not a type that ever appears

� on the wire. The receiveframer uses
� it to tell the decompressor there was 10

� a packet transmissionerror. ���

��� Bits in first octet of compressedpacket ���
#define NEW C 0x40 ��� flag bits for what changedin a packet ���
#define NEW I 0x20
#define TCP PUSH BIT 0x10

#define NEW S 0x08
#define NEW A 0x04
#define NEW W 0x02 20

#define NEW U 0x01

��� reserved,special� case values of above ���
#define SPECIAL I (NEW S�NEW W �NEW U) ��� echoedinteractive traffic ���
#define SPECIAL D (NEW S�NEW A �NEW W �NEW U) ��� unidirectional data ���
#define SPECIALS MASK (NEW S�NEW A �NEW W �NEW U)

��� ”state” data for each active tcp conversationon the wire. This
� is basically a copy of the entire IP � TCP header from the last packet together 30

� with a small identifier the transmit & receiveends of the line use to locate
� savedheader. ���

struct cstate �
struct cstate � cs next; ��� next most recently used cstate (xmit only) ���
u short cs hlen; ��� size of hdr (receiveonly) ���
u char cs id; ��� connection# associatedwith this state ���
u char cs filler;
union �

char hdr[MAX HDR];
struct ip csu ip; ��� ip � tcp hdr from most recent packet ��� 40	

slcs u;	
;

#define cs ip slcs u.csu ip
#define cs hdr slcs u.csu hdr

��� all the state data for one serial line (we need one of theseper line). ���
struct slcompress�

struct cstate � last cs; ��� most recently used tstate ���
u char last recv; ��� last rcvd conn. id ���
u char last xmit; ��� last sent conn. id ��� 50
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u short flags;
struct cstatetstate[MAX STATES]; ��� xmit connectionstates ���
struct cstaterstate[MAX STATES]; ��� receiveconnectionstates ����

;
��� flag values ���
#define SLF TOSS 1 ��� tossing rcvd frames becauseof input err ���

���
� The following macros are used to encodeand decodenumbers. They
� all assumethat ‘cp’ points to a buffer where the next byte 60

� encoded(decoded)is to be stored (retrieved). Since the decode
� routines do arithmetic, they have to convert from and to network
� byte order.
���

��� ENCODE encodesa number that is known to be non� zero. ENCODEZ
� checksfor zero (zero has to be encodedin the long, 3 byte form). ���

#define ENCODE(n) ���
if ((u short)(n) 	 = 256) �
�

� cp++ = 0; � 70

cp[1] = (n); �
cp[0] = (n) 	�	 8; �
cp += 2; ��

else ���
� cp++ = (n); �� ��

#define ENCODEZ(n) ���
if ((u short)(n) 	 = 256 �
� (u short)(n) == 0) ���

� cp++ = 0; � 80

cp[1] = (n); �
cp[0] = (n) 	�	 8; �
cp += 2; ��

else ���
� cp++ = (n); �� ��

��� DECODEL takes the (compressed)changeat byte cp and adds it to
� the current value of packet field ’f ’ (which must be a 4 � byte 90

� (long) integer in network byte order). DECODESdoes the same
� for a 2 � byte (short) field. DECODEU takes the changeat cp and stuffs
� it into the (short) field f. ’cp’ is updatedto point to the
� next field in the compressedheader. ���

#define DECODEL(f) ���
if ( � cp == 0) ���

(f) = htonl(ntohl(f) + ((cp[1] ��� 8) � cp[2])); �
cp += 3; ��

else ���
(f) = htonl(ntohl(f) + (u long) � cp++); � 100� ��
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#define DECODES(f) ���
if ( � cp == 0) ���

(f) = htons(ntohs(f)+ ((cp[1] ��� 8) � cp[2])); �
cp += 3; ��

else ���
(f) = htons(ntohs(f)+ (u long) � cp++); �� ��

110

#define DECODEU(f) ���
if ( � cp == 0) ���

(f) = htons((cp[1] ��� 8) � cp[2]); �
cp += 3; ��

else ���
(f) = htons((u long) � cp++); �� ��

A.2 Compression

This routinelooksdauntingbut isn’t really. Thecodesplits into four approximatelyequal
sizedsections: The first quartermanagesa circularly linked, least-recently-usedlist of
“active” TCPconnections.46 Thesecondfiguresoutthesequence/ack/window/urgchanges
andbuildsthebulk of thecompressedpacket.Thethird handlesthespecial-caseencodings.
ThelastquarterdoespacketID andconnectionID encodingandreplacestheoriginalpacket
headerwith thecompressedheader.

Theargumentsto thisroutineareapointerto apacketto becompressed,apointerto the
compressionstatedatafor theserialline, anda flag which enablesor disablesconnection
id (C bit) compression.

Compressionis done“in-place” so,if acompressedpacketis created,boththestartad-
dressandlengthof theincomingpacket(theoff andlen fieldsof m) will beupdatedtoreflect
theremovalof theoriginalheaderandits replacementby thecompressedheader. If eithera
compressedor uncompressedpacketis created,thecompressionstateis updated.Thisrou-
tinesreturnsthepackettypefor thetransmitframer(TYPE IP, TYPE UNCOMPRESSED TCP

or TYPE COMPRESSED TCP).

Because16 and 32 bit arithmeticis doneon variousheaderfields, the incoming IP
packetmustbealignedappropriately(e.g.,onaSPARC,theIP headeris alignedona32-bit
boundary).Substantialchangeswould haveto bemadeto thecodebelowif this werenot
true (andit would probablybe cheaperto bytecopy the incomingheaderto somewhere
correctlyalignedthanto makethosechanges).

Notethattheoutgoingpacketwill bealignedarbitrarily(e.g.,it couldeasilystartonan
odd-byteboundary).

46 Thetwo mostcommonoperationson theconnectionlist area ‘find’ thatterminatesatthefirst entry(anew
packetfor themostrecentlyusedconnection)andmoving thelastentryon the list to theheadof thelist (the
first packetfrom anewconnection).A circular list efficiently handlesthesetwo operations.
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u char
sl compresstcp(m, comp, compresscid)

struct mbuf � m;
struct slcompress� comp;
int compresscid;�
register struct cstate � cs = comp��� last cs��� cs next;
register struct ip � ip = mtod(m, struct ip � );
register u int hlen = ip ��� ip hl;
register struct tcphdr � oth; ��� last TCP header ��� 10

register struct tcphdr � th; ��� current TCP header ���
register u int deltaS, deltaA; ��� general purposetemporaries ���
register u int changes= 0; ��� changemask ���
u char new seq[16]; ��� changesfrom last to current ���
register u char � cp = new seq;

��� Bail if this is an IP fragment or if the TCP packet isn’t
� ‘compressible’ (i.e., ACK isn’t set or someother control bit is
� set). (We assumethat the caller has already made sure the
� packet is IP proto TCP). ��� 20

if ((ip ��� ip off & htons(0x3fff)) ��� m ��� m len 	 40)
return (TYPE IP);

th = (struct tcphdr � )&(( int � )ip)[hlen];
if ((th ��� th flags & (TH SYN � TH FIN � TH RST� TH ACK)) != TH ACK)

return (TYPE IP);

��� Packet is compressible �
� we’re going to send either a
� COMPRESSEDTCP or UNCOMPRESSEDTCP packet. Either way we need
� to locate (or create) the connectionstate. Special case the 30

� most recently used connectionsince it’s most likely to be used
� again & we don’t have to do any reordering if it’s used. ���

if (ip ��� ip src.s addr != cs��� cs ip.ip src.s addr ���
ip ��� ip dst.s addr != cs��� cs ip.ip dst.s addr ���
� (int � )th != ((int � )&cs ��� cs ip)[cs��� cs ip.ip hl])

�

��� Wasn’t the first ��� search for it.
�
� Statesare kept in a circularly linked list with
� last cs pointing to the end of the list. The 40

� list is kept in lru order by moving a state to the
� head of the list wheneverit is referenced. Since
� the list is short and, empirically, the connection
� we want is almost always near the front, we locate
� statesvia linear search. If we don’t find a state
� for the datagram, the oldest state is (re� )used. ���

register struct cstate � lcs;
register struct cstate � lastcs = comp��� last cs;

do
�

50

lcs = cs; cs = cs��� cs next;
if (ip ��� ip src.s addr == cs��� cs ip.ip src.s addr
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&& ip � � ip dst.s addr == cs� � cs ip.ip dst.s addr
&& � (int � )th == ((int � )&cs � � cs ip)[cs� � cs ip.ip hl])

goto found;�
while (cs != lastcs);

� � Didn’t find it ��� re� use oldest cstate. Sendan
� uncompressedpacket that tells the other side what
� connectionnumber we’re using for this conversation. 60

� Note that since the state list is circular, the oldest
� state points to the newestand we only need to set
� last cs to update the lru linkage. � �

comp� � last cs = lcs;
hlen += th � � th off;
hlen ��� = 2;
goto uncompressed;

found: � � Found it ��� move to the front on the connectionlist. � � 70

if (lastcs == cs)
comp� � last cs = lcs;

else �
lcs� � cs next = cs� � cs next;
cs� � cs next = lastcs� � cs next;
lastcs� � cs next = cs;�

�

� � Make sure that only what we expect to changechanged.The first 80

� line of the ‘if ’ checksthe IP protocol version, header length &
� type of service. The 2nd line checksthe ”Don’ t fragment” bit.
� The 3rd line checksthe time� to � live and protocol (the protocol
� check is unnecessarybut costless). The 4th line checksthe TCP
� header length. The 5th line checksIP options, if any. The 6th
� line checksTCP options, if any. If any of thesethings are
� different betweenthe previous & current datagram, we send the
� current datagram ‘uncompressed’. � �

oth = (struct tcphdr � )&(( int � )&cs � � cs ip)[hlen];
deltaS = hlen; 90

hlen += th � � th off;
hlen ��� = 2;

if (((u short � )ip)[0] != ((u short � )&cs � � cs ip)[0] 	
	
((u short � )ip)[3] != ((u short � )&cs � � cs ip)[3] 	�	
((u short � )ip)[4] != ((u short � )&cs � � cs ip)[4] 	�	
th � � th off != oth� � th off 	�	
(deltaS � 5 && BCMP(ip + 1, &cs � � cs ip + 1, (deltaS � 5) ��� 2)) 	�	
(th � � th off � 5 && BCMP(th + 1, oth + 1, (th � � th off � 5) ��� 2)))

goto uncompressed; 100

� � Figure out which of the changing fields changed. The receiver
� expectschangesin the order: urgent, window, ack, seq. � �

if (th � � th flags & TH URG) �
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deltaS = ntohs(th � � th urp);
ENCODEZ(deltaS);
changes

�
= NEW U;�

else if (th � � th urp != oth � � th urp)���
argh! URG not set but urp changed ��� a sensible�
implementationshould never do this but RFC793 doesn’t 110�
prohibit the changeso we have to deal with it.

���
goto uncompressed;

if (deltaS = (u short)(ntohs(th � � th win) � ntohs(oth � � th win))) �
ENCODE(deltaS);
changes

�
= NEW W;�

if (deltaA = ntohl(th � � th ack) � ntohl(oth � � th ack)) �
if (deltaA � 0xffff)

goto uncompressed; 120

ENCODE(deltaA);
changes

�
= NEW A;�

if (deltaS = ntohl(th � � th seq) � ntohl(oth � � th seq)) �
if (deltaS � 0xffff)

goto uncompressed;
ENCODE(deltaS);
changes

�
= NEW S;�

130���
Look for the special� case encodings.

���
switch(changes) �
case 0: ���

Nothing changed.If this packet contains data and the�
last one didn’t, this is probably a data packet following�
an ack (normal on an interactive connection)and we send�
it compressed. Otherwise it’s probably a retransmit,�
retransmittedack or window probe. Sendit uncompressed�
in case the other side missedthe compressedversion.

���
140

if (ip � � ip len != cs � � cs ip.ip len && ntohs(cs � � cs ip.ip len) == hlen)
break;

���
(fall through)

���

case SPECIAL I:
case SPECIAL D:���

actual changesmatch one of our special case encodings ����
send packet uncompressed.

���
goto uncompressed; 150

case NEW S
�
NEW A:

if (deltaS == deltaA && deltaS == ntohs(cs � � cs ip.ip len) � hlen) ����
special case for echoedterminal traffic

���
changes = SPECIAL I;
cp = new seq;
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�
break;

case NEW S: 160

if (deltaS == ntohs(cs��� cs ip.ip len) � hlen) ����
special case for data xfer

���
changes= SPECIAL D;
cp = new seq;�

break;�
deltaS = ntohs(ip��� ip id) � ntohs(cs��� cs ip.ip id);
if (deltaS != 1) �

ENCODEZ(deltaS); 170

changes 	 = NEW I;�
if (th ��� th flags & TH PUSH)

changes 	 = TCP PUSH BIT;���
Grab the cksum before we overwrite it below. Then update our�
state with this packet’s header.

���
deltaA = ntohs(th��� th sum);
BCOPY(ip, &cs ��� cs ip, hlen);

���
We want to use the original packet as our compressed packet. 180�
(cp � new seq) is the number of bytes we need for compressed�
sequence numbers. In addition we need one byte for the change�
mask, one for the connection id and two for the tcp checksum.�
So, (cp � new seq) + 4 bytes of header are needed. hlen is how�
many bytes of the original packet to toss so subtract the two to�
get the new packet size.

���
deltaS = cp � new seq;
cp = (u char

�
)ip;

if (compresscid == 0 	
	 comp��� last xmit != cs��� cs id) �
comp��� last xmit = cs��� cs id; 190

hlen � = deltaS + 4;
cp += hlen;�
cp++ = changes 	 NEW C;�
cp++ = cs��� cs id;�

else �
hlen � = deltaS + 3;
cp += hlen;�
cp++ = changes;�

m ��� m len � = hlen; 200

m ��� m off += hlen;�
cp++ = deltaA ��� 8;�
cp++ = deltaA;

BCOPY(new seq, cp, deltaS);
return (TYPE COMPRESSEDTCP);

���
Update connection state cs & send uncompressed packet (’uncompressed’�
means a regular ip

�
tcp packet but with the ’conversation id’ we hope
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� to use on future compressedpacketsin the protocol field). ���

uncompressed: 210

BCOPY(ip, &cs ��� cs ip, hlen);
ip ��� ip p = cs ��� cs id;
comp ��� last xmit = cs ��� cs id;
return (TYPE UNCOMPRESSED TCP);�

A.3 Decompression

This routine decompresses a received packet. It is called with a pointer to the packet,
the packet length and type, and a pointer to the compression state structure for the in-
coming serial line. It returns a pointer to the resulting packet or zero if there were errors
in the incoming packet. If the packet is COMPRESSED TCP or UNCOMPRESSED TCP, the
compression state will be updated.

The new packet will be constructed in-place. That means that there must be 128 bytes
of free space in front of bufp to allow room for the reconstructed IP and TCP headers. The
reconstructed packet will be aligned on a 32-bit boundary.

u char �

sl uncompress tcp(bufp, len, type, comp)
u char � bufp;
int len;
u int type;
struct slcompress � comp;�

register u char � cp;
register u int hlen, changes;
register struct tcphdr � th; 10

register struct cstate � cs;
register struct ip � ip;

switch (type)
�

case TYPE ERROR:
default:

goto bad;

case TYPE IP: 20

return (bufp);

case TYPE UNCOMPRESSED TCP:
��� Locate the savedstate for this connection. If the
� state index is legal, clear the ’discard’ flag. ���

ip = (struct ip � ) bufp;
if (ip ��� ip p � = MAX STATES)

goto bad;

cs = &comp ��� rstate[comp �	� last recv = ip ��� ip p]; 30
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comp� � flags &=˜ SLF TOSS;���
Restore the IP protocol field then save a copy of this packet�
header. (The checksumis zeroed in the copy so we don’t�
have to zero it each time we processa compressedpacket.

���
ip � � ip p = IPPROTO TCP;
hlen = ip � � ip hl;
hlen += ((struct tcphdr

�
)&(( int

�
)ip)[hlen]) � � th off;

hlen ��� = 2;
BCOPY(ip, &cs � � cs ip, hlen);
cs� � cs ip.ip sum = 0; 40

cs� � cs hlen = hlen;
return (bufp);

case TYPE COMPRESSEDTCP:
break;�

���
We’ve got a compressedpacket.

���
cp = bufp;
changes=

�
cp++;

if (changes& NEW C) 	 50���
Make sure the state index is in range, then grab the state.�
If we have a good state index, clear the ’discard’ flag.

���
if (

�
cp � = MAX STATES)

goto bad;

comp� � flags &=˜ SLF TOSS;
comp� � last recv =

�
cp++;�

else 	 ���
This packet has an implicit state index. If we’ve�
had a line error since the last time we got an 60�
explicit state index, we have to toss the packet.

���
if (comp� � flags & SLF TOSS)

return ((u char
�
)0);�

���
Find the state then fill in the TCP checksumand PUSH bit.

���
cs = &comp� � rstate[comp� � last recv];
hlen = cs� � cs ip.ip hl ��� 2;
th = (struct tcphdr

�
)&((u char

�
)&cs � � cs ip)[hlen];

th � � th sum = htons((
�
cp ��� 8) 
 cp[1]);

cp += 2; 70

if (changes& TCP PUSH BIT)
th � � th flags 
 = TH PUSH;

else
th � � th flags &=˜ TH PUSH;

���
Fix up the state’s ack, seq, urg and win fields basedon the changemask.

���
switch (changes& SPECIALS MASK) 	
case SPECIAL I:

	
register u int i = ntohs(cs� � cs ip.ip len) � cs� � cs hlen; 80

th � � th ack = htonl(ntohl(th� � th ack) + i);
th � � th seq = htonl(ntohl(th� � th seq) + i);
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�
break;

case SPECIAL D:
th ��� th seq = htonl(ntohl(th��� th seq) + ntohs(cs��� cs ip.ip len) � cs��� cs hlen);
break;

default: 90

if (changes& NEW U) �
th ��� th flags � = TH URG;
DECODEU(th��� th urp)�

else
th ��� th flags &=˜ TH URG;

if (changes& NEW W)
DECODES(th��� th win)

if (changes& NEW A)
DECODEL(th��� th ack)

if (changes& NEW S) 100

DECODEL(th��� th seq)
break;�

�	�
Update the IP ID

�	�
if (changes& NEW I)

DECODES(cs��� cs ip.ip id)
else

cs��� cs ip.ip id = htons(ntohs(cs��� cs ip.ip id) + 1);

�	�
At this point, cp points to the first byte of data in the 110�
packet. If we’re not aligned on a 4 � byte boundary, copy the�
data down so the IP & TCP headerswill be aligned. Then back up�
cp by the TCP

�
IP header length to make room for the reconstructed�

header (we assumethe packet we were handedhas enoughspaceto�
prepend128 bytes of header). Adjust the lenth to account for�
the new header & fill in the IP total length.�	�

len � = (cp � bufp);
if (len 
 0)�	�

we must have droppedsomecharacters(crc should detect 120�
this but the old slip framing won’t)

�	�
goto bad;

if ((int)cp & 3) �
if (len � 0)

OVBCOPY(cp, (int)cp &˜ 3, len);
cp = (u char

�
)((int)cp &˜ 3);�

cp � = cs��� cs hlen;
len += cs��� cs hlen; 130

cs��� cs ip.ip len = htons(len);
BCOPY(&cs��� cs ip, cp, cs��� cs hlen);

�	�
recomputethe ip header checksum

�	�
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�
register u short � bp = (u short � )cp;
for (changes= 0; hlen � 0; hlen � = 2)

changes+= � bp++;
changes= (changes& 0xffff) + (changes ��� 16);
changes= (changes& 0xffff) + (changes ��� 16); 140

((struct ip � )cp)��� ip sum = ˜ changes;�
return (cp);

bad:
comp��� flags � = SLF TOSS;
return ((u char � )0);�

A.4 Initialization

This routineinitializesthestatestructurefor boththetransmitandreceivehalvesof some
serialline. It mustbecalledeachtime theline is broughtup.

void
sl compressinit(comp)

struct slcompress� comp;�
register u int i;
register struct cstate � tstate = comp��� tstate;

bzero((char � )comp, sizeof( � comp));
for (i = MAX STATES � 1; i � 0; �	� i)

�
tstate[i].cs id = i; 10

tstate[i].csnext = &tstate[i � 1];�
tstate[0].csnext = &tstate[MAX STATES � 1];
tstate[0].csid = 0;
comp��� last cs = &tstate[0];
comp��� last recv = 255;
comp��� last xmit = 255;�

A.5 Berkeley Unix dependencies

Note: Thefollowing is of interestonly if you aretrying to bring thesamplecodeup on a
systemthatis not derivedfrom 4BSD(BerkeleyUnix).

The codeusesthe normalBerkeleyUnix headerfiles (from /usr/include/netinet)for
definitionsof thestructureof IP andTCP headers.Thestructuretagstendto follow the
protocolRFCscloselyandshouldbeobviousevenif you do not haveaccessto a 4BSD
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system.47

ThemacroBCOPY(src, dst, amt) is invokedto copyamt bytesfrom src to dst. In BSD,
it translatesinto a call to bcopy. If you havethemisfortuneto berunningSystem-VUnix,
it canbetranslatedinto a call to memcpy. ThemacroOVBCOPY(src, dst, amt) is usedto
copywhensrc anddst overlap(i.e., whendoingthe4-bytealignmentcopy). In theBSD
kernel,it translatesinto acall to ovbcopy. SinceAT&T botchedthedefinitionof memcpy,
thisshouldprobablytranslateinto a copyloop underSystem-V.

The macroBCMP(src, dst, amt) is invokedto compareamt bytesof src anddst for
equality. In BSD, it translatesinto a call to bcmp. In System-V, it canbetranslatedinto a
call to memcmp or you canwrite a routineto do thecompare.The routineshouldreturn
zeroif all bytesof src anddst areequalandnon-zerootherwise.

Theroutinentohl(dat) converts(4 byte)longdat from networkbyteorderto hostbyte
order. Ona reasonablecputhis canbetheno-opmacro:

#definentohl(dat)(dat)

On a Vaxor IBM PC(or anythingwith Intel byteorder),you will haveto definea macro
or routineto rearrangebytes.

Theroutinentohs(dat) is like ntohl but converts(2 byte)shortsinsteadof longs. The
routineshtonl(dat) andhtons(dat) dotheinversetransform(hostto networkbyteorder)for
longsandshorts.

A struct mbuf is usedin the call to sl compress tcp becausethat routine needsto
modify boththestartaddressandlengthif theincomingpacketis compressed.In BSD,an
mbufis thekernel’sbuffermanagementstructure.If othersystems,thefollowing definition
shouldbesufficient:

struct mbuf �
u char � m off; ��� pointer to start of data ���
int m len; ��� length of data ����

;

#define mtod(m, t) ((t)(m ��� m off))

47 In theeventtheyarenotobvious,theheaderfiles(andall theBerkeleynetworkingcode)canbeanonymous
ftp’d from hostucbarpa.berkeley.edu,filespub/4.3/tcp.tarandpub/4.3/inet.tar.
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B Compatibility with past mistakes

Whencombinedwith themodernPPPserialline protocol[9], theuseof headercompression
is automaticandinvisible to theuser. Unfortunately, manysiteshaveexistingusersof the
SLIP describedin [12] which doesn’t allow for different protocol types to distinguish
headercompressedpacketsfrom IP packetsor for versionnumbersor anoptionexchange
thatcouldbeusedto automaticallynegotiateheadercompression.

Theauthorhasusedthefollowing tricks to allow headercompressedSLIP to interop-
eratewith theexistingserversandclients.Notethatthesearehacks for compatibilitywith
pastmistakesandshouldbeoffensiveto anyright thinkingperson.Theyareofferedsolely
to easethepainof runningSLIPwhile userswait patientlyfor vendorsto releasePPP.

B.1 Living without a framing ‘type’ byte

The bizarrepackettype numbersin sec.A.1 werechosento allow a ‘packettype’ to be
senton lineswhereit is undesirableor impossibleto addanexplicit typebyte. Note that
thefirst byteof anIP packetalwayscontains“4” (theIP protocolversion)in thetop four
bits. And thatthemostsignificantbit of thefirst byteof thecompressedheaderis ignored.
Usingthepackettypesin sec.A.1, thetypecanbeencodedin themostsignificantbits of
theoutgoingpacketusingthecode

p � � dat[0]
�
= sl compresstcp(p, comp);

anddecodedon thereceivesideby

if (p � � dat[0] & 0x80)
type = TYPE COMPRESSEDTCP;

else if (p � � dat[0] � = 0x70) �
type = TYPE UNCOMPRESSEDTCP;
p � � dat[0] &=˜ 0x30;�

else
type = TYPE IP;

status = sl uncompresstcp(p, type, comp);

B.2 Backwards compatible SLIP servers

TheSLIPdescribedin [12] doesn’t includeanymechanismthatcouldbeusedto automat-
ically negotiateheadercompression.It would benice to allow usersof this SLIP to use
headercompressionbut, whenusersof the two SLIP varientssharea commonserver, it
would be annoyinganddifficult to manuallyconfigureboth endsof eachconnectionto
enablecompression.Thefollowing procedurecanbeusedto avoidmanualconfiguration.
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Sincethereare two typesof dial-in clients (thosethat implementcompressionand
thosethatdon’t) butoneserverfor bothtypes,it’ sclearthattheserverwill bereconfiguring
for eachnew client sessionbut clients changeconfigurationseldomif ever. If manual
configurationhasto bedone,it shouldbedoneonthesidethatchangesinfrequently— the
client. This suggeststhat theservershouldsomehowlearnfrom theclient whetherto use
headercompression.Assumingsymmetry(i.e., if compressionis usedat all it shouldbe
usedbothdirections)theservercanusethereceiptof acompressedpacketfrom someclient
to indicatethat it cansendcompressedpacketsto that client. This leadsto thefollowing
algorithm:

Therearetwo bitsperline to controlheadercompression:allowed andon. If on is set,
compressedpacketsaresent,otherwisenot. If allowed is set,compressedpacketscanbe
receivedand,if anUNCOMPRESSED TCP packetarriveswhenon is clear, on will beset.48

If a compressedpacketarriveswhenallowed is clear, it will beignored.
Clientsareconfiguredwith bothbitsset(allowed is alwayssetif on is set)andtheserver

startseachsessionwith allowed setandon clear. The first compressedpacketfrom the
client (which mustbea UNCOMPRESSED TCP packet)turnsoncompressionfor theserver.

C More aggressive compression

As notedin sec.3.2.2,easilydetectedpatternsexist in thestreamof compressedheaders,
indicatingthatmorecompressioncouldbedone.Would thisbeworthwhile?

Theaveragecompresseddatagramhasonly sevenbits of header.49 Theframingmust
beat leastonebit (to encodethe‘type’) andwill probablybemorelike two to threebytes.
In most interestingcasestherewill be at leastonebyte of data. Finally, the end-to-end
check—theTCPchecksum—mustbepassedthroughunmodified.50

The framing, dataandchecksumwill remainevenif the headeris completelycom-
pressedoutsothechangein averagepacketsizeis, at best,four bytesdownto threebytes
andonebit — roughlya 25%improvementin delay.51 While this mayseemsignificant,
on a 2400bpsline it meansthat typing echoresponsetakes25 ratherthan29 ms. At the
presentstageof humanevolution,this differenceis notdetectable.

48 Since[12] framingdoesn’t includeerrordetection,oneshouldbecarefulnot to ‘falsetrigger’ compression
ontheserver. TheUNCOMPRESSED TCP packetshouldcheckedfor consistency(e.g.,IP checksumcorrectness)
beforecompressionis enabled.Arrival of COMPRESSED TCP packetsshouldnotbeusedtoenablecompression.

49 Testsrunwith severalmillion packetsfrom amixedtraffic load(i.e.,statisticskeptonayear’straffic from
my hometo work) showthat80%of packetsuseoneof thetwo specialencodingsand,thus,theonly headeris
thechangemask.

50 If someonetriesto sell you a schemethatcompressestheTCPchecksum“Justsayno”. Somepoor fool
hasyet to havethesadexperiencethatrevealstheend-to-end argument is gospeltruth. Worse,sincethefool
is subvertingyour end-to-enderrorcheck,you maypay thepricefor this educationandtheywill benonethe
wiser. Whatdoesit profit a manto gaintwo bytetimesof delayandlosepeaceof mind?

51 Note againthat we mustbe concernedaboutinteractivedelay to be making this argument: Bulk data
transferperformancewill bedominatedby thetime to sendthedataandthedifferencebetweenthreeandfour
byteheadersonadatagramcontainingtensor hundredsof databytesis, practically, nodifference.
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However, the authorsheepishlyadmitsto pervertingthis compressionschemefor a
very specialcasedata-acquisitionproblem: We had an instrumentandcontrol package
floating at 200KV, communicatingwith groundlevel via a telemetrysystem. For many
reasons(multiplexedcommunication,pipelining,errorrecovery, availabilityof well tested
implementations,etc.), it wasconvenientto talk to the packageusingTCP/IP. However,
sincethe primary useof the telemetrylink was dataacquisition,it was designedwith
an uplink channelcapacity � 0.5% the downlink’s. To meetapplicationdelaybudgets,
datapacketswere100 bytesand,sinceTCP ackseveryotherpacket,the relativeuplink
bandwidthfor acksis �

�
200 where � is the total sizeof ackpackets.Using thescheme

in this paper, thesmallestack is four byteswhich would imply anuplink bandwidth2%
of the downlink. This wasn’t possibleso we usedthe schemedescribedin footnote14:
If the first bit of the frame was one, it meant“samecompressedheaderas last time”.
Otherwisethenexttwo bits gaveoneof thetypesdescribedin sec.3.2. Sincethelink had
excellentforwarderrorcorrectionandtraffic madeonly a singlehop, theTCP checksum
wascompressedout (blush!)of the“sameheader” packettypes52 sothetotal headersize
for thesepacketswasonebit. Overseveralmonthsof operation,morethan99%of the40
byteTCP/IPheaderswerecompresseddownto onebit.53

D Security Considerations

Securityconsiderationsarenot addressedin thismemo.
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52 Thechecksumwasre-generatedin thedecompressorand,of course,the“toss” logicwasmadeconsiderably
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53 Wehaveheardthesuggestionthat“real-time”needsrequireabandoningTCP/IPin favorof a“light-weight”
protocolwith smallerheaders.It is difficult to envisiona protocolthataverageslessthanoneheaderbit per
packet.
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