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1) Status of this Meno

This RFC proposes a nodel for describing routing within the Internet.
The nodel is an adaptation of the "CSI Routeing Framework" [1]. This
meno does not specify an Internet standard. Comments are wel come.
Distribution of this menp is unlimted.
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3) Overview

The "core" nodel of Autononous Systems [2] fornmed the basis for the
routi ng nodel used in the Internet. Due to nassive growth and

t opol ogy changes, the "core" nodel no longer is in harnmony with the
reality of today’'s Internet. |Indeed, this situation was foreseen at
the outset:

"Utimtely, however, the internet may consi st of a nunber of co-
equal autononous systens, any of which may be used...as a
transport mediumfor traffic originating in any system and
destined for any system Wen this nore conplex configuration
cones into being, it will be inappropriate to regard any one

aut ononmous systemas a "core" systen [2].

Furthernore, the Autononbus System concept has been outgrown in
certain parts of the Internet, in which the conplexity of regional
routing has exceeded the limts of the definition of Autononous
Syst ens.

A nmodel which can provide a better match to the Internet can be found
in the "OSlI Routeing Framework" [1].

This framework proposes a structure of Routing Donmains within

Admi ni strative Domamins. This paper is intended to briefly describe
this framework, to outline how this nodel better fits the reality of
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the present and future Internet, and to show how the nodel can aid in
the construction of well-engineered routing environments.

Ter m nol ogy

The following is a brief glossary of OSI termnology. Fornal
definitions can be found in the OSI Basic Reference Mddel [4], the

I nternal Organi zation of the Network Layer [5], and the OSI Routeing
Framework [1].

"Routeing” is the official SO spelling of what is nore
commonly spelled "routing.”" |In this paper, the ISO spelling
wi Il be used wherever directly quoted from | SO docunents, and
the conmon spelling used ot herw se.

End System (ES)
An CSI system on which applications run. An End System has
full seven-layer CSI functionality. Basically equivalent to an
I nternet Host.

I nternmediate System (19S)

An COSlI systemthat perforns routing and relaying functions in

order to provide paths between End Systenms. Internediate
Systens have no functionality above the Network Layer (although
a practical realization of an OSI router will have some anount

of End System functionality for network managenent functions,
among other things). Basically equivalent to an Internet
Rout er .

Subnetwork (SN)

A communi cati ons mediumthat provides a "direct"” path between
Net wor k Layer entities. This can be realized via a point-to-
point link, a LAN, a Public Data Network, and so forth. This
is essentially equivalent to an Internet Subnet. It is worth
noting that, unlike Internet Subnets, OSI Subnetworks are not
necessarily reflected in the addressing hierarchy, so the
doubl e neaning of the Internet term "Subnet" (a single |IP hop;
a part of the address hierarchy) does not hold in the CSI

wor | d.

Open Systems | nterconnection Environment (OSIE)

The gl obal collection of Open Systens. Basically equivalent to
the Internet.
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Net wor k Servi ce Access Poi nt (NSAP)

A conceptual point on the Network/Transport Layer boundary in
an End Systemthat is globally addressable (and the address

gl obal I y unanbi guous) in the OSIE. An NSAP represents a
service avail abl e above the Network Layer (such as a choice of
transport protocols). An End System nay have nultipl e NSAPs.
An NSAP address is roughly equivalent to the Internet [address,
protocol] pair.

Admi ni strative Domain (AD)

"A collection of End Systens, Internediate Systens, and
subnet wor ks operated by a single organization or admnistrative
authority. The conmponents whi ch nake up the domain are assumned
to interoperate with a significant degree of nutual trust anong
thensel ves, but interoperate with other Adm nistrative Domains
in a nutually suspicious manner" [1].

A group of hosts, routers, and networks operated and managed by
a single organization. Routing within an Adninistrative Donain
is based on a consistent technical plan. An Administrative
Domain is viewed fromthe outside, for purposes of routing, as
a cohesive entity, of which the internal structure is

uni nportant. Information passed by other Adm nistrative
Donmains is trusted less than information fromone' s own

Admi ni strative Domain.

Admi ni strative Domai ns can be organi zed into a | oose hierarchy
that reflects the availability and authoritativeness of routing
information. This hierarchy does not inply admnistrative
contai nnent, nor does it inply a strict tree topol ogy.

Rout i ng Donmai n ( RD)
"A set of End Systens and Internedi ate Systens which operate
according to the sanme routeing procedures and which is wholly
contained within a single Adm nistrative Domain" [1].

"A Routeing Domain is a set of 1Ss and ESs bound by a conmon
rout ei ng procedure; nanely:

they are using the sane set of routeing netrics,
they use conpatible metric measurenent techniques,

they use the sanme information distribution protocol, and
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they use the sanme path conputation algorithnt [1].

The "OSlI Routeing Framewor k" further provides a forma
definition of a Routing Domain, specifying that all 1Ss within
a Routing Domain can determ ne whether an ES within the domain
is reachable, and if so can derive a path to it.

Routi ng Donmai ns may be divided into subdomai ns, not unlike
subnetting in the Internet. This allows a hierarchica
structuring of the domain, pernmitting containnent of the
topol ogi cal details of a subdomain with the resultant reduction
in distributed routing informtion.

An intra-Routing Donmain routing protocol is equivalent to an
Internet Interior Gateway Protocol (I1GP)

An Admi ni strative Domain may contain nultiple Routing Domains.
A Routing Donmain may never span nultiple Adm nistrative
Donai ns.

An Adm ni strative Domain nmay consist of only a single Routing
Domai n, in which case they are said to be Congruent. A
congruent Adm nistrative Domain and Routing Domain is anal ogous
to an Internet Autononobus System

Conmon Donai n ( CD)

"An Admi ni strative Domain which is not a nenber of a higher

| evel domain. A common domain is the highest level in the
routeing hierarchy. There is no single donain above the comon
donmain. In this sense, the routeing hierarchy is in fact

mul tiple hierarchies, with the common domain as the highest

el enent of each hierarchy".

"Where there are nultiple conmon domai ns, they cooperate as
peers to make it possible to route to any NSAP in the OSIE"

[1].

Conmon Domai ns have gl obal routing information to the extent
necessary to route packets to the proper domain. Each of the
several peer national backbones in today’'s Internet may be
considered to be simlar to a Cormon Donmain. Note that in the
Internet the hierarchical containment inplied by the definition
of a CD does not really exist; however, there is a |l evel of
inmplicit ordering based on topol ogy and policy issues (the
willingness to be used as a transit network) that can be viewed
as defining a Cormon Domain in the Internet.
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For conpl eteness, we offer the followi ng definition for an Internet
Aut onomous System (AS):

"An ’aut ononmous system consists of a set of gateways, each of
whi ch can reach any other gateway in the same system using paths
via gateways only in that system The gateways of a system
cooperatively maintain a routing data base using an interior
gateway protocol (IGP)..." [3]

Envi ronnent and Coal s

The "OSI Routei ng Framewor k" describes the environment for OS
routing as well as its goals. The environnent described is a highly
i nterconnected, highly heterogeneous collection of LANs and public
and private networks made up of a diverse collection of equipnent
frommltiple vendors. A nunber of goals are enunerated, including:

- Support of multiple subnetwork types

- Very large nunbers of connected systens

- End Systemsinplicity

- Miltiple organizations with nutual distrust and policy/lega
restrictions

- High performance

- Robust and dynamic routing in the face of topol ogi cal changes

The environnent and goals described are a good match for those in the
Internet. The Internet crosses nultiple types of physical nedia,
link |ayer protocols, and adm nistrative controls. Routers and hosts
may come from many vendors. The Internet has becone international in
scope. |ssues of security and the isolation of bad routing

i nformati on have become international concerns.

The Internet environment, with over 900 hi ghly connected networks
(and growi ng exponentially), is very much |like the environnment the
OSl nodel ains to describe.

Structure of d obal Routing
The "OSlI Routeing Framework" classifies routing into three types:

- wthin a Routing Domain
- within an Adm nistrative Domain
- between Adni nistrative Donmmi ns

Routing within a Routing Donain involves a high I evel of nutual
trust. This allows the use of conplex, tightly-coupled procedures
that can make the best use of dynam c, highly interconnected

envi ronnents.
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Routi ng Domai ns may be recursively subdivided into Subdomai ns in
order to reduce routing conplexity. The details of a subdonain nay
be | argely hidden from other subdomains with an attendant reduction
in the volume of routing information exchanged.

Intra- Adm nistrative Domain routing is concerned with interconnecting
nmul tiple Routing Domains within an adm nistration. |ssues my

i ncl ude address administration, cost recovery, and policy concerns.

A nmoderate |level of trust is assuned. The nature of the interactions
bet ween Routing Donmai ns can range from being tightly coupl ed (best
path routing between two RDs running different routing protocols) to
bei ng nore policy-based. However, inter-RD routing within an

Admi ni strative Donmain is tightly coordi nated and represents a unified
techni cal plan.

Inter-Adm nistrative Domain routing is concerned with managi ng and
controlling the flow of information in a highly structured way

bet ween organi zations that may require formal nultilatera

agreenments. The issues of concern at this level tend to be

adm nistrative in nature (legal/political constraints, security,
access control, etc.). Miltiple agreenents between nultiple

adm nistrations are unlikely to be inplicitly transitive. This makes
the analysis of policy interactions very inportant.

Mappi ng the AD RD Model Onto the Internet

The national network backbones (NSFNET, ARPANET, M LNET, NSN, and
soon ESNET) can be viewed as Commopn Domains. Each may have
sufficiently global routing know edge to determ ne a path to any
I nternet address.

Regi onal networks are clearly Adm nistrative Donains. Miltilatera
policy agreenents are defined between the regi onal networks and the
backbones. On the other hand, regional networks very often are
tightly coupled to individual networks and canpus networks in terns
of routing. 1In this sense, a regional network could be viewed as a
Routing Domain with individual campuses thought of as Subdomai ns.

Fromt he standpoint of routing functionality, it is nost useful to
view a "cl assic" Autononmous System as a congruent Routing Domain and
Admi ni strative Domain. An AS as defined represents both a single |IGP
and a point of policy admnistration. The sixteen bit val ue now
known as the Autononpbus System nunber may instead be viewed as an
Admi ni strative Domai n nunber

In reality, however, many so-called Autononbus Systems today do not
adhere to the strict definition of an AS. In theory, an Autononous
Systemis quite simlar to a Routing Domain, in which a high |level of

Hares & Katz [ Page 6]



RFC 1136 A Model for Routing in the Internet December 1989

8)

trust is nmade between systens, a consistent IGP is run, and ful
routing infornmation is distributed. On the other hand, AS nunbers
have become an abstraction for policy groupings to backbones.

I ndeed, entire regional networks are viewed by the backbones as a
si ngl e Aut ononmous System even though they are not nearly as
honogeneous as the AS nodel specifies. Such entities can be viewed
as an Administrative Donmain containing several Routing Donmains.

Although it is true that, in this interpretation, nultiple

nont echni cal adm nistrations are represented within a single

Admi ni strative Domain (in conflict with the definition of an

Adm ni strative Dommin), such structures require a single approach to
internal routing. Even if there is not a true adm nistration
representing the collection of domains (such as a consortium, there
typically is a technical conmittee to settle comon technical issues.

The AD/ RD Model as an Engi neering Tool

Current Autononmpus Systens cross adm nistrative boundaries with

i mpunity. This works as |ong as the individual admnistrations
operating within the common AS agree to a common technical policy for
routi ng and network managenent. Connections wth other backbones,
regi onal networks, and canmpus networks nust be planned, inplenented,
and nmanaged in a coordi nated fashion

Thi s coordi nation becones nore difficult, but nore necessary, as the
AS grows. As connectivity and policy becone nore conplex, current
Aut ononpbus Systens start to fragnent. An exanple of this is a
network that is currently a nenber of an NSFNET regi onal network but
wi Il be adding a connection to ESNET. The adm nistrators of the
network and the regi onal network nust carefully coordinate the
changes necessary to inplement this connection, including possibly
altering the boundaries of policy and routing. A |ack of

coordi nation could result in routing | oops and policy violations.

A point that is being increasingly realized is that the entity
responsi ble for exterior or policy routing (be it an Autononobus
System or an Adninistrative Domain) nust have a common technica
policy for routing. The effects of attenpting different approaches
to policy and external routing while maintaining a single AS have
been painfully evident in real instances in the Internet.

Under the AD/RD nodel, a routing donmain cannot be in two

Admi ni strative Domains. For exanple, if a canpus network wants to
set its own routing policy and enforce it via managenent of their
routers, the canpus has elected to becone a separate Administrative
Domain. |f that campus uses a comon | GP with other campuses, it
represents an attenpt to split a Routing Domain (the regional network

Hares & Katz [ Page 7]



RFC 1136 A Model for Routing in the Internet December 1989

9)

10)

with a common I GP) across nultiple Adnministrative Domains (the canpus
and the rest of the regional). Such arrangenents represent dubi ous
engi neering practice, cause real routing problens, and are disallowed
by the AD/ RD nodel .

Under the strict Autononbus System nodel, only one | GP can exi st
within an AS. However, nany regional networks are successfully using
multiple 1GPs. The AD/RD nodel allows this valuable routing

topol ogy. Such a topol ogy woul d al so be all owed by the AS nodel if
it were to be broadened to allow nultiple 1GPs, in which case an AS
and an AD woul d effectively becone equival ent.

The AD/RD Model in a Dual Protocol Internet
As the OSI protocol suite is deployed and an CSI Internet is

constructed, it is very likely that significant portions of the
current TCP/IP Internet will also carry OSI traffic. Many router

vendors provide dual protocol capability today, or will in the near
future, and the investment in network infrastructure is such that it
is unlikely that a separate, parallel internet will be established

for OSI traffic.

It is logical to assune that, in many cases, the same technical and
adm ni strative boundaries will apply to both DoD IP and OS|

protocols, and in sone cases a single routing protocol nmay be used to
support both protocol suites.

Thus, it would be nost advantageous to have a conmon nodel and comon
nonencl ature in order to provide a nore unified, nanageabl e routing
environnent. Gven that the OSI Routeing Framework represents the
nodel on which OSI routing is built, the use of the ADRD nodel to
describe the existing Internet is an appropriate step toward

descri bing and buil ding the conbi ned internet.

Concl usi ons

The AD/ RD nodel of routing describes the current Internet better than
exi sting nodel s because it describes:

- How Intra-Domain and Inter-Domain rel ationshi ps work at both
routing and policy |eve

- How routing donmains and admini strative domai ns can be
hierarchically rel ated

- The existence of nultiple national peers

- A conmon nodel for dual protocol internets
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The expandi ng Internet has grown fromthe "core" nodel with severa

smal | attached networks to a highly interconnected environnent that
spans several continents. Several national peer networks serve an

ever-growi ng set of regional networks. The AD/ RD nodel can hel p

I nternet protocol designers abstract the functional pieces fromthe
| arge Internet.

The Internet grows daily. Any nmodel of Internet routing needs to
provide a way to understand and order the growh. The | SO Routeing
Framewor k provides a structure to handl e such growt h.
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