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1. Status of this Menp

This menmo provides the initial version of the Managenment |nformation
Base (M B) for use with network management protocols in TCP/I|P-based
internets in the short-term |In particular, together with its
conpani on menbs whi ch descri be the structure of nanagenent
information along with the initial network managenent protocol, these
docunents provide a sinple, workable architecture and system for
managi ng TCP/ | P-based internets and in particular the Internet.
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This meno specifies a draft standard for the Internet conmunity.
TCP/I P inplenmentations in the Internet which are network nanageabl e
are expected to adopt and inplenment this specification

Distribution of this meno is unlimted.
2. |1 AB PCOLI CY STATENMENT

This M B specification is the first edition of an evol ving docunent
defini ng variabl es needed for nonitoring and control of various
conponents of the Internet. Not all groups of defined variables are
mandatory for all Internet conponents.

For exanple, the EGP group is mandatory for gateways using EGP but
not for hosts which should not be running EGP. Sinmilarly, the TCP
group is mandatory for hosts running TCP but not for gateways which
aren’t running it. \Wat IS nandatory, however, is that all variables
of a group be supported if any elenment of the group is supported.

It is expected that additional MB groups and variables will be
defined over tine to acconmodate the nonitoring and control needs of
new or changi ng conponents of the Internet. The M B working group
will continue to refine this specification and projects a revision

i ncorporating new requirenents in early 1989.

3. Introduction

As reported in RFC 1052, | AB Recommendati ons for the Devel opnent of

I nternet Network Managenent Standards [1], the Internet Activities
Board has directed the Internet Engineering Task Force (IETF) to
create two new working groups in the area of network managenent. One
group is charged with the further specification and definition of

el ements to be included in the Managenent |nformation Base. The
other is charged with defining the nodifications to the Sinple

Net wor k Management Protocol (SNMP) to acconmodate the short-term
needs of the network vendor and operator comunities. The long-term
needs of the Internet community are to be net using the ISOCMS/ CMP
[2,3] framework as a basis. An existing | ETF working group, the
"NETMAN' group, is already engaged in defining the use of CMS/CM P
ina TCP/IP network, and will continue with responsibility for
addressing the | onger-termrequirenents.

The output of the MB working group is to be provided to both the
SNWVP working group and the NETMAN group, so as to ensure
conpatibility of nonitored itens for both network managenent

f ramewor ks

The M B working group has produced this neno and a conpani on. The

Mcd oghrie & Rose [ Page 2]



RFC 1066 M B August 1988

conpani on neno [4] defines a Structure for Managenent |nformation
(SM) for use by the nmanaged objects contained in the MB. This nmeno
defines the |ist of nanaged objects.

The 1 AB al so urged the working groups to be "extrenely sensitive to
the need to keep SNWP sinple," and recomends that the M B working
group take as its starting inputs the MB definitions found in the
Hi gh-Level Entity Managenent Systens (HEMS) RFC 1024 [5], the initia
SNWP specification [6], and the CMS/ICM P nenos [7, 8].

Thus, the list of managed objects defined here, has been derived by

taking only those el enents which are considered essential. Since
such elenments are essential, there is no need to allow the
i mpl enent ati on of individual objects, to be optional. Rather, al

conpliant inplenentations will contain all applicable (see bel ow)
objects defined in this meno.

Thi s approach of taking only the essential objects is NOT
restrictive, since the SM defined in the conpani on neno provides
three extensibility mechani sms: one, the addition of new standard

obj ects through the definitions of new versions of the MB; two, the
addi ti on of wi dely-avail abl e but non-standard objects through the
multilateral subtree; and three, the addition of private objects
through the enterprises subtree. Such additional objects can not only
be used for vendor-specific el enents, but also for experinentation as
required to further the know edge of which other objects are
essenti al .

The primary criterion for being considered essential was for an
object to be contained in all of the above referenced MB
definitions. A few other objects have been included, but only if the
M B wor ki ng group believed they are truly essential. The detailed
list of criteria against which potential inclusions in this (initial)
M B were consi dered, was:

1) An object needed to be essential for either fault or
configuration managenent.

2) Only weak control objects were permitted (by weak, it
is meant that tampering with themcan do only limted
damage). This criterion reflects the fact that the
current nmanagenent protocols are not sufficiently secure
to do nore powerful control operations.

3) Evidence of current use and utility was required.

4) An attenpt was nmade to limt the nunmber of objects to
about 100 to make it easier for vendors to fully
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instrunent their software.

To avoid redundant variables, it was required that no
obj ect be included that can be derived fromothers in the
M B.

| mpl enent ation specific objects (e.g., for BSD UN X)
wer e excl uded.

It was agreed to avoid heavily instrunenting critica
sections of code. The general guideline was one counter
per critical section per |ayer.
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4.

4.

oj ects

Managed objects are accessed via a virtual information store, terned
the Managerent Information Base or MB. bjects in the MB are
defined using Abstract Syntax Notation One (ASN. 1) [9].

The nmechani snms used for describing these objects are specified in the
conpani on nmeno. In particular, each object has a name, a syntax, and
an encoding. The nane is an object identifier, an adm nistratively
assi gned name, which specifies an object type. The object type
together with an object instance serves to uniquely identify a
specific instantiation of the object. For human conveni ence, we
often use a textual string, ternmed the OBJECT DESCRI PTOR, to al so
refer to the object type

The syntax of an object type defines the abstract data structure
corresponding to that object type. The ASN. 1 | anguage is used for
this purpose. However, the conpanion neno purposely restricts the
ASN. 1 constructs which may be used. These restrictions are
explicitly nmade for sinplicity.

The encoding of an object type is sinmply how that object type is
represented using the object type’s syntax. Inplicitly tied to the
noti on of an object type's syntax and encoding is how the object type
is represented when being transmtted on the network. This nenp
specifies the use of the basic encoding rules of ASN. 1 [10].

1. Object Goups

Since this list of managed objects contains only the essentia
el enents, there is no need to allow individual objects to be
optional. Rather, the objects are arranged into the follow ng
groups:

- System

- Interfaces

- Address Transl ation
- 1P

- QW

- TCP

- UDP

- EGP

There are two reasons for defining these groups: one, to provide a
nmeans of assigning object identifiers; two, to provide a nethod for

i mpl enent ati ons of managed agents to know which objects they nust
implenent. This method is as follows: if the semantics of a group is
applicable to an inplenentation, then it nust inplenent all objects
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in that group. For exanple, an inplenmentation nust inplenent the EGP
group if and only if it inplenments the EGP protocol

4.2. Format of Definitions

The next section contains the specification of all object types
contained in the MB. Follow ng the conventions of the conpanion
nmeno, the object types are defined using the followi ng fields:

A textual nane, termed the OBJECT DESCRI PTOR, for the
obj ect type, along with its correspondi ng OBJECT
| DENTI FI ER

Synt ax:

The abstract syntax for the object type, presented using
ASN. 1. This nust resolve to an instance of the ASN. 1
type ObjectSyntax defined in the SM.

Definition:
A textual description of the semantics of the object
type. Inplenmentations should ensure that their

interpretation of the object type fulfills this
definition since this MBis intended for use in nulti-
vendor environnments. As such it is vital that object
types have consi stent mneaning across all machines.

Access:
One of read-only, read-wite, wite-only, or
not - accessi bl e.

St at us:
One of nmandatory, optional, or obsolete.
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5. Object Definitions
RFC1066-M B { iso org(3) dod(6) internet(1l) ngn(2) 1}
DEFINITIONS ::= BEG N
| MPORTS
ngnt, OBJECT- TYPE, Networ kAddress, | pAddress,

Counter, Gauge, Ti nmeTicks
FROM RFC1065- SM ;

mb OBJECT IDENTIFIER ::= { ngn 1}
system OBJECT IDENTIFIER ::= { mib 1}
interfaces OBJECT IDENTIFIER ::= { mb 2}
at OBJECT IDENTIFIER ::= { mb 3}
ip OBJECT IDENTIFIER ::={ mb 4}
icnp OBJECT IDENTIFIER ::= { mb 5}
tcp OBJECT IDENTIFIER ::={ mb 6 }
udp OBJECT IDENTIFIER ::={ nib 7 }
egp OBJECT IDENTIFIER ::={ nmib 8}
END
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5.1. The System G oup

| mpl ement ati on of the Systemgroup is mandatory for all
syst ens.

sysDescr { system1 }

Synt ax:
OCTET STRI NG

Definition:
A textual description of the entity. This value should
include the full name and version identification of the
system s hardware type, software operating-system and
networ ki ng software. It is mandatory that this only
contain printable ASCI| characters.

Access:
read-only.

St at us:
nmandat ory.

sysCbjectI D { system?2 }

Synt ax:
OBJECT | DENTI FI ER

Definition:
The vendor’s authoritative identification of the network
managenent subsystem contained in the entity. This val ue
is allocated within the SM enterprises subtree
(1.3.6.1.4.1) and provi des an easy and unanbi guous neans
for determ ning "what kind of box" is being managed. For
exanple, if vendor "Flintstones, Inc." was assigned the
subtree 1.3.6.1.4.1.42, it could assign the identifier
1.3.6.1.4.1.42.1.1 to its "Fred Router".

Access:
read-only.

St at us:
nmandat ory.
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sysUpTinme { system 3 }

Synt ax:
Ti meTi cks

Definition:
The tinme (in hundredths of a second) since the network
management portion of the systemwas last re-initialized.

Access:
read-only.

St at us:
mandat ory.
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5.2. The Interfaces G oup

| mpl ementation of the Interfaces group is nandatory for al
syst ens.

i fNumber { interfaces 1 }

Synt ax:
| NTEGER

Definition:
The nunber of network interfaces (regardl ess of their
current state) on which this systemcan send/receive IP
dat agr ans.

Access:
read-only.

St at us:
mandat ory.

5.2.1. The Interfaces Tabl e
ifTable { interfaces 2 }

Synt ax:
SEQUENCE OF IfEntry

Definition:
Alist of interface entries. The number of entries is
gi ven by the value of ifNunber.

Access:
read-wite.

St at us:
mandat ory.

ifEntry { ifTable 1}

Synt ax:
[fEntry ::= SEQUENCE {
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}

i f1ndex
| NTEGER

i f Descr
OCTET STRI NG,

i f Type
| NTEGER

ifMu
| NTEGER

i f Speed
Gauge,

i f PhysAddr ess
OCTET STRI NG,

i f Adm nSt at us
| NTEGER

i f Oper St at us
| NTEGER

i f Last Change
Ti meTi cks,

i flnCctets
Count er,

i flnUcast Pkts
Count er,

i fIl nNUcast Pkts
Count er,

i fInDi scards
Count er,

iflnErrors
Count er,

i fI nUnknownPr ot os
Count er,

i fQutCctets
Count er,

i f Qut Ucast Pkt s
Count er,

i f Qut NUcast Pkt s
Count er,

i f Qut Di scards
Count er,

ifQutErrors
Count er,

i fQut QLen
Gauge

Definition:
An interface entry containing objects at the subnetwork

| ayer and bel ow for a particul ar

Mcd oghrie & Rose
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Access:
read-wite.

St at us:
mandat ory.

We now consi der the individual conmponents of each interface
entry:

iflndex { ifEntry 1}

Synt ax:
| NTEGER

Definition:
A uni que value for each interface. |Its value ranges
between 1 and the value of ifNunmber. The value for each
interface must remain constant at | east fromone re-
initialization of the entity’s network nanagement system
to the next re-initialization

Access:
read-only.

St at us:
nmandat ory.

ifDescr { ifEntry 2 }

Synt ax:
OCTET STRI NG

Definition:
A text string containing information about the interface.
This string should include the name of the nanufacturer
the product name and the version of the hardware
interface. The string is intended for presentation to a
human; it nust not contain anything but printable ASC
characters.
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Access:
read-only.

St at us:
mandat ory.

ifType { ifEntry 3}

Synt ax:
| NTEGER {
ot her (1), -- none of the follow ng
regul ar1822(2),
hdh1822( 3),
ddn-x25(4),
rfc877-x25(5),
et hernet - csmacd(6),
i s088023-csmacd(7),
i s088024-t okenBus( 8),
i s088025-t okenRi ng(9),
i s088026- man( 10),
starLan(11),
pr ot eon- 10MBi t (12),
pr ot eon- 80MBi t (13),
hyper channel (14),
fddi (15),
| apb( 16),
sdl ¢c(17),
tl-carrier(18),
cept (19), -- european equivalent of T-1
basi cl sdn(20),
primaryl sdn(21),
-- proprietary seria
pr opPoi nt ToPoi nt Seri al (22)
}

Definition:
The type of interface, distinguished according to the

physi cal /1i nk/ network protocol (s) i mediately "below' IP
in the protocol stack.

Access:
read-only.

St at us:
nmandat ory.

Mcd oghrie & Rose [ Page 13]



RFC 1066

M B August 1988

ifMu { ifEntry 4 }

Synt ax:
| NTEGER

Definition:
The size of the largest |P datagram which can be
sent/received on the interface, specified in octets.

Access:
read-only.

St at us:
mandat ory.

i fSpeed { ifEntry 5}

Synt ax:
Gauge

Definition:
An estimate of the interface’s current bandwidth in bits
per second. For interfaces which do not vary in
bandwi dth or for those where no accurate estinmation can
be made, this object should contain the nom na
bandwi dt h.

Access:
read-only.

St at us:
nmandat ory.

i f PhysAddress { ifEntry 6 }

Synt ax:
OCTET STRI NG

Definition:
The interface’'s address at the protocol |ayer imediately
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"below' IP in the protocol stack. For interfaces which
do not have such an address (e.g., a serial line), this
obj ect should contain an octet string of zero |ength.

Access:
read-only.

St at us:
mandat ory.

ifAdm nStatus { ifEntry 7 }

Synt ax:
| NTEGER {
up(1), -- ready to pass packets
down(2),
testing(3) -- in sonme test node
}
Definition:

The desired state of the interface. The testing(3) state
i ndi cates that no operational packets can be passed.

Access:
read-wite.

St at us:
nmandat ory.

ifOperStatus { ifEntry 8 }

Synt ax:
| NTEGER {
up(1), -- ready to pass packets
down( 2),
testing(3) -- in sone test node
}
Definition:

The current operational state of the interface. The
testing(3) state indicates that no operational packets
can be passed.
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Access:
read-only.

St at us:
mandat ory.

i fLast Change { ifEntry 9 }

Synt ax:
Ti meTi cks

Definition:
The val ue of sysUpTime at the tine the interface entered
its current operational state. |If the current state was

entered prior to the last re-initialization of the |oca
net wor k managenent subsystem then this object contains a
zero val ue.

Access:
read-only.

St at us:
mandat ory.

ifInCctets { ifEntry 10 }

Synt ax:
Count er

Definition:
The total nunber of octets received on the interface,
i ncl udi ng fram ng characters.

Access:
read-only.

St at us:
mandat ory.
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iflnUcastPkts { ifEntry 11 }

Synt ax:
Count er

Definition:
The nunber of (subnet) unicast packets delivered to a
hi gher -1 ayer protocol.

Access:
read-only.

St at us:
mandat ory.

i flnNUcastPkts { ifEntry 12 }

Synt ax:
Count er

Definition:
The nunber of non-unicast (i.e., subnet broadcast or
subnet multicast) packets delivered to a higher-|ayer
pr ot ocol

Access:
read-only.

St at us:
mandat ory.

ifInDiscards { ifEntry 13 }

Synt ax:
Count er

Definition:
The nunber of inbound packets which were chosen to be
di scarded even though no errors had been detected to
prevent their being deliverable to a higher-Iayer
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protocol. One possible reason for discarding such a
packet could be to free up buffer space.

Access:
read-only.

St at us:
mandat ory.

iflnErrors { ifEntry 14 }

Synt ax:
Count er

Definition:
The nunber of inbound packets that contained errors
preventing them from being deliverable to a higher-1layer
pr ot ocol

Access:
read-only.

St at us:
mandat ory.

i fIl nUnhknownProtos { ifEntry 15 }

Synt ax:
Count er

Definition:
The nunber of packets received via the interface which
wer e di scarded because of an unknown or unsupported
pr ot ocol

Access:
read-only.

St at us:
mandat ory.
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ifQutCctets { ifEntry 16 }

Synt ax:
Count er

Definition:
The total nunber of octets transmtted out of the
interface, including fram ng characters.

Access:
read-only.

St at us:
mandat ory.

i fQutUcastPkts { ifEntry 17 }

Synt ax:
Count er

Definition:
The total nunmber of packets that higher-|evel protocols
requested be transnmitted to a subnet-unicast address,
i ncluding those that were di scarded or not sent.

Access:
read-only.

St at us:
mandat ory.

i fQut NUcast Pkts { ifEntry 18 }

Synt ax:
Count er

Definition:
The total nunmber of packets that higher-I|evel protocols
requested be transmtted to a non-unicast (i.e., a subnet
broadcast or subnet nulticast) address, including those
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that were discarded or not sent.

Access:
read-only.

St at us:
nmandat ory.

ifQutDiscards { ifEntry 19 }

Synt ax:
Count er

Definition:
The nunber of outbound packets which were chosen to be
di scarded even though no errors had been detected to
prevent their being transmitted. One possible reason for
di scardi ng such a packet could be to free up buffer
space.

Access:
read-only.

St at us:
mandat ory.

ifQutErrors { ifEntry 20 }

Synt ax:
Count er

Definition:
The nunber of outbound packets that coul d not be
transmitted because of errors.

Access:
read-only.

St at us:
mandat ory.
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ifGutQen { ifEntry 21 }

Synt ax:
Gauge

Definition:
The I ength of the output packet queue (in packets).

Access:
read-only.

St at us:
mandat ory.
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5.3. The Address Transl ati on G oup

| mpl ement ati on of the Address Translation group is mandatory
for all systens.

The Address Transl ation group contains one table which is the
uni on across all interfaces of the translation tables for
converting a NetworkAddress (e.g., an I P address) into a
subnet wor k- speci fic address. For lack of a better term this
docunent refers to such a subnetwork-specific address as a
"physi cal " address.

Exanmpl es of such translation tables are: for broadcast nedia
where ARP is in use, the translation table is equivalent to
the ARP cache; or, on an X 25 network where non-al gorithmnic
translation to X 121 addresses is required, the translation
tabl e contains the NetworkAddress to X 121 address
equi val ences.

atTable { at 1}

Synt ax:
SEQUENCE OF AtEntry

Definition:
The Address Translation tables contain the NetworkAddress
to "physical" address equival ences. Sone interfaces do
not use translation tables for determ ning address
equi val ences (e.g., DDN-X. 25 has an al gorithm c nethod);
if all interfaces are of this type, then the Address
Translation table is enpty, i.e., has zero entries.

Access:
read-write.

St at us:
mandat ory.

atEntry { atTable 1}
Synt ax:

AtEntry ::= SEQUENCE ({
at | f 1 ndex
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| NTEGER
at PhysAddr ess
CCTET STRI NG,
at Net Addr ess
Net wor kAddr ess

}

Definition:
Each entry contains one NetworkAddress to "physical"”
addr ess equi val ence.

Access:
read-write.

St at us:
mandat ory.

We now consi der the individual conponents of each Address
Transl ation table entry:

atlfindex { atEntry 1 }

Synt ax:
| NTEGER

Definition:
The interface on which this entry’s equivalence is
effective. The interface identified by a particular
value of this index is the sane interface as identified
by the same val ue of iflndex.

Access:
read-write.

St at us:
mandat ory.

at PhysAddress { atEntry 2 }

Synt ax:
OCTET STRI NG
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Definition:
The nedi a- dependent "physical" address.

Access:
read-wite.

St at us:
mandat ory.

at Net Address { atEntry 3 }

Synt ax:
Net wor kAddr ess

Definition:
The Networ kAddress (e.g., the I P address) corresponding to
the nedi a- dependent "physical" address.

Access:
read-wite.

St at us:
mandat ory.
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5.4. The IP Goup

| mpl ementation of the IP group is nmandatory for all systens.

i pForwarding { ip 1}

Synt ax:
| NTEGER {
gat eway(1), -- entity forwards datagrans
host (2) -- entity does NOT forward datagrans
}
Definition:

The indication of whether this entity is acting as an IP
gateway in respect to the forwardi ng of datagrans

recei ved by, but not addressed to, this entity. I[P

gat eways forward datagranms; Hosts do not (except those
Sour ce- Rout ed via the host).

Access:
read-only.

St at us:
mandat ory.

i pDefaul t TTL { ip 2 }

Synt ax:
| NTEGER

Definition:
The default value inserted into the Tine-To-Live field of
the I P header of datagrans originated at this entity,
whenever a TTL value is not supplied by the transport
| ayer protocol.

Access:
read-wite.

St at us:
mandat ory.
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i plnReceives { ip 3}

Synt ax:
Count er

Definition:
The total nunber of input datagrans received from
i nterfaces, including those received in error

Access:
read-only.

St at us:
mandat ory.

iplnHdrErrors { ip 4}

Synt ax:
Count er

Definition:
The nunber of input datagrans di scarded due to errors in
their 1P headers, including bad checksums, version nunber
m smatch, other format errors, tine-to-live exceeded,
errors discovered in processing their |IP options, etc.

Access:
read-only.

St at us:
nmandat ory.

i plnAddrErrors { ip 5}

Synt ax:
Count er

Definition:
The nunber of input datagrans di scarded because the IP
address in their | P header’s destination field was not a
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valid address to be received at this entity. This count
i ncludes invalid addresses (e.g., 0.0.0.0) and addresses
of unsupported Cl asses (e.g., Cass E). For entities
whi ch are not |IP Gateways and therefore do not forward
dat agrans, this counter includes datagrans di scarded
because the destination address was not a | ocal address.

Access:
read-only.

St at us:
nmandat ory.

i pForwDatagrans { ip 6 }

Synt ax:
Count er

Definition:
The nunber of input datagrans for which this entity was
not their final I P destination, as a result of which an
attenpt was nade to find a route to forward themto that
final destination. |In entities which do not act as IP
Gat eways, this counter will include only those packets
whi ch were Source-Routed via this entity, and the
Sour ce- Rout e option processi ng was successful.

Access:
read-only.

St at us:
mandat ory.

i pl nUnknownProtos { ip 7 }

Synt ax:
Count er

Definition:
The nunber of |ocally-addressed datagrans received
successful ly but discarded because of an unknown or
unsupported protocol
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Access:
read-only.

St at us:
mandat ory.

i plnDiscards { ip 8}

Synt ax:
Count er

Definition:
The nunber of input |IP datagrans for which no probl ens
were encountered to prevent their continued processing,
but which were discarded (e.g. for lack of buffer space).
Note that this counter does not include any datagrans
di scarded while awaiting re-assenbly.

Access:
read-only.

St at us:
mandat ory.

iplnDelivers { ip 9}

Synt ax:
Count er

Definition:
The total nunmber of input datagrans successfully
delivered to | P user-protocols (including | CW).

Access:
read-only.

St at us:
mandat ory.

i pOQut Requests { ip 10 }
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Synt ax:
Count er

Definition:
The total nunber of |P datagrans which |ocal |P user-
protocols (including I1CVP) supplied to IP in requests for
transm ssion. Note that this counter does not include
any datagranms counted in ipForwDatagrans.

Access:
read-only.

St at us:
mandat ory.

i pQutDiscards { ip 11 }

Synt ax:
Count er

Definition:
The nunber of output |P datagrans for which no problem
was encountered to prevent their transmission to their
destination, but which were discarded (e.g., for lack of
buf fer space). Note that this counter woul d include
dat agrans counted in i pForwbatagranms if any such packets
nmet this (discretionary) discard criterion

Access:
read-only.

St at us:
nmandat ory.

i pQut NoRoutes { ip 12 }

Synt ax:
Count er
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Definition:
The nunber of | P datagrans di scarded because no route
could be found to transnmit themto their destination
Note that this counter includes any packets counted in
i pForwDat agr ans which nmeet this "no-route” criterion

Access:
read-only.

St at us:
mandat ory.

i pReasnili meout { ip 13 }

Synt ax:
| NTEGER

Definition:
The maxi mum nunber of seconds which received fragments
are held while they are awaiting reassenbly at this

entity.
Access:

read-only.
St at us:

nmandat ory.
OBJECT

i pPReasnmReqds { ip 14 }

Synt ax:
Count er

Definition:
The nunber of IP fragments received which needed to be
reassenbled at this entity.

Access:
read-only.

St at us:
nmandat ory.
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i pPReasmKs { ip 15 }

Synt ax:
Count er

Definition:
The nunber of | P datagranms successfully re-assenbl ed.

Access:
read-only.

St at us:
mandat ory.

i pReasnfails { ip 16 }

Synt ax:
Count er

Definition:
The nunber of failures detected by the I P re-assenbly
al gorithm (for whatever reason: timed out, errors, etc).

Note that this is not necessarily a count of discarded IP
fragnments since sone algorithns (notably RFC 815's) can

| ose track of the nunber of fragments by conbi ning them
as they are received.

Access:
read-only.

St at us:
mandat ory.

i pFragXks { ip 17 }

Synt ax:
Count er
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Definition:
The nunber of | P datagrans that have been successfully
fragnented at this entity.

Access:
read-only.

St at us:
mandat ory.

i pFragFails { ip 18 }

Synt ax:
Count er

Definition:
The nunber of | P datagrans that have been discarded
because they needed to be fragnmented at this entity but
could not be, e.g., because their "Don't Fragment" flag

was set.
Access:

read-only.
St at us:

mandat ory.
OBJECT

i pFragCreates { ip 19 }

Synt ax:
Count er

Definition:
The nunber of | P datagram fragnents that have been
generated as a result of fragnmentation at this entity.

Access:
read-only.

St at us:
mandat ory.
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5.4.1. The |IP Address Tabl e

The I p Address table contains this entity's | P addressing
i nformati on.

i pAddr Table { ip 20 }

Synt ax:
SEQUENCE OF | pAddrEntry

Definition:
The tabl e of addressing information relevant to this
entity’'s | P addresses.

Access:
read-only.

St at us:
mandat ory.

i pAddrEntry { ipAddrTable 1 }

Synt ax:
| pAddrEntry ::= SEQUENCE {
i pAdEnt Addr
| pAddr ess,
i pAdENnt | f 1 ndex
| NTEGER
i pAdEnt Net Mask
| pAddr ess,
i pAdEnt Bcast Addr
| NTEGER
}
Definition:
The addressing information for one of this entity's IP
addr esses.
Access:
read-only.
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St at us:
mandat ory.

i pAdEnt Addr { i pAddrEntry 1 }

Synt ax:
| pAddr ess

Definition:
The I P address to which this entry’s addressing
i nformati on pertains.

Access:
read-only.

St at us:
mandat ory.

i pAdEnt I flndex { ipAddrEntry 2 }

Synt ax:
| NTEGER

Definition:
The i ndex val ue which uniquely identifies the interface
to which this entry is applicable. The interface
identified by a particular value of this index is the
same interface as identified by the same val ue of
i flndex.

Access:
read-only.

St at us:
mandat ory.

i pAdEnt Net Mask { i pAddrEntry 3 }

Mcd oghrie & Rose [ Page 34]



RFC 1066 M B August 1988

Synt ax:
| pAddr ess

Definition:
The subnet mask associated with the |P address of this
entry. The value of the nmask is an IP address with al
the network bits set to 1 and all the hosts bits set to
0.

Access:
read-only.

St at us:
mandat ory.

i pAdEnt Bcast Addr { i pAddrEntry 4 }

Synt ax:
| NTEGER

Definition:
The value of the least-significant bit in the IP
br oadcast address used for sending datagrans on the
(logical) interface associated with the | P address of
this entry. For exanple, when the Internet standard
al | -ones broadcast address is used, the value will be 1.

Access:
read-only.

St at us:
mandat ory.

5.4.2. The IP Routing Table
The | P Routing Table contains an entry for each route
presently known to this entity. Note that the action to be

taken in response to a request to read a non-existent entry,
is specific to the network nmanagenent protocol being used.

i pRoutingTable { ip 21}
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Synt ax:
SEQUENCE OF | pRout eEntry

Definition:
This entity’s IP Routing table.

Access:
read-wite.

St at us:
mandat ory.

i pRouteEntry { ipRoutingTable 1 }

Synt ax:
| pRout eEntry :: = SEQUENCE {

i pRout eDest
| pAddr ess,

i pRout el f1 ndex
| NTECER,

i pRout eMetricl
| NTECER,

i pRout eMetric2
| NTEGER,

i pRout eMetric3
| NTECER,

i pRout eMetric4
| NTECER,

i pRout eNext Hop
| pAddr ess,

i pRout eType
| NTECER,

i pRout eProt o
| NTECER,

i pRout eAge
| NTEGER

}

Definition:
A route to a particular destination.

Access:
read-wite.
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St at us:
mandat ory.

We now consi der the individual conmponents of each route in the
| P Routing Tabl e:

i pRout eDest { i pRouteEntry 1 }

Synt ax:
| pAddr ess

Definition:
The destination |IP address of this route. An entry with
a value of 0.0.0.0 is considered a default route.
Mul tiple such default routes can appear in the table, but
access to such nultiple entries is dependent on the
t abl e-access nechani sns defined by the network managenent
protocol in use.

Access:
read-wite.

St at us:
mandat ory.

i pRoutel flndex { ipRouteEntry 2}

Synt ax:
| NTEGER

Definition:
The index value which uniquely identifies the |oca
interface through which the next hop of this route should
be reached. The interface identified by a particular
value of this index is the sane interface as identified
by the sanme val ue of iflndex.

Access:
read-wite.

St at us:
nmandat ory.

Mcd oghrie & Rose [ Page 37]



RFC 1066

M B August 1988

i pRouteMetricl { ipRouteEntry 3 }

Synt ax:
| NTEGER

Definition:
The primary routing netric for this route. The semantics
of this metric are determined by the routing-protoco
specified in the route’s i pRouteProto value. If this
nmetric is not used, its value should be set to -1

Access:
read-wite.

St at us:
nmandat ory.

i pRouteMetric2 { ipRouteEntry 4 }

Synt ax:
| NTEGER

Definition:
An alternate routing netric for this route. The
semantics of this nmetric are determ ned by the routing-
protocol specified in the route’'s i pRouteProto value. |If
this netric is not used, its value should be set to -1

Access:
read-wite.

St at us:
mandat ory.

i pRouteMetric3 { ipRouteEntry 5 }

Synt ax:
| NTEGER
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Definition:
An alternate routing netric for this route. The
semantics of this netric are determined by the routing-
protocol specified in the route’s i pRouteProto value. |If
this nmetric is not used, its value should be set to -1.

Access:
read-wite.

St at us:
mandat ory.

i pRouteMetricd { ipRouteEntry 6 }

Synt ax:
| NTEGER

Definition:
An alternate routing netric for this route. The
semantics of this nmetric are determ ned by the routing-
protocol specified in the route’'s i pRouteProto value. |If
this netric is not used, its value should be set to -1.

Access:
read-wite.

St at us:
nmandat ory.

i pRout eNext Hop { i pRouteEntry 7 }

Synt ax:
| pAddr ess

Definition:
The | P address of the next hop of this route.

Access:
read-wite.

St at us:
nmandat ory.
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i pRout eType {
Synt ax:
| NTEGER {
ot her (1),

invalid(2),

direct(3),

renote(4),

}

Definition:

The type of route.

Access:
read-wite.

St at us:
nmandat ory.

i pRout eProto {

Synt ax:
| NTEGER {

ot her (1), -

l ocal (2), -

net mgnt ( 3) , -

icnp(4), -

egp(9),

Mcd oghrie & Rose
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i pRout eEntry 8 }

none of the follow ng
an invalidated route

route to directly
connect ed (sub-)network

route to a non-|oca
host / net wor k/ sub- net wor k

i pRout eEntry 9 }

none of the follow ng
non- prot ocol i nformation,
e.g., manually configured
entries

set via a network managenent
pr ot oco

obt ai ned via | CVMP
e.g., Redirect

the remaini ng val ues are
all gateway routing protocols
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ggp(6),
hel l o(7),
rip(8),
is-is(9),
es-is(10),
ci scolgrp(11),
bbnSpf 1 gp(12),
oi gp(13)

}

Definition:
The routing mechanismvia which this route was | earned.
I ncl usi on of values for gateway routing protocols is not
intended to inply that hosts should support those
pr ot ocol s.

Access:
read-only.

St at us:
mandat ory.

i pRout eAge { i pRouteEntry 10 }

Synt ax:
| NTEGER

Definition:
The nunber of seconds since this route was | ast updated
or otherw se deternmined to be correct. Not e t hat no

semantics of "too old" can be inplied except through
know edge of the routing protocol by which the route was
| ear ned.

Access:
read-wite.

St at us:
nmandat ory.
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5.5. The I CW G oup
| mpl ementation of the I1CVP group is mandatory for all systens.
The |1 CVP group contains the I CVP input and output statistics.

Not e that individual counters for |ICVMP nessage (sub-)codes have been
omitted fromthis (version of the) MB for sinplicity.

icnplnMsgs { icnp 1}

Synt ax:
Count er

Definition:
The total nunber of | CWP nessages which the entity
received. Note that this counter includes all those
counted by icnplnErrors.

Access:
read-only.

St at us:
mandat ory.

icnmplnErrors { icmp 2 }

Synt ax:
Count er

Definition:
The nunber of | CVMP nessages which the entity received but
determ ned as having errors (bad | CWP checksunms, bad
| ength, etc.).

Access:
read-only.

St at us:
mandat ory.
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i cnpl nDest Unreachs { icnp 3 }

Synt ax:
Count er

Definition:

The nunber of | CWMP Destination Unreachabl e nessages
recei ved.

Access:
read-only.

St at us:
mandat ory.

i cnpl nTi meExcds { icnp 4 }

Synt ax:
Count er

Definition:
The nunber of |ICWMP Time Exceeded messages received.

Access:
read-only.

St at us:
mandat ory.

i cnpl nParmProbs { icnp 5 }

Synt ax:
Count er

Definition:
The nunber of | CMP Paraneter Probl em nessages received.

Access:
read-only.
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St at us:
mandat ory.

i cnpl nSrcQuenchs { icnp 6 }

Synt ax:
Count er

Definition:
The nunber of | CMP Source Quench nmessages received.

Access:
read-only.

St at us:
nmandat ory.

icnplnRedirects { icnp 7 }

Synt ax:
Count er

Definition:
The nunber of | CVMP Redirect nessages received.

Access:
read-only.

St at us:
nmandat ory.

i cnpl nEchos { icnmp 8 }

Synt ax:
Count er

Definition:
The nunber of |ICMP Echo (request) messages received.
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Access:
read-only.

St at us:
mandat ory.

i cnpl nEchoReps { icmp 9 }

Synt ax:
Count er

Definition:
The nunber of | CMP Echo Reply nessages received.

Access:
read-only.

St at us:
mandat ory.

i cnpl nTi mestanps { icnp 10 }

Synt ax:
Count er

Definition:
The nunber of | CWMP Timestanp (request) messages received.

Access:
read-only.

St at us:
mandat ory.

i cnpl nTi mestampReps { icnp 11 }

Synt ax:
Count er
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Definition:
The nunber of | CWP Tinmestanp Reply nessages received.

Access:
read-only.

St at us:
mandat ory.

i cnpl nAddr Masks { icnp 12 }

Synt ax:
Count er

Definition:
The nunber of | CVP Address Mask Request nessages
received.

Access:
read-only.

St at us:
mandat ory.

i cnpl nAddr MaskReps { icnp 13 }

Synt ax:
Count er

Definition:
The nunber of | CVMP Address Mask Reply messages received.

Access:
read-only.

St at us:
nmandat ory.

icnmpQutMsgs { icnmp 14 }
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Synt ax:
Count er

Definition:
The total nunmber of |CWP nessages which this entity
attenpted to send. Note that this counter includes al
those counted by i cnpQutErrors.

Access:
read-only.

St at us:
nmandat ory.

icnpQutErrors { icnp 15 }

Synt ax:
Count er

Definition:
The nunber of | CVMP nessages which this entity did not
send due to problens discovered within | CMP such as a
| ack of buffers. This value should not include errors
di scovered outside the I CVP | ayer such as the inability
of IPto route the resultant datagram In sone
i mpl enentati ons there may be no types of error which
contribute to this counter’s val ue.

Access:
read-only.

St at us:
nmandat ory.

i cnpQut Dest Unreachs { icnp 16 }

Synt ax:
Count er

Definition:

The nunber

Mcd oghrie & Rose
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| CVP Destination Unreachabl e nessages sent.
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Access:
read-only.

St at us:
mandat ory.

i cnpQut Ti meExcds { icnp 17 }

Synt ax:
Count er

Definition:
The nunber of |ICWMP Time Exceeded nessages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut ParnProbs { icnp 18 }

Synt ax:
Count er

Definition:
The nunber of | CVMP Paraneter Probl em nessages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut SrcQuenchs { icnp 19 }

Synt ax:
Count er
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Definition:
The nunber of | CVMP Source Quench nessages sent.

Access:
read-only.

St at us:
mandat ory.

icnpQut Redirects { icnp 20 }

Synt ax:
Count er

Definition:
The nunber of | CVMP Redirect nessages sent.

Access:
read-only.

St at us:
nmandat ory.

i cnpQut Echos { icnmp 21 }

Synt ax:
Count er

Definition:
The nunber of |ICVMP Echo (request) nessages sent.

Access:
read-only.

St at us:
nmandat ory.

i cnpQut EchoReps { icnp 22 }
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Synt ax:
Count er

Definition:
The nunber of | CWMP Echo Reply nessages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut Ti mestanps { icnp 23 }

Synt ax:
Count er

Definition:
The nunber of |ICWMP Timestanp (request) nmessages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut Ti mest anpReps { icnmp 24 }

Synt ax:
Count er

Definition:
The nunber of | CWMP Tinmestanp Reply nessages sent.

Access:
read-only.

St at us:
mandat ory.
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i cnpQut Addr Masks { icnp 25 }

Synt ax:
Count er

Definition:
The nunber of | CVMP Address Mask Request nessages sent.

Access:
read-only.

St at us:
mandat ory.

i cnpQut Addr MaskReps { icnmp 26 }

Synt ax:
Count er

Definition:
The nunber of | CVMP Address Mask Reply nessages sent.

Access:
read-only.

St at us:
mandat ory.
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5.6. The TCP G oup

| mpl ement ation of the TCP group is mandatory for all systens
that inplement the TCP protocol.

Not e that instances of object types that represent infornmation
about a particular TCP connection are transient; they persist
only as long as the connection in question.

tcpRtoAlgorithm{ tcp 1}

Synt ax:
| NTEGER {
ot her (1), -- none of the follow ng
constant(2), -- a constant rto
rsre(3), -- ML-STD- 1778, Appendix B
vanj (4) -- Van Jacobson’s al gorithm[11]
Definition:

The al gorithmused to determ ne the timeout val ue used
for retransnmitting unacknow edged octets.

Access:
read-only.

St at us:
nmandat ory.

tcpRtoMn { tcp 2 }

Synt ax:
| NTEGER

Definition:
The m ni mum val ue permitted by a TCP i npl ementati on
for the retransm ssion tineout, neasured in
mlliseconds. Mre refined semantics for objects
of this type depend upon the algorithmused to
determ ne the retransmi ssion tinmeout. |In particular
when the tineout algorithmis rsre(3), an object
of this type has the semantics of the LBOUND
gquantity described in RFC 793.
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Access:
read-only.

St at us:
mandat ory.

tcpRtoMax { tcp 3}

Synt ax:
| NTEGER

Definition:
The maxi mum val ue permitted by a TCP i npl ementati on
for the retransm ssion timeout, neasured
in mlliseconds. Mre refined semantics for objects
of this type depend upon the algorithmused to
determ ne the retransmi ssion timeout. |In particular
when the tineout algorithmis rsre(3), an object of
this type has the semantics of the UBOUND quantity
descri bed in RFC 793.

Access:
read-only.

St at us:
mandat ory.

tcpMaxConn { tcp 4 }

Synt ax:
| NTEGER

Definition:
The limt on the total nunber of TCP connections the
entity can support. In entities where the maxi mum

nunber of connections is dynamc, this object should
contain the value "-1".

Access:
read-only.
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St at us:
mandat ory.

tcpActiveQpens { tcp 5}

Synt ax:
Count er

Definition:
The nunber of times TCP connections have nade a direct
transition to the SYN-SENT state fromthe CLOSED
st at e.

Access:
read-only.

St at us:
mandat ory.

t cpPassi veOpens { tcp 6 }

Synt ax:
Count er

Definition:
The nunber of tinmes TCP connections have nade a direct
transition to the SYNNRCVD state fromthe LISTEN
st at e.

Access:
read-only.

St at us:
mandat ory.

tcpAttenptFails { tcp 7 }

Synt ax:
Count er
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Definition:
The nunber of tinmes TCP connections have nade a direct
transition to the CLOSED state fromeither the
SYN- SENT state or the SYN-RCVD state, plus the nunber
of times TCP connecti ons have nade a direct transition
to the LISTEN state fromthe SYN-RCVD state

Access:
read-only.

St at us:
nmandat ory.

tcpEst abResets { tcp 8 }

Synt ax:
Count er

Definition:
The nunber of tines TCP connections have made a direct
transition to the CLOSED state fromeither the
ESTABLI SHED state or the CLOSE-WAIT state.

Access:
read-only.

St at us:
nmandat ory.

tcpCurrEstab { tcp 9 }

Synt ax:
Gauge

Definition:
The nunber of TCP connections for which the current
state is either ESTABLI SHED or CLOSE-VWAIT.

Access:
read-only.
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St at us:
mandat ory.

tcplnSegs { tcp 10 }

Synt ax:
Count er

Definition:
The total nunber of segnments received, including those
received in error. This count includes segnments
received on currently established connecti ons.

Access:
read-only.

St at us:
mandat ory.

tcpQutSegs { tcp 11 }

Synt ax:
Count er

Definition:
The total nunber of segments sent, including those on
current connections but excluding those containing
only retransmtted octets.

Access:
read-only.

St at us:
mandat ory.

tcpRetransSegs { tcp 12 }

Synt ax:
Count er
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Definition:
The total nunber of segnments retransmitted - that is,
the nunmber of TCP segnents transnmitted containing one
or nore previously transmitted octets.

Access:
read-only.

St at us:
mandat ory.

tcpConnTable { tcp 13 }

Synt ax:
SEQUENCE OF TcpConnEntry

Definition:
A tabl e containing TCP connection-specific
i nf or mati on.

Access:
read-only.

St at us:
mandat ory.

tcpConnEntry { tcpConnTable 1 }

Synt ax:
TcpConnEntry ::= SEQUENCE {
tcpConnSt at e
| NTEGER,
t cpConnLocal Addr ess
| pAddr ess,
t cpConnLocal Port
| NTEGER (0. .65535),
t cpConnRemAddr ess
| pAddr ess,
t cpConnRenPor t
| NTEGER (0. .65535)
}
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Definition:
I nformati on about a particular current TCP connection
An object of this type is transient, in that it ceases
to exi st when (or soon after) the connection nakes the
transition to the CLOSED state.

Access:
read-only.

St at us:
mandat ory.

tcpConnState { tcpConnEntry 1 }

Synt ax:
| NTEGER {
cl osed(1),
l'isten(2),
synSent ( 3),
synRecei ved(4),
est abl i shed(5),
finwaiti(e),
finwait2(7),
cl oseWai t(8),
| ast Ack(9),
cl osi ng(10),
ti meWait(11)
}
Definition:
The state of this TCP connection.
Access:
read-only.
St at us:
mandat ory.
OBJECT

tcpConnLocal Address { tcpConnEntry 2 }

Synt ax:
| pAddr ess
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Definition:
The | ocal |IP address for this TCP connecti on

Access:
read-only.

St at us:
mandat ory.

tcpConnLocal Port { tcpConnEntry 3 }

Synt ax:
| NTEGER (0. .65535)

Definition:

The | ocal port nunber for this TCP connection

Access:
read-only.

St at us:
nmandat ory.

t cpConnRemAddr ess { tcpConnEntry 4 }

Synt ax:
| pAddr ess

Definition:

The renote | P address for this TCP connecti on.

Access:
read-only.

St at us:
nmandat ory.

tcpConnRenPort { tcpConnEntry 5 }
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Synt ax:
| NTECER (0. . 65535)

Definition:
The renote port number for this TCP connection

Access:
read-only.

St at us:
mandat ory.
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5.7. The UDP G oup

| mpl ement ati on of the UDP group is mandatory for all systens
whi ch i npl enent the UDP protocol

udpl nDatagrams { udp 1 }

Synt ax:
Count er

Definition:
The total nunber of UDP datagrans delivered to UDP
users.

Access:
read-only.

St at us:
mandat ory.

udpNoPorts { udp 2 }

Synt ax:
Count er

Definition:
The total nunber of received UDP datagranms for which
there was no application at the destination port.

Access:
read-only.

St at us:
mandat ory.

udpl nErrors { udp 3}

Synt ax:
Count er
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Definition:
The nunber of received UDP datagrans that could not be
delivered for reasons other than the lack of an
application at the destination port.

Access:
read-only.

St at us:
mandat ory.

udpQut Dat agrans { udp 4 }

Synt ax:
Count er

Definition:
The total nunber of UDP datagrans sent fromthis
entity.

Access:
read-only.

St at us:
mandat ory.
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5.8. The EGP G oup

| mpl ement ation of the EGP group is nmandatory for all systens
whi ch i npl enent the EGP protocol

egpl nMsgs { egp 1}

Synt ax:
Count er

Definition:
The nunber of EGP nessages received wthout error

Access:
read-only.

St at us:
mandat ory.

egplnErrors { egp 2}

Synt ax:
Count er

Definition:
The nunber of EGP nessages received that proved to be
in error.

Access:
read-only.

St at us:
mandat ory.

egpQut Msgs { egp 3 }

Synt ax:
Count er
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Definition:
The total nunmber of |ocally generated EGP nessages.

Access:
read-only.

St at us:
mandat ory.

egpQutErrors { egp 4 }

Synt ax:
Count er

Definition:
The nunber of locally generated EGP nessages not sent
due to resource linmtations within an EGP entity.

Access:
read-only.

St at us:
mandat ory.

5.8.1. The EGP Nei ghbor Tabl e

The Egp Nei ghbor table contains information about this entity's EGP
nei ghbors.

egpNei ghTable { egp 5 }

Synt ax:
SEQUENCE OF EgpNei ghEntry

Definition:
The EGP nei ghbor table.

Access:
read-only.

St at us:
nmandat ory.
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egpNei ghEntry { egpNei ghTable 1 }

Synt ax:
EgpNei ghEntry ::= SEQUENCE {
egpNei ghSt at e
| NTEGER
egpNei ghAddr
| pAddr ess

}

Definition:
Information about this entity's relationship with a
particul ar EGP nei ghbor

Access:
read-only.

St at us:
mandat ory.

We now consi der the individual conponents of each EGP
nei ghbor entry:

egpNei ghState { egpNei ghEntry 1 }

Synt ax:
| NTEGER {

ide(l),

acqui sition(2),
down( 3),

up(4),

cease(5)

}

Definition:
The EGP state of the local systemwith respect to this
entry’s EGP nei ghbor. Each EGP state is represented
by a value that is one greater than the nunerica
val ue associated with said state in RFC 904.

Access:
read-only.
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St at us:
mandat ory.

egpNei ghAddr { egpNei ghEntry 2 }

Synt ax:
| pAddr ess

Definition:
The I P address of this entry's EGP nei ghbor.

Access:
read-only.

St at us:
nmandat ory.
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6. Definitions
RFC1066-M B { iso org(3) dod(6) internet(1l) ngn(2) 1}
DEFINITIONS ::= BEG N
| MPORTS
ngnt, OBJECT- TYPE, Networ kAddress, | pAddress,

Counter, Gauge, Ti nmeTicks
FROM RFC1065- SM ;

mb OBJECT IDENTIFIER ::= { ngn 1}
system OBJECT IDENTIFIER ::= { mib 1}
interfaces OBJECT IDENTIFIER ::= { mb 2}
at OBJECT IDENTIFIER ::= { mb 3}
ip OBJECT IDENTIFIER ::={ mb 4}
icnp OBJECT IDENTIFIER ::= { mb 5}
tcp OBJECT IDENTIFIER ::={ mb 6 }
udp OBJECT IDENTIFIER ::={ nib 7 }
egp OBJECT IDENTIFIER ::={ nmib 8}

-- object types
-- the System group

sysDescr OBJECT- TYPE
SYNTAX OCTET STRI NG
ACCESS read-only
STATUS nmndat ory
c:={ system1l1 }

sysObj ect | D OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
ACCESS read-only
STATUS nmndat ory
c:={ system?2 }

sysUpTi me OBJECT- TYPE
SYNTAX Ti meTi cks
ACCESS read-only
STATUS nmndat ory
c:={ system3 }

-- the Interfaces group

i f Nunber OBJECT- TYPE
SYNTAX | NTEGER
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ACCESS read-only
STATUS nmandat ory
c:={ interfaces 1}

-- the Interfaces table

i f Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF IfEntry
ACCESS read-wite
STATUS mandat ory
c:={ interfaces 2}

i fEntry OBJECT- TYPE
SYNTAX |IfEntry
ACCESS read-wite
STATUS mandat ory
o= { ifTable 1}

IfEntry ::= SEQUENCE {
i fl ndex
| NTEGER,
i f Descr
OCTET STRI NG,
i f Type
| NTEGER,
ifMu
| NTEGER,
i f Speed
Gauge,
i f PhysAddress
OCTET STRI NG
i f Adm nSt at us
| NTEGER,
i f Oper St at us
| NTEGER,
i f Last Change
Ti meTi cks,
i flnCctets
Count er,
i fl nUcast Pkts
Count er,
i f1 nNUcast Pkt s
Count er,
i flnDi scards
Count er,
iflnErrors
Count er,
i f1 nUnknownPr ot os

August 1988
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Counter,
ifQutCctets
Counter,
i f Qut Ucast Pkts
Count er,
i f Qut NUcast Pkt s
Counter,
i fQut Di scards
Counter,
ifQutErrors
Count er,
i fQut QLen
Gauge
}
i f1 ndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory
o= { ifEntry 1}
i f Descr OBJECT- TYPE
SYNTAX OCTET STRI NG
ACCESS read-only
STATUS nmandat ory
o= { ifEntry 2}
i f Type OBJECT- TYPE
SYNTAX | NTEGER ({
ot her (1), -
regul ar 1822(2),
hdh1822( 3),
ddn-x25(4),

rfc877-x25(5),

August 1988

none of the follow ng

et hernet - csrmacd(6),

i s088023-csnmacd(7),

i s088024-t okenBus( 8),
i s088025-t okenRi ng(9),

i s088026- man( 10),

starlLan(11),

pr ot eon- 10MBi t (12),
pr ot eon- 80MBi t (13),

hyper channel (14),

fddi (15),
| apb(16),
sdl c(17),
tl-carrier(18),
cept (19),

[ Page 69]



RFC 1066 M B

basi cl sdn(20),

primrylsdn(21),
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-- proprietary seria

pr opPoi nt ToPoi nt Seri al (22)

}
ACCESS read-only
STATUS nmandat ory
o= { ifEntry 3}

ifMu OBJECT-TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory
o= { ifEntry 4}

i f Speed OBJECT- TYPE
SYNTAX CGauge
ACCESS read-only
STATUS nmandat ory
o= { ifEntry 5}

i f PhysAddress OBJECT- TYPE

SYNTAX COCTET STRI NG

ACCESS read-only
STATUS nmandat ory
o= { ifEntry 6 }

i f Adm nSt at us OBJECT- TYPE
SYNTAX | NTEGER ({
up(1),
down(2),
testing(3)
}

ACCESS read-wite
STATUS mandat ory
o= { ifEntry 7 }

i f Oper St atus OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2),
testing(3)

}
ACCESS read-only
STATUS mandat ory
o= { ifEntry 8 }

i f Last Change OBJECT- TYPE

Mcd oghrie & Rose
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SYNTAX Ti neTi cks
ACCESS read-only
STATUS mandat ory
c:={ ifEntry 9 }

i flnCctets OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
= { ifEntry 10 }

i fl nUcast Pkts OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
c:= { ifEntry 11 }

i f1 nNUcast Pkt s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
= { ifEntry 12 }

i f1 nDi scards OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
= { ifEntry 13 }

i flnErrors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
= { ifEntry 14 }

i fI nUnknownPr ot os OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
= { ifEntry 15 }

i fQut Octets OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
= { ifEntry 16 }

i fQut Ucast Pkts OBJECT- TYPE

August 1988
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SYNTAX Count er

ACCESS read-only
STATUS mandat ory
= { ifEntry 17 }

i f Qut NUcast Pkt s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
= { ifEntry 18 }

i fQut Di scards OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
= { ifEntry 19 }

i fQut Errors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
= { ifEntry 20 }

i f Qut Qen OBJECT-TYPE
SYNTAX CGauge
ACCESS read-only
STATUS mandat ory
= { ifEntry 21 }

-- the Address Transl ation group

at Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF AtEntry
ACCESS read-wite
STATUS mandat ory
o= { at 1}

atEntry OBJECT- TYPE
SYNTAX AtEntry
ACCESS read-wite
STATUS mandat ory
;= { atTable 1}

At Entry ::= SEQUENCE ({
atl fl ndex
| NTEGER,

at PhysAddr ess
OCTET STRI NG

August 1988
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at Net Addr ess
Net wor kAddr ess

}

atlflndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-write
STATUS nmandat ory
o= { atEntry 1}

at PhysAddr ess OBJECT- TYPE
SYNTAX OCTET STRI NG
ACCESS read-write
STATUS nmandat ory
o= { atEntry 2}

at Net Addr ess OBJECT- TYPE
SYNTAX Net wor KAddr ess
ACCESS read-wite
STATUS nmandat ory
o= { atEntry 3}

-- the I P group

i pForwar di ng OBJECT- TYPE
SYNTAX | NTEGER {

August 1988

gateway(1), -- entity forwards datagrans
host ( 2) -- entity does NOT forward datagrans

ACCESS read-only
STATUS nmandat ory

o={ip1l}

i pDef aul t TTL OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nmandat ory

o={ip 2}

i pl nRecei ves OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

={1ip3}

i pl nHdr Errors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
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STATUS nmandat ory

o={ip 4}

i pl nAddr Errors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ ip 5}

i pFor wDat agr ans OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ip6}

i pl nUnknownPr ot os OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

={ip 7}

i pl nDi scards OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

:={ip 8}

i pl nDel i vers OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { ip 9}

i pQut Request s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ ip 10}

i pQut Di scards OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { ip 11}
i pQut NoRout es OBJECT- TYPE

SYNTAX Count er
ACCESS read-only

Mcd oghrie & Rose
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STATUS nmandat ory
o={ip 12}

i pReasnili meout OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory

o={ ip 13}

i pPReasnmReqds OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ip 14}

i pPReasmOKs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ ip 15}

i pReasnfai | s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { ip 16}

i pFragOKs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ ip 17 }

i pFragFai | s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o={ ip 18 }

i pFragCreates OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= {ip 19}
-- the IP Interface table

i pAddr Tabl e OBJECT- TYPE

August 1988
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SYNTAX SEQUENCE OF | pAddrEntry
ACCESS read-only
STATUS mandat ory

:={ ip 20}

i pAddr Ent ry OBJECT- TYPE
SYNTAX | pAddrEntry
ACCESS read-only
STATUS mandat ory
::={ ipAddrTable 1 }

| pAddrEntry ::= SEQUENCE {
i pAdEnt Addr
| pAddr ess,
i pAdENnt | f 1 ndex
| NTEGER
i pAdEnt Net Mask
| pAddr ess,
i pAdEnt Bcast Addr
| NTEGER

}

i pAdEnt Addr OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS nmandat ory
::= { ipAddrEntry 1}

i pAdENnt | f 1 ndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nmandat ory
c:= { ipAddrEntry 2}

i pAJEnt Net Mask OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS nmandat ory
::= { ipAddrEntry 3}

i pAdEnt Bcast Addr OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS nandat ory
c:={ ipAddrEntry 4}

-- the 1P Routing table

August 1988
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i pRout i ngTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | pRouteEntry
ACCESS read-wite
STATUS mandat ory

o= { ip 21}

i pRout eEntry OBJECT- TYPE
SYNTAX | pRout eEntry
ACCESS read-wite
STATUS mandat ory
::={ ipRoutingTable 1 }

| pRout eEntry :: = SEQUENCE {

i pRout eDest
| pAddr ess,

i pRout el f1 ndex
| NTECER,

i pRout eMetricl
| NTECER,

i pRout eMetric2
| NTECER,

i pRout eMetric3
| NTECER,

i pRout eMetric4
| NTECER,

i pRout eNext Hop
| pAddr ess,

i pRout eType
| NTECER,

i pRout eProt o
| NTECER,

i pRout eAge
| NTEGER

}

i pRout eDest OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-wite
STATUS mandat ory
::={ ipRouteEntry 1 }

i pRout el fl ndex OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS mandat ory
::={ ipRouteEntry 2 }

i pRout eMetricl OBJECT- TYPE

Mcd oghrie & Rose
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SYNTAX | NTEGER
ACCESS read-wite
STATUS mandat ory
::={ ipRouteEntry 3}

i pRout eMetri c2 OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS mandat ory
::={ ipRouteEntry 4 }

i pRout eMetri c3 OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS mandat ory
::={ ipRouteEntry 5 }

i pRout eMetri c4 OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS mandat ory
::={ ipRouteEntry 6 }

i pRout eNext Hop OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-write
STATUS mandat ory
::={ ipRouteEntry 7 }

i pRout eType OBJECT- TYPE
SYNTAX | NTECGER {
ot her (1), -- none of the follow ng

i nvalid(2), -- an invalidated route

-- route to directly
direct(3), -- connected (sub-)network

-- route to a non-|ocal
renote(4), -- host/ net wor k/ sub- net wor k

}
ACCESS read-write
STATUS nmandat ory
::={ ipRouteEntry 8 }

i pRout eProt o OBJECT- TYPE

SYNTAX | NTECER {
ot her (1), -- none of the follow ng
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-- non-protocol information
-- e.g., manually
l ocal (2), -- configured entries

-- set via a network
net ngnt ( 3) , -- managenent pr ot ocol

-- obtained via | C\VP,
icnp(4), -- e.g., Redirect

-- the following are
-- gateway routing protocols

egp(5),

ggp(6),

hel l o(7),

rip(8),

is-is(9),

es-is(10),

ci scol grp(11),

bbnSpf I gp(12),

oi gp(13)

}

ACCESS read-only
STATUS nmndat ory
::={ ipRouteEntry 9 }

i pRout eAge OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nmndat ory
::={ ipRouteEntry 10 }

-- the I CWP group

i cnpl nMsgs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icnp 1}

i cnpl nErrors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory

o= { icnp 2}

i cnpl nDest Unr eachs OBJECT- TYPE
SYNTAX Count er
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ACCESS read-only
STATUS nmandat ory

c:={ icnp 3}

i cnpl nTi meExcds OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icnp 4}

i cnpl nPar nPr obs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 5}

i cnpl nSrcQuenchs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 6}

i cnpl nRedi rects OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icnp 7}

i cnpl nEchos OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 8}

i cnpl nEchoReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

c:={ icnp 9}

i cnpl nTi mest anps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory

o= { icm 10 }

i cnpl nTi mest anpReps OBJECT- TYPE
SYNTAX Count er
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ACCESS read-only
STATUS nmandat ory

o= { icm 11}

i cnpl nAddr Masks OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icm 12 }

i cnpl nAddr MaskReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icm 13}

i cnpQut Msgs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icmp 14 }

i cnpQut Errors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icnp 15}

i cnpCQut Dest Unr eachs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icnp 16 }

i cnpCQut Ti meExcds OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icm 17 }

i cnpCQut Par nPr obs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory

o= { icmp 18 }

i cnpQut SrcQuenchs OBJECT- TYPE
SYNTAX Count er
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ACCESS read-only
STATUS nmandat ory

o= { icnp 19 }

i cnpQut Redi rects OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icnp 20 }

i cnpQut Echos OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icm 21}

i cnpQut EchoReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icm 22}

i cnpCQut Ti mest anps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icnp 23}

i cnpCQut Ti mest anpReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icnp 24 }

i cnpQut Addr Masks OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory

o= { icnp 25}

i cnpQut Addr MaskReps OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nandat ory

o= { icm 26}

-- the TCP group
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t cpRt oAl gori t hm OBJECT- TYPE
SYNTAX | NTEGER {

ot her (1), -- none of the follow ng
constant (2), -- a constant rto

rsre(3), -- ML-STD- 1778, Appendix B

vanj (4) -- Van Jacobson’s al gorithm[11]

}
ACCESS read-only
STATUS mandat ory

= { tcp 1}

tcpRt oM n OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS mandat ory

= { tcp 2}

t cpRt oMax OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS mandat ory

:={ tcp 3}

t cpMaxConn OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-only
STATUS mandat ory

:={ tcp 4}

t cpActi veQpens OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory

:={ tcp 5}

t cpPassi veOQpens OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory

:={ tcp 6}

tcpAttenpt Fail s OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory

= { tcp 7}
t cpEst abReset s OBJECT- TYPE
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SYNTAX Count er
ACCESS read-only
STATUS mandat ory

:={ tcp 8}

tcpCurrEst ab OBJECT- TYPE
SYNTAX CGauge
ACCESS read-only
STATUS mandat ory

= { tcp 9}

tcpl nSegs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
c:={ tcp 10 }

t cpQut Segs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
o= { tcp 11}

t cpRet ransSegs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory
i={ tcp 12 }

-- the TCP connections table

t cpConnTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF TcpConnEntry
ACCESS read-only
STATUS mandat ory
o= { tcp 13 }

tcpConnEntry OBJECT- TYPE
SYNTAX TcpConnEntry
ACCESS read-only
STATUS mandat ory
.= { tcpConnTable 1 }

TcpConnEntry ::= SEQUENCE {
tcpConnSt at e
| NTEGER,
t cpConnLocal Addr ess
| pAddr ess,
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t cpConnLocal Port

| NTEGER (0. .65535),
t cpConnRemAddr ess

| pAddr ess,
t cpConnRenPor t

| NTEGER (0. .65535)

}

tcpConnSt at e OBJECT- TYPE
SYNTAX | NTEGER {

cl osed(1),
listen(2),
synSent ( 3),
synRecei ved(4),
est abl i shed(5),
finwait1(e),
finwait2(7),
cl oseWai t(8),
| ast Ack(9),
cl osi ng(10),
timeVait(11)

}
ACCESS read-only
STATUS nmndat ory
.= { tcpConnEntry 1 }

t cpConnLocal Address OBJECT- TYPE
SYNTAX | pAddress
ACCESS read-only
STATUS nmndat ory
.= { tcpConnEntry 2 }

t cpConnLocal Port OBJECT- TYPE
SYNTAX | NTEGER (0. .65535)
ACCESS read-only
STATUS nmndat ory
::={ tcpConnEntry 3 }

t cpConnRemAddr ess OBJECT- TYPE
SYNTAX | pAddress
ACCESS read-only
STATUS nmndat ory
;.= { tcpConnEntry 4 }

t cpConnRenPort OBJECT- TYPE
SYNTAX | NTEGER (0. .65535)
ACCESS read-only
STATUS nmndat ory
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::={ tcpConnEntry 5 }
-- the UDP group

udpl nDat agr anms OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
o= { udp 1}

udpNoPorts OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
o= { udp 2}

udpl nErrors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
c:={ udp 3}

udpQut Dat agr ans OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS nmandat ory
c:={ udp 4}

-- the EGP group

egpl nMsgs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory

:={ egp 1}

egpl nErrors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory

=1 egp 2}

egpQut Msgs OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory

::=1{ egp 3}
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egpQut Errors OBJECT- TYPE
SYNTAX Count er
ACCESS read-only
STATUS mandat ory

::={ egp 4}
-- the EGP Nei ghbor table

egpNei ghTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF EgpNei ghEntry
ACCESS read-only
STATUS nmndat ory

ri={ egp 5}

egpNei ghEntry OBJECT- TYPE
SYNTAX EgpNei ghEntry
ACCESS read-only
STATUS nmndat ory
::= { egpNeighTable 1 }

EgpNei ghEntry ::= SEQUENCE {
egpNei ghSt at e
| NTEGER,
egpNei ghAddr
| pAddr ess
}

egpNei ghSt at e OBJECT- TYPE
SYNTAX | NTECGER {
ide(l1),
acquisition(2),
down(3),
up(4),
cease(5)

}
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 1}

egpNei ghAddr OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS nmandat ory
::={ egpNeighEntry 2}

END
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