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Interface to the Routing System (12RS) Epheneral State Requirements
Abst r act

“"An Architecture for the Interface to the Routing Systen’ (RFC 7921)
abstractly describes a nunber of requirements for epheneral state (in
terns of capabilities and behaviors) that any protocol suite
attenpting to neet the needs of the Interface to the Routing System
(I 2RS) protocol has to provide. This docunent describes, in detail
requi renents for epheneral state for those inplenenting the |I2RS

pr ot ocol

Status of This Meno

This docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the I ESG are a candidate for any |level of Internet

St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc8242.
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1

| ntroducti on

The Interface to the Routing System (12RS) Wrking Goup (W5 is
chartered with providing architecture and mechanisms to inject into
and retrieve information fromthe routing system The |I2RS
Architecture docunent [RFC7921] abstractly docunents a nunber of
requirenents for inplenmenting the |I2RS and defines epheneral state as
"state that does not survive the reboot of a routing device or the
reboot of the software handling the |I2RS software on a routing
device" (see Section 1.1 of [RFC7921]). Section 2 of this docunent
describes the specific requirenents that the I2RS WG has identified
based on the |I2RS architecture’s abstract requirenents. The
Interface to the Routing System (12RS) Wrking Goup (WG is
chartered with providing architecture and mechanisnms to inject into
and retrieve information fromthe routing system The |I2RS
Architecture document [RFC7921] abstractly docunents a nunber of
requi renents for inplenmenting the |12RS and defines ephemeral state as
"state that does not survive the reboot of a routing device or the
reboot of the software handling the | 2RS software on a routing
device" (see Section 1.1 of [RFC7921]). Section 2 of this docunent
provides a sunmary of these abstract requirenents, and section 3
recasts these abstract requirenents into specific requirenents for
the Epheneral state for any | ETF network managenent system

The 1 2RS WG has chosen to use the YANG data nodel i ng | anguage
[ RFC7950] as the basis to inplement its nechanisns.

Additionally, the I2RS WG has chosen to reuse two exi sting protocols,
NETCONF [ RFC6241] and its simlar but lighter-weight relative
RESTCONF [ RFC8040], as the protocols for carrying |I2RS

What does reuse of a protocol nmean? Reuse neans that while the
conbi nati on of the YANG nodeling | anguage and the NETCONF and
RESTCONF protocols is a good starting basis for the |I2RS data
nodel i ng | anguage and protocol, the requirements for |2RS protoco
i mpl enent ati ons shoul d:

1. select features fromthe YANG nodeling | anguage and t he NETCONF
and RESTCONF protocol s per version of the |I2RS protocol (see
Sections 4, 5, and 6), and

2. propose additions to YANG NETCONF, and RESTCONF per version of
the |12RS protocol for key functions (epheneral state, protoco
security, publication/subscription service, traceability).

The purpose of these requirements is to ensure clarity during |I2RS
prot ocol creation.
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Support for epheneral state is an |2RS protocol requirenent that
necessitates datastore changes (see Section 3), YANG additions (see
Section 4), NETCONF additions (see Section 5), and RESTCONF additions
(see Section 6).

Sections 7-9 provide details that expand upon the changes in Sections
3-6 to clarify requirenents discussed by the | 2RS and NETCONF WGs.
Section 7 provides additional requirenments that detail how wite-
conflicts should be resolved if two I2RS client wite the same data.
Section 8 describes |I2RS requirements for support of multiple nessage
transactions. Section 9 highlights two requirenents for |I2RS
publication/subscription [ RFC7923] that nust be expanded for

epheneral state

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here.

2. Architectural Requirenents for Ephemeral State

The |1 2RS architecture [ RFC7921] and the |2RS probl em st at enent

[ RFC7920] define the inportant high-Ilevel requirements for the I2RS
protocol in abstract terns. This section distills this high-Ieve
abstract guidance into specific requirements for the |2RS protocol
To aid the reader, there are references back to the abstract
descriptions in the |12RS architecture docunent and the |2RS probl em
statenent, but the reader should note the requirenents bel ow are not
explicitly stated in the |I2RS architecture docunment or in the |I2RS
pr obl em st at enent .

Requi renent s:

1. The I2RS protocol SHOULD support an asynchronous programatic
interface with properties described in Section 5 of [ RFC7920]
(e.g., high throughput) with support for target information
streans, filtered events, and threshol ded events (real-tinme
events) sent by an |I2RS agent to an I12RS client (from Section 1.1
of [RFC7921]).
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2. An | 2RS agent MJST record the client identity when a node is
created or nodified. The |I2RS agent SHOULD be able to read the
client identity of a node and use the client identity’'s
associated priority to resolve conflicts. The secondary identity
is useful for traceability and may al so be recorded (from
Section 4 of [RFC7921]).

3. An I2RS client identity MJST have only one priority for the
client’s identifier. A collision on wites is considered an
error, but the priority associated with each client identifier is
utilized to conpare requests fromtwo different clients in order
to nodify an existing node entry. Only an entry froma client
that is higher priority can nodify an existing entry (first entry
wins). Priority only has meaning at the time of use (from
Section 7.8 of [RFC7921]).

4. An I2RS client’s secondary identity data is read-only netadata
that is recorded by the |12RS agent associated with a data nodel’s
node when the data node is witten. Just like the primary client
identity, the secondary identity SHOULD only be recorded when the
data node is witten (from Sections 7.4 of [RFC7921].)

5. An | 2RS agent MAY have a lower-priority 12RS client attenpting to
nodi fy a higher-priority client’s entry in a data nodel. The
filtering out of lower-priority clients attenpting to wite or
nodi fy a higher-priority client’s entry in a data nodel SHOULD be
effectively handl ed and SHOULD not put an undue strain on the
| 2RS agent. (See Section 7.8 of [RFC7921] augnented by the
resource limtation | anguage in Section 8 [RFCr7921].)

3. Epheneral State Requirenents
In requirements Epheneral -REQ 01 to Epheneral - REQ 15, Epheneral state
is defined as potentially including in a data nodel ephenera
configuration and operational state which is flagged as ephenmer al

3.1. Persistence

Ephereral - REQ 01: |12RS requires epheneral state, i.e., state that

does not persist across reboots. |If state nust be restored, it
shoul d be done solely by replay actions fromthe 12RS client via the
| 2RS agent.

At first glance, the |I2RS epheneral state nay seem equivalent to the
writabl e-running datastore in NETCONF (e.g., running-config), which

can be copied to a datastore that persists across a reboot (software
or hardware). However, |2RS epheneral state MJST NOT persist across
a reboot (software or hardware).
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3.2. Constraints

Epherer al - REQ- 02: Non-epheneral state MJST NOT refer to epheneral
state for constraint purposes; it SHALL be considered a validation
error if it does.

Epherer al - REQ 03: Epheneral state MJUST be able to have constraints
that refer to operational state, this includes potentially fast-
changi ng or short-lived operational state nodes, such as MPLS LSP-1D
(label -switched path I D) or a BGP Adj-RIB-1N (Adjacent RI B I nbound).
Epheneral state constraints should be assessed when the ephenera
state is witten, and if any of the constraints change to nake the
constraints invalid after that tine, the |I2RS agent SHOULD notify the
| 2RS client.

Epherer al - REQ- 04: Epheneral state MJST be able to refer to non-
epheneral state as a constraint. Non-ephemeral state can be
configuration state or operational state.

Epherer al - REQ 05: |1 2RS pub-sub [ RFC7923], tracing [ RFC7922], RPC, or
ot her mechani sms may | ead to undesirabl e or unsustainabl e resource
consunption on a systeminplenmenting an | 2RS agent. It is
RECOMMVENDED t hat mechani sms be nade avail able to permt
prioritization of |I2RS operations, when appropriate, to permt

i mpl enentations to shed work | oad when operating under constrained
resources. An exanple of such a work-sheddi ng nmechanismis rate-
[imting.

3.3. Hierarchy
Epherer al - REQ- 06: YANG MUST have the ability to do the foll ow ng:

1. define a YANG nodul e or subnodul e schena that only contains data
nodes with the property of being ephemeral, and

2. augnent a YANG nodul e with additional YANG schenma nodes that have
the property of being epheneral.

3.4. Epheneral Configuration Overlapping Local Configuration

Ephener al - REQ- 07: Local configuration MJST have a priority that is
conparable with individual I2RS client priorities for naking changes.
This priority will determ ne whether |ocal configuration changes or

i ndi vi dual epheneral configuration changes take precedence as
described in [RFC7921]. The |2RS protocol MJST support this
mechani sm
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4.

YANG Feat ures for Epheneral State

Ephereral -REQ-08: In addition to config true/false, there MIST be a
way to indicate that YANG schema nodes represent ephenmeral state. It
is desirable to allow for, and have a way to indicate, config fal se
YANG schena nodes that are witable operational state.

NETCONF Features for Epheneral State
Epherer al - REQ- 09: The changes to NETCONF nust incl ude:

1. Support for conmunication nmechanisnms to enable an I2RS client to
determ ne that an |2RS agent supports the nechani sms needed for
| 2RS operati on.

2. The epheneral state MJST support notification of wite conflicts
using the priority requirenents defined in Section 7 (see
requi renments Epheneral - REQ 11 t hrough Epheneral - REQ 14).

RESTCONF Features for Epheneral State
Epherer al - REQ- 10: The conceptual changes to RESTCONF are

1. Support for conmunication nmechanisnms to enable an I2RS client to
determ ne that an |2RS agent supports the nechani sms needed for
| 2RS operati on.

2. The epheneral state MJST support notification of wite conflicts
using the priority requirenents defined in Section 7 (see
requi rements Epheneral - REQ 11 t hrough Epheneral - REQ 14) .

Requi renents regardi ng Supporting Milti-Head Control via dient
Priority

To support nmulti-headed control, 12RS requires that there be a

deci dabl e means of arbitrating the correct state of data when
nultiple clients attenpt to mani pul ate the same piece of data. This
is done via a priority mechanismw th the highest priority w nning.
This priority is per client.

Epherneral - REQ- 11: The foll ow ng requirenents must be supported by the
| 2RS protocol in order to support I2RS client identity and priority:

0 the data nodes MJUST store |2RS client identity and MAY store the
effective priority at the time the data node is stored.
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o0 Per SEC-REQ 07 in Section 4.3 of [RFC8241], an |I2RS ldentifier
MJUST have just one priority. The |I2RS protocol MJST support the
ability to have data nodes store |I2RS client identity and not the
effective priority of the 12RS client at the time the data node is
st ored.

o The priority MAY be dynami cally changed by AAA but the exact
actions are part of the protocol definition as |long as collisions
are handl ed as described in Ephereral -REQ 12, Epheneral - REQ 13
and Ephenmer al - REQ 14.

Ephener al - REQ-12: Wen a collision occurs as two |2RS clients are
trying to wite the same data node, this collision is considered an
error. The I2RS priorities are used to provide a determnistic
resolution to the conflict. Wen there is a collision, and the data
node i s changed, a notification (which includes indicating the data
node the collision occurred on) MJST be sent to the original client
to give the original client a chance to deal with the issues
surrounding the collision. The original client may need to fix their
state.

Expl anati on: RESTCONF and NETCONF updates can come in concurrently
fromalternative sources. Therefore, the collision detection and
conparison of priority needs to occur for any type of update.

For exanple, RESTCONF tracks the source of configuration change via
the entity-tag (see Section 3.5.2 of [RFC8040]), which the server
returns to the client along with the value in GET or HEAD net hods.
RESTCONF requires that this resource entity-tag be updated whenever a
resource or configuration resource within the resource is altered.

In the RESTCONF processing, when the resource or a configuration
resource within the resource is altered, the processing of the
configuration change for two |I2RS clients nmust detect an |2RS
collision and resolve the collision using the priority mechani sm

Epherneral -REQ 13: Milti-headed control is required for collisions and
the priority resolution of collisions. Milti-headed control is not
tied to epheneral state. The |2RS protocol MJST NOT nandate the

i nternal mechani smfor how AAA protocols (e.g., Radius or D aneter)
or mechani sms distribute priority per identity except that any AAA
protocol s MJUST operate over a secure transport |ayer (see Radius

[ RFC6614] and Dianmeter [ RFC6733]). Mechanisns that prevent
collisions of two clients trying to nodify the same node of data are
the focus.
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Epheneral -REQ 14: A deterministic conflict resolution nmechani sm MJST
be provided to handl e the error scenario in which two clients, with
the sane priority, update the sane configuration data node. The |I2RS
architecture gives one way that this could be achieved: by specifying
that the first update wins. Qher solutions that prevent oscillation
of the config data node are al so acceptabl e.

8. Miltiple Message Transactions

Ephereral - REQ- 15: Section 7.9 of the [RFC7921] states the |I2RS
architecture does not include nulti-nmessage atomcity and roll-back
nmechani sns. The | 2RS protocol inplenentati on MUST NOT require the
support of these features. As part of this requirenment, the |I2RS
prot ocol shoul d support:

mul tiple operations in one nmessage. An error in one operation
MJUST NOT stop additional operations frombeing carried out, nor
can it cause previous operations to be rolled back

nmul tiple operations in nultiple nmessages, but multiple nessage-
conmand error handling MJUST NOT insert errors into the |I2RS
epheneral state.

9. Pub/Sub Requirenments Expanded for Epheneral State

I2RS clients require the ability to nmonitor changes to ephenera
state. Wile subscriptions are well defined for receiving
notifications, the need to create a notification set for al
epheneral configuration state may be overly burdensonme to the user

Thus, there is a need for a general subscription nechanismthat can
provide notification of changed state, with sufficient infornmation to
pernmit the client to retrieve the inpacted nodes. This should be
doabl e without requiring the notifications to be created as part of
every single |I2RS nodul e.

The publication/subscription requirenments for |12RS are in [ RFC7923],
and the follow ng general requirements SHOULD be understood to be
expanded to include epheneral state:

0 Pub-Sub-REQ 01: The subscription service MJST support

subscriptions agai nst epheneral state in operational datastores,
configuration datastores, or both.
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10.

11.

12.

o

Pub- Sub- REQ- 02: The subscription service MJST support filtering so
that subscribed updates under a target node m ght publish either:

1. only epheneral state in operational data or configuration
data, or

2. both epheneral and operational data.
Pub- Sub- REQ 03: The subscription service MJST support
subscriptions that are epheneral. (For exanple, an epheneral data

nodel that has ephemeral subscriptions.)

| ANA Consi der ati ons

Thi s docunent does not require any | ANA acti ons.

Security Considerations

The security requirenments for the | 2RS protocol are covered in
[ RFC8241] .
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