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Qpportunistic Security for HTTP/ 2
Abst r act

Thi s docunent describes how "http" URI's can be accessed using
Transport Layer Security (TLS) and HTTP/2 to mtigate pervasive
nmoni toring attacks. This nechani smnot a replacenent for "https"
URIs; it is vulnerable to active attacks.

Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplementation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
comunity. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
conmunity. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al |l docunents approved by the I ESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 7841.

I nformati on about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc8164.

Copyri ght Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Not t i ngham & Thonson Experi nment al [ Page 1]



RFC 8164 Qpportuni stic HTTP/ 2 Security May 2017

Tabl e of Contents

1. IntroduCti On ... e 2
1.1. Goals and Non-goals . ...... ... 3
1.2. Notational Conventions ............ ... 3

2. Using HTTP URIsS over TLS ... . . . . e 3
2.1. Alternative Server Opt-In ... .. .. e 4
2.2. Interaction with "https" URIS ....... ... ... . ... 5
2.3. The "http-opportunistic" Well-Known URI .................... 5

3. TANA Considerati ONS .. ... ... 6

4. Security Considerati ONS . ... ... ... 7
4.1. Security Indicators ......... .. e 7
4.2. Downgrade Attacks ........ ... . 7
4.3. Privacy Considerati OnNS . ...... ... 7
4.4. Confusion regarding Request Scheme ............. ... ........ 7
4.5. Server Control s ... ... 8

5. Ref ereNCeS . .. 8
5.1. Normative References .......... .. .. 8
5.2. Informative References .......... .. . . .. 9

ACKNOW edgemBNnt S . ... 9

Aut hor s’ Addr 8SSES .. .o 10

1. I nt roducti on

Thi s docunent describes a use of HITP Alternative Services [ RFC7838]
to decouple the URI scheme fromthe use and configuration of
underlying encryption. It allows an "http" URl [RFC7230] to be
accessed using HITP/ 2 and Transport Layer Security (TLS) [ RFC5246]
with Opportunistic Security [RFC7435].

Thi s docunent describes a usage nodel whereby sites can serve "http"
URI's over TLS, thereby avoiding the problem of serving M xed Content
(described in [WBC. CR-ni xed-content-20160802]) while still providing
protecti on agai nst passive attacks.

Qpportunistic Security does not provide the sane guarantees as using
TLS with "https" URI's, because it is vulnerable to active attacks,
and does not change the security context of the connection

Normal Iy, users will not be able to tell that it is in use (i.e.
there will be no "lock icon").
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1.1. Coals and Non-goal s

The imedi ate goal is to make the use of HTTP nore robust in the face
of pervasive passive nonitoring [ RFC7258].

A secondary (but significant) goal is to provide for ease of

i mpl enent ati on, depl oynent, and operation. This nechanismis
expected to have a mninmal inpact upon performance and require
trivial administrative effort to configure.

Preventing active attacks (such as man-in-the-mddle attacks) is a
non-goal for this specification. Furthernore, this specification is
not intended to replace or offer an alternative to "https", since
"https" both prevents active attacks and i nvokes a nore stringent
security nodel in nost clients.

1.2. Notational Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC2119].

2. Using HITP URI's over TLS

An origin server that supports the resolution of "http" URIs can

i ndi cate support for this specification by providing an alternative
service advertisenent [RFC7838] for a protocol identifier that uses
TLS, such as "h2" [RFC7540]. Such a protocol MJST include an
explicit indication of the scheme of the resource. This excludes
HTTP/ 1.1; HTTP/ 1.1 clients are forbidden fromincluding the absol ute
formof a URI in requests to origin servers (see Section 5.3.1 of

[ RFC7230]) .

A client that receives such an advertisenment MAY make future requests
i ntended for the associated origin [RFC6454] to the identified
service (as specified by [ RFC7838]), provided that the alternative
service opts in as described in Section 2.1.

A client that places the inportance of protection agai nst passive
attacks over performance m ght choose to w thhold requests until an
encrypted connection is available. However, if such a connection
cannot be successfully established, the client can resune its use of
the cleartext connection
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A client can also explicitly probe for an alternative service
advertisenent by sending a request that bears little or no sensitive
i nformation, such as one with the OPTIONS nethod. Likew se, clients
with existing alternative services information could make such a
request before they expire, in order mnimze the delays that m ght
be i ncurred.

Client certificates are not meani ngful for URLs with the "http"
schene; therefore, clients creating new TLS connections to
alternative services for the purposes of this specification MJST NOT
present them A server that also provides "https" resources on the
sanme port can request a certificate during the TLS handshake, but it
MUST NOT abort the handshake if the client does not provide one.

2.1. Aternative Server Opt-In

For various reasons, it is possible that the server m ght becone
confused about whether requests’ URLs have an "http" or "https"
schene (see Section 4.4). To ensure that the alternative service has
opted into serving "http" URLs over TLS, clients are required to
perform addi ti onal checks before directing "http" requests to it.

Clients MIUST NOT send "http" requests over a secured connection

unl ess the chosen alternative service presents a certificate that is
valid for the origin as defined in [RFC2818]. Using an authenticated
alternative service establishes "reasonabl e assurances" for the
purposes of [RFC7838]. 1In addition to authenticating the server, the
client MJUST have obtained a valid "http-opportunistic" response for
an origin (as per Section 2.3) using the authenticated connection

An exception to the latter restriction is nade for requests for the
"http-opportunistic" well-known URI

For exanple, assuming the follow ng request is nade over a TLS
connection that is successfully authenticated for those origins, the
foll owi ng request/response pair would all ow requests for the origins
"http://ww. exanpl e. con’ or "http://exanple.coni to be sent using a
secured connecti on:
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HEADERS
+ END_STREAM
+ END_HEADERS
:method = GET
:schenme = http
;authority = exanpl e. com
:path = /.well-known/ http-opportunistic

HEADERS
:status = 200
content-type = application/json
DATA
+ END_STREAM
[ "http://ww. exanpl e.com', "http://exanple.com ]

Thi s docunent describes nultiple origins, but only for operationa
convenience. Only a request nmade to an origin (over an authenticated
connection) can be used to acquire the "http-opportunistic" resource
for that origin. Thus, in the exanple, the request to

"http://exanpl e.com cannot be assunmed to al so provide a
representati on of the "http-opportunistic" resource for
"http://ww. exanpl e. com'.

2.2. Interaction with "https" UR's
Clients MJUST NOT send "http" and "https" requests on the sane
connection. Simlarly, clients MUST NOT send "http" requests for
mul tiple origins on the sane connection

2.3. The "http-opportunistic" Well-Known UR
Thi s specification defines the "http-opportunistic" well-known UR
[ RFC5785]. A client is said to have a valid "http-opportunistic"

response for a given origin when:

o The client has requested the well-known URI fromthe origin over
an aut henticated connection and a 200 (OK) response was provided,

o That response is fresh [RFC7234] (potentially through revalidation
[ RFC7232]),

o That response has the nedia type "application/json",

o That response’s payl oad, when parsed as JSON [ RFC7159], contains
an array as the root, and
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o The array contains a string that is a case-insensitive, character-
for-character match for the origin in question, serialized into
Uni code as per Section 6.1 of [RFC6454].

A client MAY treat an "http-opportunistic" resource as invalid if
val ues it contains are not strings.

Thi s docunent does not define semantics for "http-opportunistic"
resources on an "https" origin, nor does it define semantics if the
resource includes "https" origins.

Allowing clients to cache the "http-opportunistic" resource neans
that all alternative services need to be able to respond to requests
for "http" resources. Aclient is permtted to use an alternative
service without acquiring the "http-opportunistic" resource fromthat
servi ce.

A client MJUST NOT use any cached copies of an "http-opportunistic"
resource that was acquired (or revalidated) over an unauthenticated
connection. To avoid potential errors, a client can request or
reval i date the "http-opportunistic" resource before using any
connection to an alternative service.
Clients that use cached "http-opportunistic" responses MJST ensure
that their cache is cleared of any responses that were acquired over
an unaut henticated connection. Revalidating an unauthenti cated
response using an authenticated connection does not ensure the
integrity of the response.

3. | ANA Consi derations
This specification registers the follow ng well-known URl [RFC5785]:
o URI Suffix: http-opportunistic
o Change Controller: |IETF
o Specification Docunent(s): Section 2.3 of RFC 8164

0 Related |Information:
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4. Security Considerations
4.1. Security Indicators

User agents MJST NOT provide any special security indicators when an
"http" resource is acquired using TLS. In particular, indicators
that m ght suggest the sane |evel of security as "https" MJST NOT be
used (e.g., a "lock device").

4.2. Downgrade Attacks
A downgrade attack agai nst the negotiation for TLS is possible.

For exanpl e, because the "Alt-Svc" header field [RFC7838] likely
appears in an unauthenticated and unencrypted channel, it is subject
to downgrade by network attackers. |In its sinplest form an attacker
that wants the connection to remain in the clear need only strip the
"Al't-Svc" header field fromresponses.

4.3. Privacy Considerations

Cached alternative services can be used to track clients over tine,
e.g., using a user-specific hostname. Cearing the cache reduces the
ability of servers to track clients; therefore, clients MJST clear
cached alternative service information when clearing other origin-
based state (i.e., cookies).

4.4. Confusion regardi ng Request Schene

HTTP i npl enent ati ons and applications sonetines use anbient signals
to determine if a request is for an "https" resource; for exanple,
they mght ook for TLS on the stack or a server port nunber of 443.

This mght be due to expected Iimtations in the protocol (the nost
common HTTP/ 1.1 request form does not carry an explicit indication of
the URI schene, and the resource m ght have been devel oped assum ng
HTTP/ 1.1), or it may be because of how the server and application are
i mpl enented (often, they are two separate entities, with a variety of
possi bl e interfaces between thenj.

Any security decisions based upon this information could be m sled by
the depl oyment of this specification, because it violates the
assunption that the use of TLS (or port 443) neans that the client is
accessing an HTTPS URI and operating in the security context inplied
by HTTPS

Therefore, server inplenmenters and adm nistrators need to carefully
exam ne the use of such signals before deploying this specification
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4.5. Server Controls

This specification requires that a server send both an alternative
service advertisenent and host content in a well-known |ocation to
send HTTP requests over TLS. Servers SHOULD take suitabl e measures
to ensure that the content of the well-known resource remains under
their control. Likew se, because the "Alt-Svc" header field is used
to describe policies across an entire origin, servers SHOULD NOT
permt user content to set or nodify the value of this header.
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